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Vulnerability Lifecycle and Vulnerability Research
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Bridging the Gap (academia vs. industry)

“In theory there is no difference between theory and practice. In practice there is.”

Abstraction
Theory Practice
Security properties (e.g., non-interference) Broken assumptions
Formal methods (e.g., PL) Diverse domains

Messy details
Arbitrary constraints



Vulnerability Research

ACM CCS 2020

Distinguished Paper Award
e DNS Cache Poisoning Attack Reloaded: Revolutions With Side Channels,
Keyu Man (University of California, Riverside), Zhiyun Qian (University of
California, Riverside), Zhongjie Wang (University of California, Riverside),
Xiaofeng Zheng (Qi-AnXin Group, Tsinghua University), Youjun Huang
(Tsinghua University), Haixin Duan (Tsinghua University, Qi-AnXin Group)
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discovery

Academia

Hacking community
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Research
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remediation

Internet Research Task Force

€< 3% Ap]olied Networlfeing Research Prize
1 2 T F

Off-path TCP exploit: how wireless routers can jeopardize your secrets,
Weiteng Chen and Zhiyun Qian
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Usable automation tools
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Modeling Side Channel Vulnerabilities
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Modeling Side Channel Vulnerabilities
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Modeling Side Channel Vulnerabilities

Victim’s secret Attacker

Turningon TV

Shared resources

L.L OO 7

Vulnerability ModelingggdlSide Channels



Network Protocol Side Channels

» History of off-path network attacks (side channels in TCP and UDP)

Model checking

Puppet-as:sisted TCP implementations
Windows attack a.tt.ack (mins to Pure off-path (CCS 2019)
Predictable initial seq num Still vulnerable (hours to finish) finish} attacks: (1 to 2 mins) UDP side channel
Morris  Bellovin Zalewsky klm Herzberg  (USENIX Security 16) (CCS 2020)
3 y o | sz / . 3 4 ‘-’ 3 4
1985 1989 1995 2001 2004 2007/ 2012 2016 2018 2019 2020
Mitnik Unfixable side channel:

Watson Our malware-assisted attacks: (secs to :

Real exploit finish). Oakland 2012, CCS 2012 (USENIX Security 2038

BGP DoS



Network Protocol Side Channels




Vulnerability Research Cycle
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rogram Reasoning Tools
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LLM-Assisted Program Analysis

 Static analysis + LLM > each alone

Static analysis LLM
Rigid «—>  Flexible
Imprecise > Precise”

Slow —> Fast®

Enhancing Static Analysis for Practical Bug Detection: An LLM-Integrated Approach, OOSPLA 2024

Vulnerability Discoveryggdll LM-Assisted Program analysis



Example

 Complement a published static analysis tool (UBITect) with LLM:

40% undecided

(potentially bugs)
UBITect p——— LLM

static int libcfs_ip str2addr(...){
unsigned int a, b, c, d;
if (sscanf(str, "%u.%u.%u.%u%n",
&a, &b, &c, &d, &n) >=4 && ...){

// useofa,b,c d Are these variables used without initialization?

} Answer: No

Enhancing Static Analysis for Practical Bug Detection: An LLM-Integrated Approach, OOSPLA 2024

Vulnerability Discoveryggdll LM-Assisted Program analysis



Example

 Complement a published static analysis tool (UBITect) with LLM:

40% undecided

(potentially bugs)
UBITect p——— LLM

* Results
— Filter hundreds of false positives produced by static analysis tools
— Found 12 unknown vulnerabilities

Enhancing Static Analysis for Practical Bug Detection: An LLM-Integrated Approach, OOSPLA 2024

Vulnerability Discoveryggdll LM-Assisted Program analysis



Vulnerability Research Cycle
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Linux Kernel Bug Triage Pipeline

Fuzzer-exposed bugs
in Linux upstream

Apply to downstream kernels?

Require privilege to trigger?

High-risk primitives?

Exploitable?

(Multiple top-tier papers and tools published)




Example Results

o ° B Bug . . Before Adaptation Environment Adaptation Privilege Adaptation After Adaptation
o 5 3 l k l l t bl b He Primitive Affect
] e y eXp O] a e u gS root normal EAl EA2 EA3 PA1 PAZ2 root normal
. CVE-2022-27666% OOB W UFD F - - UuD uD UD UFD - UFD
frO m 1 OOO -4 p u b l'l C b u gS CVE-2022-0185 OOB W UFD  UFD - - - - - UFD - UFD
) CVE-2021-22600  DF UFD  UFD - - - - - UFD - UFD
CVE-2021-22555 OOB W UFD F - - uD uD UuD UFD - UFD
CVE-2021-4154 CFH UFD  UFD - - - - - UFD - UFD
CVE-2021-3715 UAF W U U - - - - - U - U
cf7393b* UAF W UFD  UFD - - - - - UF D UF
4b0830a UAF W UFD U D - - F - F ] FD
eb7i2fc UAF W UFD - - - UFD - - UFD - UFD
2389bfc* CFH UFD  UFD - - - - - F uD F
403eb21 CFH UFS UF - S - - - UF S UF
f4c90£2% OOB W UFDS UFDS - - - - - UFS D UFS
380acd1* DF UF UF - - - - - UF - UF
b53aed?2 OOB W UFD  UFD - - - - - UFD - UFD
e2d0f38 CFH F - - - F - - F - F
d35e6e8 NPD W UFD  UFD - - - - - UFD - UFD
60e3243 CVW UFDS UFDS - - - - - UFDS - UFDS
a533b68e OOB W UF F - - U U U UF - UF
5ad0e07 NPD W UF UF - - - - - UF - UF
TeT2451 OOB W UFD  UFD - - - - - UFD - UFD
f1834el CFH FD - - D FD - - - - FD
ed87cd6 CFH F F - - - - - F - F
edcSe3T AVW FD - - - FD - - F D F
e3e3lbl UAF W FD F - - D - - F D F
bifebdb UAF W FD - - - - FD FD FD - FD
balaech DF FD F - - D - - FD - FD
955089c¢ CFH FD FD - - - - - FD - FD
457491c CFH UFD - - UFD - UFD UFD UFD - UFD
6578348 CFH UFDS UD FS - - - - UD - UFDS
26del8d CVW UFD - - U UFD - - UF D UF
418578d UAF W UFD - - UD UFD - - F - UFD
2262245 OOB W F F - - - - - F - F
232223b UAF W FS FS - - F - - F S F
2793442 UAF W UFDS UFDS - - - - - UFS D UFS
26cb120 DF UFD  UFD - - - - - UF D UF
([
([
{

Vulnerability AssessmentfgdlAutomated bug triage




Vulnerability Research Cycle

Assumptions

! Vulnerability
Abstractions :
modeling
Rules
- Automation
Vulnerability Reasoning
discovery Techniques

Vulnerability

Research

Patch
Monitor
Redesign

Exploitability
Security impact
Prioritization




Software Reuse and Supply Chain Security

20%

New code

a4

W

Vulnerabilities?

Existing
open source
component

80%

ility RemediationgkzlOverview




Supply Chain Security: Case of Linux

Linux upstream /\

|

Android AOSP
@ ( Ubuntu ) ( )
Routers

) reen ) || oL |[Comnm )| | QY uomm
o, > CentOS a Cars @
( ) ni

Linux distros loT & CPS Android

Not always open source!
* Binary only

* Snapshot only

 Significant delays

ity RemediationgedOverview




Patch Presence Test

* Google has no visibility into which OEM kernel images have patched a CVE

PSnmsuncg V4 sonNy
hTC HUAWEI

VivoO mo@m >
@La oevo

> Patched or not?

Android firmware images
(binary)

_—— — — — — —

CVEs / Patches |
|
|

|

Vulherability RemediationggdlPatching Precise and Accurate Patch Presence Test for Binaries, USENIX Security 18



Conclusion

| Binary
& 5 - understanding N gl i
novel types of Vulnerability ST, e
* >.< vulnerabilities modeling e |
Bl
Vulnerability

: - Better reasoning tools
discovery - Integration of techniques

Vulnerability

Research

Vulnerability

- Supply chain security N

- Selective protection
- Hardware-assisted

remediation Vulnerability

assessment

- Modeling exploit techniques
- Search for impacts

() https://github.com/seclab-ucr
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