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Research Quality

• According to the csrankings.org,        
UC Riverside has published the 8th

most papers of any US university   
in the top-four cybersecurity 
conferences since 2014

• Despite many other universities 
having many more faculty 
publishing in cybersecurity



Research Quality

• And an even higher productivity 
rate, if we consider publications 
from 2017 

• 6th most papers of any US 
university  in the top-four 
cybersecurity conferences



Software Security Research 

Wide ranging work in understanding attacks and developing defenses

q Automated vulnerability detection and prevention via static analysis

q Fast(est) concolic execution engine and use in vulnerability detection

q Wide variety of open-source research tools for fuzz testing 

q Recent work exploring use of machine learning/LLMs for security tasks

q Vast experience in binary analysis – recent Amazon award for AI-
Powered Binary Diffing

q Built on extensive practical experience in vulnerability discovery and 
exploitation leading to a variety of real-world impacts



Systems Security Research

Broad experience in the challenges of operating systems security

q Design and implementation of security mechanisms (e.g., access control)

q Scalable analysis of operating systems code to detect flaws, generate 
exploits, and automate retrofitting with security 

q Use of recent hardware features to improve OS security

q Key research in file system security, motivating recent to Linux fixes

q Security research on Cloud, AR/VR, autonomous vehicle, Android, CPS, 
IoT, and power systems

q Collaborations with Microsoft Research, Google, and IBM and more



Hardware Security Research

Hardware security is a key emerging area of research

q Understanding vulnerabilities exploiting hardware and architecture (side     
channels; fault injection attacks; speculative execution attacks)

q Designing systems (architecture, software) immune to these attacks

q Use and design of hardware features to improve OS and software security

q Exploiting and protecting Memory and I/O, e.g., using CHERI, etc.

q Understanding heterogeneous system security

q Current or recent collaboration with Intel, Nvidia, and Meta



Network Security Research

Building performant, intelligent, secure, and resilient networks

q Research in wireless and cellular networking, such as 5G

q Resurrected research in network side channels

q Vast research in cybersecurity of web and social media 

q Variety of research in ML for security and security for ML in network 
domain

q Improve robustness of firewall and SDN security mechanisms

q Past experience with startups



Privacy Research



CRESP Education
Creating a pipeline of students in cybersecurity 

q Introduce students to cybersecurity early in their undergraduate education

q Student recruitment from cybersecurity courses to extracurricular 
activities, including student hacking teams and research

q Developing collaborations with other universities and government 
agencies to broaden practical and research opportunities for undergraduates

q Expand on our already large group of graduate students in cybersecurity 

q Nuture and develop collaborations with government and industry for 
research for graduate students 



CRESP Students
Over 30 Ph.D. students researching cybersecurity

q Meet many of them at the poster sessions

q Responsible for the key research tasks 

q Across a wide range of computing domains

q Placing in many of the top US research labs

q Scope of faculty to support a pipeline of cybersecurity students from 
undergrad to Ph.D.



Conclusions
CRESP Is Aiming High in Cybersecurity

q Among top US universities in cybersecurity research productivity

q Broad research portfolio covering software, systems, hardware, network, 
and privacy cybersecurity research areas

q Great group of research students and increasing undergrad involvement

q Look forward to research talks from faculty and the poster sessions to 
learn more!



Questions


