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What’s the role of hardware in 
security?
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Architecture & Security

Vulnerabilities originating in architecture 
– Side and covert channels

– Speculation attacks

– Fault injection

– Hardware trojans, … Defenses rooted in architecture
– Do no harm 

• Avoid vulnerabilities in architecture/HW

– Help software

• Security abstractions/mechanisms  

• Computational support for expensive defenses

Attacks

Defenses
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Some Trends (Arch2030)
Acceptance of Moore’s law ending Specialization happening at scale

Cloud is ubiquitous

Machine learning critical workload

3D devices, quantum, and DNA computing
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Started exploring attacks on GPUs
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Optimizing performance & Cost Efficiency

Vulnerability in small-scale heterogeneous systems

Attacks on multi-GPUs 

Vulnerability in large-scale heterogeneous systems

Side channel attack on AR/VR [5,6]

Contention attacks

Shared-state attack in Multi-User 
Augmented Reality Applications [7]

Small-scale Large-scale

Heterogeneity: modern computing platforms are becoming increasingly heterogeneous.

Enhancing Power Efficiency & Flexibility 

Heterogeneous Systems

Vulnerabilities in GPUs, NPUs, Memory

Attacks on memory and interconnect



Security of heterogeneous systems

• Every system is different

– How to think about security?

• Started exploring attacks
1. Large scale heterogeneity

• Data centers with accelerators

• Multi-GPU systems

2. Small scale heterogeneity

• SoCs, Mobile systems, Embedded/IoT

• XR security
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Where can the attacker come from?

App 1

AR/VR SDKs
Spatial mapping, anchors, headset tracking, ... 

Sensors:

App 2 App 3

Side channel attacks across apps
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Threat model 1:
Attacks across apps within the same headset

Its all in your headset: Side channel attacks on AR/VR systems, USENIX Security’23

Going through the motions: AR/VR Keylogging from user head motion, Usenix Security’23 9



Scenario: Multiple applications running simultaneously

Shared access to SDKs

Visually isolated apps

● Many AR/VR devices support multiple apps simultaneously augmenting environment 
○ Ex: Microsoft Hololens 2, Meta Quest 2, and Magic Leap One

● Permissions management on AR/VR systems allows access to common lower-level SDKs
○ Even though apps can be visually isolated

10



Overview of a typical XR system
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Performance counters

accessible to user 
applications



Threat model: Software side-channel

Spy

Spy

App

Memory allocation API,

Performance counters,

Device tracking API

Victim

Side-channel leakage

● A malicious application runs in the background with normal permissions

● Probe Unity/Unreal APIs to leak side-channel information
○ Memory allocation API: Memory usage/limit/peak, etc.

○ Rendering performance counters: CPU/GPU frame rate, etc.

○ Device tracking API: headset acceleration, gyroscope, etc.
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Normally provided to developers 

to optimize app performance



User Interaction Attack—Hand Gestures

● Recall: malicious program in background samples performance 
counters
● Performance counters have unique time series signatures

● Example: Different patterns from user hand gestures
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Environment Inference attack – Bystander ranging

● Yes! Performance counters have unique time 

series signatures

● Example: detect bystanders in view of the AR 

device:
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Can tracking APIs/sensors reveal typing in another app? 

● Yes! Head pose has unique time series
signatures for different characters 

Foreground app Background app infers
what is typed: “apple” or “map”

Malicious background app
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Media1.MOV

http://drive.google.com/file/d/1hOGYe1dlrBI-8fcU1jPyT4YyZx48zp9B/view


Potential Mitigations ineffective

● Block access to performance counters completely → user suffers
● User permissions → Informed consent difficult
● …??
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→ Sampling rate reduction 

ineffective!

● Reduce available sampling rate of performance counters
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Ongoing Work  -- Decorrelating Virtual and Physical Worlds

Attack the sensors Selective Contention
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Threat model 2: Shared virtual state

That doesn’t go there:Attacks on Shared State in Multi-User Augmented Reality Applications, Usenix Security’24 

19



Threat models 
more broadly

App 1

AR/VR SDKs
Spatial mapping, anchors, headset tracking, ... 

Shared 

state

Attack 2: Attacks on 

shared state -- 

Location teleportation 

attack across devices

App 1

AR/VR SDKs
Spatial mapping, anchors, headset tracking, ... 



Multi-user AR experiences

● Most AR experiences leverage shared state

○ Sometimes for optimization such as shared SLAM

● Location as an example target
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Write attack
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Write attack on Mapillary
1. Assume that shared state is crowd-sourced 3D maps (e.g., Mapillary)
2. Attacker writes false images to the shared state1

1 We received permission from Mapillary to upload 

false images in a geofenced area

Same image present at two different map locations!
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3. TO DO: Victim AR device reads bad information from the shared state

→ teleport and wrong holograms displayed
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THANKS – QUESTIONS?
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