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5G: Anytime, Anywhere Networks
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A Spectrum of Usage Scenarios
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My Research:
ReS|l|ent 5G against Attacks

//\ National Telecommunications an

AT&T Launches 5G Managed Advanced ==
Security Capabilities to Further
Protect Enterprise
Infrastructu

Safeguarding the

AT&T’s security-first approach to 56G pr| future: Managing 5G

and competitive edge for b security risks

X O & B % & O

Important Objective for Government & Industry




5G’s Simplified Architecture
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My research for 5G (and beyond) security

Security for cellular vehicle-to-everything,
emergency calls, cellular loT, ...

Service

(( )) Network Study on network protocols:
I New attacks and countermeasures

EEE System Security for base station sub-systems, 5G
core network, and devices
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Security about 5G Services

O3 | carvice | Security for cellular vehicle-to-everything,
— _cellular IoT, ...
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Practice of Cellular Emergency Service

To ensure the availability of cellular emergency services,

- In the U.S., Federal Communications Commission (FCC) stipulates that
cellular carriers must transmit all wireless 911 calls

- The GSM Association (GSMA) standard requires emergency services
must be supported by all mobile phones
for mobile users.

- The 3GPP standard requires emergency services to be provided with
than other cellular services.
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How Emergency Service Works
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1. Emergency IP-CAN Session Establishment

2. IMS Emergency Registration

3. IMS Emergency Session Establishment
Case 1: Dial a 911 call

SIP Invite

SIP Invite

100 Trying

Session Progress

Session

Progress

Ringing

Ringing

OK (PSAP answersg the call)

Voice conversation starts

Case 2: Send a 911 text

SIP MESSAGE

202 Accepted

SIP MES




Our Findings

« Test three US major carriers using device and SDR

« ..Inaresponsible way! (No actual emergency calls/text messages are
sent to IMS servers or PSAPs)

- We found that cellular emergency services (in US) are

« Four insecure designs from 3GPP cellular emergency service standards
« Enabling attacks such as

and
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V1: Unverifiable emergency IP-CAN requests

« Per FCC Title 47, U.S. carriers need to support non-service-initialized
devices (denoted anonymous UE) to access emergency services
- Only one emergency IP-CAN session can be established per UE

Reality: The network cannot differentiate whether the second IP-CAN
session establishment request is sent by a benign user or an attacker.

UE1 IP IMS Server IP

Source Destination Protocol Leng Info UE2 IP IMS Server 1P

.0...[2600:1009:11f..]/ 2001:4888:5:f..] TCP 80 38698 -> 5060 [SYN] LTi Source Destination Protocol Leng Info
... 2001:4888:5:f... 2600:1009:11f... TCP 72 5060 -> 38698 [SYN, EE

. ... 2600:1009:11f... 2001 4888 5:f.. TCP 60 38698-> 5060 [ACK] * 80 41212 = 5060 [SYN]

: ) Lo 2001 4888 5: ... 2600: 1000:10F TCP 72 5060 > 41212 [SN,
ML MR RN R i ) e Sl 10 g T (g
. 1L : il 1. 2600:1009: 10f 2001: 4888 532 1Foce TCP 60 41212 -> 5060 [FIN

The UEI was implicitly detached.



V2: Improper cross-layer security binding

@® Normal IMS session set up is bound to IPSec

Reality: No key exchange during emergency services IMS

No SIP registration procedure
No. Time Source Destination Protocol Leng Info
14 1.20.. 2607:fc20:7... fd00:976a:c... TCP 96 39791 -> 5060 [SYN]
20 1.29.. fd00:976a:c... 2607:fc20:7... TCP 84 5060 -> 39791 [SYN,
21 1.29... 2607:fc20:7... fd00:976a:c... TCP 76 39791 -> 5060 [ACK]
23 1.29.. 2607:fc20:7... £d00:976a:c... TCP 1296 %9791 -> 5060 [ACK]
25 1.29.. 2607:fc20:7... £d00:976a:c... SIP.. 940 |[Request: INVITE urn|

<

> Transmission Control Protocol, Src Port: 39791, Dst Port: 5060, Seq:

> [2 Reassembled TCP Segments (2084 bytes): #23(1220), #25(864)]
v Session Initiation Protocol (INVITE) g "
> Request-Line: INVITE urn:service:sos SIP/2.0 NO encryptlon °°

v Message Header
> Via: SIP/2.0/TCP [2607:fc20:7 :5060; branch=z9hG4b

Max-Forwards: 70
mRIVERSIDE > Route: <sip:[fd00:976a:c :5060;1r>




Attack: Denial of Cellular Emergency Service

©® Eavesdropping
® Sending attacking messages for:

Cellﬁl;r Network - ) (1) UE detaching, (2) call
Sniffer cancel, and (3) call drop attacks

Phase I - Phase 11

er. IP Con Est. Dialing an emergent call Emergent call conversation ~
Receive ~ ¥=<—Send SIP INVITE Send

E . attach . —
L grclgrr)ta ac " x ® <Receive 200 OK SIP Bye
o Xu (PSAP answers the call)

P . .

Uplink
= Downlink

Packet Size (Bytes)

: ..Ill..ll..ll.%.x. 'X?‘""‘ﬁ'xx'.f m X

]
2 3 4 5 6 7 8 92
UE detaching Time (S) |:| UE detaching or E UE detaching or

call cancel call drop
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V3: Non-atomic service initialization

Three emergency service initialization actions should be
performed without any interruption -

Reality: Adversaries can send data in the middle of session setup

The destination is not necessarily
to be the IMS server.

UE IP (emergency) Google DNS Server IP

No. Time Source Destination Protocol Leng Info

...| 2600:1009:110.../[{2001:4860:486...|ICMPv6 104 Echo (ping) request
B 3 : : . ICMPv6 104 Echo (ping) request
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.0... 2600:1009:110...
.. 2600:1009:110...

.. 2600:1009:110...
... 2600:1009:110...

2001:4860:486...

2001:4860:486...
2001:4860:486...
2001:4860: 486...

ICMPV6 104

ICMPV6 104
ICMPV6 104
ICMPV6 104

Echo (ping) request
Echo (ping) request
Echo (ping) request
Echo (ping) request

... 2600:1009:110...
... 2001:4888:2:f...
. 2600:1009:110...

2001:4888:2:T...
2600:1009:110...

2001:4888:2:f...

TCP 80
TCP 72
TCP 60

50730 -> 5060 [SYN]
5060 -> 50730 [SYN,
50730 -> 5060 [ACK]

\ The emergency IP connectivity still exists.




V4: Improper Access Control on Sessions

« The access of emergency IP-CAN session should be
restricted to IMS servers

- Done by PCF (Policy Control Function)

Reality: All carriers allow various mobile-to-mobile communications when

bypassing internal firewall protection

—~3.0
Mobile-to-Mobile a

. . o Uplink
to- 0 2.5+ .
Carriers | Mobile-to-Internet R | F2TNVS | 57D 22.0_ Downlink

OP 1 X 0] X | X 215]
OPII X 0 X | o 210 o = %
OP-III X 0 0 0 i 051 , , ,
OP-I OP-II OP-1ll
m RIVERSIDE E2E Attack Throughput
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5G Networking Security Research

((I)) Network Study on network protocols:
New attacks and
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5G Control vs. Data Plane

Control plane: Session and state control -> Well-studied

Data plane: Per-packet data delivery

Challenging with per-packet overhead
« Both application packets and data-plane signaling

Control Plane Security, Mobility,

Data Plane ' Data Delivery

5G Device Base Station Network Core
[TH RIVERSIDE




Data-Plane: Overlooked but Problematic

Control Plane Control Packets\/

Data Plane
ﬁ

Commands Status Sync-Up

DRX Command . Power Headroom

Time Advance - Buffer Status Report

e -
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Data-Plane Signaling Attacks

Power draining,
Connection reset,
Resource draining,

%\ «g»
é] > CDS (MobiCom ’21)

Cleartext Data-Plane Signaling

Proactive protection is impractical with high overhead ->
Can we design reactive solutions to detect such attacks?
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Signaling Verification for Attack Detection

Verify what's right
Instead of targeting certain threats

Verify data-plane signaling
message instead of per packet monitoring

Unexpected ACK

D4— ﬁ D Forze

Data
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Cross-Layer, State-Dependent Detection

State-dependent checks on 9 states
L, start dL start

RLC imi MAC ACK
Acked |ack RLC NAC REG NAGK

End MAC & RiC @ rcack(” RLC ©
= Acked Received

DFA for UL end DFA for DL

o VIAC O o ARd L MAC
— (5) Pending |NDI,HARQ ending VIAC eceive
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Enable CellDAM without Firmware Access

Directly inspect the signaling
messages

Use to
capture signals for detection

(@)
0——%

\ /
. Inference & Capture
& Analysis
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Evaluation Results on CellDAM

> Can detect (incl. all data-attacks and
common signaling attacks) and find

» Incur overhead compared to per-packet processing

Server for CellDAM & UE

[ gNB Server
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5G System Security Research

EEE System Security for , 5G

core network, and devices

[TH RIVERSIDE



Trend: Softwarization of base stations

Open Radio Access Networks (O-RAN): Nonproprietary, intelligent
upgrade for 5G base station

Distributed RAN —> Central RAN — Cloud / Virtual RAN — Open RAN

o 8§ o

@ E(— RU (Radio Unit) g

—}||8BU
Baseband Unit

—— S

Proprietary Fronthaul (CPRI)

Proprietary Fronthaul (CPRI) Proprietary Fronthaul (CPRI) OPEN Fronthaul (eCPRI)
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O-RAN Com pone nts RAN Intelligent Controller (RIC):

Monitors other components, runs
multiple Al models for intelligent
network management

O-CU: Data security with
encryption/decryption/integrityy, QoS

O-DU: High-PHY (e.g., scrambling),
MAC layer, Reliable data transfer

O-RU: Low-layer PHY procedures
such as digital-to-analog converter

mmvsnsmﬁ
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O-RAN Security: A sample of questions

« Conformance: Does each component work correctly?

« Black-box component with room for customizable implementation

* Interoperability: Would O-RAN components interaction
expose additional vulnerabilities?

» Different components are from different vendors

e Security, privacy, and safety for Al models?
« Al models can make incorrect or conflicting decisions
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Our First Attempt:
ARCANE: Model-Based O-RAN Fuzzing

/ ASN.1 i
Nid Definition | (- )\

System Crash

Eé_) {(2 ! [FuzzingJ [Monitor]] _._) . System Hang ‘

Engine

Protocol Initia odel Automata

Specification| Extraction Refinement ) ! I ¢ :
\ N : SUT : \* Bug Detected )

Invalid Responseﬂ

Model Learning Module Fuzzing Module
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LLM-Assisted Modeling Learning

® Apply LLM and design prompts for
® Refine the model by incorporating traces

—>
——{ Preprocessing }7{ FSM Synthesis ] LLM
Sp@ClﬁCﬂthI’l Iterative

Base Model

[|_j QUerY p efined
Abstract Mapper Passive Learner

Model

Trace
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Main Findings

@ Tested on open-source SDR
Implementation of 5G O-RAN

@ 149 bugs with 9 root causes

@ Can be leveraged to launch

three categories of attacks

O Authentication bypass, DoS, and F —G
network failures
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Summary

Threats against
specialized 5G services

Protecting data plane
with detection

ﬁﬁﬁ Security implication in
the O-RAN era DEVCOM

ARMY RESEARCH

LABORATORY j
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