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Types of Virtualization
• Virtualize a computer/hardware
– System Virtual Machine (e.g., VMWare, Xen, KVM)

• Virtualize an OS
– Containers (e.g., LXC, Docker)

• Virtualize a process:
– WINE, user-mode QEMU

• Virtualize a language environment
– JVM, JavaScript Engine, etc.



Requirements for Virtualization
• Requirements:

– Safety
– Fidelity/Transparency
– Efficiency

• Possible Approaches
– Interpreter: safe and faithful, but 

inefficient
– Trap-and-emulate: efficient and faithful, 

safe? 

• Popek and Goldberg theorems
– Sensitive instructions must be a subset of 

privileged instructions



Type 1 and Type 2 Hypervisors



CPU Virtualization

• Paravirtualization:
– Patch the sensitive instructions in the guest kernel to 

make hypercalls
– E.g., Xen 1.0

• Dynamic Binary Translation:
– At runtime, translate the sensitive instruction in the 

guest kernel
• Architectural Support:
– Change the architecture, such that sensitive 

instructions are protected
– E.g., Intel VT





































Extended Page Tables (EPT)

• A VMM must protect host physical memory
– Multiple guest operating systems share the 

same host physical memory
– VMM typically implements protections through 

“page-table shadowing” in software

• Page-table shadowing accounts for a large portion of 
virtualization overheads
– VM exits due to:  #PF, INVLPG, MOV CR3

Goal of EPT is to reduce these overheads



What Is EPT?

• Extended Page Table
• A new page-table structure, under the control of the VMM
– Defines mapping between guest- and host-physical addresses
– EPT base pointer (new VMCS field) points to the EPT page tables
– EPT (optionally) activated on VM entry, deactivated on VM exit

• Guest has full control over its own IA-32 page tables
– No VM exits due to guest page faults, INVLPG, or CR3 changes
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