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Abstract—Coverage-guided testing has shown to be an effective
way to find bugs. If we model coverage-guided testing as a search
problem (i.e., finding inputs that can cover more branches), then
its efficiency mainly depends on two factors: (1) the accuracy
of the searching algorithm and (2) the number of inputs that
can be evaluated per unit time. Therefore, improving the search
throughput has shown to be an effective way to improve the
performance of coverage-guided testing.

In this work, we present a novel design to improve the
search throughput: by evaluating newly generated inputs with
JIT-compiled path constraints. This approach allows us to
significantly improve the single thread throughput as well as
scaling to multiple cores. We also developed several optimization
techniques to eliminate major bottlenecks during this process.
Evaluation of our prototype JIGSAW shows that our approach
can achieve three orders of magnitude higher search throughput
than existing fuzzers and can scale to multiple cores. We also
find that with such high throughput, a simple gradient-guided
search heuristic can solve path constraints collected from a large
set of real-world programs faster than SMT solvers with much
more sophisticated search heuristics. Evaluation of end-to-end
coverage-guided testing also shows that our JIGSAW-powered
hybrid fuzzer can outperform state-of-the-art testing tools.

I. INTRODUCTION

Exploring a program’s execution space is essential for finding
bugs and security flaws in software. Starting from a set of initial
inputs (a.k.a. seeds) to the program, an automatic testcase
generation technique is expected to quickly find more inputs
that can exercise new states that are not covered before, such
that more and more behaviors can be revealed. Because bugs
tend to reside in less-tested code, coverage-guided testing,
which aims to cover as much code as possible, is a popular
and effective way to find bugs.

Fuzzing and symbolic execution are two representative
testcase generation techniques. Fuzzing [35} 165 [78] discovers
new coverage via random search: a new input is randomly
generated or mutated from an old input, which is then tested
with the program under test (PUT) to check whether one
or more new branches are covered. Symbolic execution [10-
150 (19} 31} 132}, 56, 157, 164, [77], on the other hand, performs
more systematic exploration: it collects path constraints during
the execution and uses a constraint solver like a satisfiability
modulo theories (SMT) solver [4} 2122} |29, 49, 50] to generate
new input that can flip branches along execution paths.

If we model the coverage-guided testing as a search problem
that tries to find an input that can satisfy a target branch’s
predicate, then the efficiency of a coverage-guided testing tool

TABLE I: Comparison of branch flipping strategies.

Tools Searching target Form of target Core search alg.
AFL [78] Whole program  Native code Random search
Angora [17] Whole program  Native code  Gradient-guided search
SymCC [56] Path constraint SMT formula SMT solving (DPLL)
Fuzzolic [9] Path constraint SMT formula Fuzzing heuristics
JIGSAW Path constraint JIT’ed code Gradient-guided search

can be measured using the branch flip rate (i.e., how many
branches are flipped per unit time), which is determined by
two factors: search throughput and search accuracy. Search
throughput represents how many inputs can be tried per
unit time, and search accuracy specifies how likely a newly
generated input can flip a branch. Obviously, the branch flip rate
is a product of search throughput and search accuracy. Overall,
a tool with a higher branch flipping rate can achieve the same
coverage faster and is more likely to find more bugs [J].

In this work, we investigate a new point in the design space of
coverage-guided testing (Table I). Our design goal is to improve
the search throughput. Our key insight is that evaluating a new
test input with path constraints in the form of native functions,
produced by Just-In-Time (JIT) compilation, can be much faster
than both traditional approaches. Specifically, when comparing
with fuzzers that evaluate a new input with the entire PUT,
we have several observations. (1) Invoking a set of native
functions is orders of magnitude faster than executing the
whole program. (2) Since a branch’s path constraints do not
update any global state, the JIT ed functions are side-effect
free (i.e., pure). So, evaluating new inputs with them avoids
expensive state reset processes like forking a new process. (3)
When evaluating a new test input with functions, the input
can be passed through registers and memory instead of the
file system, which eliminates the file system bottleneck [74]].
(4) Because every JIT ed function is pure (i.e., independent
of each other), we can linearly scale the fuzzing threads to
multiple cores or machines [36] without worrying about data
races and synchronization. (5) The JIT ed path constraints are
usually free of branches, which makes it easier for modern
processors to exploit instruction-level parallelism (i.e., no mis-
speculation) and to adopt SIMD (Single Instruction Multiple
Data) instructions to further improve the throughput via data
parallelization [25]]. As a result, our approach can improve
both the sequential throughput (properties 1-3) and parallel



throughput (properties 3-5). We implemented a prototyp#GsAw and open-sourced
Compared to other solvers, which also evaluate a new input it (https://github.com/R-Fuzz/jigsaw).

with path constraints, including JIT-compiled constraii@§, [ We evaluated our prototype with a set of real-world

45, 53], our approach also features several optimizations to applications. The results showed that our approach can

improve the search throughput. First, to minimize the cost signi cantly improve the search throughput, which enables

of JIT compilation, we used an in-memory JIT engine and better performance in coverage-guided testing.

implemented a constraint to JIT'ed function cache. More im- We released the path constraints we collected.

portantly, we perform constraint normalization before accessing

the cache. We observe that many path constraints essentially Il. BACKGROUND

perform the same check over different inputs. In other words,

the abstract syntax trees (AST) of these path constraints onlyn this section, we rst provide an overview of automated

differ at the leaf nodes, so they can be solved using the satgst generation techniques, including modern feedback-guided

JIT'ed function. For instance, we can reuse the same JIT'@fkzers and symbolic execution. Then we discuss the important

function factors that affect their ef ciency.

gt(x, y) { retun y - x; } Automated Test Generation. Testing is an important and

to solve constraints lika > 10, b > 20, 30 > c, etc. This effective way to detect software bugs. However, manually
normalization process signi cantly increases the cache hit raggnerated test cases are usually biased towards normal or
Second, we reduced the number of invoked native functiogspected inputs so they do not provide enough coverage,
by only evaluating those that will be affected by the new inpugspecially for corner cases. As a result, simply testing software
Finally, we reduced the use of locks to allow a more scalabth random inputs is enough to generate many crashés [
parallel search. most of which are exploitable. Automated test generation aims

To validate this idea, we implement a prototype, callel® generate test cases to cover as much code as possible.
JicsAw (Justin-Time Gradient descenBearch forAnsWers). Fuzzing and symbolic execution are the two most popular
It compiles path constraints collected from the target prograditomated test generation techniques.
into a set of native functions using the JIT engine from LLVM. Fuzzers create inputs in a generative manner or mutational
Then it performs a gradient-guided searl@f, [18], a relatively manner. Generative fuzzers can be grammar guide@3,
simple local search heuristic, to nd an input that can ip30, 51, 61 or learning based3s3, 59, [72]. Mutational fuzzers
the corresponding branch. Our evaluation of a set of populgenerally adopt two genetic operations: random mutation and
applications shows thalGsaw can achieve an average searchrossover[35, 47, 65, 78]. The rst generation of fuzzers was
throughput of 637.2K inputs/sec when fuzzing path constraintéackbox fuzzersq, 23, 47], which just create random test
with data dependenciea.k.a. nested branch constraints) usingnputs. While they have successfully found many bugs, most
a single thread, and can scale to 12.5M inputs/sec usiofgthose bugs are shallow; once xed, these fuzzers cannot
48 threads. The corresponding branch ipping rate is abogb deeper and cover more code/states. The reason is that
588.9 branches/sec using a single thread and can scaldlézkbox fuzzers are aimless so they can easily generate lots
11.3K branches/sec using 48 threads. When solving last-bramé¢hredundant test cases. To solve this problem, greybdxa(
constraints without dependenciesk{a. optimistic solving), feedback-guided) fuzzers were invent&] -8, 17, 18, 20,
the search throughput scales from 3.1M inputs/sec with2a, 35, 42, 46, 55, 65, 69, 75, 76, 78]. By using lightweight
single thread to 74.7M with 48 threads. The corresponditigstrumentation to collect limited runtime informationd.,
branch ipping rate is about 35.7K and 860.0K branches/sdwanch coverage), greybox fuzzers acarasurethe progress
respectively. For comparison, dibpng , a recent work[f4] they have made and steadily progress towards their gbd]s [
on improving fuzzing throughput reported a throughput around White-box fuzzers and symbolic/concolic executot€-{
6.5M inputs/sec with libFuzzer using 120 cordgzsAaw can 15, 19, 31, 32, 56, 57, 64, 77] generate new input test cases
achieve 18.1M inputs/sec with 48 cores. Interestingly, such highore systematically. They treat the test input as a sequence
search throughput allowedicsaw to solve path constraints of symbolic bytes. When executing the target program, a
collected from real-world applications faster than SMT solvegsymbolic execution engine maintains (1) a symbolic state
powered with much more sophisticated search strategies. , that maps program variables to symbolic expressions

To evaluateliGsAw's impact on end-to-end coverage-guideéind (2) a set of quantier-free rst-order formulas over
testing, we also implemented a hybrid fuzzer witlissAw as  symbolic expressions that are imposed by conditional branches
the path constraint solver. The evaluation results showed t@k.a. path constraints)14]. Whenever the execution engine
the high branch ipping rate oficsAw allowed our hybrid encounters an uncovered branch, it will query an SMT solver
fuzzer to achieve the same code coverage faster than exisfingthe satis ability of that branch's predicate under current

fuzzers and symbolic executors. path constraints. If the branch predicate is satis able, it asks
In summary, we make the following contributions: the SMT solver to return a model for the relevant inputs bytes
We designed a novel approach that improves the brarmhd generates a new test input that should be able to cover
ipping rate of automated test generation. that branch.


https://github.com/R-Fuzz/jigsaw

Ef ciency of Test Generation. Since we only have limited new operating system (OS) primitives to improve the scalability
resources (CPU, memory, and time), the most important metdtparallel fuzzing on multi-core machines. Ny&7 employs a
for measuring an automated test generation technique isfést virtual machine reset technique. By evaluating with JIT'ed
ef ciency, i.e., how much coverage can it achieve with thpath constraints, our approach can signi cantly improve the
limited resources. The rst component that has a huge impasarch throughput.
on ef ciency is state/path scheduling. For fuzzers, since eachPreviously, the major drawback of symbolic execution has
testcase represents an execution path, testcase schedulimges that collecting symbolic constraints is very sI&¥]] so
the same as path scheduling. A basic observation is thathi& overall branch ipping ef ciency is not as good as greybox
opposite branches along a path have already been coveretlorers. However, recent advances in constraints collection
are hard/infeasible to ip, then spending more time on thisave largely reduced this overhead [10, 56, 57, 77].
path will not give any reward (new coverage). This scheduling
problem can be generally modeled as a multi-armed bandit
(MAB) problem [16, 76] and numerous scheduling algorithmd?. Insight
have been proposed to improve the ef ciency of fuzzérs [ Our design goal is to push the search throughpat, the
8, 28, 43, 60, 70, 71, 76]. number of test inputs got evaluated per unit time) to the next
Once a path is scheduled, the next important factor thavel. To achieve this goal, we leverage an important insight:
affects the ef ciency is the speed to ip an uncovered brancpath constraints collected by symbolic executors are pure and
The branch ipping problem is a typical search problem: how tgtraight-line functionsSimilar to a mathematical function, a
nd an input that can satisfy the branch predicate and additionglire function always returns the same value on the same inputs
path constraints that must be satis ed to reach this bra@gh [ (j.e., there are no hidden dependencies over global states) and
The ef ciency of this step depends on two factors. The rshas no side-effeci.e., will not affect global states). This makes
factor is the search algorithm. Off-the-shelf fuzze3§,[65, 78]  pure functions an ideal target for evaluating newly generated
do not pay much attention to this problem and rely on a randagst inputs becaugdel. no side-effect means no need to perform
search. As a result, their search is aimless and usually faggpensive state resetg., invokingfork() ). P2. no external
dif culties when trying to ip branches with tight constraints dependencies mean we can linearly scale the search to multiple
(e.g., magic number check). To overcome this limitatiorsores without worrying about data races and lock contention.
researchers have proposed numerous heuriics4 60, 73. P3. being a function, we can easily pass the new test inputs
A more general solution is to measure progress and perforna@ arguments via registers or memory thus avoiding going
directed search, such as splitting branch&s, [using gradient- through le systems. These properties alone already eliminate
guided search1l7, 18, 66, 67], binary search20], genetic two major scalability bottlenecks identi ed in7f], namely
algorithms P7], or simulated annealing6B]. For complex fork() and le system.
path constraints, the most efcient way so far is to use Moreover, being a straight-line function means the function
an SMT solver, which applies a large set of sophisticatefbes not have any conditional branches, which méxhst
heuristics to transform/rewrite the constraints into S|mpl$§ easier for modern processors to exp|0it instruction-level
ones, then searches for a satisfying solution. Modern SMp&rallelism without worrying about branch mis-prediction
solvers usually leverage two main solving strategies for padiiring speculative execution.
constraints that are in the quanti er-free theories of bit-vectors Finally, each branch predicate is much simpler than the
and arrays: (1) bit-blasting, which reduces the constraints indgiginal program under test, 905 fuzzing individual branch's
a corresponding SAT (boolean satis ability) problem, thepath constraints can be orders of magnitude faster than fuzzing
queries an ef cient SAT solver to nd a solution; (2) localthe whole program under test.
search, which transforms the constraints into an objective ]
function and applies optimization techniques to nd a solutio®: Overview
Recent research also shows that employing the aforementioneffigure 1 shows the design dfGsaw. JGSAwW works in
fuzzing heuristics can be bene cia®[45, 53]. Note that the a way similar to SMT solvers@ it takes a branch's path
focus of this work isnot on improving the search heuristicsgonstraints (with dependencies) in the abstracted syntax tree
but on improving the throughput; and our approach can K&ST) form as input}@ it preprocesses the AST to nd all
combined with any fuzzing- or local-search-based heuristicthe input bytes and constants, and decomposes it into potential
The second factor that affects the efciency of branchub-tasks@® it then compiles each sub-task into a function in
ipping is the number of new inputs that can be tried in a unitLVM IR and uses LLVM's JIT engine to compile the IR into
of time. The more inputs a fuzzer can try, the faster it can nd a native function@ it searches for a satisfying solution using
satisfying input. For this reason, efforts have also been madegtadient-guided search; a@ if a solution is found within a
improve the throughput of fuzzers. For example, AFB|[uses time budget, it returns the solution.
fork_server to avoid initialization overhead. KAFL6B] avoids A Running Example. To demonstrate howiGsaw works,
instrumentation by using a hardware trace collector. Firmve will use the following branch constraints as an example.
AFL [79] avoids expensive whole-system emulation throudin this simple examplex is from stdin and will affect the
augmented user-mode emulation. ¥ual. [74] designed three conditional branch at line 5. In sted, we use a symbolic

I1l. OUR APPROACH



Fig. 1. Overview of JGsaw

1 bool test(i) { return i < 13; }

> void main() { compilation, for two reasons: (1) path constraints are collected

s unsigned int x; from already optimized code and are usually not too complex;
4 irfea‘é)((o; o &S'S:S‘;EX)(;‘))? but (2) more importantly, we found that the extra time spent
5 . . . . .

. assert(0); on optlmlzatlon. may rgduce the overall branph ipping rat.e
7} because compilation is much more expensive than fuzzing

Listing 1: A running example to demonstrate the work ow. (€€ §VI for more details). _ _ _
In step@, we plug two JIT'ed functions into the gradient-

guided search algorithm from Matryoshk&g[ to search for a
execution engine to collect the path constraints. This can $atisfyingx. This algorithm can jointly solve conjunctions of
done by marking the input from thead system call i(e., x) sub-tasks.
as symbolic. When the execution reaches line 5, we have%a

i Challenges

conditional branch whose branch predicate is symbolic, whi
can be represented as the following. While directly fuzzing branch constraints is promising, we

need to address two critical road-blockers.

1 land(

2 ugt(read(0, 32), constant(8, 32)), Constraint Compilation. While searching with JIT'ed native

3 ult(read(0, 32), constant(13, 32)) functions offers high throughput, a slow compilation process
4

) can become a bottleneck and cancel the bene t of faster solving

Note that path constraints are essentially a dynamic sli ﬁsggngsﬁg d§;illr)1.ctci)ounrss§éu\tllvoen;;Jntr;\?o?drc;téle;tls to C?lfnhe the
of the execution trace of the PUT, so even though thete P peatecynpiling

) ; . . : . he same constraints. However, simply caching the raw JIT'ed
is a function call (invokingtest ) in the original code, a . . . .

. —_— R . . ex)ath constraints yields a mediocre cache hit rate. The reason
symbolic executor will “enter” the function and collect/slic s that we do not see identical constraints verv often. Our
instructions that are related to the branch, instead of coIIecti:n iaht ,:g’ solve this rotl)lem Iis that manl convstrgints o 'eral:e
test(read(0,32)) . This example also shows how dependency- 9 P Y P

. > >
based nested branch collection works. Here, both the brancrhd'fferent datagg., x > 8 andy. 16) are performing the
) . same checkgg., ugt(arg0,argl) ); therefore we can use the
on line 5 and line 1 depend o so we need to solve them . ; .
together same JIT'ed function to solve both constraints. Note that our

function cache is different from the constraint cache used by

Next, in step@, we break down the (conjunct) path . . . e
. . - mbolic executors. A constraint cache memorizes satisfying
constraints into two sub-tasks that should be solved jointly. " . . ; k
olutions to avoid solving the same constraints repeatedly; our

We will also normalize ASTs and map leaf nodes of AS fsunction cache saves JIT'ed functions to avoa@mpilation not

(i.e,, x andconstant ) as arguments. This step ensures every, .
. . . S lving. So, they are complementary and can be used together.
JIT'ed native function can return a numeric distance, so we

can calculate their approximated gradient to guide the searchbck Contention. While invoking JIT'ed path constraints is
otherwise, we can only observe two binary valuese and highly parallelizable, data races can happen in other stegs (

false . The result is as follows. updating the native function cache). A standard way to avoid
1 ugt(arg0, argl) data races is to use locks; however, lock contention can also
2 ult(arg0, argl) scalability bottleneck. We apply two main strategies to avoid

lock contention: (1) we reduce data sharing thus the locations
After preprocessing, in ste, we compile each sub-taskwhere data race can happen; and (2) we reduce the use of
into a function in LLVM IR. Note that unlike previous work, |ocks by using lock-free data structures.
45, 53], these functions are generated in memory using LLVM's . )
C++ API instead of writing to les. We then use LLvM's D. Comparison with SMT Solvers
JIT engine to compile each IR function to a native function. Since our prototypaiGSAw is a path constraint solver, a
In this step, wedo notenable any optimizations during JlTnatural question is: how it compares to SMT solvers. We believe



1 message AstNode{

> uint32 op; and logical instructions. It also supports three conversion
s uint32  width; Il operand width operators ZExt, SExt, and Trunc) and relational comparison

4 string  value; /I"'used by constant expr instructions. We add a special operaeradto denote symbolic

5 string name; /I used for debugging . . . L. . . .
s uint32 offset: /I used by read expr input bytes. Different input bytes are distinguished with their
7 uint32 label; I for expression dedup offset from the beginning of the input.

8 uint32 hash; /I for request dedup

9 repeated AstNode children;

Nested Branches. One particular challenge during branch

ipping is that solving a single branch predicate alone is not
enough 1L8]. The reason is that the solution can negatively
affect preceding branches and cause the control- ow to diverge;

the comparison can be done at two levels. Methodology—wigés a result, the new input may never reach this supposedly

. olved branch. To address this problem, we need to solve these
our approach provides a new and fast way to evaluate the )
. - : . . _dependent/nested branches together. In this work, we used
satis ability of a concrete modeli €., assignments to symbolic

: ! SYM's [77] approach to identify nested branches based on
variables); therefore, our approach can also be leveraged Yo dependency: nding all precedent branches whose input
SMT solvers to improve their performance. For example, '

€ :
have used path constraints collected frobjdump to evaluate V\Bytes overlap with the current branch.
the z3_model_eval() API and JIT'ed functions fromJiGSAW: .

the Z3 API can evaluate about 43K concrete models per secdhd Preprocessing

while JGsaw can evaluate 8M models per second. . , . S .
Since calculating the numeric approximation of gradient

At the tool level, our prototypdiGsaw has both advantagesworks best for individual comparison instructions where we

and I|m|tat|ons. First, due to the high search throgghput, O¥Ln measure the distance, we want to avoid logical operators
evaluation shows thailGsAw can solve path constraints faster

than SMT sol H becaudesaw onl I inside the JIT'ed testing function. Therefore, after receiving

1an SOIVETS. HOWEVEr, DECAUIESAW Only employs a solving request, the rst step is to break it up into possible
single search heuristic (the gradient-guided search frbr),[ ub-tasks, where each sub-task is a single AST rooted with a
it is not as capable as off-the-shelf SMT solvers. First of aﬁ '

JiGsaw can only be used to nd satisfying inputs, while SMT bmparison instruction. Then we will parse the AST to nd all
y be U ISTyIng Inputs, wht the arguments (both input bytes and constants) to the testing
solvers can also be used to prove theorems. Second, our Cur{;ﬁr%tion

prototype only supports constraints in the theory of bit-vectors

while most modern SMT solvers support more theories likgemoving Logical Or. Due to compiler optimizations, branch
arrays, oating-point numbers, and strings. Even for bit-vectorggnstraints may occasionally contain logical bof) operators.
JicsAw cannot identify unsatis able constraints and can onlyg removeLor operators, we rst convert a solving request
solve 94% of the constraints solved by Z3. Nevertheless, \Ro DNF (disjunctive normal form). Each clause in the DNF

want to emphasize that these limitations are introduced gyn then be solved in parallel. As long as one clause is solved,
the search heuristic but not the methodology proposed in thig pranch can be ipped.

work. Therefore, these limitations can be addressed by adopting

additional heuristics from SMT solvers. For instance, similar tRemoving Logical And. After removingLOr, each sub-task
Bitwuzla [48], we can apply rewriting rules to identify simpleshould be clauses connected with logical anthg. To remove
unsatis able constraints and add a bit-blasting-based solveritand we will generate a separate testing function for each
handle constraints that cannot be decided by local search.clause. However, all clauses will be solved jointly (81V-D).

10 }
Listing 2: AST node for function cache lookup.

V. JIGSAW Removing Logical Not. After removingLOr and LAnd we

In this section, we present the design details igfshw. ~ May still have clauses/AST with a leading logical nbigt)
operator. Removin@Not is relatively simple, we just remove

A. Getting Constraints it and set the comparison condition to its opposég.( < to

JiGsAw relies on a concolic execution engine to collect ).
path constraints to be solved. To do so, we use our da}&a- MapDi T . h f JITed
ow sanitizer-based engine (8V). Similar to SymC&¢], our rguments Mapping.  To maximize the reuse o €
engine collects path constraints at the LLVM I8g] level. The functions and minimize the compilation timel¥SE), we treat

collected path constraints are then passed¢sAw through both nput data and constants as arguments (o the testing
shared memory. function. In our current design, the testing function takes a

single argument as an array of 64-bit integers, to support an
AST for Cache Lookup. Listing 2 shows the format of arbitrary length of arguments. To correctly invoke the testing

each abstract syntax tree node we use to store the colledtetttion, we need to map input bytes and constants in the AST
constraints, wherep denotes the operator antlildren denote to the correct offsets inside the argument array. To do so, we
the child nodes of the AST. Currentificsaw supports all of perform a pre-order traversal of the AST and number the leaf
LLVM's binary operators, including integer arithmetic, bitwisenodes according to the traversal order.



TABLE II: Transforming a comparison operation into a distanc
based loss functiora andb are arbitrary ASTs/expressionsjs a

small positive value, e.g., integer 1.

f§ zero and if so, we simply skip the execution of the current
input. Note that this handling will not prevedtcsaw from
nding a satisfying solution, as a solution that will trigger

Comparison  Loss functioh() a divide-by-zero exception is not a satisfying solution. This
slt(a; b) max (sext(a;64) sext(b;64)+ ; 0) handling will not prevent the coverage-guided testing from
sle(a; b) max (sext(a; 64) sext(b;64);0) discovering divide-by-zero bugs either. To detect divide-by-
:g;((z?_tl’))) mgiggiﬁgfgg zgﬁggf gj;f;))? 0) zero bugs in the PUT, the concolic executor needs to explicitly
ult (a;’b) max(zext(a,; 64) zext(bl;64)l+ - 0) chec_k_lf divide-by-zero is possiblé.€., adding an assertion
ule(a; b) max (zext(a; 64)  zext(b:64); 0) for divisor 6 0) under the current path constraints.

ugt(a; b) max (zext(b;64) zext(a;64)+ ; 0) .

uge(a; b) max (zext(b;64) zext(a; 64);0) E. Scaling

a=b abgzext(a; 64) zext(b;64)) While the single thread design presented so far already
a6 b max( abgzext(a;64) zext(b;64))+ ;O0)

provides a much higher branch ipping rate than existing
fuzzers é.g., AFL and Angora), another major design goal of
C. Code Generation JiGsAw is to provide linear scalability to multiple cores. As

After preprocessing a solving task and decomposing it infBentioned in &lll, searching for a satisfying input with JIT'ed
sub-tasks, the next step is to JIT-compile each comparige@th constraints should be highly scalable, as there are no
AST into a testing function that returns a distance so we cHHerdependencies between different solving threads. However,
perform a gradient-guided search. To do so, we transform tnstructing the solving task may become a bottleneck. In this
comparison instruction into a loss function similar to previougubsection, we discuss how we improve the scalability of task
works [17, 18, 67]. Table Il shows the transformation. Toconstruction.

minimize the impact of integer over ow/under ow during paajielized Solving. We scale the solving to multiple cores
calculation, we rst extend b'oth operands into 64-bit number&sing threads instead of processes, as communication through
For each unsigned comparison, we perform a zero extensigi,req memory is easier and more ef cient. Moreover, two
(ZExt). For each signed comparison, we perform a signeglynerties of our JiT'ed functions allow us to do so. (1) They
extension $Ext). Then we apply thenaxoperation t0 avoid e ng side effects after the invocation, so we do not need
any negative distance. This is done by performing the origingJ cjean up. (2) They do not have external dependencies, so
comparison followed by a conditional move&(, Select) e go not need to worry about interference between different
instruction. Because our AST language is close t0 LLVN,eads. Finally, thanks to property (1), we can further avoid
IR, the rest of the code generation is straightforward: juife expense of creating threads by using a thread pool, because
perform a post-order traversal of the AST. once a side-effect-free solving task is done, the thread is ready
to handle another task.

D. Solving

To search for a satisfying input, we use the gradient-guid&dinction Cache. While LLVM's JIT engine is easy to adopt,
search algorithm from Matryoshkd ], which uses a numeric it is also much slower than other JIT engines like the TCG
approximation to calculate the gradient and is capable @ihy code generator) from QEMU. Fortunately, many path
solving conjunctions of comparisons. The original algorithroonstraints collected during fuzzing are very similargy
uses three search strategies to solve conjunctions of brapehforming the same check over different input data). Based
constraints, in our prototype, we used a simpli ed version: on this observation, we designed a function cache to minimize

1) Prioritize satis ability: try to solve the current branchthe invocation of the JIT engine. To further maximize the reuse

predicate rst. of compiled testing functions, we also treat all constants in

2) Once we nd a satisfying input, use the following losghe constraints as input arguments to the testing function. By

function to solve nested branch constraints using joifleing so, constraints lika+ b < 10 andc+ d < 40 can now
optimization: reuse the same testing function.
X Essentially, our function cache maps a partial ASXc{uding
9(x) = fi(x) all leaf node$ to a compiled function. To speed up the look-up
. . 1=l . ; .and tree comparison, we addefi@sh value to each AST node.
To avoid negating a previously satis ed constraint, we wil

. . o S ince we treat both input bytes and constants as arguments to
stop mutating an input byte if its new value will violate any,

: X . : he testing function, each leaf node has a hash value according
constraint that is satis ed previously. However, as long a3

the constraint is satis ed, we will allow the input byte to be° the preorder traversal &, the .correspo.ndlng argumenF
i . index). For each non-leaf node, its hash is calculated using
mutated according to the gradient.

its operator and the hash(es) of its operand(s), (hash(es)
Handling Division and Remainder. During fuzzing, the of child node(s)). This is similar to a Merkle tree (except we
JIT'ed function may generate divide-by-zero exceptions. Instedd not use a crypto hash function), so if the hash values of
of capturing and recovering from such exceptions, we addwo ASTs are different, we do not need to perform a more
check before each divide instruction to see whether the divissxpensive recursive equality comparison.



Since it is important to maintain a high cache hit rate, WEABLE Ill: Details of real-world applications used for evaluation.

use a global function cache instead of per-thread caches.

Program Version #Constrainrogram Version #Constraints
Avoiding Lock Contentions. We minimize the use of locks. objdump 2.33.1 372,880bpng 1256 626.480
First, each task construction thread has its own LLVM JIEize 2.33.1 604,61®penssl-x509 b0593c0 1,000,000

engine to avoid sharing. Second, the dispatcher and solving 2.33.1 1,000,000bjpeg-turbo b0971e4 494,695
threads communicate with a lock-free queue. Third, weeadelf 2.33.1  1,000,00tbedtls 4c08dd4 377,542

implement the function cache with a lock-free hash tabl gzpdf 54.3190 1(?83’83 Ug)r(g?slz %'55831 94427’234807
Finally, we minimize dynamic memory allocation and use thgpdump 4.9.3 1,000,008q]ite3 c78cbf2 769,548
TCMalloc [34] from Google to reduce contentions caused by
malloc andfree . TABLE IV: Solving capability comparison. The timeout &tssaw
is set to one million iterationsJ(GSAaw-1M). The timeout of Z3
V. IMPLEMENTATION and Bitwuzla is set to 60 seconds (Z3-60s, baseline). The timeout

hi . id imol . d %f Bitwuzla local search (LS) only mode is also set to 1M updates.
In this section, we provide some implementation detaif§esteq means the percentage of solved nested branch constraints.
of Jicsaw and additional components to support end-to-ergingle means the percentage of solved last branch constraints.

fuzzing.

_ _ _ Solver Nested vs. Z3-60s Single vs. Z3-60s
\?IGSAW. We |mplement9dJ|GSAW in C++ with abqut 4,{300 73-60s 50.07% ) 89.17% )
!lnes of codg. The gradient-guided search algorithm is a re- g7p 49.04% 098 89.13%  1.00
implementation of Angora's. We used the ORC JIT APIs YICES2 49.07%  0.98 89.05%  1.00
from LLVM for JIT compilation. We used the CTPLfor Bitwuzla-60s ~ 50.17%  1.00  89.13%  1.00

the thread pool, and an open-source implementation based onJBitWUZ'aikAS'lM :'gg’g;/" 8'31 8878-3'?;/0 g-g’g
linear probing for the hash table. For the heap allocator, we _—o>AW" <o : S :
used the TCMalloc from Google.

) ) ~ system is XFSJicsAaw was compiled with LLVM 9.0.0 with
Constraint Collector. Jigsaw can support different symbolic_.03 For 73, we used version 4.8.7.

executors as the front-end constraint collector. In our evaluation, ) )
we used our concolic execution engine based on the data- &taset. We used two datasets in our evaluation. The rst

sanitizer (DFSar) We chose this DFSan-based constrainfiataset includes 14 real-world programs (Table Ill). We use
collector for a better comparison with Angora7]. We re- this dataset to answer RQ1, RQ2, and RQ3. To answer RQ4,
implemented QSYM's dependency fore%] to identify nested OUr main dataset is the Google Fuzzben8d.[To compare

branches. To support C++ programs, we used the instrumentéty fuzzers that are not supported by Fuzzbench, we use part
libc++ library. of our rst dataset.

Hybrid Fuzzer. JicsAw itself acts as a solver. To perform end&. Constraint Solving Performance
to-end coverage-guided test generation, we still need a fuzzindlo evaluate the solving performance, we collected about 10
driver to close the loop. For the evaluation, we implementednaillion path constraints from 14 real-world programs (Table I11).

hybrid fuzzer based on Angora [17]. We rst use AFL to fuzz the target programs for 48 hours
(single instance, non-deterministic mode, no dictionary). Then
VI. EVALUATION we ran our DFSan-base constraint collector over the corpora
In this section, we evaluate our prototyf&sAw, aiming generated by AFL and serialized path constraints required to
to answer the following research questions. negate every branch to les. We chose to load the collected

RQ1: Does it improve the search throughput? constraints from les to minimize the impact of the constraint
RQ2: Can it improve the branch ipping rate? collector (which will be evaluated in\8-B). Because the
RQ3: Can it scale well with the increase of CPU cores? numbers of seeds found by AFL vary a lot across the programs,

RQ4: Can it improve the performance of coverage-guidté’ ensure we have enough constraints from every program,
testing? we only applied a light Iter when collecting the constraints,

which avoids duplicated constraints from the same seed. For
Experiment Setup. All evaluation was done on a workstationprograms with more seeds, we cut off at 1 million. The collected

with two-socket, 48-core, 96-thread Intel Xeon Platinum 816%th constraints include both satis able and unsatis able ones,
processors. The workstation has 768G memory. The GPUrésecting the real scenario during hybrid fuzzing.

Quadro P5000. To minimize the impact of I/O, we used fmgolving Capability. Before evaluating the search throughput

Intel 512G Pro 7600 NVME SSD in a RAID-1 setup. Theand branch ipping rate, we rst comparedlGsAw's solving

operating system is Ubuntu 18.04 with kernel 5.4.0. The Igapability with a set of SMT solvers that provide C/C++
https://github.com/vit-vitictpl bindings, including Z3 21], STP P9, Yices2 2, and
2https://github.com/cmuparlay/parlaylib/ Bitwuzla [48]. For Bitwuzla, we evaluated two different modes:
Shttps://github.com/ChengyuSong/Kirenenko (1) the con guration that won the SMT-COMP 20219



Fig. 2: Constraints processing time distribution (in micro-seconds). Because of the large data set, we use b@&ripiatl{istration. The
centerline indicates the median. The rst two boxes surrounding the center line contain 50% of the data. Each successive level outward
contains half of the remaining data. We use award-winning con guratid@sfpr Bitwuzla. Bitwuzla-LS is Bitwuzla in local search only

mode.

(denoted as Bitwuzla), and (2) the con guration that only usenstraints. The result shows the two most important factors.
local search without bit-blasting (denoted as Bitwuzla-LSjirst, a large portion of constraints withliv , urem, andxor are
Besides trying to understand the limitations of the gradiemist solved byJiGsAw, due to the loss of gradient. Speci cally,
guided search heuristic, this evaluation also helps us to sdten estimating the gradient, the algorithm adds a sm@all1)

the proper timeout for the following experiments. For thig each input byte and then calculates the change of distance to
purpose, we used large timeout setups in this experimenth# objective (Table Il). However, when the constraints include
million iterations forJicsaw (denoted asliGsaw-1M) and division or bitwise masking, 1 is usually too small to change
Bitwuzla-LS, and 60 seconds for Z3 and Bitwuzla. For STP aritle distance, so the gradient estimation would fail. The second
Yices2, we either did not nd a timeout setting or the timeoufactor is a well-known limitation of gradient-guided search:
functionality did not work well, to avoid getting stuck in thewhen the constraints are not convex, the joint-optimization can
middle of the evaluation, we removed timeout constraints (usiggt stuck at a local minimum. On the contrary, the backtracing
Z3) from the dataset when evaluating these two tools. Note ttstategy used by SMT solvers can avoid this. We want to
the version of Z3 we used (4.8.7) does not support timeout emphasize again that these are the limitations of the search
get_model() , the API to retrieve a satisfying assignment. Sheuristic used in our prototype, but are not limitations of the
we modi ed its source code to support a timeout. As a resufiroposed methodology.€., using JIT'ed path constraints to
there are cases where Z3 deems the constraints are satis asaluate inputs); and our approach can be combined with other
but cannot return a model within the timeout. We consideearch heuristics to overcome these limitations.

these cases amt solved
Solving Ef ciency. Figure 2 shows the solving time distribu-

The result is shown in Table IV. All the results returned bYlon For JGSAw, solving time is the fuzzing time. For SMT
i"\(js.tAW \t/_vere ‘;le” ed by 23 ;? vtalldallte tgglg(;orrffrt]ness.tA olvers, solving time includes checking for satis ability and
lerations, IGSAW was able 0 Sove Za.5% ot tne neste etrieving the solution/model. As we can see, for satis able (sat)

braTcht cdo?sttragnts Zh3 can tsqlvte \t/)wthm 60 ;ecosr1ds. Vr\]/e a&?nstraints,]lGSAw is faster than all but Yices2. The biggest
evaluated last-branch constraints because, in QSYH| [fhe difference betweedicsaw and other solvers is for unsolvable

authors have demonstrated that inputs satisfying just the | sat) constraints. Becausessaw cannot tell if a set of

grancE can ?Isp tlgad to.t?]ewt cove}:{rzgg n m;my (.:E{;’es' For | gﬁstraints are not satis able, it can only timeout. As a result,
ranch constraints.¢., without nested dependencied)esAw unsat constraints will consume a lot of time if we getsAw's

0 .
was able to solve 98.65% of the constraints Z3 can SOIﬁ‘raheout to a large number of iterations. On the contrary, SMT

\3V|th|n (,50 §ec|onds. dBasted %n dthe res# Itsl, V\{ttah;orEUQe tl%%ﬁvers can tell whether a set of constraints are unsat rather
IGSAW' simple gradient-guided search algorithm\(®) is quickly. We also analyzed the most important factors that

capable enough to solve most constraints, especially last bra Id affect JIGSAW's solving time using linear regression.

constraints. As expected, the top ones are the size of the constraint's AST,
To understand why certain constraints are not solved the number of nested constraints, and the presence of division
JicsAaw, we analyzed the distribution of the following factorsoperations. We would like to point out again that lacking the
in the solved and unsolved constraints: (1) involved operatioaility to answer unsat queries is not a fundamental limitation
(2) AST size of a constraint, and (3) the number of nested our methodology, but a limitation of our current prototype;



and it can be addressed by incorporating more rewriting ruleenges from 61.1K to 4.6M inputs/sec with a single thread.
and a bit-blasting solver similar to Bitwuzla. For last branch constraints, as fewer functions need to be
evaluated, our search throughput is much higher, ranging from

Choosing Timeout Setups. To enable more fair comparisons - .
g P P 55.3K to 13.4M inputs/sec. The throughput mmis much

between different tools on the metric of branch ipping rate,;
we need to select appropriate timeout setups. Speci cally, t% ner _than others because only about 25%. of the coll.ected
branch ipping rate is calculated as: constraints are solvable; shcsaw spent more time searching
o number of satisfying solutions for a result with the JIT'ed functions. To put these numbers
branch ipping rate = total brocess time into context, Angora's search throughput ranges fromfis8 ()
Therefore, (1) a too-short timeout will reduce both the numerta- 3363 (ibpng ) inputs/sec on the same machine. On average
tor (number of satisfying solutions) and the denominator (totedeomean across all progranisfsAw's throughput (on nested
processing time), and (2) a too-long timeout will unnecessariyanch constraints) is abotwo ordersof magnitude higher
increase the denominator. To address this issue, we can eif3&3 ). Compared to BitwuzlaJicsaw's throughput is also
x the numerator or x the denominator. In the following much higher. Based on this experiment, we beligeanswer
experiments, we decided to x the numerator because we tibRQ1 is yes our approach indeed can signi cantly improve
not know the distribution of easy, hard, and unsat constrairite search throughput.
in the dataset, so if different solvers are not solving the same I
set of constraints, then the results could be biased. To this %ﬁgle—thread Branch Flipping Rate. Next, we compared

we leveraged the experimental results in Figure 2 to determlner branch ipping rate with popular SMT solvers. As shown
; g perin g in"Table VI, JIGSAw's branch ipping rate is also very good
the timeout setups. Speci cally, we set the timeout JossAaw

. . . when compared to SMT solverdiGSAw can beat other solvers
at 1,000 iterations (denoted dsssaw-1K), which can solve o . ; ) i
93.8% of all the constraints that Z3 can solve within 60 secon%n branch ipping rate, including Yices2 and Bitwuzla (because

- . ¥'the shorter timeout setup). On averagssAw is 14.4
Similarly, we set the timeout at 50ms for Z3 (denoted as Z a{ster than Z3 on solving nested branch constraints and 119.7

50ms), at 6ms for Bitwuzla (denoted as Bitwuzla-6ms), and fster on solving single branch constraints. Based on this

10,000 model updates for Bitwuzla-LS (denoted as Bitwuzl Smparison, we believthe answer to RQ2 is yeswhen the

LS-100K), which can solve 94.0%, 92.5%, and 94.5% of Z§- P ’ S > Yesw

60s earch throughput is high enough, even with a simple search
' heuristic,JJGSAwW can ip branches faster than state-of-the-art

TABLE V: The throughput (number of tried inputs per second) abols.

Jesaw (JIGsaw-1K) and Bitwuzla (BZLA-LS-100K) in a single- ] ]

threaded execution. The rst half of the table shows the results &olving Time Breakdown. Table VII shows the accumulated

nested branch constraints, and the second half shows the resultdmé spent on different components &#ssAw (preprocessing,
single branch constraints. JIT, and fuzzing), and the average function cache hit rate. The
Nested Branch Constraints Last Branch Constraints fimeout is at 1K iterations. As we can see, even with a high
cache hit rate 99:99%), a signi cant portion of time is still
spent on JIT compilation. Therefore, the performance could

Program ‘
| JIGSAW  BZLA-LS]| JIGSAWM BZLA-LS

objdump 382.3 ( 2:1)K[25.7 ( 0:5)K| 4.3 ( 0:8)M| 84.9 ( L:4)K

size 1995.5 ( 31:2)K|42.3 ( O:5)K| 6.7 ( 0:8)M| 67.1 ( 0:3)K be worse if without the code cache or with an even slower
nm 4649.5 ( 33:6)K|45.0 ( 1:0)K|13.4 ( L:1)M| 82.6 ( 0:9)K  JIT procedure d.g., that used by53, 61]). Similarly, we can
ﬁ%‘:@” S%'SE EE%E gg'gg 8f8§§ ﬁg 8%% 13%(( %gﬁ further improve the performance by using a faster JIT engine
tiff2pdf 280.5 ( 7:9)K|29.2 ( 0:5)K| 4.5 ( 0:4)M| 82.4 ( Lok  and by making the cache persistent.

le 431.7 ( 6:2)K|40.0 ( 0:9)K| 4.9 ( 0:2)M| 56.3 ( 0:8)K

tcpdump  [1396.9 ( 18:4)K|41.3 ( 0:9)K| 1.7 ( 0:1)M| 82.0 ( 0:9)K Effectiveness of Function Cache. To better understand
Opﬁn?l 3%2-%( égfg)i %-g( ‘ifé)E g-g( 8fé)m 1g§-§( 85?& the impact of our normalized AST to function cache, we
Vorbis 358:4é 11;5;K 38:5% 023;K 3:1§ oﬁoglvl 101'.0(( 1§8§K did a comparison using 20K constraints frosadelf . The
mbedtls 61.1 ( 1:6)K|37.3 ( 0:8)K| 2.8 ( 0:1)M| 26.2 ( 0:2)K result is shown in Table VIIl. As we can see, when we
libxml2 126294 ( 13:5)K121.0 ( 0:0K] 2.4 ( 0:)M) 69.1 ( 0:0)K  angple cache with full AST matching, the cache hit rate
bipeg-turbq 1106 ( 4:1)K] 89 ( 0:0] 0.9 ( 35)M] 42.9 { 01K is only 66.9%, the JIT time is reduced by 64.3%, and the
Geomean | 637.24 3174 3M 12K throughput is mildly increased by 72.1%, compared to no

function cache. With our optimization that normalizes the AST

sign goal is to improve the search throughput, we rst evaluat before matching, the cache hit rate increases signi cantly to

0, I I 1 0
JicsAaw's throughput and compared it with Bitwuzla's local -9%. The corresponding JIT time is reduced by 97.9%, and

search mode. Similar to the previous experiment, all constrairt1|i]se throughput is increased by 3.3ompared to no function

. ca
were rst loaded into memory, then passed to the solver one

by one. For each set of constraints, we ran the correspondMaglti-thread Performance. In this subsection, we evaluate
experiments 30 times and report the average and standéimbAw's scalability to multiple cores. We focus on two main
deviation. Table V shows the result. The rst half is for nestederformance metrics: search throughput and branch ipping
branch constraints and the second half is for the last bramelte. We tested with 8-, 16-, 24-, 32-, 40-, and 48-threads, each
constraints. On nested branch constraints, our search througttpuead is pinned to a real CPU core (not hyper-thread). For

Single-thread Search Throughput. Because our primary de-



TABLE VI: The branch ipping rate of single threaticsaw and comparison with popular SMT solvers. BZLA is the abbreviation of
Bitwuzla. The rst half of the table shows the results of nested branch constraints; the second half shows the results of single branch
constraints.

Program Nested Branch Constraints Single Branch Constraints

Yices2 BZLA-LS-100K BZLA-6MS  STP Z3-50MS 13sAaw-1K Yices2 BZLA-LS-100K BZLA-6MS  STP Z3-50MS idsAw-1K
objdump 134.2 19.3 239 386 225 300.0 219K 0.6 K 09K 24K 0.5 K 73.4 K
size 436.1 54.3 114.1 1327 54.4 1296.0 139K 0.6 K 07K 11K 0.6 K 34.7 K
nm 4540.4 281.4 486.4 754.7 294.5 6679.5 39.7 K 13K 14K 44K 05K 41.3 K
readelf 18.1 22.7 526 825 42.9 4339 115K 04K 06K 11K 10K 38.7K
libpng 870.7 26.7 53.0 269.6 120.3 736.1 144K 09K 09K 12K 0.1K 28.8 K
tiff2pdf 220.9 54.8 55.2 441 24.6 155.5 405K 15K 19K 10.2K 12K 98.8 K
le 104.1 26.4 26.8 435 14.0 267.7 224K 0.9 K 11K 29K 0.4 K 61.0 K
tcpdump 1298.6 155.1 147.1 4355 92,5 1850.1 23.7K 0.7 K 11K 40K 0.5 K 27.7 K
openssl 24 29.9 443 46.6 21.7 303.4 6.6 11K 11K 06K 0.8 K 16.3 K
sqlite3 25429.2 1448.3 1338.0 2622.4 896.5 125105 70.2 K 23K 23K 77K 20K 156.2 K
vorbis 93.1 14.6 234 36.1 7.0 1683 12K 0.3K 04K 20K 02K 8.0K
mbedtls 42.2 6.3 6.8 12.7 5.3 984 45K 0.8 K 04K 03K 16.3 144 K
libxml2 3531.4 46.4 488.5 562.0 191.6 3925.3 44.0 K 23K 21K 57K 0.3 K 113.7 K
libjpeg-turbo 21 4.1 2.6 4.5 4.7 38.3 92.4 192.6 226.5 214.7 53.7 8.2 K
Geomean 204.4 40.3 61.0 100.1 41.0 588.9 6.8K 08K 09K 12K 0.3K 35.7 K

TABLE VII:  Accumulated solving time breakdown éfcsaw, when

solving all constraints using 1000 iterations as the timeout. throughput of around 6.5M inputs/sec when fuzzlingng

with libFuzzer, using 120 CPU cores and their new OS
Preprocessing JIT  Searching Cache Hit Rate primitives [74]. For libpng , the peak throughput aficsaw,
1328s 462s  4403s 99.99% using 48 cores, can reach 18.1M inputs/sec for solving nested
branch constraints and 36.9M inputs/sec for solving single
TABLE VIII:  Bene ts of using function cache, when solving 20,00(branch constraints; which is about 22.5nd 30.9 faster than
constraints fronreadelf . single thread mode, respectively. The corresponding branch
ipping rate can reach 15.0K branches/sec for solving nested

Caching Hit Rate JIT Searching Throughput . k -
Disabled N/A 3395 1265 220K inputsls branch constraints and 895.1K branches/sec for solving single
Full AST 66.9% 121s 12.6s 394K inputs/s branch constraints; which is also about 21.4nd 31.0 faster

Normalized AST 99.9% 0.7s 12.6s 747K inputs/s  than single thread mode, respectively.

B. End-to-End Fuzzing Performance
comparison, we also tried multi-threaded Z3 where each threaq . . .
n this subsection, we evaluate the effectivenesdieEaw

uses a separate Z3 context and solver. . .

Figure 3 shows the results. Overall addin moron coverage-guided test generation. We choose the Z3 solver as
thregds/cores can helpGsaw incréase the 'Ehrou h gut andt%e main comparing target in the end-to-end fuzzing evaluation

L . gnp for the considerations below:

branch ipping rate. The geomean dfGsaw's throughput can o .
reach 12.5M inputs/sec for solving nested branch constraint&3 IS Widely adopted by recently concolic executors, such
and 74.7M inputs/sec for solving single branch constraints. The?S QSYM [/7], SymCC bg|, SymQEMU [57], and Fuz-
geomean ofliGSAW's branch ipping rate can reach 11.3k Zolic [10]. Using Z3 makes it easier to tell how much
branches/sec and 860.0K branches/sec, respectively. For zBerformance gain is from our DFSan-based constraint
we did not observe much improvement when adding morecoll€ction engine, and how much is fromc3Aw.
parallelism, due to lock contention. Based on this experimentAll Other solvers are not as robust as Z3 and can get stuck

we conclude that thanswer to RQ3 is yesour approach can N the middle of a fuzzing campaign because they either do
scale well to multiple cores. not provide APIs to specify a timeout (Yices2) or that API

To put the numbers into context, Xet al reported a  do€s not work well (STP).

Concolic Execution Performance. We rst compareJiGSAW

with other state-of-the-art concolic execution (CE) engines and
fuzzers on ipping all symbolic branches along execution traces
of a xed set of seeds. As argued iB7], this experiment setup
removes the path scheduling variable from the comparison so
the result can better re ect the end-to-end branch ipping
performance i(e., path constraints collection + constraints
solving). The rst two con gurations to compare are Z3-10s
and Z3-50ms, which share the same hybrid fuzzing driver as

Fig. 3: Average search throughput and branch ipping ratdiglSAW  j,gsaw but use Z3 as the solver. The 10 seconds timeout is the
on multiple cores.
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TABLE IX: Comparison of concolic execution engines on ipping allTABLE X: Comparing JIGSAW with other state-of-the-art symbolic
symbolic branches along a single execution trace. The top half shogxecutors based on their publicly available Fuzzbench results. The
the execution time, the bottom half shows the basic-block coverageetric is median coverage reached in 24 hours. We show the results
measured by SanitizerCoverage. of 16 programs where all tools generate valid resultssdw takes

the lead in 7 out of 16 programs among 5 hybrid fuzzers (two from
Programs sAw Z3-10s Z3-50ms Angora SymCC Fuzzolic  us) and 1 non-hybrid fuzzer AFL++.

readelf 2.2h 51.3h 12.6h 89.5h 546.6h  48.2h
objdump  12.3h 227.5h 29.6h 411.5h 373.5h  52.2h Target Jesaw Z3 SymCC SymQEMU Fuzzolic AFL++
QiTe %i?] 13}12 iiu 1232 igzn 42%2 curl 17956.517931.0 17622.0 17564.5 17599.5 17948.5
libxmi2 0 '2h Qéh 3'6h 58 'Oh 52 éh 20 .9h freetype 28026.027932.5 25496.0 24028.0 26371.0 27956.5
: : i : : : harfbuzz 8705.0 8959.0 8482.5 8482.5 8515.0 8427.0
readelf 7923 7957 7423 8287 6410 5843 lcms 3872.0 2874.0 3701.5 3656.0 3770.0 3446.0
objdump 4926 4926 4865 4846 4929 4689 libjpeg 3809.0 3802.5 3810.5 3819.0 3814.0 3798.0
nm 3347 3347 3329 3339 3122 3123 libpng 2128.0 2124.0 19145 21495 2146.5 2080.5
size 2453 2457 2449 2406 2229 2259 libxml2 13010.513056.011097.0 12305.0 12072.0 12429.5

libxml2 6038 6233 6034 5952 6012 6022 libxslt 19083.519064.5 18577.0 18592.5 18515.0 18963.5
mbedtls 8297.0 8310.0 8260.0 8244.5 8268.0 82525
_ . openssl  13768.0 13778.0 13777.0  13777.0 137@B579.0
setting used by other concolic executos$,[57, 77] and 50ms  openthread 7199.5 7197.5 5935.0 5862.5 5912.0 5837.5
timeout is the setting that offers a similar solving capabilityProi4 63%11%% 6?7,22-305 532;-105 5§éféomsia3g-53sf$%3-5
. . re . . . . . .
as JiGsAw-1K. The next one is Angoral]. We believe the  ou.3 35767, 358865 35478.5 358455 359226699.0
comparison with Angora is especially meaningful becauseipis 2169.5 2166.5 2167.5 2168.0 2168.0 2168.0
(1) Our constraint collector and Angora's taint analysis arevoff2 1858.0 1875.5 1934.0 1934.01936.5 1871.5
both implemented based on DFSan; and J&sAw uses the

same gradient-guided searching algorithm as Angora so the ) ) ] ) .
main difference is the search throughput. In sharssaw, USes gradient-guide search. However, instead of using numerical

Z3, and Angora are almost identical except for how they tgPProximation, it uses a neural network to approximate the
to ip a particular branch: Angorall7] performs gradient- Program under test. Thg fourth one is ngzoln@][wﬁh Fuzzy-
guided search with the original progradigsaw performs Sat Pl as the solver. Finally, we also included AFL+2¢
gradient-guided search with the JIT'ed path constraints, afti12¢ withcmplog enabled), the state-of-the-art fuzzer.
73 performs SMT solving with path constraints. We believe For comparison, we used the same strategy as Nei}z [
this setup can better re ecicsaw's impact on end-to-end Speci cally, all fuzzers use a larger set of initial corpus instead
fuzzing. We also compared with SymC8&4|, a state-of-the-art of a single seed. To facilitate better reproducibility, we used
CE engine also uses compile-time instrumentation to colldbe corpora from the Neuzz repository. We chose 5 programs
constraints. Since it also uses Z3 as the solver, comparidt@m Table llI: readelf , objdump, nm size , andlibxml2 , as
with it shows the advantages of our DFSan-based constraig can nd the corresponding corpus from Neuzz's repository
collector. The last one is Fuzzolid(], with Fuzzy-Sat §], and they can be successfully compiled by Angora. Note that
another fuzzing-based constraint solver. Note that we have did not use the binaries in Neuzz's repository because both
disabled input level timeout so all tools will nish ipping all JJIGSAW and Angora need to compile the target program from
branches in one seed before moving on to the next. the source code. To ensure a fair comparison, we followed
Table IX shows the results over the corpora from NéuzZuzzbench's setting: each fuzzing trial runs inside a docker
As we can seeJIGSAW can ip branches much faster thancontainer which is assigned and limited to one physical CPU
other tools. Z3-50ms was faster than Z3-10s but also ippere. The only exception is Neuzz, which also uses a dedicated
fewer branchesi ., achieved lower code coverage). We warfPU (P5000). All experiments are run 10 times, except Neuzz,
to point out that most other tools cannot even nish processighich we cannot run in parallel. We use a -cov to measure
the corpora in 24 hours, which means under a normal fuzzitfte edge coverage with binaries built for Neuzz.
setup where the seed level timeout is enabled, they may havé&igure 4 shows the accumulated coverage growth. Compared
problems ipping branches in deep execution traces. to the two Z3 con gurationsJIGSAW is better onobjdump and

Local Fuzzing. Next, we evaluated three fuzzers that are ngf?€ - WOrse onnm and similar orrea.delf andlibxml . This
supported by Fuzzbench. The rst one is Angot][ We want 5 S|m|Ia_r to th(_a CE testing results: given enough t|r_ne.,(
to emphasize again that the comparison betw@esAw, Z3, the per-input timeout), Z3 can solve more constraints and

and Angora (where everything is the same except the solvap"eve hlgher_ coverage, OthenN'SEGSAW can go deeper
can better re ectiGsAw's impact on end-to-end fuzzing. Note N the execution trace and ip more branches. Compared to

that for a better comparison with AngordigsAaw and Z3 use Ar\]ngorda, JGsaws fc_overr]ggﬁ growth ;}S T]]UCh ;aster,Fre e(r:]tmg
Angora's AFL mutator instead of AFL++ in this experimentt e advantage of its higher search throughput. For the rest

The second one is QSYMY], a state-of-the-art hybrid 1:uzzenfuzzers,J|G_SAW is signi cantly better on the four binutils
paired with AFL++. The third one is Neuz#6], which also programs in terms of both nal coverage and the coverage
growth rate; it achieved similar nal coverage as QSYM and

“https:/lgithub.com/Dongdongshe/neuzz AFL++ on libxml , but the coverage growth rate is higher.
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Fig. 4: Edge coverage growth over time for local fuzzing.

Fuzzbench. Next, we comparediGsAaw with other popular this lter is coarse-grained, many branches will be Itered. As
fuzzers on Google the Fuzzbench data8at.[We used two a result,JiIGsaw ended up idling most time of the fuzzing
con gurations of our fuzzing driver. The rst one usdsssaw campaign. We believe a new hybrid fuzzing scheme is required
as the solver, denoted dsssAw. The second one uses thao address this issue and leave it for future work.

same setup except using Z3 with 10s timeout as the solverFinally, the performance of a (hybrid) fuzzer is also con-
denoted as Z3. This setup is to show the bene iafsaw strained by other well-known factors, such as (1) the fuzzing
over Z3. Both con gurations use AFL++ (commidbf4db4 harness 3, 39, which limits the upper bound of the code
with the default build and fuzz optioPjsfor hybrid fuzzing. coverage that can be achievesiy(, all fuzzers saturated the
The experiment is conducted by Google on its cloud. Due t@verage on some FuzzBench programs), and (2) scheduling
the page limit, we only provide a summary in this section. The.g., which input to fuzz next and which technique (mutation
more detailed results are presented in 8X. or constraint solving) to apply).

Out of 13 fuzzers (11 state-of-the-art and 2 from Js3saw i
idmmary. Based on these three experiments, we conclude

is 1st by average score and 1st (tied) by average rank, Z h . h , h
2rd by average score, and 1st by average rank. For medﬁgﬁtt & answer to RQ4 is yesour approach can improve the

coverage,JiGsAw leads in 4 programs, Z3 leads in 3 program&€/formance of coverage-guided testing.
and AFL++ leads in 2 progr‘ams. _ C. Threat to Validity
We also comparediGsaw's performance with other con- ' o .
colic executors based on their publicly available experimentThere are three major threats to the validity of our evaluation.
reporf. Table X shows the result. We can see thasaw First, although we tried to use a relatively large and diverse set

can outperform other CE engines including SYMCgg][ of programs for evaluation, it cannot represent all programs,
SymQEMU [57], and Fuzzolic [10]. so the conclusion may not be generalizable to all programs.

Similarly, because our constraint collector ahdsaw only

Analysis. Because our hybrid fuzzer withicsaw did pangle bitvector constraints, the conclusion may not be general-
not outperform all other tools, including AFL++ across alizaple to other types of constraints SMT solvers support, such
benchmarks in end-to-end fuzzing, we analyzed the resuli$ oating-point numbers and strings. Second, the end-to-end
to gure out the reason. The most important factor is thgerformance of a coverage-guided testing tool depends on many
ability to track branches that can be affected by the inpu&%pects. Besides the speed of branch ipping, it also depends
Speci cally, our constraint collector performs instrumentatiogn path/seed scheduling, branch Itering, seed synchronization,
during the compile time so it cannot collect and update pagindomness, etc. Although we have performed each experiment
constraints in uninstrumented third-party libraries and acrogsyeral times and used statistical tools, the result may not truly
system calls€.g., when the input is written to another le andg ect the advantages and drawbacks of our approach. Finally,
read back). As a result, it may try to ip fewer branchegyy prototype implementation could have bugs. During our

than runtime-instrumentation-based tools like QSYRV][ eyajuation, we have identi ed and xed several bugs that led

and SymQEMU $7]. In addition, all the evaluated concolictg poor coverage, but there could be more bugs that we have
executors did not support tracking of oating-point numbegissed.

constraints, so they would not try to ip branches with oating-

point number constraints. On the contrary, fuzzers like AFL++ VIl. DISCUSSION

can ip such branches. . . : s
The second issue is that the existing hybrid fuzzing schemeIn this section, we discuss the limitations of our current

cannot fully utilize Jcsaw's fast-solving capability. Speci - prototype and potential future works.

cally, our hybrid fuzzer used the branch Iter from QSYM7  Faster JIT Engine. In our current prototype, LLVM's JIT

to determine whether a branch should be ipped or not. Becausfgine is a main performance bottlenecle.( JIGSAW spends

similar time on JIT as time on solving). We expect a faster

Shttps://github.com/google/fuzzbench/blob/master/fuzzers/a plusplus/ JIT engine that can directly compile the AST into native code

fuzzer.py .
Shttps://www.fuzzbench.com/reports/experimental/2021-07-03- .(e'g" the tiny code generator from QEMU) can hEIp further
symbolic/index.html improve the performance and scalability 063aw.
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Better Task Scheduling. Different constraints require different  Whitebox fuzzers 11-15, 19, 31, 32, 64, 77] collect branch
numbers of iterations to solve. Right now we use a singt®nstraints as symbolic formulas and use SMT solvers to solve
timeout for all tasks. As a result, if we make this timeout tothem. While SMT solvers are very powerful, they are not very
large, more complex constraints may block simpler constrairg§cient at solving constraints over oating-point and strings.
and reduce the total branch ipping rate; on the other hand, T overcome this limitation, researchers have proposed using
we make this timeout too small, we may not be able to soh&edeep neural network to simulate the target constraints and
those more complex constraints. We plan to adopt an OS-stgtdve them using gradient desce6¥]. They have also shown
scheduler to balance this. Essentially, we can prioritize simplérat random-mutation-based fuzzing can be more ef cient at
constraints to be solved rst but still allow more complexsolving these constraints [45, 53].

constraints to run for a much longer time. Jicsaw does not aim to improve the ef ciency of the solving
algorithm. We simply adopted the numeric gradient descent

String and Floating-point Operations. Due to the limitation algorithm from [L7]. Our goal is to improve search throughput.

of concolic execution engines (both QSYM7 and our DFSan-
based executor), our current prototype neither collects nor ) )

solves constraints involving string and oating-point operation8: Improving Fuzzing Throughput

However, as shown in previous workd 53|, even random-  \yhen a branch solving algorithm is xed, another way to

mutation-based fuzzing can be more efcient than SMihrove the performance of branch solving is to improve the
solvers in solving constraints involving string and Oating'DOinEhroughput, i.e., the number of inputs that can be tried in a
operations. We believe it is possible to apply their algorithmgyen period. The most straightforward way to improve fuzzing

to JesAaw. We will explore this direction in future work. throughput is to improve parallelism. ClusterFuBs][uses

Better Searching Algorithms. Since the main focus of & cluster of machines to improve fuzzing throughput. The

JIGSAW is to improve the execution throughput, we did nderoPlem, as pointed out by Xet al [74] is that running
spend too much effort on improving the search algorithm itse}everal fuzzing instances in parallel does not scale very well

and simply adopted the numeric gradient descent algorittifhmultiple cores on commodity OS. To solve the bottlenecks,
from Angora [L7]. While this algorithm is general, it is not the tNeYy Proposed new OS primitives. Besides running multiple

most ef cient one P] and does not work very well when the!nstances, another way to improve parallelism is to use SIMD

number of conjunct constraints is large. We plan to investigafgStructions to do data parallelizatiodd. The challenge for

and adopt other searching heuristics, including ones from S\ff@ parallelization, however, is conditional branches. Most
solvers to overcome this limitation. solutions will end up limiting the data parallelisr@d4], i.e.,

disabling deviated data lane3Gsaw can use both multi-core

VIIl. RELATED WORK and SIMD to improve parallelism. Compared with existing
solutions,JIGSAW's approach is more scalable to multiple cores
as it has fewer synchronization bottlenecks; it is also more

The main task for automated test generation is solvirgj cient at using data parallelism because the JIT-compiled
branch constraints. There are two main ways to impro¥enctions do not have conditional branches.
the performance of branch constraint solving. The rst way
is to improve the efciency of the solving algorithm. To IX. CONCLUSION
solve complex constraints or constraints with tight conditions
(e.g., magic bytes matching), researchers have proposed mariy this paper, we present a novel design to improve the
solutions. VuzzergQ] uses taint analysis to nd magic bytessearch throughput in automated test generation, based on a
matching and solves them by copying the expected valupswerful insight: searching for a satis able input is much
Steelix B4] and REDQUEEN also aim to solve magic bytes andmore ef cient and scalable with path constraints than with the
simple input transformation but use offset inference instead whole original program. Our evaluation results showed that
heavy dynamic taint analysis. TaintScop@][and T-Fuzz $4] our approach indeed can achieve a search throughput orders
avoid complex constraints (e.g., checksum check) by patchiafymagnitude higher than state-of-the-art fuzzers, which can
the corresponding branches. The problem with these approaclees! to signi cant improvement in branch ipping rate and
is that they only target one or few types of constraints amhd-to-end coverage-guided testing.
thus are not very generalizable.

Angora [L7] and Matryoshka8] use taint analysis to collect ACKNOWLEDGMENTS
input dependencies and use numerical gradient descent to solve
branch constraints. Eclipse2(] uses coverage information This work is supported, in part, by the National Science
to infer input dependencies and then uses binary searchFtmundation under Grant No. 2046026, No. 2133487, and the
solve branch constraints. GreyOn2/] also uses coverage Of ce of Naval Research under Award No. N0O0014-17-1-
information to infer input dependencies but the scope 2893. Any opinions, ndings, conclusions, or recommendations
expanded to both direct dependencies and indirect dependeneiegressed in this paper are those of the authors and do not
then it uses a genetic algorithm to solve the constraints. necessarily re ect the views of the funding agencies.
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