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Abstract—Accelerating finite automata processing benefits regular-expression
workloads and a wide range of other applications that do not map obviously to
regular expressions, including pattern mining, bioinfomatics, and machine
learning. Existing in-memory automata processing accelerators suffer from
inefficient routing architectures. They are either incapable of efficiently place-and-
route a highly connected automaton or require an excessive amount of hardware
resources. In this paper, we propose a compact, low-overhead, and yet flexible in-
memory interconnect architecture that efficiently implements routing for next-state
activation, and can be applied to the existing in-memory automata processing
architectures. We use SRAM 8T subarrays to evaluate our interconnect.
Compared to the Cache Automaton routing design, our interconnect reduces the
number of switches 7 x, therefore, reduces area overhead for the interconnect. It
also has faster row cycle time because of shorter wires and consumes less power.

Index Terms—Interconnect, processing in memory, automata processing

4

1 INTRODUCTION

DATA collection and the need for real-time analytics are rising rap-
idly. Pattern matching is an important operation used in many big-
data applications such as network security, data mining, and geno-
mics. These patterns are often complex, needing to support a vari-
ety of inexact matches. One leading methodology for inexact
pattern matching is therefore to use regular expressions or equiva-
lent finite automata to identify these complex patterns [1], [2], [3].

Researchers are increasingly exploiting in-memory hardware
accelerators as performance growth in conventional processors is
slowing down. The Micron Automata Processor (AP) [4] and Cache
Automata (CA) [5] propose in-memory accelerators for automata
processing. They both allow native execution of non-deterministic
finite automata (NFAs), an efficient computational model for regu-
lar expressions, by providing a reconfigurable substrate to lay out
the rules in hardware. This allows a large number of patterns to be
executed in parallel, up to the hardware capacity.

For NFA processing in memory-centric models, each input
requires two processing phases: state matching, where the input
symbol is decoded and the states whose rules match the input sym-
bol are detected through reading a row of memory, and state transi-
tion, where successor states are activated by propagating signals
through the interconnect.

The interconnect design of existing automata processing accel-
erators, such as the AP and CA, are either incapable of efficient
place-and-route of a highly-connected automaton or over-provision
hardware resources for interconnect, at the expense of resources
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for state-matching [6]. However, real-world benchmarks are quite
large in terms of number of states, too big to fit in a single hard-
ware unit, and thus need multiple rounds of reconfiguration and
re-processing of the data. This incurs significant performance pen-
alties and makes state-matching resources a scarce resource.

To address the interconnect inefficiencies in the existing in-
memory automata processing architectures, this paper presents a
reduced-crossbar (RCB) design, a low-overhead and yet flexible
interconnect architecture that efficiently implements state-transi-
tion. RCB design is inspired by intrinsic properties of real-world
automata connectivity patterns. RCB requires at least 7x fewer
switches compared to the full-crossbar (FCB) design used in CA.
This in turn reduces the wire length, which results in shorter
latency and lower power consumption. In addition, the area effi-
ciency of RCB provides an opportunity to design a denser state
matching, which can accommodate more states and thus results in
fewer rounds of re-configuration and re-processing of data.

Across 19 applications from ANMLZoo [7] and Regex [8] bench-
mark suites, 17 of them can entirely map to RCB design and no FCB
is required. To provide a general solution for every possible connec-
tivity topology, we design a reconfigurable memory array for state-
matching, in which blocks can be re-purposed as an FCB to provide
full connectivity when needed (at the expense of some state capac-
ity). In addition, to support an automaton with a larger number of
states, we design global switches that provide inter-block connectiv-
ity between RCBs and FCBs blocks.

To efficiently allow many-to-many transitions in an automaton in
memory, the underlying memory technology should be able to sup-
port logical OR functionality within memory rows in a subarray.
This requires memory cells (a) to provide non-destructive read, and
(b) to drive output to a “stable” state (logical OR in this case) when
multiple bitcells drive a common bitline. 8T SRAM cells is an exam-
ple of feasible memory technologies to implement automata inter-
connect in memory.

The proposed interconnect optimization is general and can be
applied to any memory-based interconnect, such as variations of
gain cells or non-volatile memory (NVM), where memory cells
have non-destructive read property and can implement OR func-
tionality for routing.

This paper makes the following contributions:

e We propose a compact, flexible, and low-overhead inter-
connect architecture that efficiently implements the state
transition stage in automata processing.

e We design a complete in-memory automata processing
unit (APU) with RCB and compare it with Cache Automa-
ton and the Automata Processor.

e We present a new place-and-route algorithm that is 1-2
orders of magnitude faster than the AP compiler, and pro-
vide an open-source cycle-accurate automata simulator to
perform software optimization on the automata and map
them to the proposed architecture.

2 BACKGROUND AND MOTIVATION

Several ASIC and FPGA implementations have been proposed [9],
[10], [11], [12] to accelerate pattern matching and automata process-
ing. While ASICs provide high line-rates in principle, they are lim-
ited by the number of parallel patterns and shape of the automata
and thus, do not provide general and scalable solutions. Moreover,
FPGA solutions fail to map complex-to-route automata to the FPGA
routing resources due to their logical interconnect complexity [11].
Recently, reconfigurable in-memory automata processing hard-
ware accelerators have been proposed based on NFAs, both to
exploit parallel state-matching and transitions, and the benefit of
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Fig. 1. Full-crossbar utilization.

the NFA’s more compact representation. The AP [4] re-purposes
DRAM arrays for the state-matching and proposes a hierarchical
FPGA-style programmable interconnect design. Our study on a
diverse set of 19 automata benchmarks reveals that congestion in
the AP routing matrix cripples efficient state utilization, especially
for difficult-to-route automata.

CA [5] proposes an in-SRAM automata processing accelerator
by re-purposing L3 cache for the state-matching and using 8T
SRAM cells for the interconnect. To address routing congestion in
the AP, CA proposes to use a full-crossbar (FCB) topology to sup-
port full connectivity in an automaton, meaning there can be an
edge between every two states at the cost of O(N?) (N is the num-
ber of states). This incurs a high area overhead, which means more
than 50 percent of the hardware resources in CA are spent for inter-
connect! Moreover, FCBs are extremely inefficient and excessive
for the needs of real applications, as explained bellow.

Inefficiency of FCB for Automata Applications. NFAs for real-world
automata applications are typically composed of many independent
patterns, which manifest as separate connected components (CCs) with
no transitions between them. Each connected component has usually
a few hundred states. All the connected components can thus be exe-
cuted in parallel, independently of each other. Therefore, a crossbar
switch can be utilized by packing connected components as densely
as possible using a greedy approach [5].

Assume the FCB switch block’s size is 256x256. In a greedy
approach, CCs are first sorted based on the number of states in each
component and then, are assigned to the interconnect resources.
Assume there are three CCs of size 100, 100, and 140. Fig. 1 shows
mapping of CCs to the FCB switch blocks. Switches in gray areas are
configured for the corresponding CC. White areas (70 percent of
total area), are unused switches. Moreover, within each connected
component, transitions are sparse, meaning very few switches in
the gray areas are used.

Fig. 2 shows the total switch utilization within connected
components. On average, fewer than 0.48 percent (maximum
1.2 percent in Levenshtein automata [7]) of switch cells are utilized
in the FCB interconnect solution. This confirms that the FCB model
is extremely inefficient for automata processing applications and
forces larger area overhead, power consumption, and delay in the
state-transitions phase.

3 INTERCONNECT ARCHITECTURE

To motivate our efficient and compact interconnect, we visualize the
connectivity matrix for the automaton in each benchmark with an
image. We first label each node in an automata with a unique index
using breadth first search (BFS) numeric labeling, since BFS assigns
adjacent indices to the connected nodes. To draw the image, we
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Fig. 2. FCB switch utilization (%) in different applications.
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Fig. 3. Union heatmap of routing with BFS labeling.

model an edge (transition) between two nodes (with indices i and j)
in an automaton with a black pixel at coordinate (i,j).

In Fig. 3, each graph shows the union over all connectivity
images for connected components in one benchmark. We chose
union to make sure that we have considered every possible transi-
tion, even for rare connection patterns. 17 out of 19 benchmarks
from ANMLZoo [7] and Regex [8] suites represent a nice diagonal
connectivity property.

This diagonal connectivity pattern motivates a more compact
and efficient interconnect, and comes from two properties: first, the
power of numeric BFS labeling, which tries to label a child node
closely to its parent(s); second, CCs are mostly tree-shape graphs
with short cycles and the nodes have a small out-degree. Motivated
by these observations, we propose a reduced crossbar interconnect
(RCB), which has switch patterns similar to what we observed in
the union images.

Feasibility Support for RCB Design. In order to actually save area in
RCB design, we need to compact the memory array, still with the
same amount of input and output signals similar to an FCB, but with
smaller area overhead, since it needs fewer switches. This might
complicate the layout process because wiring congestion may hap-
pen while compacting the array. Automated layout generation tools
sometimes are not clever enough to provide the best compacting
scheme even for regular patterns like RCB. Therefore, we propose a
simple scheme to compact a FCB array to a smaller RCB array.

Simply flipping the diagonal-shape interconnect to a horizontal
or vertical block forces the wire congestion in one dimension and it
does not utilize the other available dimension to contribute in sig-
nal routing. However, squeezing the diagonal-shape to a square
shape would significantly compact the subarray and at the same
time, spread the burden of signal routing in both dimensions.

Fig. 4 shows an example for an FCB subarray of size (9,9) with
diagonal width of 3. In each square, the first index shows the row
index and second one shows the column index. For example, a
switch in the location (4,3) shows that the input signal comes from
a STE labeled 4 (in BFS) and it is connected to a STE labeled 3. The
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Fig. 5. Design of automata processing unit (APU).

left block shows the initial mapping of diagonal memory cells,
while all the white regions are the wasted areas (or switches). The
right block shows how moving nearby memory cells close to the
lower left side can reduce 9 x 9 array to 7 x 6. Our placement guar-
antees that in each row and column, the number of wires has
increased to a maximum of 3 times compared to the original FCB
placement. For example, in row 4 of RCB, there are two inputs
(wordlines), 2 and 9, and in column 3, there are two output signals
(bitline signal), 3 and 6.

Our calculation shows that an FCB of size 256 x 256 and diago-
nal width 21 can be reduced to a RCB of size 96 x 96, which results
in approximately 7x switch saving. From our experiments, we
found that the diagonal width of 21 is a safe margin to accommo-
date all the transitions (except in Entity Resolution and Snort). It
should be noted that in the routing subarrays, there is no need for
decoding the input because the “active state vectors” (or an array
of registers) are directly connected to the wordlines. Therefore,
RCB does not incur any extra area overhead for extra decoders.
Moreover, RCB has smaller bit-lines due to area compression,
which potentially leads to a shorter memory access cycle and lower
power consumption.

Mapping to SRAM Subarrays. To model transitions from multiple
STEs to one STE, the output should be connected to multiple
inputs. This is equal to logical OR of active inputs. To have a fair
comparison with FCB, we adopt 8T SRAM cells as the reconfigura-
ble switches to evaluate our interconnect architecture. The cell con-
sists of a 6T SRAM cell and two additional transistors, which
connect the cell to a bitline. This allows a 6T cell to drive the bit-
lines only when the cell holds "1” and the input signal is "1". This
implies that 8T cells can support OR functionality.

4 AUTOMATA PROCESSING UNIT

The architecture of a working automata processing unit (APU) is
shown in Fig. 5. An APU consists of two state matching (SM)
arrays (SRAM subarray of size 256 x 256) and a dedicated RCB
interconnect (SRAM subarray of size 96 x 96) for each SM unit as
the local interconnect. The local RCBs are connected through
global switches (which are FCB units) in order to support a larger
automaton (or CC). The global FCB switch allows 8 APUs to com-
municate, allowing up to 32 transitions among APUs.

In each APU, one of the SM arrays can be configured as FCB
interconnect to support uncommon cases in which a connected
component does not fit into an RCB interconnect. When a SM sub-
array needs to be configured as an FCB instead of regular state
match operation, the FCB/SM signal of that array is set to one. This
signal selects the word lines of the target subarray to be driven by
the match vector register bits instead of the decoder output. This
mode halves state capacity of the contributed tile but provides the
ability to accept connected component without any limitation on
interconnect shape. To support this functionality, an array of 2:1
multiplexers needs to be added for one of the subarrays in APU

(FCB/SM mutliplexers). This has less than 2.5 percent area over-
head based on industry 28 nm 2:1 mux area numbers.

5 RESULTS

We evaluate interconnect architecture on memory arrays with 8T
cells using 28 nm technology and nominal voltage 0.9V. To calcu-
late area, power, and row cycle time of memory arrays, we use a
foundry standard memory compiler. We develop an in-house
cycle-accurate automata simulator' to perform software optimiza-
tion on the automata, map them to the proposed architecture, and
extract per-cycle statistics.

5.1 Interconnect Efficiency

This section compares architectural benefits RCB over FCB used in
CA. RCB interconnect is a memory block of 96 x 96, whereas FCB
is a memory block of 256 x 256, meaning that RCB consumes 7 x
fewer switches (or memory cells) than FCB, which reduces area
overhead for the interconnect.

To study the applicability of RCB design in real-world and syn-
thetic automata applications, we calculate the number of required
RCB and FCB blocks for each application. The compiler iterates
over the connected components (CCs) and checks if they can fit in
a RCB switch block. If not, a FCB switch is needed to accommodate
connectivity.

In Table 1, we compare the number of required routing blocks
of our interconnect approach, which is a hybrid of RCB and FCB,
versus the baseline FCB, which is proposed in CA and assumes
full connectivity for all the connected components. As shown, all
the connected components in 17 out of 19 applications can entirely
map to RCB blocks, and no FCB block is needed. This means that
when using RCB blocks, the total number of switches (memory
cells) required for these applcaitons is 7.1x less than when using
FCB blocks. This again confirms that the FCB is extremely exces-
sive for automata applications.

In Entity Resolution, there are many long distance loops, and
none of the CCs can fit in the RCB switch block (Fig. 3). In Snort,
our interconnect accommodates most of the CCs in RCB blocks
(only 19 FCB and 256 RCB), whereas the baseline uses 270 FCBs.

Levenshtein is a difficult-to-route automata. The AP compiler
can fit this benchmark in an AP chip with 48K states. However,
only 13 percent of the state matching resources in a block are uti-
lized in Levenshtein automata, and the remaining 87 percent can-
not be used because there are not enough routing resources left.
This implies that 87 percent of the STEs of an AP chip are wasted
to deal with the routing congestion. However, our interconnect
model allows 100 percent of the STEs in Levenshtein (or other
applications with even more complex interconnect) to be utilized.

AutomataZoo [13] benchmark suite is a more generalized ver-
sion of ANMLZoo, allowing to generate automata with different
configurations. Generated automata have similar connectivity pat-
terns as ANMLZoo automata, and thus, can benefit from RCB
interconnect design.

5.2 Overall Area Overhead

This section evaluates the area benefit of our RCB design in a com-
plete automata processing architecture, call Reduced Interconnect
Architecture (RIA). RIA replicates the APUs (see Fig. 5), with hav-
ing 8T memory arrays for both state matching and local/global
interconnects. This is because state matching arrays can be config-
ured as FCB. Fig. 6 shows the area overhead for state matching,
interconnect, and total overhead of RIA, CA and the AP, assuming
supporting 32K states. Compared to CA, RIA reduces area over-
head of interconnect 3.8 x. Overall area overhead (both state match

1. https:/ /github.com/anonymousUser0/cal



90 IEEE COMPUTER ARCHITECTURE LETTERS, VOL.18, NO.2, JULY-DECEMBER 2019

TABLE 1
Comparison of Our Interconnect Approach (Hybrid RCB and FCB) with CA Interconnect (FCB Only)

Brill Dotstar Entity Fermi Ham- Leven- Power Proto- Random Snort SPM Block Dotstar Dotstar Dotstar Ranges Ranges Exact Bro
Resolution ming shtein  EN mata  Forest Rings 03 06 09 05 1 Match 217
CA [5] FCB | 168 378 0 160 47 12 160 165 139 270 419 192 49 50 50 50 50 50 10
Our Idea RCB| O 0 500 0 0 0 0 0 0 19 0 0 0 0 0 0 0 0 0
FCB | 168 378 0 160 47 12 160 165 139 252 419 192 49 50 50 50 50 50 10
Our idea requires up to 7.1X fewer switches (memory cells) than CA.
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Fig. 6. Area overhead of RIA (Reduced Interconnect Automata), CA, and the AP
normalized for 32K states.

and routing) of RIA is 1.4x and 10x less compared to CA and the
AP respectively, all in 28nm technology.

6 CONCLUSION

Motivated by connectivity patterns in the real-world automata
benchmarks, we propose a high-speed, dense, and low-power
reconfigurable in-memory reduced crossbar interconnect (RCB) for
state transitions in automata. RCB compacts the switch patterns in
a full crossbar interconnect and provides a 7x reduction in the
number of switches. This, in turn, reduces power consumption and
delay due to shorter wires. Overall, eAP presents 3.8x less area
overhead compared to Cache Automaton.
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