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Cloud
• What is cloud?



Cloud Computing
• What’s provide by the cloud?



Cloud Computing
• What’s provide by the cloud?



Cloud Computing
• What’s provide by the cloud?



Cloud Security
• What security guarantees are provided by the cloud?



Cloud Security
• What security guarantees are NOT provided by the cloud?



What are the differences?
• Compared to on-premise infrastructure, what are the advantages and 

disadvantages of cloud, in terms of


• Confidentiality


• Integrity


• Availability



Confidentiality
• What are the ways to guarantee confidentiality?


• Access control (who can read)


• Infrastructure


• Identity (authentication)


• Encryption


• Key management



Integrity
• How to guarantee integrity?


• Access control (who can write)


• Message Authentication Code (MAC)


• Logging and Audit



Availability
• Availability? What can go wrong?


• DDoS, infrastructure maintenance error, power outage, storage, etc.


• How to mitigate these risks?


• Multi-cloud, multi-region, hybrid cloud 



Resources
• https://docs.aws.amazon.com/whitepapers/latest/introduction-aws-

security/introduction-aws-security.pdf


• https://d1.awsstatic.com/whitepapers/Security/
AWS_Security_Best_Practices.pdf


•

https://docs.aws.amazon.com/whitepapers/latest/introduction-aws-security/introduction-aws-security.pdf
https://docs.aws.amazon.com/whitepapers/latest/introduction-aws-security/introduction-aws-security.pdf
https://d1.awsstatic.com/whitepapers/Security/AWS_Security_Best_Practices.pdf
https://d1.awsstatic.com/whitepapers/Security/AWS_Security_Best_Practices.pdf


Management
• Inventory and configuration management


