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Objectives of this class
! In this course, we will study typical problems that an OS to 

address and the corresponding solutions
u Focus on concepts rather than particular OS
u Specific OS for examples

! Practice your engineering skills
u Abstraction and implementation
u The projects are very close to real projects in industry

! Develop an understanding of how OS and hardware 
impacts application performance and reliability



Projects are HARD?
! Probably the hardest class you will take at UCR in 

terms of development effort
� You must learn gdb if you want to preserve your sanity! J

! Working on the projects will take most of your time in 
this class

! Biggest reason the projects are hard: legacy code
� You have to understand existing code before you can add more 

code

� Preparation for main challenge you will face at any real job



Roles an OS
! Abstraction: defines a set of logical resources (objects) 

and well-defined operations on them (interfaces)
u Why? Easier app programming

u Humans are good at abstraction instead of details

! Virtualization: Isolates and multiplexes physical 
resources via spatial and temporal sharing
u Why? Better hardware utilization

! Schedule/Control:
u Why? Fairness, performance, security, privacy, etc.



OS Abstractions
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What have we learned?
! First half: schedule and synchronization

u Queueing theory*

u Consensus*
» blockchain

! Second half: translation and cache
u There are only two hard things in Computer Science: cache 

invalidation and naming things. -- Phil Karlton



Overview
! Translation

u Virtual address space
» Virtual address à physical address

u Disk and File Systems
» Name à file object (e.g., inode)

» Offset à disk blocks

! Cache
u Program Locality

u Memory Hierarchy



Virtual Addresses

! Many ways to do this translation…
u Need hardware support and OS management algorithms 

! Requirements
u Need protection – restrict which addresses jobs can use

u Fast translation – lookups need to be fast

u Fast change – updating memory hardware on context switch

vmapprocessor physical
memory

virtual
addresses

physical
addresses

What is the virtualization/illusion we created?



Translation methods
! Linear/contiguous mapping: y = x + b

u Physical address = base register + virtual address

u Disk block = starting block + offset / block size

u Fast, easy to implement
u Inflexible, causes fragmentation (either internal or external)

! Indexed mapping: y = map[x]
u Physical page number = page table[virtual page number]
u File = directory[file name]
u Disk block = inode[virtual block number]
u Could go through multiple levels
u Flexible, easy to manage free space, no external fragmentation
u Translation is slower



Page Lookups
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Intel IA32-e Paging

Source: Intel Architecture Software Developer Manuals



Path Name Translation
! Let’s say you want to open “/one/two/three”

! What does the file system do?
u Open directory “/” (well known, can always find)

u Search for the entry “one”, get location of “one” (in dir entry)

u Open directory “one”, search for “two”, get location of “two”

u Open directory “two”, search for “three”, get location of 
“three”

u Open file “three”



Unix Inodes
! Unix inodes implement an indexed structure for files

u Also store metadata info (protection, timestamps, length, ref count…)
! Each inode contains 15 block pointers

u First 12 are direct blocks (e.g., 4 KB blocks)
u Then single, double, and triple indirect
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Locality

! Principle of Locality: Programs tend to use data and 
instructions with addresses near or equal to those they 
have used recently

! Temporal locality:  
u Recently referenced items are likely 

to be referenced again in the near future

! Spatial locality:  
u Items with nearby addresses tend 

to be referenced close together in time



Locality Example

! Data references
u Reference array elements in 

succession (stride-1 reference pattern).

u Reference variable sum each iteration.

! Instruction references
u Reference instructions in sequence.

u Cycle through loop repeatedly. 

sum = 0;
for (i = 0; i < n; i++)

sum += a[i];
return sum;

Spatial locality

Temporal locality

Spatial locality

Temporal locality



Cache

! Cache: a smaller, faster storage that acts as a staging 
area for a subset of the data in a larger, slower storage.
u The storage could be a software data structure (like index tables) 

or a hardware device (like spinning disk)

! Why does cache work?
u Because of locality!

» Hit fast storage much more frequently even though its smaller



General Cache Concepts
! Hit

u Data needed is in the cache

! Miss
u Data is not in the cache

u Types of misses
» Cold (compulsory) miss: cache is empty
» Conflict miss: cache is not full but due to placement policy, the 

slot the data will be mapped to is occupied
» Capacity miss: the set of active cache blocks (working set) is 

larger than the cache size



Cache replacement policy
! Cache replacement policy: determine which data to 

remove when there is a miss

! Belady’s algorithm
u Idea: Replace the page that will not be used for the longest 

time in the future

u Optimal but not practical: have to predict the future

u Serves as the baseline to measure other algorithms

! Common replacement algorithms
u FIFO, Least Recently Used (LRU), access bit, LRU clock



Example: Belady’s Anomaly



An Example Memory Hierarchy

Registers
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(DRAM)

Local secondary storage
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Examples of Caching in the 
Hierarchy
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Locality and Performance



Security and Reliability
! Access control

u DAC: access control list and capabilities

u CS 165

! Reliability
u Crash consistency: journaling file systems (JFS)

u Disk failures: Redundant Array of Inexpensive Disks (RAID)


