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Abstract

Peer-to-peer systemsare an attractive means of sharing data and
services. However,the problemof howto e ciently decide which peers
are to be trusted still remains unsolvel. In this work we propose a de-
centralized trust managementsystembasel on reputation, for unstruc-
tured, self-organizing peer-to-peer networks. Our protocol takes ad-
vantageof the unstructured nature of the network to render malicious
behavior like lying and colluding risky. The reputation information of
each peer is stored in its neighlors and piggy-lacked on its query-hits.
By simulating the behavior of networks both using and not using a
rating schemewe were able to show that just a few dishonestnodes
can ood the network with false results, wheras this phenomenonis
virtual ly eliminated when using a rating scheme.

1 Intro duction

Peer-to-peer (P2P) systemshave attracted a lot of interest, as a highly dy-
namic platform that enablesautonomouscomputing nodesto shareresources
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and services.The advantagesof peer-to-peerervironmerts, esgecially of un-
structured ones,include their ability for self-organization,for adaptation to
di erent loads,and for resiliencyto node failures. Operation of all the peers
as both clients and seners, and without a certral coordinator eliminates
possiblebottleneds in terms of scalability or reliability.

Howeer, in an unstructured and decerralized topology se\eral security
issuesarise. One of the most challengingproblems,that is still being actively
researbed, is how to create a trusted network of peers in the absene of a
central trust managingauthority. Trust is important when sharing data or
processingpower, and crucial for e-commerceapplications and auctioning.

By saying that peerA puts a level of trust into peerB, we meanthat A
estimatesthe probability of B acting in a way that will allow A to achieve a
desiredlevel of satisfaction.

Oneway a peerA can estimatethe level of trust to put into another peer
B, is by being basedon the reputation of peer B. The reputation of peer
B is measuredfrom previous interactions of peer A with peerB, or alsoon
previousinteractions of other peerswith peerB. As the level of trust a peer
enjoys is basedon its reputation, a peeris motivated to act accordingto the
rules of the network, whether these are to share cortent, not to cheat, or
anything else. Using the peers'opinion to establisha reputation is a process
already very popular in the sciertic comnunity for examplethrough peer
review or citations.

One of the main di culties in managingreputation-basedtrust in P2P
networks is that information about peer interactions is spread acrossthe
network, and no single peer has a complete global view of the peers'repu-
tations. Furthermore, malicious peersmight tamper with reputation infor-
mation while it is stored locally or transmitted, or eventry to defameother
peers.

In this work we proposea deceltralized trust managemenh systembased
on reputation, for unstructured, self-organizingpeer-to-peer networks. Its
novelty liesin the fact that it reliesin the lack of network structure to provide
a relatively safetrust managemenh environment.

We discussthe badkground of our approad in section2, and our protocol
ideain section 3. The architecture of our proposedsystemis descriked in
detail in section4, whereassection5 provides simulation results. Section6
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presens related work and section7 concludesthe paper and summarizesour
cortribution.

2 Background

We would set the following asmajor requiremerns for a trust-measuring sys-
tem:

To enablethe peersto identify trustworthy and untrustworthy peers.

To be simple enough, so that the protocol overheadis not hindering
the interaction of peers.

To make collusionsimpossibleor very di cult.

To make malicious actions (attempts to tamper with reputation infor-
mation) identi able and ideally impossible.

Storing the reputation information in a distributed mannerand conduct-
ing polling to gatherit, asproposedin [7] generatesa largeamourt of network
trac and delay. Storing the reputation information in the peerthis infor-
mation refersto requires complicated operations to ensurethat this peer
will not tamper with his reputation [20]. On the other hand, storing the
reputation information in just one peeris alsorisky, sincethat peeris con-
trolling another peer'sfate and may even try bladckmailing or colluding with
him/her. Anonymous storing of reputation information [21] is complicated
and requiresbroadcasting, which is unacceptablefor an unstructured peer-
to-peersystem. Storing the samereputation information in a group of peers,
like [16] proposesfor structured peer-to-peer networks, seemsa reasonable
approad, sinceit will allow the comparisonand veri cation of the reputation
information received by all or someof the peersof that group.

3 The Tell-T ale Neigh bors

According to our opinion, a better still ideawould be to store reputationin-
formation in a group of peers that is not easily identi able, sothat collusions
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and bladkmailing becomecumbersome.That is the essencef our approad,

which is targeting self-organizing,unstructured peer-to-peer systems. We

proposethat eat peer'sreputation information is storedin all its neigtbors.

In a simple approad that information is storedjust in the immediate neigh-
bors, but higher reliability can be achieved by also storing it in neighbors
more than one hop away, paying the higher communication and processing
cost.

The idea to store the reputation information of a peerin its neighbors
provides se\eral advantages. Speci cally it guardsthe system:

Against lies: A neighbor sendingbad bogusreputation information
might be revealed,sincehe/she may not be the only oneanswering and then
the discrepancywill be noted.

Against blackmailing: Peers store their neighbors' reputation in-
formation and their neighbors store theirs'. This balance of power makes
blackmailing infeasible.

Against collusions: Collusions on the other hand are dicult to
achieve, becausethe topology of the network is never known, and it also
changesdynamially. To change one's reputation, all its neighbors must
cooperate, otherwise the deceit might be revealed. When the reputation
information is stored in more than just the immediate peers, collusion be-
comeseven more complicatedto achieve and it would require a lot of message
exdange.

The ladck of structure and the dynamic nature of the network are usually
regardedasmajor hindrancesin managingtrust information in unstructured
peer-to-peersystems.Our approad is novel, in that it utilizes exactly those
characteristicsto createan ervironmert that makestampering with reputa-
tion information cumbersomeand risky.

4  Arc hitecture

4.1 System Comp onents

Figure 1 preseints the architecture of the proposedsystem. Eacd peeris
comprisedfrom seeral componerns:



Connection Manager Responsiblefor managingthe connectionsto other
peers.

Content Manager Responsiblefor managingthe data objectsstoredin the
peer. If servicesnsteadof data wereprovided, thosewould be managed
instead.

Message Handler Responsiblefor handling all incomingmessagesQueries
are cheded for local matchesand propagatedfurther. Query-Hits are
createdif local matchesare found, or propagatedto the direction the
Querieswere received. If a Query-Hit was originated in one of the di-
rect neighbors of the peer,the Reputation Information (the collection
of all the ratings) for that neighoor is piggy-badkedto the Query-Hit. If
a Rating for a neighbor is recei\ed, the rate is addedto the reputation
information for that neighbor.

Reputation Information Manager Respnsiblefor managing(storing and
providing) the Reputation Information of the neighbors of the peer,as
well asfor managing(collecting and storing) the Reputation Informa-
tion of the peersthis peerhasinteracted with.

Rater Respnsiblefor assigninga rating to a peerthat hasinteracted with
this peer,and for propagatingthis rating to the other peer'sneighbours

Rating Verier Responsiblefor determiningthat the Reputation Informa-
tion (collection of ratings) of a peer,that is cortained in seeral Query-
Hits, is the same.

Peer Selector Responsible for selectingthe most appropriate among the
peersthat o er an object, accordingto their Reputation Information.

4.2 Queries and Query-Hits

We assumea logical network of peersthat provide resourcesor servicesto
eat other. Each peermaintains connectionswith other peers. The network
is decerttralized and self-organizing,meaningthat peersmake their own deci-
sionson which peersto connectto or to query for resourcesr services.Peers
seart for resources/servicedy sendingquery messageso their immediate
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Figure 1. Systemarchitecture.

neighbors. Thosequeriesare evaluated locally in ead peerand in casethere
are matching resources/servicestesults are returned to the seartiing peer.
The queriesare propagatedfurther, until their TTL expires. The query-hits
follow the samepath asthe queriesto read the searding peer. The neighoor
of a peerthat answerswith a query-hit is responsiblefor adding the reputa-
tion information of the answering peerto the query-hit messageand he/she
is possibly not the only one with that duty, depending on the topology of
the network.

Figure 2 shavs an example of a query and query-hit exchange. Let us
assumethat A createsa querywith TTL = 3that is propagatedand evertu-
ally readesF, who {having the resource/service{createsa query-hit. That
reply is following the samepath asthe query to readh A. The neighbors of
F, namely C and D add the reputation information to the query-hit, before
propagatingit further. In this topology two query-hits will be generated,so
that peerB will be able to verify that the reputation information on both
of them is the same. This redundancyis newly introduced, since normally
F would have just replied once. Since F's neighbors do not know if they
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Figure 2: Query and query-hit example.

will be the only onespropagating the current query-hit, they may not risk
tampering with the reputation information.

4.3 Ratings

After an interaction, a peermay rate the resource/servicehe was provided.
The rating messages propagatedusing the same o oding-basedmedanism
asthe query messageHoweer, the TTL of the rating messagés biggerthan
the TTL of the query messagesothat the rating canread all the neighbors
of the peerthat is being rated. For example,to read just the immediate
neighbors, the TTL of the rating messagevould be biggerthan the TTL of
the query messagedy one.

Figure 3 shavs an exampleof rating. After A usesthe resources/services
provided by F, he/shecreatesa rating messagewith aTTL = 3+ 1= 4, that
is propagatedand reacdesall of F's immediate neighbors (C, D, G, H, J),
who update the reputation information they store for F. The rating message
alsoreathespeerslike B and E, that do not needto storerating information
for F, sincethey will not be asked to provide it.

An important obsenation is that F is asked to propagatehis own rating.
To avoid tampering, ratings might be digitally signed, or transferred in a
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Figure 3: Rating example.

way that makesit impossiblefor peersto discernto whom the ratings refer,
or maybe ewen the fact that the messagegonain ratings. Only the nal
recipierts should be ableto extract this information. But ewvenif F iderti es
the rating messagesnd changesor discardsthem, the ratings will still be
stored intact in some of its immediate neighbors, namely C and D, and
thereforethe discrepancymight be iderti ed.

4.4 System Algorithms

The formulas for choosingand for rating a peerare of particular interest:

The formula for choosingthe peerwith the bestreputation might weigh
the ratings, accordingto the personalopinion of the peerfor the raters,
or accordingto the raters reputation as peersor even asraters.

The formula for rating might usea scalethat allows comparisonwith
the current rating average. In that way, ratings far away from the
averagemight be noted, and the responsibility of the rater might also
be rated. Moreover, both the data/service provider and consumermay
rate eat other.



Moreover special care should be taken for nodesertering the system, so
that they can receiwe the reputation information of the nodesthey connect
to. As for their own reputation, it will be built asthey engagen transactions.
By not giving any initial reputation to newcomers,we discouragepeerswith
bad reputation to leave the systemand reerter under a new idertity, since
building a reputation is a tedious process.

5 Exp erimen tal Evaluation

5.1 Simulation Infrastructure

In order to ewaluate the e ciency of a protocol like ours, that enablespeers
to identify and isolate the untrustworthy amongthem, we conducteda set of
experimerts. In orderto be ableto evaluate networks of thousandsof peers,
we implemerted our systemon top of the Gnutella [10] unstructured peer-
to-peer network, using the NeuroGrid simulator [14]. Neurogrid is scalable,
sinceit simulates the protocolsat messageand not at padet-level.

Apart from the honest peers,that provide the data objects they claim
they have, we included a number of dishonestpeersin the network. These
maliciouspeersclaim that they have ewvery object they are asked for, in other
words reply with a Query-Hit to every Query they receiw, without of course
being able to provide the real requesteddata object. We obsened the e ect
of that behavior on the operation of the network, with and without using a
rating sheme. When the rating sthemeis used,we assumehat the malicious
peerscan only cheat once,sincethen they are discavered and receiwe a bad
rating that discouragesther peersto interact with them.

5.2 Variable percentage of dishonest peers

For the rst experimert, we kept the total number of nodesto 1000,and we
varied the number of honestnodesin the network. The simulation details
are presertied on table 1. Our goal was to determine to what extert the
percertage of dishonestnodesa ects the operation of the network.



Node Parameters Number of nodes 1000

Number of honestnodes Varying
Content Parameters || Sizeof pool of available objects 3000
Number of objects per node 30

Distribution of objects over nodes | Uniform

Network Parameters | TimeToLive of messages 7
Number of connectionsper node 3
Network topology Random
Seartes Random
Forwarding Random

Simulation Parameter | Number of averagedmeasuremets | 5

Table 1: Simulation settings for the varying number of honestnodesexperi-
mert.

Figure 4 shavsthe averagenumber of untrue Query-Hits. Without utiliz-
ing the rating sdheme,this is quite high, evenfor relatively small percenages
of dishonestnodes. By using the rating sthemethe number of false matches
is virtually eliminated, even for networks with many malicious peers.

Figure 5 shaws the average proportion of Query-Hits that were true.
When using the rating stheme, that proportion remains very high. What
surprisedus are the results for when not using any rating stheme. The pre-
cision (the proportion of true Query-Hits) remains practically closeto zero,
even when 80% of the nodesare honest. If 1 out of 10 nodesis dishonest,9
out of 10 Query-Hits are bogus. This means that a few dishonestnodeshave
the ability to o od the network with false matches,representinga real threat
to its operation.

5.3 Variable number of peers

It wasinterestingto seeif dishonestbehavior is equally threatening in larger-
scalenetworks. Thereforein the secondexperimert, we kept the perceriage
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Node Parameters Number of nodes Varying

Number of honestnodes 75%
Content Parameters || Sizeof pool of available objects 3000
Number of objects per node 30

Distribution of objects over nodes | Uniform

Network Parameters | TimeToLive of messages 7
Number of connectionsper node 3
Network topology Random
Seartes Random
Forwarding Random

Simulation Parameter | Number of averagedmeasuremets | 5

Table 2: Simulation settings for the varying number of nodesexperimert.

of honest nodesto 75%, and we varied the total number of nodesin the
network. The simulation details are preseted on table 2.

Figure 6 shows the averagenumber of untrue Query-Hits. Without using
the rating sdheme, the number of false matches grows very fast, for large
networks. Again, the rating schemeprevens that behavior.

Figure 7 shows the averageproportion of honest Query-Hits. Again by
using the rating scheme this proportion remains high, even for large net-
works. Howewer, without a rating sheme, the dishonestnodes presen a
threat even to large-scalenetworks. Even though 3 out of 4 nodesare hon-
est, the percertage of honest Query-Hits remainscloseto zero. We observe
that the dishonestnodesare ableto o od evenlarge networks.

6 Related Work

Seeral P2P reputation systemshave alreadybeenproposed,including Eigen-
Trust [16 [15], RMS [1]], P2PRep [8] [7] [9], RCertPX [2Q], TrustMe [21]],
Poblano[6], OpenPrivacy [5], a schhemefor trust inferencein NICE [18], and
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a trust managemet systemon top of P-Grid [2].

In RCertPX [20] a reputation certi cate is createdand is stored in the
peer that it refersto. After ead transaction the reputation certi cate is
updated. In order to eliminate the possibility of tampering with the repu-
tation certi cate, the last rater always digitally signsthe whole certi cate.
When a peerwarts to interact with another peer, it requestsits reputation
certi cate, and it cortacts the last rater, in order to verify the correctnessof
the certi cate. If the last rater is unavailable, the one beforeit is cortacted.
Sinceewery rater revokesthe previousreputation certi cate, a peercanonly
usethe latest reputation certi cate, that includesall the ratings. When a
peerwarnts to decidewith which peerit should do a transaction, it cortacts
all peersthat o er the service/dataand they provide it with their reputation
certi cates. The peerthen cortacts the latest rater to determineif the repu-
tation certi cate is still valid. The network tra c producedis relatively low,
aswell asthe decisiondelay. Furthermore, evenif somepeershave left, their
ratings are still available. Also important is the fact that the ratings cannot
be changedoncethey are determined. In that way, a peerwill not changeits
rating of another peerif it becomesa competitor. Howewer, the protocol is
complicated, especially when the last rater is o ine, which is often the case
in P2P systems.It alsousesratings even from untrusted peers,which might
be even more critical in the casea rater and a ratee collude to changethe
ratings. A peer can collude with another peer so that previous certi cates
will not be revoked and therefore bad ratings may be lost.

In P2PRepl8] [7] [9] a polling basedprotocolis proposedand implemerted
(on top of Gnutella), that usespublic key cryptography for authertication.
Any peerA that wants to query the trust value of another peerB broadcasts
a query to the network. The peersthat have had transactionswith B reply
with their IP and port in a messageencrypted with the public key of A. A
then individually cortacts the voters and asksthem to con rm their votes,
sothat fake messageare Itered out, and conbinesthe valid votesto make
a decision. Apart from the network trac generatedand the delay of the
process,this approad cournts only the reviews of those presen peersthat
can be reated.

TrustMe [21]iderti es anorymity asanimportant featureof trust-managing
systems. The trust rating of ead peeris placed at another random peer,
which repliesto all queriesfor the trust valuesit holds. A peercan anory-
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mously issuea query and get the true value without needingto know where
that valueis stored. Public-private key pairs are usedto presene anorymity.
One drawbadk of this protocol is that it relies on broadcasting, making it
unacceptablefor large-scale unstructured networks.

EigenTrust [16], [15], a global variable regarding a peer'sreputation is
stored in a peer's mother peers. The global variable is generatedby aggre-
gating local variablesin all peers,in an iterative process. The algorithm
doesnot prevernt mother peersfrom bladkmailing a peer, nor from colluding
againsta peer.

In NICE [18]cooperating peersform a graph, that later helpsoneof them
to idertify othersthat store reputation information relevant to him. Speci -
cally, a peerproviding a serviceis responsibleto prove his reliability to a peer
that would liketo usethat service,by nding apath in the graphto that peer.
A path identi es previousinteraction with commonacquairtances. However
during this discorery process o oding is usedand many irrelevant peersmay
be contacted. Moreover sincethe peer providing a serviceis gathering his
reputation information and sendsit to a peerto useit, he may omit bad
ratings.

In [2] a trust managingsystemon top of the P2P system P-Grid is de-
scribed. The reputation of a peerin this systemis expressedas the number
of complairts he has (not) received. The complairts of eat peerare stored
in a virtual binary seard tree. Replication in storagesatis es the integrity
of the stored complairts in a probabilistic manner.

In OpenPrivacy [5] a web of trust is formed by identities and ewvaluation
certi cates. Certi cates aredigitally signedto ensureintegrity and are stored
at their creator and at the peerthey evaluate.

In RMS [1]] another distributed reputation managemenh systemis de-
scribed. Reputation information is kept by its owner, and public key cryp-
tography is usedto ensureits integrity. A trusted third party (oneor multiple
seners) signsthe reputation certi cates and recordsthe transaction history
of the peers, providing that information to peersthat want to chedk the
correctnessof a certi cate.

Poblano [6] is the decertralized trust model on the Project JXTA plat-
form. Someof the peerscommunicate using CA signed certi cates, while
other useself-signedcerti cates. The members of a peergroupassigna level
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of trust to one another. Three main componerts form a peer'strust level,
namely codat (data) con dence, peercon dence, and risk.

In [23] a Bayesiannetwork-basedtrust model is proposed,together with
a method for building reputation basedon recommendationsof other peers.
Bayesiannetworks help in represeting and conbining trust in di erent spe-
ci ¢ areasof a peer'scapability.

7 Conclusions and our contribution

We have proposeda decerralized trust managemenh systembasedon rep-
utation, for unstructured, self-organizingpeer-to-peer networks. We have
shown that {when using our protocol{ random topologiesthat may be cre-
ated make malicious behavior like lying and colluding risky. Moreover, all
peers are equally powerful, cortrolling the fates of their neighbors, while
their fates are cortrolled by their neighbors. Two main characteristics of
peer-to-peer systems,namely the absenceof a governing authority and the
unstructured, and dynamic nature of the network are usually regardedas
obstaclesin ensuringtrust. With our protocol, we are using exactly those
two characteristicsfor achieving that goal.

We have tried to keepour protocol simple and easyto build on top of the
existing infrastructure available for the exdhangeof messagesp minimize its
overhead. An advantage of the protocol is the fact that the ratings of peers
that have left the system are still prese. Moreover the commnunication
overheadof polling-basedprotocolsis avoided and the only extra messages
introducedare thosecarrying a new rating. Our future work includeselabo-
rating on the peerchoosingand rating algorithms.

By simulating the behavior of networks both usingand not usinga rating
stheme we were able to make some interesting obsenations: First of all,
the rating scheme practically eliminatesthe e ect of the dishonestpeerson
the network. Moreover, without a rating stheme, we sav that just a few
dishonestnodesare able to o od the whole network with falseresults, even
for large networks, and thus posea real threat to its operation. The need
for a trust managemen systemfor peer-to-peer networks becomesherefore
ewven clearer.
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A App endix

neighoor, n:

One whom we are commandedto love as ourseles, and who does all he
knows how to make us disobediert.

{ AmbroseBierce,"The Devil's Dictionary"

References

[1] Alfarez Abdul-Rahman and StephenHailes. A distributed trust model.
In Proceedings of the New Security ParadigmsWorkshop 1997.

[2] K. Abererand Z. Despotovic. Managingtrust in a peer-2-peerinforma-
tion system. In Proceadings of the International Conferena on Infor-
mation and Knowledge Management,CIKM , 2001.

[3] A. Adya, W. J. Bolosky, M. Castro, G. Cermak, R. Chaiken, J. R.
Douceur, J. Howell, J. R. Lorch, M. Theimer, and R. P. Wattenhofer.
FARSITE: Federated,available, and reliable storagefor an incompletely
trusted ernvironment. In Proceedings of the Symmsium on Operating
SystemsDesign and Implementation, OSDI, 2002.

[4] D. S.Bernstein,Z. Feng,B. N. Levine,and S. Zilb erstein. Adaptive peer
selection.In Proceedings of the International Workshopon Peer-to-Peer
Systems,IPTPS, 2003.

[5] Kevin A. Burton. Design of the openprivacy distributed reputation
system.

[6] R. Chenand W. Yeager. Poblano: A distributed trust model for peer-
to-peer networks.

[7] F. Cornelli, E. Damiani, S. De Capitani di Vimercati, S. Parabosai,
and P. Samarati. Choosing reputable senerts in a p2p network. In
Proceedings of the International World Wide Web Conferenee, WWW,
2002.

17



[8] F. Cornelli, E. Damiani, S. De Capitani di Vimercati, S. Parabosdai,
and P. Samarati. Implemerting a reputation-aware gnutella senert. In
Proceedings of the International Workshopon Peer-to-Peer Computing,
WP2P, 2002.

[9] E. Damiani, S. De Capitani di Vimercati, S. Parabosdi, P. Samarati,
and F. Violante. A reputation-basedapproad for choosing reliable re-
sourcesin peer-to-peer networks, 2002.

[10] Gnutella Protocol Developmen. http://rfc-gn utella.sourceforge.net/,
2003.

[11] D. Fahrenholtz and W. Lamersdorf. Transactional security for a dis-
tributed reputation managemen system. In Proceedings of the Inter-
national Conferene on Electronic Commeice and Web Technolgies,
Ec-Weh 2002.

[12] K. Fujimura and T. Nishihara. Reputation rating systembasedon past
behavior of evaluators. In Proceedings of Conference on Electronic Com-
merce, EC, 2003.

[13] M. Gupta, P. Judge,and M. Ammar. A reputation systemfor peer-to-
peernetworks. In Proceedingsof the International Workshopon Network
and Operating SystemsSuprt for Digital Audio and Video, 2003.

[14] S. Joseph. An extendible open source P2P simulator. P2P Journal,
pagesl{15, Novenber 2003.

[15] S. D. Kamvar, M. T. Sdlosser,and H. Garcia-Molina. Eigenrep: Rep-
utation managemenin p2p networks, 2003.

[16] S. D. Kamvar, M. T. Sdlosser,and H. Garcia-Molina. The eigenrust
algorithm for reputation managemenh in p2p networks. In Proceedings
of the International World Wide Web Conferenee, WWW, 2003.

[17] S. Ketchpel and H. Garcia-Molina. Making trust explicit in distributed
commercetransactions. In Proceedings of the International Conferenee
on Distributed Computing Systems,|ICDCS, 1996.

[18] S. Lee,R. Sherwood, and B. Bhattacharjee. Cooperative peergroupsin
NICE. In Proceedings of Infocom, 2003.

18



[19] S. Marti and H. Garcia-Molina. Idertity crisis: Anonymity vs. reputa-
tion in p2p systems.In Proceedings of the International Conference on
Peer-to-Peer Computing, P2P, 2003.

[20] B. C. Ooi, C. Y. Liau, and K. L. Tau. Managing trust in peer-to-peer
systemsusing reputation-basedtechniques. In Proceedings of the In-
ternational Conferene on Web Age Information Management,WAIM ,
2003.

[21] A. Singhand L. Liu. Trustme: Anonymous managemen of trust rela-
tionships in decettralized p2p systems. In Proceedings of the Interna-
tional Conferene on Peer-to-Peer Computing, P2P, 2003.

[22] Dan S. Wallach. A surwvey of peer-to-peersecurity issues.In Proceedings
of the International Sympmsium on Softwale Security, ISSS 2002.

[23] Y. Wang and J. Vassilewa. Trust and reputation model in peer-to-peer
networks. In Proceedings of the International Conferene on Peer-to-
Peer Computing, P2P, 2003.

[24] L. Xiong and L. Liu. Building trust in decerralized peer-to-peerelec-
tronic comnunities. In Proceedings of the International Conferena on
Electronic Commerce Resarch, ICECR, 2002.

[25] L. Xiong and L. Liu. A reputation-basedtrust model for peer-to-peer
ecommercecommunities. In Proceedings of Conferene on Electronic
Commerce, EC, 2003.

[26] B. Yu and M. P. Singh. Distributed reputation managemeht for elec-
tronic commerce.Computational Intelligence, 18:535{549,2002.

19



