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This special issue examines the security challenges in modern networked systems from the perspective
of edge devices, core network, and specialized security services and provide guidance in these areas.

etwork systems continue to evolve in a variety

of ways. While software-defined networking
has been around for about 15 years, programmable
network approaches continue to emerge, which both
create new threats to
networked systems
and provide a foun-
dation for addressing
existing threats. Sim-
ilarly, the capabilities
of edge devices cre-
ate new challenges
for protecting data
from remote adver-
saries and prevent-
ing devices being
exploited to launch
new attacks. Another
question is how net-
work defenses that have become commonplace, such as
honeypots, may address such challenges or may need
to be rethought in these modern networked systems.
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Programmable network approaches
continue to emerge, which both create new
threats to networked systems and provide a

foundation for addressing existing threats.
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This special issue examines modern network sys-
tems from these three perspectives: the network core,
the network edge, and the network security mecha-
nisms. The authors have provided a diverse range
of perspectives for
readers to consider
in discovering new
research problems
in network security
as well as assessing
proposed security
solutions. These ar-
ticles are also from a
variety of sources, in-
cluding the Army Re-
search Laboratory’s
Cyber Security Col-
laborative Research
Alliance, on which
both of us participated. We hope you enjoy this selec-
tion of articles.

Two articles examine security issues at the network
edge. Chan and Johnsen®! discuss security issues at
the edge of tactical networks, particularly reviewing
the challenges identified by a recent North American
Treaty Organization report. Shi et al.*? discuss privacy
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challenges in extended reality devices in edge networks,
demonstrating vectors for the leakage of a variety of per-
sonal data.

Two articles examine how programmability in the
network core may present security issues and present
a foundation for effective defenses. Ujcich®3 discusses
the evolution from software-defined networking to
the modern version of the programmable network,
reviewing attack vectors and potential directions for
addressing these vectors. Zhou and Gu®* discuss
efforts to secure networked systems by leveraging pro-
grammable data planes, reviewing efforts for attack
detection and mitigation, as well as the issues that
limit such approaches.

Two articles examine how modern networked sys-
tems impact the future of network defenses, in particu-
lar honeypots. Pauley et al.*S argue that modern cloud
systems reduce the visibility that honeypots have into
attacker behaviors, but they also leverage the elasticity
of cloud systems to make honeypot deployment more

dynamic to improve their utility. Guan et al.A®

explore
the application of honeypots as a defense for Internet of
Things systems, applying reinforcement learning tech-
niques to learn how to interact with attackers to uncover

malicious activities.

e hope that these articles help inform practitio-

ners about emerging threats as well as oppor-
tunities for improving defenses in modern networked
systems.
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