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Outline
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•  Static Analysis Goals


•  Static Analysis Concepts


•  Abstract Interpretation


•  Interprocedural Dataflow Analysis
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Our Goal
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•  In this course, we want to develop techniques to 
detect vulnerabilities and fix them automatically


•  What’s a vulnerability?


•  How to fix them?


•  Today we will start to develop some of the techniques 
that we will use
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Vulnerability
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•  How do you define computer ‘vulnerability’?


‣  Flaw


‣  Accessible to adversary


‣  Adversary has ability to exploit
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Vulnerability
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•  How do you define computer ‘vulnerability’?


‣  Flaw – Can we find flaws in source code?


‣  Accessible to adversary – Can we find what is accessible?


‣  Adversary has ability to exploit – Can we find how to exploit?
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Anatomy of Control Flow Attacks
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•  Two steps


•  First, the attacker changes the control 
flow of the program


‣  In buffer overflow, overwrite the return 
address on the stack


‣  What are the ways that this can be done?


•  Second, the attacker uses this change to 
run code of their choice


‣  In buffer overflow, inject code on stack


‣  What are the ways that this can be done?
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Anatomy of Control Flow Attacks
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•  Two steps


•  First, the attacker changes the control 
flow of the program


‣  In buffer overflow, overwrite the return 
address on the stack


‣  How can an adversary change control?


•  Second, the attacker uses this change to 
run code of their choice


‣  In buffer overflow, inject code on stack


‣  How can we prevent this? ROP conclusions
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Static Analysis


•  Explore all possible executions of a program


‣  All possible inputs 


‣  All possible states


8
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A Form of Testing


•  Static analysis is an alternative to runtime testing


•  Runtime 


‣  Select concrete inputs 


‣  Obtain a sequence of states given those inputs


‣  Apply many concrete inputs (i.e., run many tests)


•  Static 


‣  Select abstract inputs with common properties


‣  Obtain sets of states created by executing abstract inputs


‣  One run
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Static Analysis


•  Provides an approximation of behavior


•  “Run in the aggregate”


‣  Rather than executing on ordinary states


‣  Finite-sized descriptors representing a collection of states


•  “Run in non-standard way”


‣  Run in fragments


‣  Stitch them together to cover all paths


•  Runtime testing is inherently incomplete, but static 
analysis can cover all paths
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Static Analysis Example


•  Descriptors represent the sign of a value


‣  Positive, negative, zero, unknown


•  For instruction, c = a * b


‣  If a has a descriptor pos


‣  And b has a descriptor neg


•  What is the descriptor for c after that instruction?


•  How might this help?


12




Systems and Internet Infrastructure Security (SIIS) Laboratory
 Page


Descriptors


•  Choose a set of descriptors that 


‣  Abstracts away details to make analysis tractable


‣  Preserves enough information that key properties hold


•  Can determine interesting results


•  Using sign as a descriptor


‣  Abstracts away specific integer values (billions to four)


‣  Guarantees when a*b = 0 it will be zero in all executions


•  Choosing descriptors is one key step in static analysis 
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Precision


•  Abstraction loses some precision


•  Enables run in aggregate, but may result in executions 
that are not possible in the program


‣  (a <= b) when both are pos


‣  If b is equal to a at that point, then false branch is never 
possible in concrete executions


•  Results in false positives


14
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Soundness


•  The use of descriptors “over-approximates” a 
program’s possible executions


•  Abstraction must include all possible legal values


‣  May include some values that are not actually possible


•  The run-in-aggregate must preserve such abstractions


‣  Thus, must propagate values that are not really possible


15
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Implications of Soundness


•  Enables proof that a class of vulnerabilities are 
completely absent


‣  No false negatives in a sound analysis


•  Comes at a price


‣  Ensuring soundness can be complex, expensive, cautious


•  Thus, unsound analyses have gained in popularity


‣  Find bugs quickly and simply


‣  Such analyses have both false positives and false negatives
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What Is Static Analysis?


•  Abstract Interpretation


‣  Execute the system on a simpler data domain


•  Descriptors of the abstract domain


‣  Rather than the concrete domain


•  Elements in an abstract domain represent sets of 
concrete states 


‣  Execution mimics all concrete states at once


•  Abstract domain provides an over-approximation of 
the concrete domain


17
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Abstract Domain Example


•  Use interval as abstract domain


‣  b = [40, 41]


•  a = 2*b


‣  a = [x, y]?


•  What are the possible concrete values represented?


‣  Which concrete states are possible?


18
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Joins


•  A join combines states from multiple paths


‣  Approximates set-union as either path is possible


•  Use Interval as abstract domain


‣  a = [36, 39], b = [40, 41]


•  If (a >= 38) a=2*b; /* join */


‣  a = [x, y], b=[40, 41] – what are x and y?


•  What’s the impact of over-approximation?


19
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Impact of Abstract Domain


•  The choice of abstract domain must preserve the 
over-approximation to be sound (no false negatives)


•  Integer arithmetic vs 2’s-complement arithmetic


•  a = [126, 127], b = [10, 12]


‣  What is c = a+b in an 32-bit machine?


‣  What is c = a+b in an 8-bit machine?
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Successive Approximation


•  The abstract execution of a system can often be cast 
as a problem of solving a set of equations by means of 
successive approximation.


•  If constructed correctly, the execution of the system 
in the abstract domain over-approximates the 
semantics of the original system


‣  Any behavior not exhibited by the abstract domain cannot 
be exhibited during concrete system execution.


21
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Abstract Interpretation
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•  Patrick Cousot


‣  Class slides/notes from MIT


‣  http://web.mit.edu/afs/athena.mit.edu/course/16/16.399/www/
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Abstract Interpretation
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•  Patrick Cousot


‣  Class slides/notes from MIT


‣  http://web.mit.edu/afs/athena.mit.edu/course/16/16.399/www/




Systems and Internet Infrastructure Security (SIIS) Laboratory
 Page


Abstract Interpretation
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Abstract Interpretation
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Abstract Interpretation
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Abstract Interpretation
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Abstract Interpretation
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Abstract Interpretation
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Abstract Interpretation
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Abstract Interpretation
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Abstract Interpretation
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Abstract Interpretation
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Abstract Interpretation
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Abstract Interpretation
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Abstract Interpretation
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Abstract Interpretation
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Lattices


•  A partially ordered set (poset) in which any two 
elements have a


‣  Greatest lower bound (meet)


‣  Least upper bound (join)


•  Semilattice has one or the other (join or meet)


•  Claim: any abstract interpretation must express at 
least a join semilattice
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Lattices
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Lattices
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Lattices Too Limiting?
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•  Does the requirement for an abstract 
interpretation that is a lattice too 
restrictive?


‣  How can we build a lattice for a set of 
values?


‣  How do we combine two sets of values 
representing two properties into a lattice?


‣  What are the pros/cons of these results?
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Dataflow Analysis
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•  Interprocedural Control Flow Graph (ICFG)


‣  Possible flow paths in system


•  Join Semilattice for an Abstract Interpretation


‣  How to combine values on joins


•  Initial Configuration for the Abstract Interpretation


‣  Starting values for system 


•  Dataflow Transfer Function over edges in ICFG


‣  How values are changed by operations in system
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Intraprocedural CFG
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•  Statements


‣  Nodes


‣  One successor and one predecessor


•  Basic Blocks


‣  Multiple successors to the join (multiple predecessors)


‣  Examples?


•  Unique Enter and Exit


‣  All start nodes are successors of enter


‣  All return nodes are predecessors of exit
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Legal and Illegal Paths
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•  Interprocedurally, connect CFGs 


‣  Calls  Enter


‣  Exit  Return-Site


•  Want to represent only legal paths


‣  In particular, calls must match returns


•  Will discuss the implications of this later


•  Example…
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Path Function Problem
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•  A path of length j >= 1 from node m to node n is a 
(non-empty) sequence of j edges, 


•  denoted by [e1, e2, …, ej], such that 


‣  the source of e1 is m, 


‣  the target of ej is n, 


‣  and for all i, 1 <= i <= j-1, the target of edge ei is the 
source of edge ei+1.
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Intraprocedural Dataflow Analysis
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•  The path function pfq for path q = [e1, e2, …, ej] is the 
composition, in order, of q’s transfer functions 


‣  pfq = M(ej) o … o M(e2) o M(e1)


•  In intraprocedural dataflow analysis, the goal is to 
determine, for each node n, the “join-over-all-paths” 
solution


‣  JOPn = join(q in Paths(enter, n)) pfq(v0)


•  Paths(enter, n) denotes the set of paths in the CFG from enter 
node to n


•  v0 is the possible memory configurations at the start of the procedure


•  Soundness depends on the abstract interpretation
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Abstract Interpretation 
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•  As discussed above, a sound JOPn solution requires


‣  A Galois connection is established between concrete 
states and abstract states 


‣  Each dataflow transfer function M(e) is shown to 
overapproximate the transfer function for the concrete 
semantics of e 
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Example
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Interprocedural Dataflow Analysis 
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•  Find join-over-all-valid-paths


•  What is a valid path?


‣  Is a matched or valid path


•  Where a valid path has an open call


•  Where a matched path has a matching return for each call


•  Or consists only of edges without calls and returns


•  Be able to use the grammar on your own
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Join Over All Valid Paths
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•  Solution is said to be “context-sensitive”


‣  A context-sensitive analysis captures the fact that the 
results propagated back to each return site r should 
depend only on the memory configurations that arise at 
the call site that corresponds to r.


•  Formal definition


‣  JOVPn = join(q in VPaths(entermain, n)) pfq(v0)


•  VPaths(entermain, n) denotes the set of valid paths 
from the main entry point to n
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Summary
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•  To find and fix bugs, we need to understand how 
programs and systems work


‣  Testing – time-consuming and incomplete


‣  Validation – find all bugs


•  Static analysis 


‣  Key concepts: concrete to abstract domains


‣  Soundness – No false negatives


•  OK, so what do you do with static analysis?


‣  E.g., Interprocedural Dataflow Analysis



