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CS202 – Advanced Operating Systems



Check your understanding

¨ True or False: a set of instructions that must execute as a unit 
(without preemption) are said to be run atomically
¤ Yes, atomicity refers to the smallest unit of execution without 

preemption

¨ True or False: a race condition is a bug caused by two runs of 
the same code producing different answers
¤ No, race conditions are errors that manifest when the same 

instructions are run with the same inputs, but produce different inputs 
depending on their scheduling.

¨ How is information about mutex locks stored?
¤ In queues of Thread Control Blocks for each lock
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Scalability Issues

¨ Systems may have many heterogenous cores
¨ And diverse architectural tradeoffs, including 

memory hierarchies, inter-connects, instruction 
sets and variants, and IO configurations.

The Multikernel: A new OS architecture for scalable multicore systems
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Abstract

Commodity computer systems contain more and more
processor cores and exhibit increasingly diverse archi-
tectural tradeo↵s, including memory hierarchies, inter-
connects, instruction sets and variants, and IO configu-
rations. Previous high-performance computing systems
have scaled in specific cases, but the dynamic nature of
modern client and server workloads, coupled with the
impossibility of statically optimizing an OS for all work-
loads and hardware variants pose serious challenges for
operating system structures.

We argue that the challenge of future multicore hard-
ware is best met by embracing the networked nature of
the machine, rethinking OS architecture using ideas from
distributed systems. We investigate a new OS structure,
the multikernel, that treats the machine as a network of
independent cores, assumes no inter-core sharing at the
lowest level, and moves traditional OS functionality to
a distributed system of processes that communicate via
message-passing.

We have implemented a multikernel OS to show that
the approach is promising, and we describe how tradi-
tional scalability problems for operating systems (such
as memory management) can be e↵ectively recast using
messages and can exploit insights from distributed sys-
tems and networking. An evaluation of our prototype on
multicore systems shows that, even on present-day ma-
chines, the performance of a multikernel is comparable
with a conventional OS, and can scale better to support
future hardware.

1 Introduction

Computer hardware is changing and diversifying faster
than system software. A diverse mix of cores, caches, in-
terconnect links, IO devices and accelerators, combined
with increasing core counts, leads to substantial scalabil-
ity and correctness challenges for OS designers.
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Figure 1: The multikernel model.

Such hardware, while in some regards similar to ear-
lier parallel systems, is new in the general-purpose com-
puting domain. We increasingly find multicore systems
in a variety of environments ranging from personal com-
puting platforms to data centers, with workloads that are
less predictable, and often more OS-intensive, than tradi-
tional high-performance computing applications. It is no
longer acceptable (or useful) to tune a general-purpose
OS design for a particular hardware model: the deployed
hardware varies wildly, and optimizations become obso-
lete after a few years when new hardware arrives.

Moreover, these optimizations involve tradeo↵s spe-
cific to hardware parameters such as the cache hierarchy,
the memory consistency model, and relative costs of lo-
cal and remote cache access, and so are not portable be-
tween di↵erent hardware types. Often, they are not even
applicable to future generations of the same architecture.
Typically, because of these di�culties, a scalability prob-
lem must a↵ect a substantial group of users before it will
receive developer attention.

We attribute these engineering di�culties to the ba-
sic structure of a shared-memory kernel with data struc-
tures protected by locks, and in this paper we argue for
rethinking the structure of the OS as a distributed sys-
tem of functional units communicating via explicit mes-

1



The Problem with Modern Kernels

¨ Modern operating systems can no longer take 
advantage of the hardware on which they run

¨ There exists a scalability issue in the shared 
memory model that many modern kernels use

¨ Cache coherence overhead restricts the ability to 
scale to many cores



Solution: Multikernel

¨ Treat the machine as a network of independent cores

¨ Make all inter-core communication explicit; use 
message passing

¨ Make OS structure hardware-neutral

¨ View state as replicated instead of shared



But wait! Isn’t message passing
slower than shared memory?

¨ At scale it has been shown that message passing 
has surpassed shared memory efficiency

¨ Shared memory at scale seems to be plagued by 
cache misses which cause core stalls

¨ Hardware is starting to resemble a message-
passing network
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Figure 2: Node layout of an 8⇥4-core AMD system

2.2 Cores are increasingly diverse

Diversity is not merely a challenge across the range of
commodity machines. Within a single machine, cores
can vary, and the trend is toward a mix of di↵erent cores.
Some will have the same instruction set architecture
(ISA) but di↵erent performance characteristics [34, 59],
since a processor with large cores will be ine�cient for
readily parallelized programs, but one using only small
cores will perform poorly on the sequential parts of a
program [31, 42]. Other cores have di↵erent ISAs for
specialized functions [29], and many peripherals (GPUs,
network interfaces, and other, often FPGA-based, spe-
cialized processors) are increasingly programmable.

Current OS designs draw a distinction between
general-purpose cores, which are assumed to be homo-
geneous and run a single, shared instance of a kernel,
and peripheral devices accessed through a narrow driver
interface. However, we are not the only researchers to
see an increasing need for OSes to manage the software
running on such cores much as they manage CPUs to-
day [55]. Moreover, core heterogeneity means cores can
no longer share a single OS kernel instance, either be-
cause the performance tradeo↵s vary, or because the ISA
is simply di↵erent.

2.3 The interconnect matters

Even for contemporary cache-coherent multiprocessors,
message-passing hardware has replaced the single shared
interconnect [18, 33] for scalability reasons. Hardware
thus resembles a message-passing network, as in the
interconnect topology of the commodity PC server in
Figure 2. While on most current hardware the cache-
coherence protocol between CPUs ensures that the OS
can continue to safely assume a single shared mem-
ory, networking problems like routing and congestion
are well-known concerns on large-scale multiprocessors,
and are now issues in commodity intra-machine intercon-
nects [18]. Future hardware will comprise fewer chips
but exhibit network e↵ects inside the chip, such as with
ring [38, 61] and mesh networks [68, 70]. The impli-
cation is that system software will have to adapt to the
inter-core topology, which in turn will di↵er between ma-
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Figure 3: Comparison of the cost of updating shared state
using shared memory and message passing.

chines and become substantially more important for per-
formance than at present.

2.4 Messages cost less than shared memory

In 1978 Lauer and Needham argued that message-
passing and shared-memory operating systems are duals,
and the choice of one model over another depends on
the machine architecture on which the OS is built [43].
Of late, shared-memory systems have been the best fit
for PC hardware in terms of both performance and good
software engineering, but this trend is reversing. We can
see evidence of this by an experiment that compares the
costs of updating a data structure using shared memory
with the costs using message passing. The graph in Fig-
ure 3 plots latency against number of cores for updates of
various sizes on the 4⇥4-core AMD system (described in
Section 4.1).

In the shared memory case, threads pinned to each
core directly update the same small set of memory loca-
tions (without locking) and the cache-coherence mech-
anism migrates data between caches as necessary. The
curves labeled SHM1–8 show the latency per operation
(in cycles) for updates that directly modify 1, 2, 4 and 8
shared cache lines respectively. The costs grow approxi-
mately linearly with the number of threads and the num-
ber of modified cache lines. Although a single core can
perform the update operation in under 30 cycles, when 16
cores are modifying the same data it takes almost 12,000
extra cycles to perform each update. All of these extra
cycles are spent with the core stalled on cache misses
and therefore unable to do useful work while waiting for
an update to occur.

In the case of message passing, client threads issue a
lightweight remote procedure call [10], (which we as-
sume fits in a 64-byte cache line), to a single server
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formance than at present.

2.4 Messages cost less than shared memory

In 1978 Lauer and Needham argued that message-
passing and shared-memory operating systems are duals,
and the choice of one model over another depends on
the machine architecture on which the OS is built [43].
Of late, shared-memory systems have been the best fit
for PC hardware in terms of both performance and good
software engineering, but this trend is reversing. We can
see evidence of this by an experiment that compares the
costs of updating a data structure using shared memory
with the costs using message passing. The graph in Fig-
ure 3 plots latency against number of cores for updates of
various sizes on the 4⇥4-core AMD system (described in
Section 4.1).

In the shared memory case, threads pinned to each
core directly update the same small set of memory loca-
tions (without locking) and the cache-coherence mech-
anism migrates data between caches as necessary. The
curves labeled SHM1–8 show the latency per operation
(in cycles) for updates that directly modify 1, 2, 4 and 8
shared cache lines respectively. The costs grow approxi-
mately linearly with the number of threads and the num-
ber of modified cache lines. Although a single core can
perform the update operation in under 30 cycles, when 16
cores are modifying the same data it takes almost 12,000
extra cycles to perform each update. All of these extra
cycles are spent with the core stalled on cache misses
and therefore unable to do useful work while waiting for
an update to occur.

In the case of message passing, client threads issue a
lightweight remote procedure call [10], (which we as-
sume fits in a 64-byte cache line), to a single server
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Make inter-core communication explicit

¨ All inter-core communication is performed using 
explicit messages
¤ User-level remote procedure call approach

¨ No shared memory between cores aside from the 
memory used for messaging channels
¤ shared memory is used as a channel to transfer cache-

line-sized messages point-to-point

¨ Explicit communication allows the OS to deploy well-
known networking optimizations to make more 
efficient use of the interconnect



Leading to - Barrelfish

Figure 5: Barrelfish structure

we have liberally borrowed ideas from many other oper-
ating systems.

4.1 Test platforms

Barrelfish currently runs on x86-64-based multiproces-
sors (an ARM port is in progress). In the rest of this pa-
per, reported performance figures refer to the following
systems:

The 2⇥4-core Intel system has an Intel s5000XVN
motherboard with 2 quad-core 2.66GHz Xeon X5355
processors and a single external memory controller. Each
processor package contains 2 dies, each with 2 cores and
a shared 4MB L2 cache. Both processors are connected
to the memory controller by a shared front-side bus, how-
ever the memory controller implements a snoop filter to
reduce coherence tra�c crossing the bus.

The 2⇥2-core AMD system has a Tyan Thunder
n6650W board with 2 dual-core 2.8GHz AMD Opteron
2220 processors, each with a local memory controller
and connected by 2 HyperTransport links. Each core has
its own 1MB L2 cache.

The 4⇥4-core AMD system has a Supermicro H8QM3-
2 board with 4 quad-core 2.5GHz AMD Opteron 8380
processors connected in a square topology by four Hy-
perTransport links. Each core has a private 512kB L2
cache, and each processor has a 6MB L3 cache shared
by all 4 cores.

The 8⇥4-core AMD system has a Tyan Thunder S4985
board with M4985 quad CPU daughtercard and 8 quad-
core 2GHz AMD Opteron 8350 processors with the in-
terconnect in Figure 2. Each core has a private 512kB L2
cache, and each processor has a 2MB L3 cache shared by
all 4 cores.

4.2 System structure

The multikernel model calls for multiple independent OS
instances communicating via explicit messages. In Bar-
relfish, we factor the OS instance on each core into a
privileged-mode CPU driver and a distinguished user-
mode monitor process, as in Figure 5 (we discuss this
design choice below). CPU drivers are purely local

to a core, and all inter-core coordination is performed
by monitors. The distributed system of monitors and
their associated CPU drivers encapsulate the functional-
ity found in a typical monolithic microkernel: schedul-
ing, communication, and low-level resource allocation.

The rest of Barrelfish consists of device drivers and
system services (such as network stacks, memory allo-
cators, etc.), which run in user-level processes as in a
microkernel. Device interrupts are routed in hardware to
the appropriate core, demultiplexed by that core’s CPU
driver, and delivered to the driver process as a message.

4.3 CPU drivers

The CPU driver enforces protection, performs authoriza-
tion, time-slices processes, and mediates access to the
core and its associated hardware (MMU, APIC, etc.).
Since it shares no state with other cores, the CPU driver
can be completely event-driven, single-threaded, and
nonpreemptable. It serially processes events in the form
of traps from user processes or interrupts from devices or
other cores. This means in turn that it is easier to write
and debug than a conventional kernel, and is small2 en-
abling its text and data to be located in core-local mem-
ory.

As with an exokernel [22], a CPU driver abstracts very
little but performs dispatch and fast local messaging be-
tween processes on the core. It also delivers hardware
interrupts to user-space drivers, and locally time-slices
user-space processes. The CPU driver is invoked via
standard system call instructions with a cost comparable
to Linux on the same hardware.

The current CPU driver in Barrelfish is heavily spe-
cialized for the x86-64 architecture. In the future, we
expect CPU drivers for other processors to be simi-
larly architecture-specific, including data structure lay-
out, whereas the monitor source code is almost entirely
processor-agnostic.

The CPU driver implements a lightweight, asyn-
chronous (split-phase) same-core interprocess commu-
nication facility, which delivers a fixed-size message to
a process and if necessary unblocks it. More complex
communication channels are built over this using shared
memory. As an optimization for latency-sensitive opera-
tions, we also provide an alternative, synchronous oper-
ation akin to LRPC [9] or to L4 IPC [44].

Table 1 shows the one-way (user program to user pro-
gram) performance of this primitive. On the 2⇥2-core
AMD system, L4 performs a raw IPC in about 420 cy-
cles. Since the Barrelfish figures also include a sched-

2The x86-64 CPU driver, including debugging support and libraries,
is 7135 lines of C and 337 lines of assembly (counted by David
A. Wheeler’s “SLOCCount”), 54kB of text and 370kB of static data
(mainly page tables).
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- Network of independent cores
- OS structure that is hardware neutral
- Inter-core messaging of replicated state



Make OS structure hardware-neutral

¨ A multikernel separates the OS structure as much 
as possible from the hardware
¤ OS instance on each core factored into

n privileged-mode CPU Driver which is hardware-dependent
n user-mode Monitor process that is responsible for inter-

core communication, which is hardware-independent

¨ Hardware-independence in a multikernel means 
that we can isolate the distributed communication 
algorithms from hardware details

¨ Enable late binding of both the protocol 
implementation and message transport



View state as replicated

¨ Shared OS state across cores is replicated and 
consistency is maintained by exchanging messages

¨ Updates are exposed in APIs as non-blocking and 
split-phase as they can be long operations

¨ Reduces load on system interconnects, contention 
for memory, overhead for synchronization; improves 
scalability

¨ Preserve OS structure as hardware evolves



CPU Drivers

¨ Enforce protection, perform authorization, time-
slice processes, and mediate access to core and 
hardware – hardware-dependent per core

¨ Completely event-driven, single-threaded, and non-
preemptable

¨ Serially process events in the form of traps from user 
processes or interrupts from devices or other cores

¨ Perform dispatch and fast local messaging between 
processes on core

¨ Implements lightweight, asynchronous (split-phase) 
same-core IPC facility

¨ Preserve OS structure as hardware evolves



Monitors

¨ Schedulable, single-core, hardware-independent 
user-space processes

¨ Collectively coordinate consistency of replicated 
data structures through agreement protocols

¨ Responsible for IPC setup

¨ Idle the core when no other processes on the core 
are runnable, waiting for IPI

¨ Device drivers run in user space also



Evaluation

¨ Calls from the process to the monitor adds constant 
overhead of local RPC rather than system calls

¨ Moving monitor into kernel space is at the cost of 
complex kernel-mode code base

¨ Differs from current OS designs on reliance on 
shared data as default communication mechanism
¤ Engineering effort to partition data is prohibitive
¤ Requires more effort to convert to replication model
¤ Shared-memory single-kernel model cannot deal with 

heterogeneous cores at ISA level



Evaluation

¨ Some issues with test setup that limits the utility of the 
specific measurements
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Figure 6: Comparison of TLB shootdown protocols

ber of cores, it still has linear scalability. The flatter curve
below eight cores is likely to be the processor’s hardware
“stride prefetcher” predicting correctly which cache lines
are likely to be accessed in the master’s receive loop.

The HyperTransport interconnect is e↵ectively a
broadcast network, where each read or write operation
results in probes being sent to all other nodes. How-
ever, newer 4-core Opteron processors have a shared on-
chip L3 cache and appear as a single HyperTransport
node, and so cache lines shared only by these cores will
not result in interconnect tra�c. This motivates using
an explicit two-level multicast tree for shootdown mes-
sages. Hence in the Multicast protocol, the master sends
a URPC message to the first core of each processor,
which forwards it to the other three cores in the package.
Since they all share an L3 cache, this second message is
much cheaper, but more importantly all eight processors
can send in parallel without interconnect contention. As
shown in Figure 6, the multicast protocol scales signifi-
cantly better than unicast or broadcast.

Finally, we devised a protocol that takes advantage of
the NUMA nature of the machine by allocating URPC
bu↵ers from memory local to the multicast aggregation
nodes, and having the master send requests to the high-
est latency nodes first. Once again, there are many analo-
gies to networked systems which motivate these changes.
The resulting protocol, labeled NUMA-Aware Multicast
on Figure 6 scales extremely well across the 32-way sys-
tem, showing steps only when the number of levels in the
tree increases.

This communication protocol has good performance
for the 8⇥4-core AMD system, but relies on hard-
ware knowledge (including the interconnect topology
and memory locality) that di↵ers widely between sys-
tems, and only works when initiated from the first core.
In Barrelfish, we use a query on the system knowledge
base to construct a suitable multicast tree at runtime:
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for every source core in the system, the SKB computes
an optimal route consisting of one multicast aggregation
node per processor socket, ordered by decreasing mes-
sage latency, and its children. These routes are calculated
online at startup, and used to configure inter-monitor
communication.

End-to-end unmap latency: The complete imple-
mentation of unmapping pages in Barrelfish adds a num-
ber of costs to the baseline protocol, and so in practice is
much slower. These include the fixed overhead of LRPC
to the local monitor, the per-message cost of marshaling
and event demultiplexing, scheduling e↵ects in the mon-
itors, and variable overhead when a core’s monitor is not
currently its polling channels.

Nevertheless, as Figure 7 shows, the complete
message-based unmap operation in Barrelfish quickly
outperforms the equivalent IPI-based mechanisms in
Linux 2.6.26 and Windows Server 2008 R2 Beta, En-
terprise Edition. The error bars on the graphs are stan-
dard deviation. We show the latency to change the per-
missions of a page mapped by a varying number of
cores, using mprotect on Linux and VirtualProtect
on Windows. Despite the fact that up to 32 user-level
processes are involved in each unmap operation, per-
formance scales better than Linux or Windows, both of
which incur the cost of serially sending IPIs. The large
overhead on top of the baseline protocol figures is largely
due to ine�ciencies in the message dispatch loop of
the user-level threads package, which has not been op-
timized.

5.2 Messaging performance

Two-phase commit

As we discussed in Section 4, Barrelfish uses a dis-
tributed two-phase commit operation for changing mem-
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Barrelfish - In practice

¨ Model represents an idea which may not be fully 
realizable

¨ Certain platform-specific performance 
optimizations may be sacrificed – shared L2 cache

¨ Cost and penalty of ensuring replica consistency 
varies based on the workload, data volumes and 
consistency model



Linux Scalability to Many Cores

¨ Scalability analysis of 7 system applications 
running on Linux on a 48-core computer
¤ Exim, memcached, Apache, PostgreSQL, gmake, 

Psearchy and MapReduce
¨ Popular belief that traditional kernel designs won’t 

scale well on multicore processors
¤ Can traditional kernel designs be used and 

implemented in a way that enables applications to 
scale?



Amdahl’s Law

¨ If 𝛼 is the fraction of a calculation that is 
parallelizable, and 1 − 𝛼 is the fraction that can be 
sequential, the maximum speedup that can be 
achieved by using P processors is given according 
to Amdahl's Law:

¨ Speedup = !

1-𝛼+𝛼!



Evaluate Linux Scalability

¨ Measure scalability of the applications on a recent 
Linux kernel (for the paper)
¤ 2.6.35-rc5 (July 12,2010)

¨ Understand and fix scalability problems
¨ Kernel design is scalable if the changes are modest



Kinds of Problems

¨ Linux kernel implementation
¨ Applications’ user-level design
¨ Applications’ use of Linux kernel services



The Applications

¨ Applications that previous work has shown not to 
scale well on Linux
¤ Memcached, Apache and Metis (MapReduce library)

¨ Applications that are designed for parallel 
execution
¤ gmake, PosgtreSQL, Exim and Psearchy

¨ Use synthetic user workloads to cause them to use 
the kernel intensively
¤ Stress the network stack, file name cache, page cache, 

memory manager, process manager and scheduler



memcached – Object cache

¨ In-memory key-value store used to improve web 
application performance

¨ Has key-value hash table protected by internal lock

¨ Stresses the network stack, spending 80% of its 
time processing packets in the kernel at one core



Apache – Web server

¨ Popular web server
¨ Single instance listening on port 80.
¨ One process per core – each process has a thread 

pool to service connections
¨ On a single core, a process spends 60% of the time 

in the kernel
¨ Stresses network stack and the file system



Kernel Optimizations

¨ Many of the bottlenecks are common to multiple 
applications

¨ The solutions have not been implemented in the 
standard kernel because the problems are not 
serious on small-scale SMPs or are masked by I/O 
delays



Scalability Issues

¨ Shared data structures: increasing the number of 
cores increases the lock wait time

¨ Shared memory: increasing the number of cores 
increases the time spent waiting for the cache 
coherence protocol to fetch the cache line

¨ Cache conflicts: increasing the number of cores 
increases the cache miss rate



Scalability Issues (Con’t)

¨ Shared hardware: increasing the number of cores 
increases their time waiting for those resources 
rather than computing

¨ Too few tasks:  increasing the number of cores 
leads to more idle cores



Multicore Packet Processing

¨ Received packets pass through multiple queues 
¤ Before finally arriving at a per-socket queue, from 

which the application reads it using read or accept.

¨ Good performance requires that each packet, 
queue, and connection be handled by one core 



Multicore Packet Processing

¨ Challenge: Determine which core to deliver 
incoming packets
¤ Ideally, the same one that established the connection –

i.e., has the connection state
¨ Modern NICs have per-core queue and sample 

outgoing packets to identify the source IP/port 
¤ Deliver incoming packets to the sampled core
¤ Works poorly for short-lived connections, as in Apache, 

by delivering to the wrong core
¨ Solution: Bind TCP connections to cores at accept



Reference Counters

¨ Linux uses shared counters for reference-counted 
garbage collection
¤ They can be bottlenecks if many cores update them

¨ Challenge: devise a solution that provides accurate 
reference counting, but avoids bottlenecks



Sloppy Counters

¨ Solution: Allow local counting
¤ A sloppy counter represents one logical counter as a 

single shared central counter and a set of per-core 
counts of spare references

¨ Invariant: the sum of per-core counters and the 
number of resources in use equals the value in the 
shared counter
¤ Key idea: hold a few spare references to an object, in 

hopes that it can give ownership of these references to 
threads running on that core

¤ without having to modify the global reference count



Conclusions

¨ Today, we examined scalability in operating systems
¨ As computers evolve into systems of several, 

heterogeneous cores, we need changes in OS design 
¨ The multikernel design advocates multiple kernel

instances, one per core, with message passing
¤ Programs interact with hardware-neutral components,

but the underlying system is hardware-specific

¨ Linux scalability has improved over time, but 
challenges continue to be introduced
¤ Try to avoid creating bottlenecks in the system, where 

many threads have to access the same data (e.g., counter)
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