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CS202 – Advanced Operating Systems



¨Virtualize hardware/architectural resources
¤Easy for programs to interact with hardware resources
¤Share hardware resource among programs
¤Protect programs from each other (security)

¨Execute multithreaded programs concurrently
¤Support multithreaded programming model
¤Execute multithreaded programs efficiently

¨Store data persistently
¤Store data safely
¤Secure
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What do modern operating systems support?
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The Process

¨ The process is the OS abstraction for CPU execution
¤ It is the unit of execution
¤ It is the unit of scheduling

¨ A process is a program in execution
¤ Programs are static entities with the potential for execution
¤ Process is the animated/active program

n Starts from the program, but also includes dynamic state
n As the representative of the program, it is the “owner” of other resources 

(memory, files, sockets, …)

¨ How does the OS implement this abstraction?
¤ How does it share the CPU?
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Process and OS

• Multiple programs (or the same program multiple 
times) may be loaded as processes
– Use of system resources (hardware) is managed by the OS

Hardware

Process
A

Operating System

Process
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Process
C

Process
D

…



How Does the OS Help Multiple 
Processes Share the Same CPU?



E.g., Two Processes on a CPU

¨ Let’s consider (only) two processes A and B that 
are running on the same CPU (along with the 
OS)

¨ Let us look closely at some illuminating events in 
such a system



Time

A ABOS OS

T3T1 T2

We identify four basic questions to consider:



Time

A ABOS OS

Q1: What if the process does
something undesirable here?

T3T1 T2

¨ What “undesirable” things might a process do?



Undesirable #1: Privileged Instructions

¨ Question: Should a process be allowed to 
execute all instructions in the ISA?

¨ Answer: No
¨ E.g., what could go wrong if any process were 

allowed to execute the “halt” instruction?



Privileged Instructions

¨ Instructions that are “security-sensitive” must be 
“privileged”
¤ Security-sensitive: affect the operation of another 

process (integrity)
n E.g., shut down computer, modify address space, modify IO

¤ Security-sensitive: snoop data from another process 
(secrecy)
n E.g., read address space, leak IO

¤ Privileged: Must be run by trusted code – i.e., by the OS



Undesirable #2: Error Conditions

¨ Consider the following errors our programs 
often run into:
¤ Segmentation fault
¤ Division by zero



Solution: Traps

¨ Let the CPU be designed s.t. upon the 
occurrence of the following, it enters a 
special error-like state and control jumps to 
OS
¤ A process executes a “privileged” instruction
¤ A process or the OS encounters one of these 

error conditions
¨ Such events are called traps



Solution: Traps

¨ Let the CPU be designed s.t. upon the 
occurrence of the following, it enters a 
special error-like state and control jumps to 
OS
¤ A process executes a “privileged” instruction
¤ A process or the OS encounters one of these 

error conditions
¨ Such events are called traps
¨ Or exceptions or software interrupts



Traps for system calls

¨ Programs are offered a special instruction via 
which they can raise a trap
¤ E.g., “syscall” on x86
¤ Is this a privileged instruction?



Traps

¨ On detecting trap, CPU must:
¤ Save process state
¤ Transfer control to trap handler (in OS)

n CPU indexes trap vector by trap number
n Jumps to address

¤ Restore process state and resume



A Final Missing Piece!

¨ We would like the CPU to raise a trap when a 
process executes a privileged instruction

¨ But how would the CPU know the difference 
between a process and the OS?
¤ An instruction is an instruction!



Dual CPU Mode

¨ CPUs offer at least two “modes” of operation
¤ User mode and Kernel mode (OS, Supervisor)
¤ Execute privileged instruction in user mode à trap 
¤ E.g., Mode bit provided by hardware

n Provides ability to distinguish when CPU is running process or 
OS

¤ E.g., x86 offers four modes called “rings” with ring 0 for 
OS and ring 3 for processes



Dual CPU Mode

¨ OS runs with CPU in kernel mode
¨ Is responsible to ensure programs run with 

CPU in user mode
¨ What is required to realize the above?

¤ OS is the first software to run!
n The booting up of the OS

¤ OS has the ability to change CPU mode from kernel 
to user

¤ Programs have the ability to change CPU mode 
from user to kernel
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A ABOS OS

Q2: how does the OS get 
to start running here?

T3T1 T2

¨ Need some way outside the process’s control to 
force control back to the OS



Interrupts

¨ There must be a mechanism via which 
the OS gets a chance to run on the 
CPU every so often
¤ E.g., A timer interrupt that periodically 

lets the OS run, typically, once every few 
milliseconds



Interrupts

More generally: 
¨ Interrupts are special conditions 

external to the CPU that require OS 
attention
¤ Note difference from traps

¨ CPU designed to switch to kernel mode 
upon detecting an interrupt
¤ Example: A keystroke raises an interrupt



Interrupts and Traps

¨ Only two ways to enter supervisor mode from user mode

Process 1

USER MODE

KERNEL MODE

Process 1 Process 2

Time

Trap Intr

Intr

Intr



Interrupts

¨ Are fundamental to I/O processing
¤ Which we will discuss in detail later…



Time

A ABOS OS

Q3: How do we ensure that A 
resumes execution at T2 as if it 
had not been taken off the CPU 
at T1?

T1

¨ By ensuring that we save the entire “state” of A at T1 and can 
resume it from this state at T2

¨ state(A, T1) == state(A, T2)
¨ What is the state of A at T1?

T2



State of A at time T1  (1)

¨ #1: Contents of A’s address space
¤ What are the code, data, heap, and stack values 

of the process at T1?
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State of A at time T1  (1)

¨ #1: Contents of A’s address space
¤ What are the code, data, heap, and stack values of the 

process at T1?

¨ Q: Where do these reside at time T1?
¤ In a portion of main memory set aside for A
¤ We rely on memory manager to ensure they remain 

unchanged by other processes during [T1, T2]
n More details when we study virtual memory 

management



State of A at time T1  (2)

¨ #2: Layout of A’s address space
¤ The address ranges the code, data, heap, stack 

span
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State of A at time T1  (2)

¨ Layout of A’s address space
¤ The address ranges the code, data, heap, stack 

span

¨ Q: Where are these address ranges stored?
¤ Somewhere in memory
¤ In whose address space? Again, A’s address space 

is a valid choice



State of A at time T1  (3)

¨ #3: All the register values at time T1 need 
to be saved in main memory and restored 
at time T2

¨ Called the hardware context of process A

¨ Typically, the hardware context specifies 
the runtime state of the process
¤ E.g., Stack Pointer Register (SP)
¤ E.g., Program Counter (PC)



State of A at time T1  (3)
¨ Anything else?

¨ Hint: Suppose A’s instructions executed just 
before and after T1 are:

Load R1, 100
Add R1, R2, R3

Time

A ABOS OS

T2T1



Context Switch

Process A Process B

A1
A2

B1
B2

B3
B4

…
Schedule()
…
Context_switch() {

}

OS



Context Switch: More Detail
MECHANISM: LIMITED DIRECT EXECUTION 11

OS @ boot Hardware
(kernel mode)
initialize trap table

remember addresses of...
syscall handler
timer handler

start interrupt timer
start timer
interrupt CPU in X ms

OS @ run Hardware Program
(kernel mode) (user mode)

Process A
...

timer interrupt
save regs(A)→ k-stack(A)
move to kernel mode
jump to trap handler

Handle the trap
Call switch() routine

save regs(A)→ proc t(A)
restore regs(B)← proc t(B)
switch to k-stack(B)

return-from-trap (into B)
restore regs(B)← k-stack(B)
move to user mode
jump to B’s PC

Process B
...

Figure 6.3: Limited Direct Execution Protocol (Timer Interrupt)

6.4 Worried About Concurrency?

Some of you, as attentive and thoughtful readers, may be now think-
ing: “Hmm... what happens when, during a system call, a timer interrupt
occurs?” or “What happens when you’re handling one interrupt and an-
other one happens? Doesn’t that get hard to handle in the kernel?” Good
questions — we really have some hope for you yet!

The answer is yes, the OS does indeed need to be concerned as to what
happens if, during interrupt or trap handling, another interrupt occurs.
This, in fact, is the exact topic of the entire second piece of this book, on
concurrency; we’ll defer a detailed discussion until then.

To whet your appetite, we’ll just sketch some basics of how the OS
handles these tricky situations. One simple thing an OS might do is dis-
able interrupts during interrupt processing; doing so ensures that when

c© 2008–19, ARPACI-DUSSEAU
THREE

EASY
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State of A at time T1  (4)

¨ #4: I/O resources being used by the process
¤ E.g., open files, network sockets, etc.

¨ How does your process reference an open file?
¤ E.g., via the open syscall



State of A at time T1  (4)

¨ #4: I/O resources being used by the process
¤ E.g., open files, network sockets, etc.

¨ Information held by the OS in its own address space
¤ More when we discuss I/O



¨ The operating system presents an illusion of a virtual machine 
to each running program and maintains architectural states of 
a von Neumann machine

n Processor
n Memory
n I/O

¨ Each virtualized environment accesses architectural facilities 
through some sort of application programming interface  (API)

¨ Dynamically map those virtualized resources into physical 
resources
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The idea: virtualization
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Demo, Virtualization

getcpu system call to retrieve the executing CPU ID

create a random number

print the value of a and address of a

print the value of a and address of a again after sleep
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Virtualization Demo

 X

The same 
processor!

The same memory 
address!

Different values

Different values are 
preserved



¨How many of the following statements are true about why operating 
systems virtualize running programs?
①Virtualization can help improve the utilization and the throughput of 

the underlying hardware
②Virtualization may allow the system to execute more programs than the 

number of physical processors installed in the machine
③Virtualization may allow a running program or running programs to use 

more than the installed physical memory
④Virtualization can improve the latency of executing each program
A. 0
B. 1
C. 2
D. 3
E. 4
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Why virtualization



¨How many of the following statement is true about why operating systems 
virtualize running programs?
①Virtualization can help improve the utilization and the throughput of the 

underlying hardware
②Virtualization may allow the system to execute more programs than the 

number of physical processors installed in the machine
③Virtualization may allow a running program or running programs to use 

more than install physical memory
④Virtualization can improve the latency of executing each program
A. 0
B. 1
C. 2
D. 3
E. 4
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Why virtualization

Make programs less machine-dependent



¨ Which of the following information does the OS need to track for each 
process?
A. Stack pointer
B. Program counter
C. Process state
D. Registers
E. All of the above
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What the OS must track for a process?
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Process Execution State

¨ A process is born, executes for a while, and then 
dies

¨ The process execution state that indicates what it is 
currently doing
¤ Running: Executing instructions on the CPU

n It is the process that has control of the CPU
n How many processes can be in the running state simultaneously?

¤ Ready: Waiting to be assigned to the CPU
n Ready to execute, but another process is executing on the CPU

¤ Waiting: Waiting for an event, e.g., I/O completion
n It cannot make progress until event is signaled (disk completes)
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Execution State Graph

New Ready

Running

Waiting

Terminated

Create 
Process

Process 
Exit

I/O, Page 
Fault, etc.

I/O Done

Schedule 
Process

Unschedule 
Process



¨ Which of the following information does the OS need to track for each 
process?
A. Stack pointer
B. Program counter
C. Process state
D. Registers
E. All of the above
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What the OS must track for a process?

• You also need to keep other process 
information like an unique process id, process 
states, I/O status, and etc…
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PCB Data Structure

¨ A Process Control Block (PCB) is where OS keeps all of a 
process’s hardware execution state when the process is not 
running

n Process ID (PID)
n Execution state
n Hardware state: PC, SP, regs

n Memory management
n Scheduling
n Accounting

n Pointers for state queues
n Etc.

¨ This state is everything that is needed to restore the hardware 
to the same configuration it was in when the process was 
switched out of the hardware



Xv6 struct proc
66
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State Queues

Firefox PCB X Server PCB Outlook PCB

Emacs PCB

Ready Queue

Disk I/O Queue

Console Queue

Sleep Queue

.

.

.

ls PCB

There may be many wait queues, 
one for each type of wait (disk, 
console, timer, network, etc.)



Conclusions

¨ Today was a review of CPU virtualization
¨ The main abstraction is a process

¤ Enables the OS to run multiple instances of programs at the 
same time while sharing the CPU among those processes

¨ The OS provides a number of concepts to enable 
seamless execution of multiple processes
¤ Traps, Interrupts, Context Switching, etc.

¨ Overview of threads next time
¤ But please read on your own if you need more
¤ From the Three Easy Steps textbook
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Questions
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