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CS202 – Advanced Operating Systems



Check your understanding

¨ True or False: a process can use more memory than the 
physical memory of the computer?
¤ Yes, any process memory not in physical memory is in swap

¨ True or False: A virtual address can be resolved to a physical 
address without using the process’s page tables
¤ Yes, can have a “hit” in the TLB
¤ TLB is a cache of virtual page to physical frame mappings

¨ Where are memory mappings for each process stored?
¤ In the process’s own Page Table and TLB 
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Operating System Organization

¨ The bigger conversation…
¨ In the 70s and 80s, OS design started emerging as a 

discipline

¨ How should the OS be structured?
¤ Why does it matter? What can be accomplished by a 

good/bad structure?

¨ For time sharing, its clear we need a separate OS 
and user space
¤ Do we need further structure?



Why is the structure of an OS important?

¨ Protection
¤ User from user and system from user and system from system

¨ Performance
¤ Does the structure facilitate good performance?

¨ Flexibility/Extensibility
¤ Can we adapt the OS to the application?

¨ Scalability
¤ Performance overhead increases when more resources are used

¨ Agility
¤ Adapt quickly to application needs and resources

¨ Responsiveness
¤ How quickly it reacts to external events?
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An earlier conversation

THE v.s. Hydra

 X

layer 0: processor allocation & scheduling

layer 1: memory (segment/page) management

layer 2: message interpreter

layer 3: I/O & peripherals buffering

THE Hydra

Kernel

privilege boundary

privilege boundary

privilege boundary

privilege boundary

privilege boundary



Extensibility

¨ What do we mean by extensibility?
¤ Flexible to add new features/functionalities
¤ Good efficiency
¤ Good security 

¨ Can you give a few examples?
¤ Device drivers
¤ Browser plugins/extensions
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Extensibility context

¨ Traditional OSes provide a standard…
¤ Set of abstractions

n Processes, threads, VM, Files, IPC
n Reachable through syscalls

¤ Resource allocation and management
¤ Protection and security

¨ Industry complaining of large OS overheads
¤ Researchers were doing customized extensions
¤ Research community started asking how to provide 

customization
n Need to do so while maintaining security and good performance



Is extensibility really important?

¨ What are the arguments in the Exokernel paper?
¤ OS does not perform well for specific applications

n End to end argument in system design

¨ What examples of applications do they list?
¨ Is it an implementation or abstraction issue?

n Both?  Abstractions overly general, and implementations 
are fixed

n Protection and management interfere with performance 
and flexibility



How expensive are border crossings?

¨ Procedure call: 
¤ Save some general-purpose registers and jump

¨ Mode switch:
¤ Trap or call gate overhead

n Nowadays syscall/sysreturn

¤ Switch to kernel stack
¤ Switch some segment registers
¤ 100s of ns

¨ Context switch:
¤ Change address space
¤ This could be expensive; flush TLB, …
¤ Few microsecs
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OS structures and extensibility

¨ Library OS
¤ Customized (somewhat) to the application

¨ Monolithic Kernel
¤ with isolated (custom) extensions

¨ Microkernel
¤ Run external servers for chosen functionality



OS as library (DOS-like)
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Hardware, managed by OS

OS Services and Device drivers

Applications



Monolithic Kernel
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Hardware, managed by OS

OS Services and Device drivers

Applications

What is the difference?



Microkernel
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Hardware, managed by OS

Micro-kernel

Applications

File
System

Memory 
manager CPU 

scheduler

IPC, Address
Spaces, …



More simply
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Monolithic

Microkernel Library OS

safe fast

extensible



Summary

¨ Library OS
¤ Good performance and extensibility
¤ Bad protection

¨ Monolithic kernels
¤ Good performance and protection
¤ Bad extensibility

¨ Microkernels
¤ Very good protection 
¤ Good extensibility
¤ Could have bad performance (L4 as counterexample)
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Extensibility in Library OSes

¨ Exokernel (SOSP 1995): safely exports machine resources
¤ Kernel only multiplexes hardware resources (Aegis)
¤ Higher-level abstractions in Library OS (ExOS)
¤ Secure binding, Visible resource revocation, Abort
¤ Apps link with the LibOS of their choice

¨ Graphene (EuroSys 2014): library OS for multiple 
processes
¤ From the traditional operating system
¤ For enclave-based processing (e.g., Intel TDX and AMD SEV-SEP)



EXOKERNEL

17



Motivation for Exokernels

¨ Traditional centralized resource management 
cannot be specialized, extended or replaced

¨ Privileged software must be used by all 
applications

¨ Fixed high level abstractions too costly for good 
efficiency

¨ Exokernel as an end-to-end argument



Exokernel Philosophy

¨ Expose hardware to library OS
¤ Not even mechanisms are implemented by 

exokernel
n They argue that mechanism is policy

¨ Exokernel worried only about 
protection not resource management



Design Principles

¨ Track resource ownership
¤ Subdivide some resources 

¨ Ensure protection by guarding resource usage
¤ Check ownership

¨ Revoke access to resources
¨ Expose hardware, allocation, names and revocation

¨ Basically, validate binding, then let library manage 
the resource



Exokernel Architecture



Core Concept: Secure Bindings

¨ Decouple protection from use
¨ Allocation to library OS at bind time
¨ Protection checks are simple operations 

performed by the kernel
¤ Do you have a capability (token) that says you can

operate on this resource (like a file descriptor)
¨ Allows protection without understanding
¨ Operationally – set of primitives needed for 

applications to control use of (subset of) 
resources (e.g., subset of physical pages)



Secure Binding Example (1)

¨ TLB Miss Processing
¨ TLBs

¤ Cache of virtual-to-physical page mappings
¨ Manage TLB entries from library (app policy)

¤ Virtual-to-physical mapping done by library (app)
n E.g., App-specific policy for TLB replacement

¤ Binding presented to exokernel
¤ Exokernel puts app’s mapping in hardware TLB
¤ Library OS (app) can then manage and use caching 

policy without exokernel intervention



Secure Binding Example (2)

¨ Packet filtering
¨ Packet filters

¤ Handle packet processing (e.g., firewall)
¨ Manage packet handling from library (app policy)

¤ Packet filter code provided by library (app)
n E.g., App-specific policy for packet handling

¤ Binding presented to exokernel
¤ Exokernel installs app’s packet filter code

¨ Rather naïve (hopeful) about ability to insert code 
into the kernel without causing issues (more later)



GRAPHENE
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Graphene Impact

¨ Intel Labs recognized the potential of Graphene 
portability for use in confidential computing
¤ SGX Enclaves – Published in USENIX ATC 2017

¨ Community support has created an open-source 
system – called Gramine
¤ https://gramineproject.io

¨ Deployments include Azure cloud
¨ Joined the Confidential Computing Alliance
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Goal: Lightweight Application Isolation

¨ By 2014, using virtualization to isolate applications has 
become a mature technology
¤ But, it is rather expensive
¤ Each VM has its own independent operating system

¨ Rather than run an entire virtual machine, this paper 
advocates providing applications (one or more 
processes) with their own library OS
¤ Can be customized to the application
¤ Contrast with container systems, which are still managed 

by the host OS with application-independent support
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Graphene: Linux Library OS

¨ Graphene, a Linux library OS, which supports real-
world, multi-process applications
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• A thorough evaluation of the overheads of Graphene.
Memory footprints are an order of magnitude smaller
than KVM, and several applications perform comparably
to a Linux process.

• A thorough analysis of Graphene security isolation.
Graphene’s design gives the user and system administrator
a high degree of flexibility in isolating arbitrary groups of
unmodified application processes, while upholding the effi-
ciency and host compatibility benefits of recent library OSes.

2. Background and Overview

Recent library OSes [10, 34, 40, 42] are designed for secu-
rity and efficiency, but are limited to single-process appli-
cations. A libOS typically executes in either a paravirtual
VM [34, 40] or an OS process, called a picoprocess [18],
with an interface restricted to a narrowed set of host kernel
ABIs. These host ABIs heavily restrict effects outside of the
application’s address space; as a result, applications in a pi-
coprocess have very little opportunity to interfere with each
other, yielding security isolation comparable to a VM. Li-
brary OS efficiency comes from deduplicating features, such
as hardware management; in a VM these features typically
appear in both the guest and host kernels.

Graphene executes within a picoprocess (Figure 1), which
includes an unmodified application binary and supporting
libraries, running on a libOS instance. The libOS is im-
plemented over a host kernel ABI designed to expose very
generic abstractions that can be easily implemented on any
host OS, including virtual memory, threads, synchroniza-
tion, byte streams (similar to pipes), a file system, and
networking. Although the Graphene prototype host ker-
nel is Linux, we adapt a host ABI from Drawbridge/Bas-
cule, which has been previously implemented on Windows,
Hyper-V, and Barrelfish [9, 10, 42].

Graphene exports 43 host ABIs through a Platform Adap-
tation Layer (PAL) (Table 1). The PAL is injected into the
picoprocess by the host kernel, and translates the generic pi-
coprocess ABI into host kernel system calls. Most of these
kernel calls only affect the application-internal state; any
calls with external effects are mediated by a trusted refer-

ence monitor. All Graphene applications are launched by the
reference monitor, which installs a system call filter and in-
terposes on permitted kernel calls to ensure isolation (§3).

These PAL ABIs should be a sufficient substrate upon
which to implement guest-specific semantics, or guest OS
personality. As an example of this layering, consider the
heap memory management abstraction. Linux provides ap-
plications with a data segment—a legacy abstraction dat-
ing back to original Unix and the era of segmented mem-
ory management hardware. The primary thread’s stack is at
one end of the data segment, and the heap is at another. The
heap grows up (extended by sys brk) and the stack grows
down until they meet in the middle. In contrast, the PAL ABI
provides only three simple functions that allocate, protect,
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Figure 1. Graphene architecture. Black components are un-
modified. We modify the four lowest application libraries:
ld.so (the ELF linker and loader), libdl.so (the dy-
namic library linker), libc.so, and libpthread.so,
to issue Linux system calls as function calls directly to
libLinux.so. Our Linux library implements the Linux
system calls using a variant of the Drawbridge ABI, which
is provided by the Platform Adaptation Layer (PAL), imple-
mented using calls to the kernel. A trusted reference monitor
ensures libOS isolation. We modify the AppArmor LSM and
add a small module for fast, bulk IPC.

or unmap regions of virtual memory with basic access per-
missions (read, write, and execute). This clean division of
labor encapsulates idiosyncratic abstractions in the library
OS, and eliminates the need for redundant hardware man-
agement code, such as duplicate low-level page management
and swapping heuristics.

At a high level, these library OS designs scoop the layer
just below the system call table out of the OS kernel and
refactor this code as an application library. The driving in-
sight is that there is a natural, functionally-narrow division
point one layer below the system call table in most OS ker-
nels. Unlike many OS interfaces, these PAL ABIs generally
minimize the amount of application state in the kernel, facil-
itating migration: a picoprocess can programmatically read
and modify its own OS state, copy the state to another pi-
coprocess, and the remote picoprocess can load a copy of
this state into the OS—analogous to hardware registers. A
picoprocess may not modify another picoprocess’s OS state.

2.1 Multi-Process Support in a Library OS

A key design feature of Unix is that users compose simple
utilities to create larger applications. Thus, it is unsurprising
that many popular applications for Unix or Linux require
multiple processes—an essential feature missing from cur-
rent libOS designs. The underlying design challenge is min-
imally expanding a tightly-drawn isolation boundary with-



Graphene: Linux Library OS

¨ Applications use libLinux for syscalls, which are 
abstracted to the underlying OS using a Platform 
Adaptation Layer (PAL)
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• A thorough evaluation of the overheads of Graphene.
Memory footprints are an order of magnitude smaller
than KVM, and several applications perform comparably
to a Linux process.

• A thorough analysis of Graphene security isolation.
Graphene’s design gives the user and system administrator
a high degree of flexibility in isolating arbitrary groups of
unmodified application processes, while upholding the effi-
ciency and host compatibility benefits of recent library OSes.

2. Background and Overview

Recent library OSes [10, 34, 40, 42] are designed for secu-
rity and efficiency, but are limited to single-process appli-
cations. A libOS typically executes in either a paravirtual
VM [34, 40] or an OS process, called a picoprocess [18],
with an interface restricted to a narrowed set of host kernel
ABIs. These host ABIs heavily restrict effects outside of the
application’s address space; as a result, applications in a pi-
coprocess have very little opportunity to interfere with each
other, yielding security isolation comparable to a VM. Li-
brary OS efficiency comes from deduplicating features, such
as hardware management; in a VM these features typically
appear in both the guest and host kernels.

Graphene executes within a picoprocess (Figure 1), which
includes an unmodified application binary and supporting
libraries, running on a libOS instance. The libOS is im-
plemented over a host kernel ABI designed to expose very
generic abstractions that can be easily implemented on any
host OS, including virtual memory, threads, synchroniza-
tion, byte streams (similar to pipes), a file system, and
networking. Although the Graphene prototype host ker-
nel is Linux, we adapt a host ABI from Drawbridge/Bas-
cule, which has been previously implemented on Windows,
Hyper-V, and Barrelfish [9, 10, 42].

Graphene exports 43 host ABIs through a Platform Adap-
tation Layer (PAL) (Table 1). The PAL is injected into the
picoprocess by the host kernel, and translates the generic pi-
coprocess ABI into host kernel system calls. Most of these
kernel calls only affect the application-internal state; any
calls with external effects are mediated by a trusted refer-

ence monitor. All Graphene applications are launched by the
reference monitor, which installs a system call filter and in-
terposes on permitted kernel calls to ensure isolation (§3).

These PAL ABIs should be a sufficient substrate upon
which to implement guest-specific semantics, or guest OS
personality. As an example of this layering, consider the
heap memory management abstraction. Linux provides ap-
plications with a data segment—a legacy abstraction dat-
ing back to original Unix and the era of segmented mem-
ory management hardware. The primary thread’s stack is at
one end of the data segment, and the heap is at another. The
heap grows up (extended by sys brk) and the stack grows
down until they meet in the middle. In contrast, the PAL ABI
provides only three simple functions that allocate, protect,
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Figure 1. Graphene architecture. Black components are un-
modified. We modify the four lowest application libraries:
ld.so (the ELF linker and loader), libdl.so (the dy-
namic library linker), libc.so, and libpthread.so,
to issue Linux system calls as function calls directly to
libLinux.so. Our Linux library implements the Linux
system calls using a variant of the Drawbridge ABI, which
is provided by the Platform Adaptation Layer (PAL), imple-
mented using calls to the kernel. A trusted reference monitor
ensures libOS isolation. We modify the AppArmor LSM and
add a small module for fast, bulk IPC.

or unmap regions of virtual memory with basic access per-
missions (read, write, and execute). This clean division of
labor encapsulates idiosyncratic abstractions in the library
OS, and eliminates the need for redundant hardware man-
agement code, such as duplicate low-level page management
and swapping heuristics.

At a high level, these library OS designs scoop the layer
just below the system call table out of the OS kernel and
refactor this code as an application library. The driving in-
sight is that there is a natural, functionally-narrow division
point one layer below the system call table in most OS ker-
nels. Unlike many OS interfaces, these PAL ABIs generally
minimize the amount of application state in the kernel, facil-
itating migration: a picoprocess can programmatically read
and modify its own OS state, copy the state to another pi-
coprocess, and the remote picoprocess can load a copy of
this state into the OS—analogous to hardware registers. A
picoprocess may not modify another picoprocess’s OS state.

2.1 Multi-Process Support in a Library OS

A key design feature of Unix is that users compose simple
utilities to create larger applications. Thus, it is unsurprising
that many popular applications for Unix or Linux require
multiple processes—an essential feature missing from cur-
rent libOS designs. The underlying design challenge is min-
imally expanding a tightly-drawn isolation boundary with-



Implements and Restricts Syscalls

¨ A Graphene application requests OS services in three ways. 
¤ First, malloc (libc) invokes brk (libLinux) and mmap (PAL).
¤ Second, the application jumps to an address in PAL, which is permissible. 

The LSM checks the open system call. 
¤ Third, invokes the syscall brk (w/ int 0x80), which is reflected to libLinux.
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Graphene contributes a multi-process security model
based on the abstraction of a sandbox, or a set of mutu-
ally trusting picoprocesses. The reference monitor permits
picoprocesses within the same sandbox to communicate and
exchange RPC messages, but disallows cross-sandbox com-
munication. The current work focuses on all-or-nothing se-
curity isolation, although we expect this design could sup-
port controlled communication among mutually distrusting
libOSes in future work.

The Graphene reference monitor is implemented using
an unprivileged daemon as well as extensions to the App-
Armor LSM [1], which checks file and socket policies in
the kernel. In order for the reference monitor to restrict file
access, each application includes a manifest file [24], which
describes a chroot-like, restricted view of the local file
system (similar to Plan 9’s unioned file system views [41]),
as well as iptables-style network restrictions.

When a new picoprocess is launched by the reference
monitor, it begins execution in a new sandbox. Child pico-
processes may either inherit their parent’s sandbox, or can
be started in a separate sandbox—specified by a flag to the
picoprocess creation ABI. A parent may specify a subset of
its own file system view when creating a child, but may not
request access to new regions of the host file system. The
child may also issue a kernel call to dynamically detach from
the parent’s sandbox. The reference monitor prevents byte
stream creation across sandboxes. When a process detaches
from a sandbox—effectively splitting the sandbox—the ref-
erence monitor closes any byte streams that could bridge the
two sandboxes.

Threat Model. We assume a trustworthy host OS and ref-
erence monitor, which mediates all system calls with ef-
fects outside of a picoprocess’s address space, such as file
open or network socket creation. We assume that pico-
processes inside the same sandbox trust each other and that
all untrusted code runs in sandboxed picoprocesses. We as-
sume the adversary can run arbitrary code inside of one or
more picoprocesses within one or more sandboxes. The ad-
versary can control all code in its picoprocesses, including
libLinux and the PAL.

Graphene ensures that the adversary cannot interfere
with any victim picoprocesses in a separate sandbox. The
Graphene sandbox design ensures strict isolation: if the only
shared kernel abstractions are byte streams and files, and the
reference monitor ensures there is no writable intersection
between sandboxes, the adversary cannot interfere with any
victim picoprocess.

3.1 System Call Restriction

Unmodified Linux applications run on Graphene by issuing
system calls as library calls to libLinux. Application calls
are serviced by libLinux-internal data structures or PAL
calls. The PAL is implemented using 50 host system calls.
The host OS must block any native system call that does not

sys_open() {
  …
}

Kernel&sys_mmap() {
  …
}

User&

Graphene&picoprocess&

libc&malloc() { 
  brk(); 
}

main {
     malloc();
     jmp DkStreamOpen+4; 
     int 0x80 <brk>; // not in PAL
}

PAL&

brk() {
   DkVirtualMemoryAlloc();
}

libLinux&

DkVirtualMemoryAlloc() {                                                                      
   int 0x80 <mmap>
}                                                 

seccomp'filter'

malloc()' int'0x80'<brk>'

applica6on&

jmp'DkVirtualMemory+4'

SIGSYS'
DkStreamOpen() {         
   int 0x80 <open>                     
}                                              

Reference&monitor&

sigsys {
   …
}

AppArmor'LSM'
Extension'

startup'

open(“app.manifest”)

prctl(whitelist …);

load(“libpal.so”)

prctl(set_seccomp 
…);

Figure 2. System call restriction approach. The reference
monitor loads policies into the LSM at startup. A Graphene
application requests OS services in three different ways. In
the normal case (first line of main), malloc is invoked
causing the invocation of brk (libLinux) and mmap in
the PAL. In the second line, the application jumps to an
address in PAL, which is permissible. The LSM checks the
open system call. The third line invokes brk with an int
instruction, which is redirected to the libLinux function.

appear in the PAL source code. Any allowed system call with
external effects is checked by the reference monitor.

Graphene restricts the host system call table using sec-
comp [44], introduced in Linux 2.6.12. Seccomp allows a
process to create an immutable Berkeley Packet Filter (BPF)
program that specifies allowed system calls, as well as cre-
ates ptrace events on certain system calls. The filter can
also filter scalar argument values, such as only permitting
specific ioctl opcodes. If a system call is rejected, the PAL
will receive a SIGSYS signal, and can either terminate the
application or redirect the call to libLinux. Seccomp fil-
ters cannot be overridden by any picoprocess, and are always
inherited. The current Graphene filter is 79 lines of straight-
forward BPF macros. In our experience, adding more precise
argument checks has not significantly changed performance.

Unfortunately, the logic to check for allowed paths cannot
be implemented as a seccomp rule. In order to avoid the
overhead of trapping to the reference monitor on every open
or stat system call, we instead extend AppArmor [1] to
enforce file system isolation in the kernel.

In order to reduce the impact of bugs in the reference
monitor, the reference monitor itself runs with a seccomp
filter, blocking unexpected system calls.

Static Binaries. For compatibility with statically linked bi-
naries, which compile in system call instructions, we lever-
age seccomp to redirect these calls back to libLinux. For
system calls that could also be issued by the PAL, we aug-



Supports Multiple “Processes”

¨ Two pairs of Graphene picoprocesses in different sandboxes 
coordinate signaling and process ID management. 
¤ Picoprocess 1 signals picoprocess 2 by sending a signal RPC over stream 1, 

and the signal is ultimately delivered using a library implementation of the 
sigaction interface. 

¤ Picoprocess 4 waits on an exitnotify RPC from picoprocess 3 over stream 2.
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Abstraction Shared State Strategy

Fork PID namespace Batch allocations of PIDs, children generally created using local state at parent.
Signaling PID to picoprocess map Local signals call handler; remote signal delivery by RPC. Cache mapping of PID to picoprocess ID.
Exit notification Remote process status Exiting processes issue an RPC, or one synthesized if child becomes unavailable. The wait system call

blocks until notification received by IPC helper.
/proc/[pid] Process metadata Read over RPC.
Message Queues Key mapping, queue

contents
Mappings managed by a leader, contents stored in various picoprocesses. When possible, send messages
asynchronously, and migrate queues to the consumer.

Semaphores Key mapping, count. Mappings managed by leader, migrate ownership to picoprocess most frequently acquiring the semaphore.

Table 2. Multi-process abstractions implemented in Graphene, coordinated state, and implementation strategies.

structures to call the appropriate signal handler directly.
Graphene implements all three of Linux’s signaling names-
paces: process, process group, and thread IDs.

Figure 3 illustrates two sandboxes with picoprocesses
collaborating to implement a process ID (PID) namespace.
Because PIDs and signals are a libOS abstraction, picopro-
cesses in each sandbox can have overlapping PIDs, and can-
not signal each other. Picoprocesses in different sandboxes
cannot exchange RPC messages or otherwise communicate.

If picoprocess 1 (PID 1) sends a SIGUSR1 to picopro-
cess 2 (PID 2), illustrated in Figure 3, the kill call to
libLinux will check its cached mapping of PIDs to point-
to-point streams. If libLinux cannot find a mapping, it
may begin by sending a query to the leader to find the owner
of PID 2, and then establish a coordination stream to pico-
process 2. Once this stream is established, picoprocess 1 can
send a signal RPC to picoprocess 2 (PID 2). When picopro-
cess 2 receives this RPC, libLinux will then query its lo-
cal sigaction structure and mark SIGUSR1 as pending.
The next time picoprocess 2 makes a libLinux call, the
SIGUSR1 handler will be called upon return. Also in Fig-
ure 3, picoprocess 4 (PID 2) waits on picoprocess 3 termi-
nation (in the same sandbox with PID 1). When picoprocess
3 terminates, it invokes the library implementation of exit,
which issues an exitnotify RPC to picoprocess 4.

The Graphene libLinux signal semantics closely match
Linux behavior, which delivers signals upon return from a
system call or an interrupt or trap handler (PAL upcall). The
libc signal handling code is unmodified on Graphene. If
an application has a signal pending for too long, e.g., the
application is in a CPU-intensive loop, libLinux can use
a PAL function to interrupt the thread.

System V IPC. System V IPC maps an application-specified
key onto a unique identifier. All System V IPC abstractions,
including message queues and semaphores, are then refer-
enced by this identifier (ID). Similar to PIDs, the leader
divides the ID space among the picoprocesses, so that any
picoprocess can allocate an ID from local state. The leader
also dynamically allocates keys to picoprocesses.

Message Queues. In Graphene, the owner of a queue ID
is responsible for storing the messages written to the queue;
all message sends and receives must go through the owning
picoprocess. In our initial implementation, any sends to or
receives from a remote queue were several orders of mag-

Host Kernel

(3) RPC(signal) (4) RPC(sighand)

stream1

PAL

libLinux

Application

IPC Helper

(6) sighandler()

PAL

libLinux

Application
(1) kill(2,sig)

(5) handle_sig()(2) send_sig()

PID : Stream
1     : 1
2     : self

PID : Stream
1     : self
2     : 2

Picoprocess 1 Picoprocess 2

(3) RPC(exitnotify) (4) RPC(waitexit)

stream2

PAL

libLinux

Application

IPC Helper

(6) wait()

PAL

libLinux

Application
(1) exit()

(5) handle_exit()(2) send_exit()

PID : Stream
1     : 1
2     : self

PID : Stream
1     : self
2     : 2

Picoprocess 3 Picoprocess 4

Sandbox 1 Sandbox 2

Figure 3. Two pairs of Graphene picoprocesses in differ-
ent sandboxes coordinate signaling and process ID manage-
ment. The location of each PID is tracked in libLinux;
Picoprocess 1 signals picoprocess 2 by sending a signal RPC
over stream 1, and the signal is ultimately delivered using a
library implementation of the sigaction interface. Pico-
process 4 waits on an exitnotify RPC from picoprocess
3 over stream 2.

nitude slower than an access to a local queue. This led to
two essential optimizations. First, sending to a remote mes-
sage queue was made asynchronous. In the common case,
the sender can simply assume the send succeeded, as the ex-
istence and location of the queue have already been deter-
mined. The only risk of failure arises when another process
deletes the queue. When a queue is deleted, the owner sends
a deletion notification to all other picoprocesses that previ-
ously accessed the queue. If a pending message was sent
concurrently with the deletion notification (i.e., there is an
application-level race condition), the message is treated as
if it were sent after the deletion and thus dropped. The sec-
ond optimization migrates queue ownership from the pro-
ducer to the consumer, which must read queue contents syn-
chronously.

Because non-concurrent processes can share a message
queue, our implementation also uses a common file naming
scheme to serialize message queues to disk. If a picoprocess
which owns a message queue exits, any pending messages
are serialized to a file, and the receiving process may request
ownership of the queue from the leader.

Semaphores. IPC semaphores follow a similar pattern to
message queues, where ownership of a given semaphore is



Performance 

¨ Portability is the 
main focus

¨ Performance is OK, 
but not awesome

¨ But, if the application 
is not super-
performance critical, 
Graphene makes it 
easy to deploy
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Execution time (s), +/- Conf. Interval, % Overhead
gcc/make Linux KVM Graphene + RM

bzip2 2.57 .00 2.70 .00 5 % 2.70 .00 5 %
bzip2 -j4 1.00 .00 1.09 .00 9 % 1.08 .02 8 %
libLinux 7.23 .00 7.55 .00 4 % 8.64 .00 20 %
libLinux -j4 1.95 .00 2.03 .00 4 % 2.54 .00 30 %
gcc 24.74 .02 26.80 .02 8 % 31.84 .00 29 %

Ap. Bnch Avg Throughput (MB/s), +/- Conf. Interval, % Overhead
Apache Linux KVM Graphene + RM

25 conc 5.73 .25 4.84 .03 18 % 4.02 .00 43 %
50 conc 5.57 .28 4.80 .06 16 % 4.01 .00 39 %
100 conc 5.87 .20 4.80 .03 22 % 3.98 .00 47 %
lighttpd Linux KVM Graphene + RM

25 conc 6.66 .01 6.46 .03 3 % 5.65 .00 18 %
50 conc 6.65 .13 6.41 .02 4 % 4.79 .00 39 %
100 conc 6.69 .01 6.39 .03 5 % 4.56 .01 47 %

Execution Time (s), +/- Conf. Interval, % Overhead
bash Linux KVM Graphene + RM

Unix utils 0.87 .00 1.10 .01 26 % 2.01 .00 134 %
Unixbench 0.55 .00 0.55 .00 0 % 1.49 .00 192 %

Table 5. Application benchmark execution times in a native
Linux process, a process inside a KVM virtual machine, and
a Graphene picoprocess with reference monitoring (+RM).

(31 KLoC, 78 files) and gcc (v3.5.0, 551 KLoC, collected
as a single source file). We benchmark Apache (4 preforked
workers) and lighttpd (4 threads) with ApacheBench, which
issues 25, 50, and 100 concurrent requests to download a 100
byte file 50,000 times. We exercised Bash with 300 iterations
of the Unixbench benchmark [2], as well as 300 iterations
of a simple shell script benchmark that runs 6 common shell
script commands (cp, rm, ls, cat, date, and echo).

Compilation workloads incur overheads ranging from
5–30%. Parallel compilation on both Graphene and Linux
yields comparable speedups over sequential, but the per-
cent overhead increases for parallel Graphene. For instance,
make -j4 libLinux speeds up 3.7⇥ on Linux and
3.4⇥ on Graphene. The compilation overheads are primar-
ily from the reference monitor—nearly all for bzip2 and gcc,
and half for libLinux. In the case of both Bash workloads,
the key bottleneck is the fork system call. Profiling indi-
cates that half of the time in libLinux is spent on fork
in both benchmarks. The trend is exacerbated in Unixbench,
which creates all of the processes at the beginning and waits
for them all to complete; because Graphene cannot create
children as quickly as native, this leads to load imbalance
throughout the rest of the benchmark.

With the reference monitor disabled, lighttpd has equiv-
alent throughput to a native Linux process; as discussed in
the next subsection, these overheads come from checking
paths in the monitor. The Apache web server loses about half
of its throughput relative to lighttpd on Graphene. The pri-
mary bottleneck in Apache relative to lighttpd is System V
semaphores, and the remaining overheads are attributable to
more time spent waiting for input. The overheads for both
lighttpd and Apache on KVM are primarily attributable to
bridged networking.

Test Linux Graphene Graphene + RM

µs +/- µs +/- %O µs +/- %O
syscall 0.04 .0 0.01 .0 -75 0.01 .0 -75
read 0.09 .0 0.12 .0 33 0.12 .0 33
write 0.11 .0 0.11 .0 0 0.11 .0 0
open/close 0.85 .1 3.53 .2 315 5.09 .0 499
select tcp 10.87 .0 17.02 .0 56 17.44 .0 60
sig install 0.11 .0 0.20 .0 82 0.20 .0 82
sigusr1 0.79 .0 0.33 .0 -58 0.33 .0 -58
AF UNIX 4.71 .1 5.71 .0 19 6.37 .1 32
fork+exit 67 0 463 4 587 490 3 626
fork+exec 231 1 764 5 237 800 6 253
fork+sh 576 8 1,720 10 199 1,775 11 208

Table 6. LMBench comparison among native Linux pro-
cesses and Graphene picoprocesses, both without and with
the reference monitor (+RM). Execution time is in microsec-
onds, and lower is better. Overheads are relative to Linux;
negative overheads indicate improved performance.

6.4 Microbenchmarks

In order to understand the overheads of individual system
calls, Table 6 lists a representative sample of tests from the
LMbench suite, version 2.5 [36]. Each row reports a mean
and 95% confidence interval; we use the default number of
iterations for each test case. To measure the marginal cost of
the reference monitor, we report numbers with and without
the reference monitor.

In general, calls that can be serviced inside the library
are faster than native, whereas calls that require translation
to a native call incur overheads typically under 100%. For
instance, the self-signaling test (sig overhead) just calls the
signal handler as a function, which is almost twice as fast as
the Linux kernel implementation.

The most expensive system calls occur when libLinux
inadvertently duplicates work with the host kernel. For in-
stance, many of the file path and handle management calls
duplicate some of the effort of the host file system, leading
to a 1–3⇥ slower implementation than native. As the worst
example, fork+exit is ˜5.9⇥ slower than Linux. Profil-
ing indicates that about one sixth of this overhead is in pro-
cess creation, which takes additional work to create a clean
picoprocess on Linux; we expect this overhead could be re-
duced with a kernel-level implementation of the process cre-
ation ABI, rather than emulating this behavior on clone.
Another half of the overhead comes from the libLinux

checkpointing code (commensurate with the data in Table 4),
which includes a substantial amount of serialization effort
which might be reduced by checkpointing the data structures
in place. A more competitive fork will require host support
and additional libLinux tuning.

We also measure the overhead of isolating a Graphene pi-
coprocess inside the reference monitor. Because most filter-
ing rules can be statically loaded into the kernel, the cost of
filtering is negligible with few exceptions. Only calls that in-
volve path traversals, such as open and exec, result in sub-
stantial overheads relative to Graphene. An efficient imple-
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Microkernel systems

¨ L4 (SOSP 1995): microkernels can be high performance
¤ Microkernel aims to provide only necessary abstractions
¤ Address space/process (memory), threads (exec), and IPC (comm)
¤ Minimal overhead IPC by exploiting hardware features
¤ Isolate applications and drivers in user-space

¨ L3 to seL4 (SOSP 2013): subsequent evolution of the 
design of L4-based microkernel systems
¤ Evolution of microkernels from L4 predecessor (SOSP 1993) to the 

”security-enchanced” L4 (seL4) from UNSW
¤ Presents design decisions and reasoning on key functionality, such 

as IPC and resource management



L4 microkernel family

¨ Successful OS with different offshoot distributions
¤ Commercially successful

n OKLabs OKL4 shipped over 1.5 billion installations by 2012
n Mostly Qualcomm wireless modems
n But also player in automotive and airborne entertainment systems

n Used in the secure enclave processor on Apple’s A7 chips
n All iOS devices have it! 100s of millions
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L4 Family Tree
45
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93 94 95 96 97 98 99 00 01 02 03 04 05 06 07 08 09 10 11 12 13 

L3 → L4 “X” Hazelnut Pistachio 

L4/Alpha 

L4/MIPS 

seL4 

OKL4 µKernel 

OKL4 Microvisor 

Codezero 

P4 → PikeOS 

Fiasco Fiasco.OC 

L4-embed. 

NOVA GMD/IBM/Karlsruhe 

UNSW/NICTA 

Dresden 

Commercial Clone 

OK Labs 

L4 Family Tree 

SOSP'13 

API Inheritance 

Code Inheritance 



Big picture overview

¨ Conventional wisdom at the time (1995) was:
¤ Microkernels offer nice abstractions and should be flexible
¤ …but are inherently low performance due to high cost of border 

crossings and IPC
¤ …because they are inefficient, they are inflexible

¨ This paper refutes the performance argument 
¤ Main takeaway: its an implementation issue

n Identifies reasons for low performance and shows by construction that they are 
not inherent to microkernels

n 10-20x improvement in performance over Mach

¨ Several insights on how microkernels should (and 
shouldn’t) be built
¤ E.g., Microkernels should not be portable
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Paper argues for the following

¨ Only put in anything that if moved out prohibits functionality
¤ A concept is tolerated inside the µ-kernel only if moving it outside the 

kernel, i.e. permitting competing implementations, would prevent the 
implementation of the system’s required functionality [Liedtke, 1995].

¨ Assumes:
¤ We require security/protection
¤ We require a page-based virtual memory
¤ Subsystems should be isolated from one another
¤ Two subsystems should be able to communicate without involving a third
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Abstractions provided by L4

¨ Address spaces (to support protection/separation)
¤ Grant, Map, Flush
¤ Handling I/O

¨ Threads and IPC
¤ Threads represent execution – used as unique identifiers
¤ End point for IPC (messages)
¤ Interrupts are IPC messages from kernel

n Microkernel turns hardware interrupts to thread events
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Paper argues for the following

¨ What is the optimal performance for critical operations
¤ Dependent on the hardware 

¨ E.g., user-kernel mode switches
¤ Why do we do these?
¤ Mach (older µ-kernel design) takes 18 µs for a mode switch
¤ But, Intel hardware only requires 107 cycles (2 µs at 50MHz)
¤ Where does the other time go?
¤ Can we minimize code to support mode switching?

n L3 could do null mode switching in 15 cycles

¨ Paying attention to every cycle is required at the level of design
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Abstractions evolved: IPC
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L4 Synchronous IPC 

SOSP'13 

Thread1 
Running  Blocked 

Thread2 
Blocked  Running 

Send (dest, msg) 

       Wait (src, msg) 
    …....  Kernel 

copy     

Rendezvous 
model 

Kernel executes in sender’s context 
•  copies memory data directly to 
  receiver (single-copy) 
•  leaves message registers unchanged 
  during context switch (zero copy) 
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• From synchronous IPC to asynchronous IPC



Abstractions evolved: IPC
51

¨ No method for one thread to wait for requests from clients 
and interrupts

©2013 Gernot Heiser, NICTA 15 

Synchronous IPC Issues 

SOSP'13 

Thread1 
Running  Blocked 

Initiate_IO(…,…) 

IO_Wait(…,…) 
Not 

generally 
possible 

Worker_Th 
Running  Blocked 

IO_Th 
Blocked  Running 

Unblock (IO_Th) Call (IO,msg) …....  

Sync(Worker_Th) 

Sync(IO_Th) …....  

•  Sync IPC forces multi-threaded code! 
•  Also poor choice for multi-core 



Abstractions evolved: IPC
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¨ Asynchronous IPC allows a thread to wait for more than one

©2013 Gernot Heiser, NICTA 16 

Asynchronous Notifications 

SOSP'13 

    …....  

Thread1 
Running  Blocked 

Thread2 
Blocked  Running 

       w = Poll (…) 

    …... w = Wait (…)     

    …....  Send (Thr_2, …) 

Send (Thr_2, …) •  Delivers few bits (destructively) 
•  Kernel only buffers single word 
•  Maps well to interrupts, exceptions 

Server 
Client Driver 

Sync Async 
•  Thread can wait for 
  synchronous and 
  asynchronous messages 
  concurrently 

Sync IPC 

complemented 

with async 
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IPC Destination Naming 

SOSP'13 

IPC 

Client Server 

Client Server 

Load 
balancer Workers 

Client Server 

All IPCs 
duplicated! 

Original L4 
addressed IPC 
to threads 

Client must do 
load balancing? 

RPC reply from 
wrong thread! 

•  Inefficient designs 
•  Poor information hiding 
•  Covert channels [Shapiro ‘02] 

Thread IDs 

replaced by  

IPC “endpoints” 

(ports) 

Abstractions evolved: Threads
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¨ Using thread IDs as endpoint identifiers prevents useful types 
of communication patterns



Conclusions

¨ Today we had our first research discussion 
¤ On kernel structures and their implications

¨ Library OSes can be customized to applications
¤ Run the OS in the application domain
¤ Better performance and flexibility, but must manage

protection

¨ Microkernels provide secure deployment of flexibility
¤ Run application-specific services outside the base microkernel
¤ Isolate services from each other, if desired

¨ Discuss research in the extensibility in monolithic 
systems next time
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Questions
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