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Abstract—Mechanismsfor data accessand paymentare central
to the successof content delivery systems.However, not much
attention has beenpaid to the issuesof dishonestintermediaries
(brokers) or client collusion with dishonestbrokers. We propose
protocols to verify broker honesty for data accessesunder
standard security assumptionsin such systems.Analytical and
experimental results shav that our protocols are robust against
replay and fabrication attacks, and are consistently able to
identify broker dishonesty

|. INTRODUCTION

On-line informationanddataserviceis a growing industry
Stock exchangespews services,and on-line vendorssuchas
Yahoo,alreadymarket stockquotes,news, andmusic,respec-
tively, on the Internet. Roles are also becomingspecialized.
Publishersmay have datadomain expertise,but may not be
ableto disseminatalataor manageclients ef ciently .

Therefore,an ancillary industry of databrokers hasdevel-
opedin parallel with the contentcreationindustry Brokers
may maintain senersto enhancedatadelivery quality, man-
agesubscriptionsprovide anorymity guaranteesand support
differentpaymentoptionsfor clientsandpublishersExamples
of brokers or intermediariescan include Akamai and C&W,
which provide enhancedlatadisseminatiorfeatures.

Currentsystemsypically require publisherto trust brokers
to behae honestly though such trust may not always be
warranted.We do not assumethat brokers are honest,and
proposemethodsto detectbroker dishonesty

Click inflation, a topic of currentinterest,canbe causedoy
broker dishonestyor negglect, with reportssuggestinghatup to
20% of reportedclicks may be fraudulent.Major playerssuch
as Yahoo and Google have already beensettling signi cant
allegations[1] of click fraud.

As the contentbrokerageindustry grows, so will the need
for securityprotocolsto guardagainstroker dishonestyWork
exists on pricing techniquesin this domain [15], [24], but
suchwork tendsto assumehonestbrokers and clients. This
assumptionis increasinglybecominguntenable We propose
schemedo alert publishersto broker dishonesty

A. Content Delivery Systems

A ContentDelivery System(CDS)is a networked systemof
computerscooperatingransparentlyo deliver contentto end-
users.We considera CDS (seeFigure 1) in which publishers
produceinformation and disseminateinformation to clients
througha supportingnetwork of brokers. Clientsregisterand
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Fig. 1. SchematidModel of A ContentDelivery System

interactwith brokers,and never directly with publishers.The
broker network maintainsa set of seners optimized for fast
datasearchanddelivery, the detailsof which are not relevant
to publishersor clients.

1) Payment Models: We classify contentdelivery systems
basednthepaymentmechanismln thebroker-payee model,
the publisherpays the broker basedon the numberof times
the publisheddatais accessed-or example,considera service
that allows adwertisers(* publishers”)to postadwertisements
on websitesowned by a web-host(“broker”). Internetusers
(“clients™), suchasonlineshopperglick ontheadwertisements
and are directedto target sites for more information on the
product. The web-hostmonitors the web-clicks and chages
the adwertiserbasedon the numberof web-clicksseenby the
adwertisement.

In the publisher-payee model, thebroker pays the publisher
an amount proportional to the number of accessedo the
published data. This amountis an agreed-uporpercentage
of the total paymentsmadeby the clients for accessinghe
publisheddata. For example, a news ageng may distribute
articlesthrough a broker, who generateseadershipand dis-
tributes articles. Readersregister with the broker, read the
articlesonline,andpay the broker per article read. The broker
sharesa certainfraction of theserevenueswith the publisher

B. Broker-Driven Click Fraud

Since paymentsin both modelsdependson the numberof
client accesseto publisheddata,the broker hasan incentive
to reporta wrong numberof accessedn our model,ary data
accessthat resultsin data delivery correspondgo a click.
Using this analogy we will have click fraud at the broker
level if it reportsa wrong countof the numberof accesseor
clicks) to the publisheddata.

In the broker-payeemodel,a broker cancheatthe publisher
by reportingan overcount for the numberof dataaccessedn
the publisherpayeemodel, the broker can cheatby reporting



an undercount. In practice,the paymentfunction is likely to
be linear or piecavise linear Hence,to increaseprot by a
factorof , the broker would have to reporta countdifferent
by a factorof at least .

We have found no previous work thatis resilientto broker
and client dishonestyBroker dishonestyis brie y mentioned
in [24], but not solved.We believe our work is rst in de ning
the problemsettingandto provide a solutionfor bothpayment
models.

C. Our Approach

We addressthe issue of reporting incorrect counts by
requiringthe broker to report every dataaccesgequesto the
publisherwhowill validate thereport.We mustalsoguarantee
that client identities are not disclosedto publisherswithout
permission,and ensurethat our protocolsare ef cient.

1) Stable Bloom Filter-based Solution for Broker-payee
Model: We track reportreplaysby using an extensionof the
classicaBloom Filter [7], calledthe StableBloom Filter [13],
atthe publisher Hits in the StableBloom Filter signalreplays.
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Fig. 2. Our Notation

I1l. REQUIREMENTS IN CONTENT DELIVERY SYSTEMS

Contentdelivery systems(CDS) must typically satisfy at
leastthe information integrity and client anonymity require-
ments[24].

We eliminate false positives through a challenge-response Definition 1. A CDS maintains information integrity if it

protocol betweenthe publisherand the client. We provide
clients an incentve to give up anorymity, and proposea
probabilisticapproachfor identifying fabricatedreports.Our
solutionidenti es mostreplaysandreducedalsepositives, at
a very low storagecost.

2) Challenge-Response-based Solution for Publisher-payee
Model: We run a challenge-responsprotocol betweenthe
client and the publisher such that all the legitimate data
deliveries are successfullyreportedto the publisher This
solution rewards clients that initiate accessnoti cation, and
henceis ableto identify all the legitimate dataaccesses.

3) Solution to Address Client-Broker Collusion: Publishers
in the broker-payeemodelguardagainstcollusionby tracking
the numberof reportsreceved for ary client, taggedanory-
mously througha public key receved with reports.

Whenthe numberof colluding clientsis not large, a broker
may generatelarge fraudulentpro ts only if eachcolluding
client participatesn hiding alarge numberdataaccessefom
the publisher and becomessubjectto detection.Clients in
publisherpayee model have low incentve to participatein
suchcollusions.

Il. RELATED WORK

Broker dishonestyis mentionedin [24], [15], but no
solutions are discussed.Work in [23] proposesa pricing
techniquefor publish-subscribasystemsput doesnot address
cheatingby a broker. Traditional paymentschemeq3], [6],
[11], [16] do not go through a broker network, hencethey
areinapplicablein our problemsetting.The problemof click-
inflation introducedin [4] is a relatedproblem,but doesnot
addresghe securityrequirementave consider

Bloom lters have beenusedin [18] to detectduplicate
clicks. This work is not usefulbecausérokerscould cheatby
replayingthe entriesthat were deletedfrom the Bloom Filter.

delivers each data item to clients with the same information
content as it had when it was published.

Definition 2. A CDS maintains client anonymity if it leaks
no information about client identities to publishers.

Informationintegrity is a datacorrectnesguaranteeClient
anorymity preseresprivagy andpreventsmaliciouspublishers
from sendinginaccuratedatato selectedclients.

1V. ProTOCOLS WHEN EVERYONE IS HONEST

Considera systemwith a setof publishers , asetof clients
, and a broker network . We assumethat public keys are
managedy a key managemenservice(KMS).

For simplicity of exposition,we will assumehatonly one
“master”broker holdseachdataitem to bereturned
in responséo a client requestWe will describethe CDS in
termsof the four operationgegister , publish , access
andcount in Figure3.

1) The Register Protocol: This protocol allows a client

to register with the broker network . Upon successful
authenticationand registration,a record  is createdwithin

holding the client's public key , a certi cate
bindingthe clientidentityto , andananorymity ag
This ag is setto if the clientis willing to discloseits
identity, andto otherwise Masterbrokershave accesgo
theserecords.

2) The Publish Protocol: This protocolallows a publisher

to publish a data item  through the broker network

, and createsa new record  at the masterbroker
that managesdata item . The record has the elds

, Where isthepublisher
identi er, is adataitemidentier, isthedataitem,
is the numberof times hasbeendeliveredto clients,
is the publishers signatureon , and is a KMS
certi cate on the publishers public key



3) The Access Protocol: This protocol allows a registered
client torequestndretrievefrom adataitem satisfying
a predicate . This requestis propagatedwithin the broker
network , until broker delivers to
the value of in the record

Theaccess protocolguaranteeinformationintegrity and
client anorymity. A client can check the integrity of the
databy validating the signature using the public key
in . Client anorymity is maintainedif the broker

doesnot discloseary informationthat identies to the
publisher

4) The Count Protocol: The count
broker and publisher to reconcile their

protocol allows a
values. The

publisher requests for correspondingo a particular
dataitem . The broker respondgo with the value of
storedin

Theintegrity of themessagesxchangedetweerntheclients
andbrokers,andbetweemublishersandbrokersis maintained
by usingdigital signatureq22].

Register(s, B, , , anon)
G1) creates arecord
Publish(p, , d)
P1) creates unique identier .
P2) sends to
P3) creates arecord
with
Access(s, B, )
Al) sends predicate to
A2)  returns , for
A4)  updates the value of
Cl) sends arequest to
C2) sends to

Fig. 3. ProtocolswhenEveryoneis Honest

V. PROBLEM FORMULATION AND ASSUMPTIONS

Definition 3. A broker is dishonest if it either reports a
wrong count for the number of accesses to the published data,
or colludes with clients to fool publishers into accepting the
wrong count for published data.

Definition 4. A content delivery system maintains count
integrity for a data item if ’s publisher can correctly
determine the number of times was accessed by the clients.

This requirementis vital becausethe payment between
the publisherand the broker proportionalto the number of
accesse$o the data.We will addresghe following problem:

, and increments

Replay

Fake {
Genuine—[

Fig. 4. Typesof Report
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Problem Statement. Given the set of clients , set of pub-
lishers  and the broker network , maintain count integrity
while ensuring information integrity and client anonymity.

Assumption 1. Brokers may be dishonest.
Assumption 2. Brokers and publishers do not collude.

Assumption 3. Clients do not deny an access after receiving
the requested data item from the broker.

Assumption 4. A broker discloses a client’s identity only
after seeking permission from the client.

Assumption 5. All communication links are reliable.

VI. USING REPORTS TO MAINTAIN COUNT INTEGRITY

We maintaincountintegrity by having the broker and the
publishereachmaintaina countof the numberof accessefor
eachdataitem. We requirethe broker to report every access
requestto the publisherto enableit to maintainthis count.

Definition 5. A report is a claim by a broker that a client has
performed an access to a data item . A report is genuine
if request caused the broker to deliver data to the client.
A report is fake otherwise.

A. Verifiable Reporting in Broker-payee

We classifythe reportsasshown in Figure4. In the broker
payee model, a broker may replay a previous report, or
fabricate a new reportto fool the publisher We requireeach
reportto be verifiable. Veri able reportsare validatedby the
publisherasbeingfake or genuine.

A veri able reportincludesa client signatureon the value

, Where is the publisherand is the identi er of
the dataitem . A client will include this signaturewith the
requestit sendsto a broker, andthe broker forwardsit to the
publisherandclaimspaymentlf thepublisheris ableto verify
the signatureon a report,it becomes validatedreport.

We usea probabilisticsignatureschemd17], [14], [19], sO
that no two signaturedrom a client for a given dataitem are
the same.Broker replay of signaturess deterredas long as
the publishercan detectduplicatesignatures.

B. Reporting in Publisher-payee

In the publisherpayee model, the dishonestbroker may
generateundercountsby not reporting the data accesseso
the publisherand hence,resultingin unaccounted reports.



C. Our Policy to Maintain Count Integrity

Publishergdeterdishonesbrokerswith the following policies.
We assumehat penaltycanbe imposedon a dishonesbroker
by executingthe function

Validation-based Payment (Broker-payee Model): Publish-
ers make payments only for validated reports.

We argue that this policy maintainscountintegrity aslong
asfabricatedr replayedreportsfail validationat the publisher
Each client sendsa correct signaturewith each access,so
the broker will forward it and claim payment, having no
incentive to fabricatea reportin this case.Thesereportsare
correctly validated and countedat the publisher For good
signature schemes,we can discount the possibility of the
broker fabricatingclient signaturesso that fabricatedreports
will bedetectedanddiscardeddy publisherslf publisherscan
alsodetectreplays,we will have ensuredcountintegrity.

Reward-based Notification (Publisher-payee Model): Pub-
lishers reward clients for participating in the report notifica-
tion process.

We argue that this policy maintainscountintegrity aslong
astheclientcaninitiate the noti cation andmonitorthebroker
behavior duringthenoti cation processTheclientsarewilling
to participatein the noti cation procesgo gain rewards.

VIl. STABLE BLOOM FILTER-BASED SOLUTION FOR
BROKER-PAY EE MODEL

We propose a technique using Stable Bloom Filter
(SBF) [13] to stop replay and fabrication of reports. Each
publisher keepstrack of the signaturesreceved from the
broker by enteringthem into a SBFE The SBF mechanism
consistsof a set of hashfunctions with
output range , and a vector cells, all
initialized to

Figure 5 shavs the operationsde ned on a StableBloom
Iter. The insert  operationappliesthe hashfunctionsto
the input, and sets each of the correspondingcells to
where is the maximum value that can be assignedto a
cell. Our Validation-basedPayment Policy is implemented
by operationis_member in Figure 5, which veries if a
recevedsignature correspond$o areplayedreport.
Finally, the operationrand_decr selects cells at random,
and decrementghem. The execution of rand_decr  after
everyinsert andis_member limits thefalsepositive rate,
asshowvn in [13].

It is shavn in [13] thatwhendistribution of inputsdoesnot
changeovertime, the policy of randomlydecrementingntries
in the SBF causeghe FP rateto corverge very quickly to a
constant.This stateof the SBF is calledthe stable state.

of

A. Proactive Approach to Stop Replay of Reports

A cell is setto whenever a value hashesinto it, but
thereis a small probability that this cell will be selectedfor
decrement timesbeforeary otherinput hashego it. This
cell may possiblyget cleared,causinga false negative (FN).

insert( ): Set
is_member ( ): If any of
is 0, return

to

, else
rand_decr():

1) Randomly select distinct indexes
2) If then

Fig. 5. StableBloom ®lter with hashfunctions

Thebroker knowsthattherand_decr operatiorrandomly
selectsanddecrements cells.In principle,abroker canreplay
a report if it can guesswhich cells have beencleared.To
preventthis possibility, the cells chosenin eachexecutionof
rand_decr arekept secret.Consequentlysuccessie states
of the SBF are alsokept secret.

We preventreplay of reportsby forcing the broker to guess
which cells are cleared.In Section VIII-C, we bound the
probability with which a dishonestroker can guessFNs.

B. Reactive Approach to Identify False Positives

We callit ahit if theis_member operatiorreturnstrue. To
determinewhetherthe hit is duea falsepositive, the publisher
requestghe client identity, and presentsa challengeto which
the responsecan only be determinedby a valid client. If the
client respondscorrectly the publisher considersthe report
to be genuine,and labelsthe hit as a false positive. Hence,
the publisheris able to successfullyverify replaysand false
positivesthat are signaledby a hit.

Sincethis protocolrequiresknowledgeof client identity, it
is mostappropriatevhenthe numberof falsepositvesin the
SBF are expectedto be low. The parameters, , and can
be setto minimize false positives using prior knowledge of
the accesgequestvolume.

C. Probabilistic Identification of Fabricated Reports

A brokeris requiredto includea client signaturen areport,
but a publisherhasno way of knowing whetherthis signature
is genuine.A dishonestbroker may generatefalse public-
secretkey pairs and createfalse signaturesif ary signature
is challengedjt canrespondwith a public key matchingthe
signaturein question.

Consequentlysignaturesould never be veri ed usingonly
information from the broker. Any public key suppliedby the
broker must be tied to an identity that can be veried by a
trustedthird party. Thus, clients mustgive up anorymity.

1) Incentive for Revealing Identity: Althoughclientsprefer
anorymity, it is fortunately quite routine in commercefor
someclientsto give up anorymity in exchangefor monetary
incentives. Retail discountcardsare the bestexample,where
customergermittracking of their identitiesand purchasesn
exchangefor a discounton the purchasedtems.

It is easiestto modelthe incentve for a client to give up
anorymity as comingfrom the broker, who may; in turn, be
compensately the publisher Thebrokeris notto revealclient



Access(s, B, ):
Al-A4) Execute steps A1-A4 in Figure 3

A5) sends to
AB)  services request, sends , to
AN IF( _ ) then initiates

the Identify_Replay(s, b, p) protocol
A8) initiates Identify_Fabiri(s, b, p) protocol

Fig. 6. SBF-basedProtocolfor EnsuringCount Integrity

Identify_Replay(s, b, p) :
R1) executes

R2) requeststhe  for the public key of .

R3) If ,  sends to
else sends to
R4) If receives , then executes

; HALT
R5) executes

R6) sends to , where
R7)  forwards to .
R8) If is an invalid signature then sends
to and executes
; HALT
else sends to and HALT.
R9) If then executes
; HALT
else executes
; HALT
Fig. 7. Identify_ReplayProtocol

identities without client's permission.We do not addressthe
“bad world” scenariowhenbrokersand publisherscollude to
compromiseclient identities.

2) A Probabilistic Approach: Sinceit is costprohibitive to
verify every report,the publisherchoosessomesmall fraction
of reportsto verify. The publisherveri es eacharriving report
at random with a probability , that can be tuned by the
publisher The publisherrequestshe broker for the certi ed
public key and the KMS certi cate of the
client , andveri es the signature . Thus,fabricated
reportsare detectedwhen broker discloseghe client identity.

Of course, dishonestbrokers may fabricate reports, and
when challengedsimply claim that the client has chosento
remainanorymous.We addressethis dif culty by having the
publishermonitor the frequeng of suchclaimsof anorymity.
If this frequeng is suspiciouslyhigh, the publishercan take

Identify_Fabri(s, b, p):
F1) executes
_ ; [*Returns 1 with
probability and 0 with probability X/
F2) If , then executes
; HALT
F3) If , then
3.1) sends to .
3.2) If then  sends to
else sends to
3.3) If receives then goto Step 3.5.a.
3.4) veries the validity of by using
public key  of .
3.5) If is valid then executes
a) ;
; HALT
3.6) If is invalid then executes
; HALT

Fig. 8. Identify_Fabri Protocol

Client l [MasterBroker] l Publisher l

Request Services]

Deliver Data [d]

Send Confirnisig, Cert]

Send Report[Sig] Check SBF

Request Certified PublicKey; ;¢

,,,,,,,,,,,,,,,,,,,,,

[Send Certified PublicKeyp]
Send Challengéc]
Forward Challenge[q] [~~~ "~~~ 7]

S S |

Send Responsér]

vor
| Forward Responsdl | pesponse

Fig. 9. Sequencdiagramfor SBF-basedProtocol

additionalmeasures.

D. The SBF-based Protocol

Our protocol is presentedin Figure 6. The sequenceof
messagexchangedn the protocolis shovn in Figure 9.

When a publisherreceves signature with
a report, it invokesthe is_member on the signaturelf this
operationreturns , the publishercan chooseto ag this
reportto be a replay if the SBF parametersvere chosento
male the steady-statdfalse positive rate sufciently small.
Alternatively, it can execute a challenge-responserotocol
with the client to check if the hit is a false positve. If
is_member returns , the publishercheckswhetherthe
reportmay be a fabrication,asin SectionVII-C.

Eachexecutionof insert  is accompaniedby anexecution
of rand_decr . Replayedeportsandthe genuinereportsare
both insertedinto the SBE Insertinga replayedreportin the



SBFE prevents this report from being a FN for at least
consecutie rand_decr operations.

VIIl. ANALYSIS OF THE SBF-BASED PROTOCOL

We argue that a dishonestbroker can do no better in
guessinga FN than an honestbroker. We will place the
wealestconstraintonthebroker, allowing him full freedomto
manipulatethe SBF at the publisher therebyshaving optimal
resistancedo the threatof FNs.

A. Limiting Brokers from Spoofing Public Keys

If we allow usersto generateheir own public keys, a broker
may fake (or spoof) public keys, and sign fabricatedreports
with spoofedkeys. We will hencerequireall entitiesto obtain
key pairs from a trustedauthority asin [8]. To prevent the
brokerfrom obtainingtoo mary key-pairs,thetrustedauthority
cankeepa countof the numberof key-pairsdistributedto each
entity.

B. Optimal Resistance to Guessing False Negatives

Let Bob claim to be able guessan FN correctly Let Alice
be assignedto evaluate Bob's performance Alice holds an
SBE with all the cellsinitially setto 0. To provide maximum
adwantageto Bob, we assumethat he is the only sourceof
is_member andinsert operationsarriving at Alice. Alice
actsasa publisherwho follows the rulesin Protocol6.

Rule 1: The cellsselectedn therand_decr operationare
chosenfrom a uniform randomdistribution, andthe selection
is kept secret.

Rule 2: Alice performsrand_decr
insert  requestfrom Boh.

Rule 3: For every is_member(a) request,Alice executes
is_member(a) , returnsthe result to Bob, and executes
rand_decr andinsert(a) , in that order

At time , let Bob make a insert(r) requestto Alice,
where is choserby Bob. Let be the set
of cells setto by insert(r) . Let Bob specify to be
the reportfor which it will correctlyguessa falsenegative.

Bob continuesmakinghis operationrequestgo Alice. After

operations,let Bob claim that is a FN with a non-
neggligible advantageover ary honestbroker.

1) Argument for Optimal Resistance: For Bobto guesshat

isanFN after operationshe mustbe ableto guesshatat
leastone of the cells in is . Sinceall cellsin  were
set, one them could have reached only due to repeated
executionsof rand_decr . However, the cellsdecremented
in eachexecutionof rand_decr werechosenindependently
of Bob's requestsandthe statesof the SBF. Bob canhave no
adwantageover an honestbroker in guessingf ary cell in
is . Hence,a dishonestbroker doesnot have ary adwantage
over a honestbroker in guessinga FN.

before executing each

C. Probability of Guessing False Negatives

Let us assumethat a dishonestbroker knows all the
reportsever enteredin the SBF, the hashfunctions used,
the size  of thevector , andthevalueof . Givenacell

in the SBR can easily keeptrack of which reportscauses
that cell to be setto

Let cell have beenset to during some insert
operation.Let be the numberof operationsfor which
hasnot beenset.Since  knows all reports,it candetermine

by countingthe numberof operationsfor which  has
not againbeenset.

The dishonestbroker can tamget the cell  for which
is highest,sincethis cell is the mostlikely to have been
decrementedo 0 by the rand_decr operations(We note
that canbe only if .) It can then replay
a report that causesthis cell to be set, resultingin a false
negative.
Since hash function
SBEF, the the probability that

setsone of the  cells in the
is setby any oneof the hash

functionsis . Similarly, since cellsarechosenrandomly
by rand_decr , is decrementedvith probability

Let and . The probability that is
zerois , andis equalto the probability
that waschosenby rand_decr atleast timesduring

these operationsThis is the Binomial probability

The probability that
tionsis

is not setduring
. Let

after
, or

consecutie opera-

Thus, the probability of operationsis

FN (1)

This probability is hardto expressin closedform, sinceeven
thepartial Binomial probabilityin theinnersumhasno known
closedform exceptin termsof the incompleteBetafunction.
Insteadwe will attemptto boundthis probability from above.
We notethat is very smallsince , andwe can
use the Poissonapproximationto the Binomial distribution.
That is, we can write . Using
this approximationwe rewrite Equationl as

FN
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Clearly, , So that

FN

If we write , we have

FN

)

Figure 10 shavs how this upperboundon the probability
of falsenegatveschangeswith . As in [13], we set ,
and . The threecurvescorrespondo
caseswvhen , and . Eachcurve presents
the changein the probabilityas variesfrom to

D. Overall Success Probability for a Dishonest Broker

A replayedreportwill causea falsenggative in the Bloom
Iter with probability = FN, sothatthe publisherconsiders
this as a fresh report with this probability. For replays,the
broker can provide a valid public key certi cate on demand,
so the broker succeedsvith probability FN for replays.

For fabricatedreports,the broker will be challengedwith
probability for a public-key certi cate, so that he goesscot
free with probability . Let the fraction of clients who
chooseto remainanorymousbe . The broker candeclineto
provide the public-key certi cate, without arousingsuspicion,
for a fraction of challengesio higherthan . Sothe expected
probability of successon the challengesis . The overall
probability of successereis .

If a dishonestbroker replays reports with probability
and fabricatereportswith probability , his overall success
probabilityis FN . A publisher
cannow choose andthe SBF parameterdo setthis success
probability at ary level he deemsappropriate.

Claim VIII.1. Brokers are never penalized if they forward
genuine reports to publishers.

Proof: Let signature
accessarrive at publisher . If

correspondingto a valid
causesa hit in

SBE will runthe challenge-respongarotocolto verify that

is a falsepositive. If doesnot causesa

hit in SBF,  considerst a non-replayreport,with probability

checkswhetherit is a fabricatedreport. Since the report

is legitimate, this validation succeeds.Thus, no broker is
penalizedfor forwardinga genuinereport.

IX. CHALLENGE AND RESPONSE-BASED SOLUTION FOR
PUBLISHER-PAYEE MODEL

The broker can report undercountsin this model. The
simplestsolutionis to have a subsetof clients (the reporters)
notify the publisherof eachrequestthey make. The broker
doesnot know who the reportersare. If heis failing to report
to the publishera fraction of all client accesseshe will
alsofail to reportfraction of the reporteraccessesStandard
resultsfrom samplingtheory[21] tell usthatwe canestimate

accuratelywith a modestnumberof reporterg(1000—2000),
regardlessof the client populationsize.

A. Challenge-Response Approach to Notify Publishers

After receving requestediatafrom the broker, the reporter
sendsa reportin the form of a challenge to the publisher
who veri es the challengeand returnsa response , which
con rms that the reportwas receved by the publisher

Optionally, the publishermay solicit additionalreportersby
rewarding the them with e-cashsentwith . To stop broker
tamperingor e-cashinterceptiorandreplay the publishersigns
a hashof the e-cashgoncatenatedith the challenge-response
pair. Techniquesin [11], [9] ensurethat e-cashcannot be
reused.Such schemescan also trace the publisherto whom
the e-cashwasissued.

B. The Challenge-Response-based Protocol

Our protocol is presentedn Figure 11. The sequenceof
messagexchangedn the protocolis shavn in Figure 12. To
directly addresghe issueof broker tampering,we pretend in
these protocols that the broker explicitly forwards all messages
between the reporter and the publisher. We thenshaw thatthe
protocol remainstamperproof.

C. Properties of the Ciphertext Challenge

In Figure1l, theciphertexts  notify the publisherof the
delivery of dataitem  to areporter We identify thefollowing
threerequirementdor our cryptosystem.

A) LabelAttachability: The encryptionfunction should
allow the reporterto attachthe identity of dataitem
(the label) to the ciphertext. Labeling has been
previously usedin [5], [10].
Label Veri ability: Thedecryptionprocessshouldallow
the publisherto verify whetherthe reporterhadattached
the given label to the ciphertext. and denotes
thedecryptionandtheveri cation function,respectiely.
Label Non-malleablity: It should be computationally
infeasibleto remove the label attachedby the reporter

Encryption functions such as those in [10][12] that are

secureagainstadaptive-chosertiphertext (CCA-2) attack[20]

B)

C)

satisfy theserequirementsand can be usedto construct



Access(s, B, ):
Al-A4) Execute steps Al to A4 from the access
protocol de ned in Figure 3.
Ab5) executes

AB) sends to
A7)  forwards to
A8) If then executes
; HALT
A9) If then executes
9.1) computes , Where is the
e-cash reward.
9.2) sends to ; HALT
A10) If and , are valid

then executes HALT
else executes
: HALT

Fig. 11. The Challenge-Response-basebtocol

Claim IX.1. Undercounts do not occur in the protocol when
the reporters are honest.

Proof: In the protocol,let reporter sendmessage
in Step A5 of Figure 11. There are two possible
waysfor  to avoid reportingtheaccesd¢o , andyetforward
a correctresponsdo the reporter
The rst option is for to create another ciphertext
, suchthat so that the veri cation of
atthe publisher returnstrue, where is avalid
dataidentier and is somevalid publisher However, as
is CCA-2 secure,it is computationallyinfeasiblefor
to constructsucha andthen computethe response.
The secondoptionis for cantry to decrypt . Thisis
alsonot possible,because  is CCA-2 secure.

X. CLIENT-BROKER COLLUSION

We now considerthe scenariowhere a dishonestbroker
colludes with some clients. We expect most clients to be
honestsoonly a smallfraction of dishonestlientscolludein
cheatingthe publisher

Definition 6. A client is considered dishonest if it participates
in the generation of a fake report or if it helps the broker in
hiding the genuine reports from the publisher.

A. ldentifying Dishonest Clients in Broker-payee Model

We will requirethe broker to includethe publickey  of
theclientin eachreport.In the absencef a certi cate or some
other binding to identity, itself containsno information
about the client's identity. Consequently  appearsas a

Client l l Master Broker] l Publisher

Request Service [s]

Deliver Data [d]

Send Challenge[c]

Forward Challengec]

Send Responsér]

Forward Responsér]

Fig. 12. Sequencdiagramfor Challenge-Response-basewbtocol

randomtag to the publisher who gainsno information about
the identity of

Now, usesahashtableto maintaina countfor numberof
validatedreportsthat included eachpublic key. As we have
alreadyargued,the broker gainsa premiumfor dishonestyin
proportionto the overcount.For a large pro t, this overcount
mustbe large. If the numberof dishonestlientsis small, this
large overcountwill causethe entriesfor theseclientsto be
disproportionateljlarge. When the publisherdetectsthis sort
of anomalyit request®xplicit veri cation of identity, or takes
othermeasuresas determinedby policy considerations.

B. Tolerating Collusions in Publisher-payee Model

Considera scenariowherea legitimate dataaccesscaused
the delivery of dataitem . The reportcorrespondingo this
accessgoes unaccounted if the broker does not notify the
publisheraboutthe dataaccess.

Our techniquescannotcompletelystop client-broler collu-
sions.Hence we proposehatour protocolbe usedin scenarios
wherea single unaccountedeportresultsin very small pro t
for the dishonestbroker, for example MP3 song downloads
for Apple's IPod. So, to generatea huge prot, the broker
needsto hide a large numberof genuinereports.Under the
assumptiorthat only a small numberof clients are likely to
collude,eachdishonestlient would be requiredto participate
in hiding a large numberof genuinereports.This is unlikely
becausethe client would have to pay for a large numberof
dataaccessesyithout any bene ts for doing so. Hence,we
saythatthepublishertolerateclient-brokercollusionthatcould
generatesmallfrauds,but neednot worry aboutcollusionsthat
may resultin hugelosses.

XI|. EXPERIMENTAL EVALUATION

We usedthe MSNBC anorymousweb data[2] as a real-
world dataseto testour techniquesThis datasetharacterizes
the pagesvisited by userswho visited the MSNBC website
for one day. URLs for MSNBC website cateyories, such as
“frontpage”, “news” or “tech” are consideredas individual
items in our experiments. The webpagesfor the various
catgyories are accessedn an averageb5.7 times by a total
of 989,818clients. We augmentedeach of these 4,698,795
accessewith a 1024-bitsignatureto createveri able reports.

A cheatingpatternis skewed if the broker replays some
accesseafterforwardingall thegenuineaccessedt is uniform
if the broker distributesthe replaysuniformly over the one-
day period. The publishermaintainsa SBF with the following
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Fig. 14. Probability of Fake ReportsGoing Undetecteds Low

default parametersSBF vector size 8.9MB (75,180,720bits)
using two hash functions, with two bits decrementedper
execution,with eachcell holding a max value of 3.

Figure 13 shavs our simulationresultsfor the SBF-based
protocol.Figure 13(a)shows that our protocolvery ef ciently
identi es replays,with a successate of 99.99%.The success
rate drops, as expected,to 93% as we increasethe number
of cells decrementedt eachoperationto 4. We recommend
decrementingho more thantwo cells at eachoperation.

In Figure 13(b) shavs that the fraction of clientswho need
to give up anorymity is negligible (at 0.018%),which is the
numberof falsepositivesin our protocol. Figure 13(c) shavs
that the rate of FNs, and hencethe % replaysidenti ed, can
be maximizedby settingthe maximumvalue in eachcell to
3. Finally, Figure 13(d) shaw that our protocolis scalableand
consistentlyidenti es dishonestyat a high successate.

Figure 14 shaws that the numberof fake accesseshat go
undetectedbeforegettingcaughtis verylow, assuminghat5%
of the total 4,698,795eportsare fraudulent(the broker wants
to generateb% pro t). Half the fraudulentreportsarereplays
and the other half are fabricated,and 5% of the clients are
willing to beidenti ed. Thex-axisrepresents, theprobability
with which the publisherveri es ary broker report.

XI1. CONCLUSION

We have presenteda SBF-basedprotocol that stopsreplay
andfabricationof dataaccesses a broker-payeemodel. This
solution ef ciently identi es both kinds of fake accessesnd
ags clientsthat colludewith the broker to fool the publisher
Our solution for publisherpayee ensuresthat unaccounted
data accessesannot go unreported,unless clients collude
with a broker. This solution toleratesa small degree of
cheatingand henceis applicablein paymentsschemesthat
attachlow monetaryvalue per dataaccess.
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