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ABSTRACT 1. INTRODUCTION

Dynamic software updates can be used to fix bugs or add features Dynamic software updating (DSU) is a technique by which a
to a running program without downtime. Essential for some appli- running program can be updated with new code and data with-
cations and convenient for others, low-level dynamic updating has out interrupting its execution. DSU is critical for non-stop systems
been used for many years. Perhaps surprisingly, there is little high-such as air-traffic control systems, financial transaction processors,
level understanding or language support to help programmers write €nterprise applications, and networks, which must provide contin-
dynamic updates effectively. uous service but nonetheless be updated to fix bugs and add new

To bridge this gap, we present Proteus, a core calculus for dy- features. DSU is also useful for avoiding the need to stop and start
namic software updating in C-like languages that is flexible, safe, @ non-critical system (e.g., reboot a personal operating system) ev-
and predictable. Proteus supports dynamic updates to functionsery time it must be patched.
(even active ones), to named types and to data, allowing on-line Providing general-purpose DSU is particularly challenging be-
evolution to match source-code evolution as we have observed itcause of the competing concernsflakibility and safety On the
in practice. We ensure updates are type-safe by checking for aone hand, the form of dynamic updates should be as unrestricted
property we call “con-freeness” for updated typeat the point as possible, since the purpose of DSU is to fix bugs or add features
of update. This means that non-updated code will nottusen- not necessarily anticipated in the initial design. On the other hand,
cretely beyond that point (concrete usages are via explicit coer- supporting completely arbitrary updates (e.g., binary patches to the
cions) and thus's representation can safely change. We show how existing program) makes reasoning about safety impossible, which
con-freeness can be enforced dynamically for a particular programis unacceptable for mission-critical software.
state. We additionally define a novel and efficient statidateabil- In this paper we present Proteus, a general-purpose DSU formal-
ity analysisto establish con-freeness statically, and can thus auto- ism for C-like languages that carefully balances these two concerns,
matically infer program points at which all future (well-formed) and adds assurances of predictability. Proteus programs consist of
updates will be type-safe. We have implemented our analysis for C function and data definitions, and definitionsrefmed types In
and tested it on several well-known programs. the scope of a named type declaratios 7 the programmer can
use the name and representation type interchangeably but the
distinction lets us control updates. Dynamic updates can add new
types and new definitions, and also provide replacements for exist-
ing ones, with replacement definitions possibly at changed types.
Functions can be updated even while they are on the call-stack: the
current version will continue (or be returned to), and the new ver-
sion is activated on the next call. Permitting the update of active
functions is important for making programs more available to dy-
namic updates [1, 12, 4]. We also support updating function point-
ers. Based on our experience [12] and a preliminary study on the
evolution of C programsi@), we believe Proteus is flexible enough
to support a wide variety of dynamic updates.

When updating a named typdrom its old representation to
a new oner’, the user provides gype transformer function with
typer — 7’. This is used to convert existingvalues in the pro-
*This work supported by a Royal Society University Research Fellowship, 9ram to the new representation. To ensure an intuitive semantics,
aMarconi EPSRC CASE Studentship, EC FET-GC project IST-2001-33234 We require that at no time can different parts of the program expect
PEPITO, and NSF Contract #0346989. different representations of a typea concept we callepresenta-

tion consistency The alternative would be to allow new and old

Categories and Subject Descriptors

D.2.4 [Software Engineerind: Software/Program Verification—
Validatiory D.3.3 [Programming Language$: Formal Definitions
and Theory—Semantics,Syntax

General Terms
Design, Languages, Reliability, Theory, Verification

Keywords

dynamic software updating, updateability analysis, type inference,
capability, Proteus

Permission to make digital or hard copies of all or part of this work for

definitions of a typet be valid simultaneously. Then, we could

personal or classroom use is granted without fee provided that copies arecopyvalues when transforming them, where only new code sees

not made or distributed for profit or commercial advantage and that copies

bear this notice and the full citation on the first page. To copy otherwise, to
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.

POPL'05,January 12—-14, 2005, Long Beach, California, USA.

Copyright 2005 ACM 1-58113-830-X/05/0001%$5.00.

the copies [10, 12]. While this approach would be type safe, old
and new code could manipulate different copies of the same data,
which is likely to be disastrous in a language with side-effects.

To ensure type safety and representation consistency, we must



guarantee the following property: after a dynamic update to some
typet, no updated values of typet will ever be manipulatedon-
cretelyby code that relies on the old representation. We call this
property “cont-freeness” (or simply “con-freeness” when not re-
ferring to a particular type). The fact that we are only concerned
about subsequenbncreteuses is important: if code simply passes
data around without relying on its representation, then updating
that data poses no problem. Indeed, for our purposes the notion

of con-freeness generalizes notions of encapsulation and type ab-

straction in object-oriented and functional languages. This is be-
cause concrete versus abstract uses of data are not confined to
single linguistic construct, like a module or object, but could oc-
cur at arbitrary points in the program. Moreover, con-freeness is a
flow-sensitive property, since a function might manipulateralue
concretely at its outset, but not for the remainder of its execution.

To enforce con-freeness, Proteus programs are automatically an-

notated with explicitype coercions abs; e convertse to typet
(assuming: has the proper type), andcon.e does the reverse at
points wheret is used concretely. Thus, when some tygs up-
dated, we can dynamically analyze the active program to check for
the presence of coercionen, taking into account that subsequent
calls to updated functions will always be to their new versions. If
anycon; occurrences are discovered, then the update is rejected.
Unfortunately, the unpredictability of a dynamic con-free check
could make it hard to tell whether an update failure is transient
or permanent, since the dynamic check is for a particular program

state. Rather, we would prefer to reason about update behavior
statically, to (among other things) assess whether there are enough

update points. Therefore, we have developed a nstatic up-
dateability analysisWe introduce amipdate expression to label
program points at which updates could be applied. For each of
these, we estimate those typesr which the program may not be
cont-free. We annotate thepdate with those types, and at run

time ensure that any dynamic update at that point does not change

them. This is simpler than the con-free dynamic check, and more
predictable. In particular, we can automatically infer those points
at which the program is con-free for all typegrecluding dynamic
failure.

This paper makes the following contributions:

e We present Proteus, a simple and flexible calculus for reason-
ing about representation-consistent dynamic software updat-
ing in C-like languagesg§B). We motivate our DSU support
in Proteus with a brief study of the changes over time to some
large C programs, taking these as indicative of dynamic up-
dates that we have to suppo§2j.

We formally define the notion of con-freeness, and prove that
it is sufficient to establish type safety in updated programs

(§3.4).

We present a novel updateability analysis that statically in-
fers the types for which a giveapdate point is not con-
free §4). We present some preliminary experience with an
implementation of our analysis for C progranig.@).

In §6 and§7 we discuss related work and conclude.

2. DYNAMIC SOFTWARE UPDATING

To enable on-line evolution we must support software changes
unanticipated during the initial design. The kind of changes that
must be support on-line are, we believe, similar to those that can be
observed off-line in the program source tree. Therefore, to motivate
our approach to DSU we describe the results of a small study we
did on the source code evolution of some long-running services.

Using a custom tool, we compared increasing versions of a few
large C programs. These include Linux, version 2.4.17 (Dec. 2001)
to 2.4.21 (Jun. 2003); BIND, versions 9.2.1 (May 2002) to 9.2.3
(Oct. 2003); Apache, version 1.2.6 (Feb. 1998) to 1.3.29 (Oct.
2003); and OpenSSH, version 1.2 (Oct. 1999) to 3.8 (Feb. 2004).
For these programs, the changes followed a few key trends:

e The overwhelming majority of a version change consists of
added functions, or changes to existing functions which do
not involve a changed type signature. Few, if any, functions
are deleted. For example, BIND 9.2.2—9.2.3 resulted in 30
new functions added and 890 changed (starting from 3214
total functions). Of the changed functions, only 28 had a
change of signature, of which about two-thirds were to add
or remove arguments with the rest changing the type of an
argument. As another example, Apache 1.3.0-1.3.6 resulted
in 51 functions added, 10 deleted, and 290 changed, of which
4 changed their type signature (starting from 836 total func-
tions).

a

Global variables tend to be fairly static, adding a few
and deleting a few, but growing over time. For example,
OpenSSH grew from 106 to 251 total global variables from
version 1.2.2 to 3.7, adding from 3 to 30 new variables per
release, deleting up to 10. One change in Apache added 88
variables and deleted 37, but most added or deleted fewer
than 10. It is extremely rare for a global variable to change

type.

Data representations, which is to sgge definitionschange
between versions, though rarely. In C, types are defined with
struct and union declarations (aggregatesjypedefs,
andenums. Very often, the changes are to aggregates and in-
volve adding or removing a field. For example, moving from
Linux 2.4.20—2.4.21 resulted in 36 changestauct def-
initions (out of 1214 total), of which 21 were the addition or
removal of fields, while the remaining 15 were changes to
the types of some fields. Type definitions are rarely deleted.

In short, to match these kinds of changes DSU must readily sup-
port the addition of new definitions (functions, data, or types), and
the replacement of existing definitions (data or functions) at the
same type. It must also allow changes to function types and data
representations, but not necessarily to the types of global variables.
Proteus supports these kinds of changes.

3. PROTEUS

This section defines a core calculus Proteus that formalizes our ap-
proach to dynamic software updating.

3.1 Syntax

Proteus models a type-safe, C-like language augmented with dy-
namic updating; its syntax shown in Figure 1. Prografhare
a series of top-level definitions followed by an expressionA
fun z... defines a top-level recursive function, avalr z : 7...
defines a top-leveinutablevariable (i.e., it has type ref). A
type t = 7... defines the type. Top-level variableg (a.k.a.ex-
ternal namep must be unique withinP, and are not subject to
«a-conversion, so they can be unambiguously updated at run-time.
Expressions: are largely standard. We abuse notation and write
multi-argument functions

funf(zi:71,...,2n 1 Tn):T=c¢€

which are really functions that take a record argument, thus having
type{xi : 71,...,%Xn : Tn} — 7. We similarly sugar calls to such
functions.



Types 7 == tl|int|{li:71,...,1n 70}
| Tref|m — 7
Expressions e nlz|z|r
{li=e1,...,ln=en}|el

erex|letz:T=¢e1ines
refe|le|er:=eo
if e; = e2 then e3 else ey

’ update | abs; e | con; e‘

Values v == z|n|{li =vi,...,ln =vn}
| r]abstv
Programs P funz(z:7): 7 =ein P

| wvarz:7t=wvinP

|  typet=r7inP

| e

Figure 1: Syntax for Proteus

The| boxed| expressions support dynamic updates; we describe
them further below. The typing rules define the judgmEntH
P : 7, wherel is a map from type names external names, and
local variablest to typesr. Aside from our new constructs, type
checking is standard.

Example.Figure 2 shows a simple kernel for handling read and
write requests on files or sockets, which one might want to dynami-
cally update. Some functions and type definitions have been elided
for simplicity. Reading from the bottom, the functitop is an in-
finite loop that repeatedly getsq objects (e.g., system calls) and
then dispatches them to an appropriate handler usinditbetch
function. This function first callslecode to determine whether
a given file descriptor is a network channel or an open file (e.g.,
by looking in a table). If it is a network channelispatch calls
getsock to get asock object based on the given file descriptor (e.g.,
indexed in an array). Next, it decodes the remaining portion of
the req to acquire the transmission flags. Finally, it finds an ap-
propriatesockhandler object to handle the request and calls that
handler. Handlers are needed to support different kinds of network
channel, e.g., for datagram communications (UDP), for streaming
connections (TCP), etc. Different handlers are implemented for
each kind, ang@etsockhandler chooses the right one. A similar set
of operations and types would be in place for files. Attapatch
completes, its result isosted to the user, and the loop continues.
We now discuss dynamic updates to this kernel and explain our
new constructs (the boxed syntax from Figure 1).

Update. The update expression permits a dynamic update to
take place, if one is available. That is, at run-time a user provides an

type handResult = int in
type sockhandler =
{sock : sock, buf : buf, sflags : sflags} — handResult in

let udp_read(sock : sock, buf : buf, sflags : sflags)

: handResult = ... in
let udp_write(sock : sock, buf : buf, sflags : sflags)
: handResult = ... in

type req = {op : op, fd : int, buf : buf, rest : blob} in
type fdtype = File | Socket | Unknown in

let dispatch (s : req) : handResult =

let t = decode (s.fd) in

if (t = Socket) then
let k = getsock (s.fd) in
let flags = decode_sockopargs (s.rest, s.op) in
let h = getsockhandler (s.fd, s.op) in
h (k, s.buf, flags)

else if (¢t = File) then ...

else —1in

let post (r : handResult) : int = ... in

let loop (7 : int) : int =
let reqg = getreq (4) in
let ¢ = post (dispatch req) in
loop i in

loop 0
Figure 2: A simple kernel for files and socket I/O

let dispatch(s : req) : handResult =

let t = decode((conyeq s).fd) in

let ul = update in

if (conggeype t) = Socket then
let k = getsock((conyeq s).fd) in
let flags =

decode_sockopargs((conyeq s).rest, (conreq s).op) in

let h = getsockhandler((conreq s).fd, (conreq s).op) in
let u2 = update in
let res = (consockhandler ) (k, (conreq s).buf, flags) in
let u3 = update in res

else if (conggiype t) = File then ...

else ( 1

Figure 3: dispatch with explicit update and coercions

We consider extending specifications to support binding deletion
in §5. When writing an updateable program, the programmer can
insertupdate manually, and/or the compiler can insenpdate
automatically. Figure 3 showdispatch from Figure 2 with some
addedupdate expressions (it also includes type coercions, dis-
cussed next). We consider a strategy for automatic insertion of

update through an out-of-band signaling mechanism, and the nextypdate in §4.

time update is reached in the program, that update is applied.
Informally, an update consists of the following:

e Replacement definitions for named types 7. Along with
the new definitiont = 7', the user provides g/pe trans-
former functionof type  — 7/, used by the runtime to
convert existing values of typein the program to the new
representation.

e Replacement definitions for top-level identifierhaving the
same type as the original.

e New type, function, and variable definitions.

Type Coercionsin Figure 2, within the scope of a type def-
inition like type sockhandler ... the type sockhandler
is a synonym for its definition. For example, the expression
h (k, s.buf, flags) in dispatch usesh, which has type
sockhandler, as a function. In this case, we say that the named type
sockhandler is being usedoncretely However, there are also parts
of the program that treat data of named tyiestractly i.e., they
do not rely on its representation. For example,gbsockhandler
function simply returns aockhandler value; that the value is a
function is incidental.

In the Proteus semantics (but not in the user source language) all
uses of a named type definitien= = are made explicit with type



UN: sockhandler +— ({sock : sock,buf : buf,sflags : sflags, cookie : cookie} — int, sockh_coer)
sock — ({daddr : int,... }, sock_coer)
AN : sockhandler +— (cookie,int)
UB: dispatch —  (req — handResult, A(s).... (congockhandier 1) (k, (conreq s).buf, flags, (security_info ())...)
AB: udp_read’ —  ({sock : sock, buf : buf, sflags : sflags, cookie : cookie} — int, A\(z).... )
udp-write’ —  ({sock : sock, buf : buf, sflags : sflags, cookie : cookie} — int, A\(z).... )
sockh_coer  +— (({sock : sock, buf : buf, sflags : sflags} — int) —
({sock : sock, buf : buf, sflags : sflags, cookie : cookie} — int),
A(f).if f = udp-read then udp_read’ else if f = udp_write then udp_write’ )
sock_coer

security_info .(int — cookie, A(z)....)

Figure 4: A sample update to the I/O kernel

coercions:abs; e convertse to typet (assuming: has the proper e AB (Added Bindings) is a map from top-level identifierto

type 7), andcon: e does the reverse. For examptispatch in pairs of types and binding values. These are used to specify

Figure 3 constructs handResult value from—1 via the coercion new fun andvar definitions. Because our runtime seman-

abshandresult — 1. Conversely, to invoké, it must be converted tics permits top-level definitions to be mutually recursive,

from typesockhandler via the coercior{consockhandier 7) (.. .). their ordering with the existing program is of no consequence
Type coercions serve two purposes operationally. First, they are (we could easily change the source language to support this).

used to prevent updates to some typeom occurring at a time

when existing code still relies on the old representation. In par- As an example, say we wish to modify socket handling in Fig-

ticular, the presence afon, clearly indicates where the concrete ure 2 to include @ookieargument for tracking security information

representation ofis relied upon, and therefore can be used as part (this was done at one point in Linux). This requires four changes:

of a static or dynamic analysis to avoid an invalid upd§8:4). (1) we modify the definition oockhandler to add the additional
Second, coercions are used to “tag” abstract data so it can beargument; (2) we modify theock type to add new information

converted to a new representation should its type be updated. In(such as a destination address for which the cookie is relevant); (3)

particular, all instances of typeoccurring in the program will have ~ we modify existing handlers, likedp_read, to add the new func-

the formabs; e. Therefore, given a user-provided transformer tionality, and (4) we modify theispatch routine to call the handler

function c; which converts from the old representationtdb the with the new argument. The user must provide functions to convert

new, we can rewrite each instance at update-time tebse (c: ). existingsock andsockhandler objects.

This leads to a natural CBV evaluation strategy for transformersin ~ The update is shown in Figure 4. TREN component specifies

conjunction with the rest of the progrags(3). the new definitions afock andsockhandler, along with type trans-
The typing rules for coercions are simple: former functionssockh_coer andsock_coer, which are defined in

AB. The AN component defines the new typeokie = int,
and that it should be inserted above the definitioscakhandler
I't—7F conte: 7 I''t— absie:t (which refers to it). Next,UB specifies a replacemettspatch
function that calls the socket handler with the extra security cookie,
which is acquired by calling a new functigacurity_info.

The AB component specifies the definitions to add. First, it spec-
ifies new handler functionsdp_read” andudp_write’ to be used in
place of the existingidp_read andudp_write functions. The rea-

3.2 Specifying Dynamic Updates son they are defined here, and notlii, is that the new versions
Formally, a dynamic updatepd consists of four elements, writ- of these functions have a different type than the old versions (they

ten as a record with the label&N, UB, AN, andAB: take an a_ddltlonal argument). So that code will properly call the
new versions from now on, theck_coer maps between the old

e UN (Updated Named types) is a map from a type name to ones and the new ones. Thus, existing datastructures that contain

It—71HFe:t t—71hkFe:r

Because variables are explicitly annotated with types, inserting
abs andcon coercions automatically is a relatively straightfor-
ward application of subtyping-as-coercions [3]; further details will
appear in the extended version [19].

a pair of a type and an expression. Each entmys (7, c), handler objects (such as the table usegdtgockhandler) will be
specifies a named type to replaeg {ts new representation  updated to refer to the new versions. If any code in the program
type (r), and a type transformer functiarfrom the old rep- calledudp_read or udp_write directly, we could replace them with
resentation type to the new. stub functions [12, 7], forwarding calls to the new version, and

filling in the added argument. Thus, Proteus indirectly supports up-
dating functions to new types for those rare occasions when this is
necessary.

o AN (Added Named types) is a map from type namiestype
environments?, which are lists of type definitions. This is
used to define new named types. The domain specifies types

tinthe existing program, and the new definitions are inserted 3 3 Operational Semantics

just abovet for scoping purposes. . o R )
J ping purp The operational semantics is shown in Figure 5, defined as a

e UB (Updated Bindings) is a map from top-level identifiers judgment of the forn{); H, e — Q; H', ¢’ over configurations

to a pair of a type and hinding valueb,, which is either consisting of a type environmefit, a heapH and an expression
a function\(z).e or a valuev. These specify replacement e. To evaluate a prograr®?, we compile it into a configuration
fun andvar definitions. Each entry — (7, b,) contains Q; H,e = C(0; 0; P), as shown in the Figure.

the binding to replacez], the type of the new binding as it The type environmer2 defines a configuration’s named types.

appears in the source program),(which must be equal to Each type indom(2) maps to a single representationsome re-
the current type, and the new binding ). lated approaches [6, 12] would permito map to a set of repre-



H,P — H',P'

(PRO\D H,{h =V1,...,1n ='Un}.li — H,v;
(LET) Hiletz:7=vine — H, e[z :=v]
(DEREF) (vaH (wve))v lp — (va’_) (w7e))7p =

(IF-T) H,if vl = v2 then el else e2 —
H,el (wherevl = v2)

(coNABS) H,con: (abs;v) — H,v

(HP — QH P

H,e — H', e

(REF) H,ref v — (H,r — (-,v)),r
(ASSIGN) (Hap = (wve))7p =Uv (va = (w,v)),v

e (CALL) (H,z+— (1,\(z).€)),zv — (H,z— (1,A(x).€ ), e[v/x]
(IF-F) H,if vl = v2 then el else e2 —

H,e2 (wherevl # v2)

(NO-UPDATE) H,update — H,1

updateOK(upd, 2, H, E[1])

(coNG)

(UPDATE)
Q; H,Ele] — Q; H,E[¢']

Eval Contexts E :=

Heap addresses p
Heap bindings b

| r Heap type tags w
(z).e | e Heapvalues b,

(updating bindings)

Z/l[n}upd =n L{[x}upd =z

> N

M[X}“pd =X

abs; (c U[e]"PY)
if t — (7/,¢) € upd.UN

abs; U[e]"P?
otherwise

For remainingh containing subterms;, . . .

we inductively apply/[e;]*P¢

(updating the heap)

Ulz = (r,b), H]"P?
z=(7,b),U[H]"™!
if upd.UB(z) = (7/,V)
z = (r,U[b]"™),U[ H]™!
otherwise

Ulr = (-,b), H"PY = (r = (u[p]**?)), U[H]"9
U[P]*P4 = upd.AB

Ulabs; ¢]"Pd =

y Eny

Auxiliary function to convert update types to heap types:
heapType(t1 — 72) = 71 — T2

heapType(r) = tref wherer #m — 7

_|letz=Eine|Ee|vE|El|{li =v1,...
con: E | abs; E | if E = e then e; else ez | if v = E then e; else ez

upd

Q; H,E[update] 2 ¢[Q]"P; [ H "9, ([ E[0] |uPd
otherwise2; H, E[update] 224 UpdEx

Ji=E,...,ln=en}|refE| IE|E:=¢|v:=E

7|

/\(:c').e |v

U[r]*P4 | (updating environments)

U[P]*Pd = types(upd.AB)
Uz : 7, TP = g 7, y[r]Pd
Ufr - 7, T4 = ¢ : 7,y [r]urd

z : heapType(7'), U[I|"P4
z: 7, U[r]Pd

{ t = upd. AN(t), I
F/

if upd.UB(z) = (7, -)
otherwise

if t € dom(upd.AN)
otherwise

e 1 = {

Ult = 7,14 =
t =7/, U[l]"P?
if upd.UN(t) = (7/, )

t = 7,U[l]"P!
otherwise

wherelV =

’ C(QH; P)=Q; He ‘ (compilation from programs to configurations)

C(; Hse)

C(; H;typet=7in P)
Cy H;funf(z:7): 7/ =ein P)
C(;Hyvarz: 7 =v in P)

=Q;H;e

=C(Qt=T7;H;P)

— C(OLH,f o (v — 7/ A(z)ee ); P)
=C(Q H,z > (7,v); P)

Figure 5: Proteus Operational Semantics



sentations indexed by a version. We refer to our non-versioned ap-expressionsl,{[—}“pd applies type transformation functions to all

proach as beingepresentation consistesince a running program  abs; e expressions of a named typéhat has been updated. When

has but one definition of a type at any given time. transforming the heap, it replaces top-level identifier definitions
The heapH is a map from heap addressedo pairs (w, b), with their new versions, and adds all of the new bindings. When

wherew is a type tag and is a binding. We use the heap to store transforming,* it replaces type definitions with their new ver-

both mutable references created witaf and top-level bindings sions, and inserts new definitions into specified slots in the list.

created withvar andfun; thereforep ranges over locationsand

external names. For normal references, the type tags simply-, 3.4 Update Safety

indicating the absence of a type, and for identifierst is the type The conditions placed upon an update to guarantee type-safety

7 which appeared in the definition efin the program. Type tags  are formally expressed by the precondition to thedATE) rule

are used to type check new and replacement definitions providedgiven in Figure 7. TheipdateOK(—) predicate must determine

by a dynamic update. that at the current point it is valid to apply this update—a dynamic
The operational semantics is given using evaluation contexts. All property—and that the update is compatible with the program. The
expressions can be uniquely decomposed ifite:'] for some eval- latter is a static property, in the sense that the information to per-

uation contexi ande’, so the choice of rule is unambiguous. Next, form it is available without recourse to the current state of the pro-
we consider how our semantics expresses the interesting operationgram, provided one has the original source and the updates previ-

of dynamic updating: (1) updating top-level identifieraith new ously applied.
definitions, and (2) updating type definitionso have a different
representation. let i = post (
let u2 = update in
Replacing Top-level Identifiersill top-level identifiersz let res = (Consocknandier abSsockhandler Udp-read)

{sock = vsock, buf = (comnyeq vreq).buf,

from the source program are essentially statically-allocated refer- Sflags = Ugflags } in

ence cells. As aresult, at update-time we can chaisganding in let u3 = updagte in res

the heap, and afterward any code that accesses (dereferends) ) in loop i

see the new version. However, our treatment of references differs

somewhat from the standard one to facilitate dynamic updates. Figure 6: Example active expression

First, since all functions are defined at the top-level, they are all
references. However, rather than give top-level functions the type
(11 — 72) ref, we simply give them type, — 7, and perform
the dereference as part of thea(L) rule. This has the pleasant
side effect of rendering top-level functions immutable during nor-

mal execution, as is typical, while still allowing them to be dynam- comes fromloop and the argument tost is the partially-

ically updated. . . _ )
Second, as we have explained already, top-level bindings stored.ev"’lluate‘deSpatCh function). Thelet u2 = update... is

. . ; . in redex position, and suppose that the update describgd.ih
in the heap are palrgd .W'th their typdo be aple totype chegk New  “is available, which updatesockhandler to have an additional
and replacement bindings. Some formulations of dynamic linking cookie arqument. amonast other thinas. After applying the up-
define aheap interfacewhich maps variablesto typesr, but we 9 . 9 gs-. pplyIng P

L : o . . date, the user’s type transformssckh_coer is inserted to con-
find it more convenient to merge this interface into the heap itself. .
vert udp_read, to be called next. Evaluating the transformer re-

placesudp_read with udp_read’, and applying ¢ONABS) yields
the expressiondp_read’ (vsock, (€CONreq Vreq).buf, Usfiags). But this
is type-incorrect! The new versiandp_read’ expects a fourth ar-
gument, but the existing call only passes three arguments.

The problem is that at the time of the update the program is eval-
uating the old version afispatch, which expectsockhandler val-
ues to take only three arguments. That is, this point in the program
is not “cont-free” since it will manipulate values concretely. This
fact is made manifest by the usagecofnsocknandler in the active ex-
pression. In general, we say a configuratiand, e is con-freefor

Update Timing.To motivate the importance of timing, Fig-
ure 6 shows the expression fragment of our example program
after some evaluation steps (the oulet i = ... binding

Updating Data of Named Types mentioned ir§3.1, Pro-
teus uses coercions to identify where data of a tyjsebeing used
abstractly and concretely. ThedNABS) rule allows an abstract
valueabs; v to be used concretely when it is provideddon,;
this annihilates both coercions so thatan be used directly.

At update time, given a type transformation functiior an up-
dated typet, we rewrite each occurrenedbs; e to beabs: (c e).
Although only values can be stored in the heap initially, heap val-
ues of the formabs; v, will be rewritten to beabs; (c v), which

is no longer a value. Thereforéy can potentially dereference an 5y hqataipd if for all named types that the update will change,
expression from the heap. While this is not a problem in itself, the con is not a subexpression of the active expressionany of the

transformation should be performed only once since it conceptually bindings in the heap that are not replaced by the update. We write
modifies the data in place. Therefore, tliEREF) rule evaluates this asconFree| — ]upd. the definition is given in Figure 7.

the contents of the reference and thenites backthe result before Two other points are worth noting. First, the active expression

proceeding. only uses instances bhndResult abstractly after the update (pass-
. . ) ) ing them topost), and so should we wisthandResult could be
Update SemanticsA dynamic updateipd is modeled with modified (assuming thatost is modified as well). Second, the
a labeled transition whereupd labels the arrow. When no up-  given update is only unsafe at the fitssbdate point; it could be
date is available, anpdate expression simply evaluates tpby safely applied atet u3 = update.. ., since at that point there
(NO-UPDATE). Otherwise, (PDATE) specifies that ifipd is well- are no further concrete uses of any of the changed types.
formed (byupdateOK(—)), theupdate evaluates td), and the
program is updated by transforming the current type environment, Q) is just a simpler form of’, so2/[2]"*? is defined by/[I']"?¢
heap, and expression accordingltp-]""". When transforming  shown in the Figure, with the exception taig]"™® = 0 (i.e. the
types of the new bindings are not added).




conFree[z = (7,b), H |*P4

updateOK(upd, Q, H,e) = upd tt if z € dom(upd.UB)
conFree[ H |"PIA = confree[ H P A { conFree[b]"Pd  otherwise
conFree[ e]"PIA conFree[r = (-,e), H]*P? = conFree[ e ]"P A conFree[ H |*P4
I' = types(H)A
L Z/{[}S])I]“p(d/\) conFree[n]|"Pd = tt conFree[z|"Pd = tt
d .

Vt— (7,¢) € upd.UN. U[Q,T]"P dl— c: Qt) = TA conFree] cony ]! = ffif t € dom(upd.UN)
Vz — (1,by) € upd.UB. U[Q,T]"PT F by : TA t ] tt otherwise

by =e= 3r'.T(z) = 7’ refA . .

heapType(r) = [(2)A For remainingb containing subtermss, . . ., ex:
Yz — (1,by) € upd.AB. U[Q,T]"Pd + b, : 1 conFree[e]"P? = Niei

Figure 7: ProteusupdateOK(—)— check and auxiliary definitions

Update well-formednesShe conditions for update wel- 4. ASSURING PROPER UPDATE TIMING

formedness are part of thepdateOK (—) predicate in Figure 7. In Type safety in the system we have described so far is predicated
addition to checking proper timing with thenkree[ — | checks, on a dynamic con-free check. Unfortunately, this check could be
this predicate ensures that type-safety is maintained following the gitficult to implement, and moreover could fail if the update is ap-
addition or replacement of code and types. Thpes(H) predi- plied at a bad time. The main result of this section is that given
cate extracts all of the type tags frahand constructs a suitable an unannotated Proteus program éiss; or con; or update ex-

for typechecking the new or replacement bindings. Since heap ob-pressions), we can statically infer all of the program points that
jects are stored with their declared typef they are non-functions, are con-free with respect to all types in the program, and insert
in I" they are given type ref. Next, the updated type environment ypdate there. Thus, we eliminate the need fomFree| — ] and
U[Q]"" is checked for well-formedness. Then, using the updated ye make the update behavior of the program easier to reason about,
Q andI’, we check that the type transformer functions, replacement sjnce many acceptable update points are known statically. In this
bindings and new bindings are all well-typed. The important fact gection, we present oupdateability analysigs a type and infer-

to notice about these type-checks is that they only apply to expres-ence system, establish its soundness, and present some preliminary

sions contained in the update. Only the types of existing code, not performance measurements on large C programs which show that
the code itself, are needed. The extra checks in the replacementhe analysis is quite efficient.

bindings clause ensure that a heap cell doesn’t change between a
function an a reference cell and that the type of the cell is preserved.4 1 Capabi"ties

35 Properties Our goal is to define and enforce a notion of con-freeness for
a program, rather than a program state. In other words, we wish
to determine for a particulanpdate whether it will be accept-
Theorem 3.1 (Type safety).If - Q; H, e : 7 then either able to update some tyge An update tot will be unacceptable
P P F— if an occurrence oton, exists in any old code evaluated in the
1O He— Q3 H,e'and = Q5 H', e - 7 for somest’, H continuation of theupdate. Assuming we can discover all such
ande’; occurrences ofon;, we could annotatepdate with those types
2. Q; H,e — UpdEx or t, indicating that they should not be updated. We call this annota-
tion A acapability, since it serves as a bound on what types may
be used concretely in the continuation ofapdate. That is, any
This theorem states that a well-typed program is either a value, or is code following anupdate must type check using restricted to
able to reduce (and remain well-typed), or terminates abruptly due those types listed in the capability. Sincewapdate could change
to a failed dynamic update. The most interesting case in proving only types not in the capability, we are certain that existing code
type preservation is thapdate rule, for which we must prove a  Will remain type-safe. As a consequence, if we can type-check our
lemma that well-formed and well-timed updates lead to well-typed Program containing onlypdate points with empty annotations,

Proteus enjoys an essentially standard type safety result.

3. eis avalue

programs: we can be sure that no update will fail due to bad timing.

Lemma 3.2 {[—]" preserves types of programs). 4.2 Typing

Given a {; H,e and an update, upd, for We define acapability type system that tracks the capability at
Wh'Chup e hi‘;g uPdafdeK(upd’ ,H,e), then F each program point to ensure thgsdates are annotated soundly.
UQTPSUTH]™ U[e]™ T First we change slightly the grammar for types:

Proofs will appear in the extended version [19]. Capabiliies A

Updateability g

{ti,...ta} |ANA
UIN

AN
Types 7 == "'IT”—> T

We assume thaipdate occurrences are annotated with sofe
and function definitions are annotated with some\; A" (§4.4
explains how to infer such annotations).

2\We may wish to combine it with the static analysis. $4.
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Type environment typingl- €2, has a standard definition, essentially ensuring that there are no free type names.

Figure 8: Capability typing for Proteus programs



updateOK(upd, Q, H, A) =

The type system is given in Figure 8, with judgmentsI” +, I = types(H)A

e : 7; A for expressions, anfl ~p P : 7 for programs. For

expression typings is the capability before is evaluated, and dom(A) N dom(upd.UN) = A bindOK|[T"]uP4 i >/\
A’ is the capability afterward. Each rule is actually a family of F U[Q]"PIA
rules parameterized by aipdateability. which indicates whether Vt — (7,¢) € upd.UN.
a dynamic update may be performed while evaluating the given T, (®)
expression. This is used to rule out dynamic updates in undesirable 0;U[Q, TP Fy ¢ : Q(t) N2 00 A
contexts, as we explain in the next subsection. Yz (7,by) € upd.UB. U[Q,T]"T - b, : 7A

by =e= 3. T(z) = 7' ref
Typingupdate andcon; e. The capabilityA’ on updateA' U[Q)"*? F heapType(r) <: I'(2) \C>/\

lists those types thanust not changelue to a dynamic update.
Since any other type could change, the (A.Update) rule assumes
that the capability can be at moat’ following the update. The
(A.Con) rule states that to concretely access a value of type
the typet must be defined i, restricted to types listed in ca-
pability A’. Thus, to type checlispatch in Figure 3, we must

Vz +— (7,by) € upd.AB. U[Q,F}upd by T

Figure 9: Precondition for update® operational rule

annotate theupdate in let ul = update in ... with a this condition is not necessary. Instead, the type system assumes
capability {fdtype, req, sockhandler}, since these types are used that all calls will be to a function’s most recent version, which will
by con expressions following that point withidispatch. By be guaranteed at update-time to be compatible with the program’s

the same reasoning, the annotation on tleupdate would be  tyPe definitions (seg4.3). In effect, the type system approximates,

{req, sockhandler}, and theu3 update annotation can be empty. for a given update point, the concretions in code that an_upcjatmg

The (A.Update) rule requires updateabillty updates cannot be function couldreturn to, but_ not cc_)c_ie it will Iqter caII_, Wthh is

performed in a non-updateabls)(context. guaranteed to be safe. This is critical to avoid restricting updates
(A.Update) assumes that ampdate could result in an up- ~ unnecessarily.

date at run time. However, we can make our analysis more pre-

cise by incorporating the effects of a dynamic check. In particular, Other Rules.Unlike con: e expressionsabs; e expressions

(A.If.Update) checksf when the guard iapdateA/ — 0. which place no constraint on the capability. This is because a dynamic
will be true only if an update takes place at run time. Therefore, the UPdate that changes the definitiontdfom r to 7' requires a well-
input capability ofe; is A’, while the input capability 0é; is A. typed type transformer to rewriteabs: e to abs: (c(e)), which

will always be well-typed assuming suitable restrictionscote-
scribed in the next subsection.

Turning to program typing, the (A.type) rule adds a new type
definition to the global environment, and the (A.LetF) rule simply
checks the function’s body using the capabilities and updateability
defined by its type. Sinceis a value and cannot effect an update,
U:AD e - the (A.LetV) rule checks it with an empty capability and update-
req — handResult, for someA satisfying the condition ability N. Finally, the (A.Exp) rule type checks the body of the

{req, fdtype, sockhandler} C A EL%%;;Z using an arbitrary capability and updateabllitio allow
In the (A.Update) rule, the output capability is bounded by the an-  Allowing subtyping adds flexibility to programs and to their up-
notation on theupdate; in the (A.App) rule, the caller's output  dates. The interesting rule is (A.Sub.Fun) for function types. Out-
capability A"’ is bounded by the callee’s output capability for put capabilities are contravariant: if a caller expects a function’s
the same reason. This is expressed in the conditional constraintoutput capability to be\, it will be a conservative approximation
(& = U) = (u = U..., which also indicates the caller's up- if the function’s output capability is actually larger. There is no re-
dateability;, must allow the update. If the called function cannot striction on the input capability for updateable functions, since we
perform an update, then the caller’s capability and updateability always assume them to be compatible with the current set of type
need not be restricted. We will take advantage of this fact in how definitions for the program. A function that performs no updates
we define type transformer functions, described below. can be a subtype of one that does, assuming they have compati-

A perhaps unintuitive effect of (A.App) is that a functidis ble capabilities. During type checking, subtyping is invoked by the
output capability must mention those types used concretely by its (A.Sub) rule, which can simultaneously coarsen (makes smaller)
callers following calls tdf. To illustrate, say we modify the type of  the output capability\. Intuitively, this is always sound because it

Function calls. Function types have an annotatipnA; A/,
where A is the input capability and\’ is the output capabil-
ity. If calling a function could result in an update, the update-
ability 4 must beU. Thus, in Figure 3, using the annotations
on update mentioned above, the type falispatch would be

post in Figure 2 to bént — int rather tharhandResult — int. As will put a stronger restriction on limits imposed by prior updates.
a resultjoop would have to concretize tHandResult returned by We need additional typing judgments to ensure the well-
dispatch before passing it tpost, resulting in the code formedness of configurations and the consistency of heaps. These
) . properties are expressed by fhe- Q; H,e : 7andQ;® + H
let i = post (Conhandresute (dispatch regq))... judgments respectively. An additional judgmé&nt- b : 7 is used

To type check thecon would require the output capability of T tyPing heap bindings.

dispatch to includehandResult, which in turn would require that . .

handResult appear in the capabilities of each of tipdate points 4.3 Operational Semantics

in dispatch, preventinghandResult from being updated. The dynamic semantics from Figure 5 remains unchanged with
Another unintuitive aspect of (A.App) is that to call a function, the exception of thepdateOK(—) predicate for §PDATE), shown

we would expect that the caller's capability must be compatible in Figure 9. The two timing-related changes are highlighted by

with (i.e., must be a superset of) the function’s input capability, but the boxes labeled (a) and (b). Firgk, taken fromupdate®,



replaces: as the last argument. This is used in (a) to syntactically variablese to updateabilities eitheld or N. The constraints can
check that no types mentioned ik are changed by the update. be solved efficiently with standard techniques in ti@:®) in the
Change (a) also refers ﬁm‘ndOK[F}“pd to ensure that all top- worst case (but far better on average), wheris the number of
level bindings in the heap that use typesijsd. UN concretely, as variablesy or set constant$-} mentioned in the constraints. The
indicated by their input capability, are also replaced (the definition constraints have the following forms (shown with the rules that in-
is straightforward and not shown). This allows the type system to duce them):

assume that calling a function is always safe, and need not impact

its capability. Together, these two checks are analogous to the con- %) Fi'_UTl <iT2 (ﬁ'ﬁuz) ‘
free dynamic check to ensure proper timihg. 533 ff: U)=C EA:AEp? (e&.Sub)
Type transformers provided for updated types must not, when in- (4) pCA (A.Updéte), (A.App)
serted, violate assumptions made by the updateability analysis. In (5) teA (A.Con)
particular, eaclabs; e appearing in the program type checks with . ) )
some capability prior to an update, i.\;T" I, abs; e : 7; A’ For updateabilities, we want tl“@eatests_olutlon; that is, we
If type t is updated with transformee, we requireA;T +, Wgnt to allow as many functlons. as.possmle to perform updates
abs; (c e) : 7; A'. Sinceabs; e expressions could be anywhere (With an unannotated program, this will vacuously be the case). For
at update time, and could require a different capabitityo type the capabilities, we are interested in thastsolution, in which we

check, condition (b) conservatively mandates that transformers Minimize the set to substitute fer, since it will permit more dy-
must check in an empty capability, and may not perform updates namic updates. Farpdate”, a minimaly imposes fewer restric-
(c's type must have updateabilify). These conditions are suffi-  tions on the types that may be updated at that point. For functions
cient to ensure type correctness. Otherwise, a transformer function 2% / the smallery’ imposes fewer constraints on subtypes,

cis like any other function. For example, if it uses some typen- which in turn permits more possible function replacements. When
cretely, it will have to be updated ifis updated. The ramifications  using inference for later versions of a program, we must introduce
of this fact are explored 5. subtyping constraints between an old definition’s (solved) type and

Finally, we allow bindings to updated at subtypes, as indicated by the new version’s to-be-inferred one. This ensures that the new
condition (c). This is crucial for functions, because as they evolve definition will be a suitable dynamic replacement for the old one.
over time, it is likely that their capabilities will change depending
on what functions they call or what types they manipulate. For- |nferring update points. Using the inference system, we can
t_unately, we can always update an t_aX|st|ng functlon_ with a func- g1e 5 program that is absent apdate expressions, and in-
tion that causes no updates. In particular, say fundtibas type  fer places to insert them that are con-free for all types. Define a
¢ V) v Wwheret = int andt’ = int. Say we add anew  Source-to-source rewriting functioswrite : P — P’ that inserts

typet” = int and want to changeto be the following: update? at various locations throughout the program. Then we
, perform inference, and remove all occurrenceaipidate? for
funf(z:1):t' = which ¢ is not{ (call theseuniversalupdate points as they do not

let y = conys absy/ 1in

let z = con; = in absy z + ¥y restrict the types that may be updated). In the simplest case, the

rewriting function could inseripdate? just before a function is

The expected type of this function would bg"{t’tﬁiit’t”} t'. but about to return. Ad(_jing more points im_plies greater availa_b_ility,
) . . Ut e ) . but longer analysis times and more runtime overhead. Intuitively,
it could just as well be given type — t', which this approach will converge because the annotatipms update

is a subtype of the original, and thus an acceptable replacement.ysints are unaffected by those on other update points; rather they
Replacements that contairpdate or call functions that contain 56 only impacted by occurrencesan in their continuations.
update are more rigid in their capabilities. We expect that experi-

mentin_g with an implementation pf Pr_qteus will help us unders_tand Preliminary Implementationwe are currently implement-

how this fact affects the program’s ability to update itself over time. ing Proteus for C programs. We use CIC (ntermediate Lan-

4.4 Inference guagd [16] for C code parsing and source-to-source transforma-
tion, and BANSHEE [14] for constraint solving. We have im-

Itis stra_lghtforward to construc_t a type mft_erence algorithm for plemented the updateability analysis to operate in three stages.
our capability type system. In particular, we simply extend the def- £ ¢ it automatically insertabs. and con. coercions for uses

inition of capability A to include variableg and updateability: of typedef, product Etruct), sum @mion) and enumeration
to include variables. Then we take a normal Proteus program and (enum) types. Second, it considerspdate checks just before
decorate it with fresh variables on each function definition, func- eachreturn .statement'. Third, it performs capability inference
tion type, andupdate expression in the program. We also adjust - omqyingupdate checks within functions with updateability,
the rules to use an algorithmic treatment of subtyping, eliminating .4 may removapdates that are not universal.
the separate (A.Sub) rule and adding subtyping preconditions 10 g \yeak type system and low level of abstraction create chal-
the (A.App) and (A.Assign) rules as is standard. This allows the onges not present in a higher-level language like ML or Java. For
judgment to be syntax-directed. o . example, the use of unsafe casts and/or the address-apér-

As a result of these changes, conditions imposed on capability 54 can reveal a type’s representation through an alias. Say we
variables by the typing and subtyping rules become simple set and, typestruct S { int x; int y; }, and variablestruct
term constraints [11]. A solution consists of a substitutiowhich S *p. If we permit taking the address ofs first field, & (p->x)

is @ map from variables to capabilities{ti,...,t,}, and from having typeint *, then an update tstruct S to change the type

*Note that we could combine this with the con-free dynamic check Of x to int * would lead top->x and the alias ascribing different
as follows: letUN’ = UN restricted to those types ifA. If UN’ types to the same storage. To prevent this, for the time being we
is non-empty, and con-free check usiiidN’ succeeds, then the  conservatively restricktruct S from being updated at all. Simi-
update is safe. larly, unsafe casts over function pointers conservatively force them




to have updateabilitil, which can have a ripple effect throughout
the program, reducing the number of possiijedate points.

We have run our preliminary analysis implementation on a num-
ber of open-source server programsftpd, apache, opensshd,
andbind. This demonstrates the feasibility of our analysis. For
example, running it on the 232Kldcind code takes 80 seconds.
Forvsftpd more than half of the types (9/16) and potential update
points eturns) were discovered to be updateable, with roughly
half of the latter universal (325/700). For the other examples fewer
update points were found, reflecting the conservatism of the current
analysis. We are working on addressing C's lower-level features
which will be critical to making our implementation practical. Also
necessary is an investigation of what coding styles would increase
updateability; the examples considered here being written without
update in mind.

4.5 Properties

The two important properties of the updateability analysis are
soundness and predictability. As with the dynamic system, sound-
ness is proved vigreservatiomndprogresslemmas. The former
is stated as follows:

Lemma 4.1 (Preservation).If - Q; H, e : 7 then

1L He— Q;H e'then Q;H' e : 1.

2.1 H,e 2% . H' ¢ then - Q' H',¢
e’ = UpdEx

: T or else

The proof of part (1) is mostly standard. However, the proof of
part (2) is more challenging, and reduces to proving the following
lemma, which states that valid updates preserve typing:

Lemma 4.2 (Program Update Safety).If - Q:;H,e : 7 and
updateOK (upd, Q, H, A) then + U[H]SU[H]"P, U[e]*P? -
T.

A core element of this proof is that we must show that by chang-
ing the named types listed irpd. UN we will not invalidate code in
the existing program. We do this by proving the following lemma:

Lemma 4.3 (Update Capability Weakening). If A;T"
Elupdate®”] : 7; A’ thenA”; T +, E[update®”] : 75 A

This states that for any expression that h@ﬁiateAN asits re-
dex, we can typecheck that whole expression using capability
In turn, this implies that the existing program could only use the
types listed inA” concretely, and therefore it should be safe to
update the other types in the program.

Another important element of the Program Update Safety lemma
is that the insertion of type transformers will preserve type-safety.
This must take into account that an inserted transformer will not
have an adverse effect on the capability. The following lemma
states that as long as a given expressiovill not perform an up-

5. EXTENSION: BINDING DELETION

While most changes we have observed in source programs are
due to added or replaced definitions, occasionally definitions are
deleted as well. It is also desirable to support removing definitions
dynamically, for two reasons:

1. Dead bindings will unnecessarily consume virtual memory,
which could be problematic over time.

. Dead functions could hamper dynamic updates, since update
well-formedness dictates that if some typis updated, any
function f that concretely manipulatesmust also be up-
dated. Therefore, even if some functibhas been removed
from the program sources, a future update ¥eould neces-
sitate updating. But how does one update a function that is
no longer of use? This issue also arises with old type trans-
former functions.

Removing dead code reduces to a garbage collection problem. The
programmer can specify which bindings should be eligible for dele-
tion at update-time, and then those bindings not reachable by the
current program can be removed. Bindings that are unreachable
but not specified as dead should be preserved, presumably because
they still exist in the program source and might be used later. For-
mally, we would modify updateapd to include a set of external

variable name®B to be deleted. TheUPDATE) operational rule

could then be changed to include the precondition

upd.DB C deadVar(H, E[update®])
H' = delete(H, e, DB)
updateOK (upd, 2, H', A)

Here,deadVar() traverses the current program to discover which
bindings are unreachable, and if all those specifieDBare un-
reachable, they are removed before the update proceeds {iSing

We could also imagine “marking” bindings eligible for deletion,

and removing them as they die.

6. RELATED WORK

Dynamic software updating has been used in industry for many

years and is well-studied in academia. To our knowledge, ap-

proaches taken in industry are often application-specific, or rely
on redundant hardware, limiting their applicability. Academic ap-
proaches range from being quite flexible but type-unsafe, to type-
safe but quite inflexible.

The systems of which we are aware are either less safe or less
flexible than our approach. Many systems are either not type safe at
all[7, 13, 10, 4], or could admit dynamic type errors [1]. Some sys-
tems are type-safe but not representation consistent [12, 6]. For ex-
ample, Hicks [12] ensures type-safety by copying and transforming

values from their old representation to the new; existing code will

continue to use the old, stale values unless the programmer manu-
ally ensures otherwise. Other systems are too restrictive. For ex-
ample, updates may only be permitted to individual class instances

date, it is always safe to increase its capability, and thus to insert it WNOS€ type cannot change [17, 5, 13, 18], or else representation

at an arbitrary program point:

Lemma 4.4 (Capability strengthening). If A;T Fy e @ 7 A/
then for allA” we haveA UA” ;T Fye: 7 A’ UA”.

Proofs will appear in the extended version [19].

*We ran the analysis on a dual Xeon 2.8GHz with 2GB of RAM
running Red Hat Enterprise Linux WS.

changes are only permitted for abstract types or encapsulated ob-

jects [2, 18, 8]. In many cases, updates to active code are disal-

lowed [8, 15, 7, 10, 18], and data stored in local variables may not
be transformed [12, 10, 7, 13].

A number of systems use techniques that bear some resemblance
to our approach. Dynamic ML [8] supports updating modules
definingabstracttypest. Since by definition clients of such a mod-
ule must use values of typeabstractly, the module can be updated
if none of its functions are on the call-stack (i.e. itif&ctive.



Our use ofabs: andcon; coercions generalizes this idea to non- useful properties, such as update availability. Currently we can dis-

abstract named types, and permits more fine-grained determinationcover functions for which an update is never possible; conversely,

of safe update points. In particular, we could discover pairitisin we wish to understand how often an update is possible for some

an abstract module at which it could be safely updated. This allows function, which depends more on runtime behavior. In the longer

our conFree[ — ]~ check to be more precise than Dynamic ML's term, we wish to adapt our techniques to functional and object-

“activeness” check. Dynamic ML has no static notion of proper oriented languages. On the one hand, these languages will be eas-

update timing, as we do with our updatability analysis. ier to reason about due to their strong abstraction and encapsulation
Duggan [6] supports dynamic updates to named types, which useproperties. On the other hand, advanced features such as closures

constructdold andunfold to create and destruct values of named and objects are more challenging to update.

type (similar to ourabs; andcon;). However, updated programs
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