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Abstract— Attacks at the control and routing plane propose mechanisms to reduce the extent and impact
may be the next generation of threats for the Internet. of such errors. We use the termouting security [1]
Manipulation of the routing layer could originate from o denote the loose concepts of correctness in BGP
profiteering, malice, or simply human error. The com- qting according to the intended policy as defined by
munity has recognized this danger and several promising o natwork operators. We are interested in the part of

approaches have been proposed to capture and block . o . g
routing anomalies. In practice, the difficulty of deploying the policy that specifies which operator can originate a

such approaches limits their usefulness. Our goal is to SPecific IP prefix. _ _
develop a scheme that can have immediate impact today. BGP [2] has evolved in an incremental way [3] [4]

In this light, we propose a reactive approach that can help [5] [6] in order to address the security requirements that
reduce the extent and impact of routing misbehaviors. threatened its robust operation, and has overcome a num-
We develop an approach and a tool to act as an expert ber of problems since its original deployment. One of
advisor that will flag suspicious updates. Our main moti- the problems in BGP is the unauthorized advertisement

vation is that problems spread quickly, so quick reaction 4¢ |p prefixes. For example, in 1997, AS7007 [7] de-
is imperative. Additionally, the volume of routing updates aggregated and advertised a large portion of the Internet,

makes it impossible for humans operators to manually . .
identify malicious updates. Our approach uses the policies thus creating a black-hole for Internet traffic. Another

that Autonomous Systems register in the Internet Routing &Pnormal routing behavior can happen with illegal traf-
Registries. We use the policy of an AS as found in thesefic engineering [8]. These problems can happen either
registries to detect deviations between the intended poljc because of compromised routers, or by human error. It
and the actual policy seen in BGP. As a proof of concept, has been documented that BGP is especially vulnerable
we use the RIPE registry to monitor the European Internet - to human errors [9]. Configuring the routers is a difficult
routing for ten days. With our approach, we are able and tedious procedure. The tools used are usually low-
to confirm the validity of the origin AS of 97% of the 15,01 with no static checking of the correctness of the
updates, while suggesting the need for further analysis of . . . .
. configuration and no immediate feedback control on
the remaining 3% of the updates. ; R . .
possible errors. It is difficult to predict what will happen
with a configuration change [10]. As a result, it is often
I. INTRODUCTION done using a trial and error approach.
) ] The incremental improvements have allowed BGP to
In this work, we propose a reactive approach angd,\e and become a very complex network. But with

present a tool to identify BGP routing misbehaviors ige significance of the network ever increasing, there is
the Internet in order to reduce their extent and impagf. naed for more security [11] [12] [13]. A number of
The Internet has revolutionized the way people work a%f%)proaches have been proposed and IETF has established
communicate to the extent that, in some countries, ji,yqrking group, RPsec [1], to address the threats and
is considered to be just another utility like electriCity, sqip|e solutions to secure Internet routing. The most
and water. Therefore, it is important to ensure that the. | nown and advanced proposal is S-BGP [14], [15]
Internet continues to function reliably, even in the face %hich is proposed by BBN and has been in develo’pmer’u
attacks, exploits, and errors. A fundamental cOmponggt many years. They use Public Key Infrastructure
of the Internet functionality is Internet routing and there(PKl) to authenticate every aspect of a routing message.
fore, it is critical to ensure its correctness and religpili gogGp [16] is a new proposal by engineers that work
In this paper, we investigate what is the best we can glg ¢|sco, a company with huge influence on the Inter-
today to improve the security of Internet routing, anfle; |is original goal was to allow only the authorized
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IRV [17], SPV [18], whisper [19], and moas [20]. Routing.

Securing Internet routing is a daunting task. We neede We analyze for 10 days the European Internet
a flexible and scalable protocol and most importantly, a routing and examine over 4 million updates. This
deployment strategy, since the Internet consists today of allow us to check the sanity o£3,210 distinct
hundreds of thousands of routers and tens of thousands European IP prefixes. We find that for 97% of these
of independent networks. The current proposals have prefixes we can validate their origin AS in the RIPE
four main problems. First, in most of the cases we need registry.
significant changes in the routing protocol, i.e., BGP. The rest of this paper is structured as follows. In
Any implementation will go through an infant periodsection Il we present some definitions and background
with new bugs and new problems to solve. Second, magirk. In section Il we describe our framework. In
require a significant amount of processing power, and tbection 1V, we present how RIPE can use our approach
current routers may not able to keep up. For examptgimprove the security of the European Internet routing.
S-BGP increases the resources needed by 800% [1R].section V we discuss the necessary steps to make
Third, none of the current approaches has been fulyir approach even more effective and discuss about the

approved by the community (IETF). Additionally, thereractical potential of our tool. In section VI we present
exist serious considerations [21] in determining whetheur conclusions.

the path of any path vector protocol can be verified,
since a network can advertise one thing to its peers |l BACKGROUND AND PREVIOUS WORK
and another internally. Last, but not least these proposal$n this section, we briefly describe an overview of
focus solely on how to prevent the routing misbehaviotsternet routing. Then, we briefly present the Internet
while completely ignore the human usability. CompleRouting Registries and the language used to describe the
solutions can steer away operators from some very usafoliting policy.
and probably needed approaches.
In this paper, we are interested in investigating thé Internet and BGP-4
potential for improving the security of Internet routing Internet is structured into a number of routing do-
today. We want to develop a tool to automate the identifinains that have independent administrations, caied
cation of routing errors. We propose to use a reactive apnomous Systems (AS)Each autonomous system is
proach based on IRR. Our approach could alleviate eaggntified by a numberasn, which is assigned to it by
attacks, before they become widely spread, for example Internet registry. An Autonomous System uses an
AS number and IP hijackings [22]. Our approach imtra-domain routing protocol, like OSPF or IS-IS, inside
based on the knowledge of the intended Internet routirigs domain, and an inter-domain protocol to exchange
If we know what Internet routing should be, we carouting information with other Autonomous Systems.
detect abnormal routing behavior. Two components ar@e defacto standard for inter-domain routingBi6P-
needed to achieve this: 1) accurate information on ta€g?2]. The primary difference between the intra-domain
policy and configuration of an AS, 2) a way to detecind the inter-domain protocol is that the first one is
deviations from the expected routing. The policy of agptimized for performance, solely based on operational
AS can be described using the RPSL language, ardjuirements, while the second is used to enforce the
there exist public repositories that networks can ugelicy of the Autonomous System, which corresponds
to publish their policy. Additionally, we need a wayto the business relationswith its neighboring ASes.
to monitor Internet routing. There exist a number of An Autonomous System given its policy, will advertise
monitors like Routeviews [23] and the RIS [24] projecio its neighbors a list oflP Prefixes or routes that
in Ripe, that exist for the sole purpose of recordingre reachable through it. Each route is tagged with a
Internet routing for operational and research purposes.nomber ofattributes. The most important attribute is
our previous work [25], we showed how we can extrathe AS_PATH. The ASPATH is the list of ASes that
useful information from the registries. Here, we will usgackets towards that route will traverse.
part of the information for the purpose of validating An AS usesfilters to describe what it will import
Internet routing. from and export to a neighboring AS. The filter can
Our contributions can be summarized as follows: include a list of routes, a list of regular expressions on
« We propose a new approach to improve the securitye ASPATH, a list of communities, or any possible
and robustness of BGP by monitoring its operatiomombination of these three. Filters can have both positive
« We demonstrate the efficacy of our approach by apnd negative members. For example we can explicitly
plying it to RIPE to validate the European Interneteject routes that are either private [26], or reserved.[27]



Customer Provider

Fig. 1. A simple AS level topology.

as-set: AS-5
members: AS5, AS5:AS-CUSTOMERS

specification. RPSL provides an abstract representation
of policy, but still the policy described is based on
filters on routes, on regular expressions on theP¥SH,

and on communities. There exist 12 different classes
of records, that either describe portion of a policy, or
describe who is administering this policy. In figures 1 and
2, we have an example topology and the corresponding
RPSL records for an Autonomous System. The route
class is used to register the IP prefixes or routes an AS
owns and originates. The as-set and route-set classes are
high level structures that can be used to group routes. For
example an AS can create a route-set that will contain
the routes of its customers. Finally, the aut-num class
contains the import and the export policies for every

mnt-by: AS5-MNT .

neighbor of the AS. Note that every class has a mnt-by
asset  ASIAS Sy STOMERS attribute that specifies the maintainer of the record. This
mnt-by: AS5-MNT is done for security reasons so that only the maintainer
route: 199,237 0.0/16 can update that record. There exist additional attributes,
origin: AS5 not shown in the figure, like the source attribute that
mnt-by: ASS-MNT specifies in which registry the record exists, and the
aut-num:  AS5 _ changed attribute that provides the date that the record
:ngﬁ ;[gm Aoe acton B[g; Z a00; accept ANY was either last updated or created. In our previous
_ ' accept <'AS4+ AS4:AS-CUSTOMERS * $> work [25], we have developed a methodology to analyze
:ngg ;[gm Aoy acton B[g; o ggggg: hea the policy register in the registries. Using our tool we can
export: to AS6 announce AS-5 reverse engineer the policy of an Autonomous System,
export: to AS4 announce AS-5 and check for possible errors.
export: to AS2 announce ANY
export: to AS3 announce ANY
mnt-by: AS5-MNT

[1l. FRAMEWORK FOR SECURITY

Fig. 2. Example of RPSL policy for Autonomous System 5 We develop a framework to detect abnormal routing

behavior by using the Internet Routing Registries. We
_ o first present an overview of our framework and then
B. Internet Routing Registries and RPSL discuss in detail its two main components. The first
The need for cooperation between Autonomous Sy@mponent is how we process the registered policy
tems is fulfilled today by thdnternet Routing Reg- in IRR. The second component is how we discover
istries (IRR) [28]. ASes use th&outing Policy Spec- abnormal routing using the registered policy.
ification Language (RPSL)[29] [30] to describe their
routing policy, and router configuration files can be _
produced from it. At present, there exi&2 registries, A. Problem overview
which form a global database to obtain a view of The problem we are trying to solve is the fol-
the global routing policy. Some of these registries atewing. Assume that a router receives an update
regional, like RIPE or APNIC, other registries describfom a peer for the prefix62.1.0.0/16 with path
the policies of an Autonomous System and its customef$5623 702 1241 8573}. We want to check if the
for example, cable and wireless CW or LEVEL3. Theestination AS have the authorization to advertise the
main uses of the IRR registries are to provide an ealfy prefix? In our case igl.58573 authorized to advertise
way for consistent configuration of filters, and a meathe prefix62.1.0.0/16? There can be three different valid
to facilitate the debugging of Internet routing problemgases. First, the AS was assigned the IP space directly
The design goal of RPSL is twofold. First, RPSlfrom an authority like RIPE. Second, the AS is using
provides a standard, vendor independent language,tise space that is owned by one of its providers. Third,
that the policy of an AS can be published in an easy tbe AS that originates the IP prefix has aggregated many
understand format. Second, RPSL provides high lewsorter IP prefixes, usually of its customers, and appears
structures for a more convenient and compact polity be the origin AS.



B. Detect abnormal routing behavior 23500 T prefixes.mctd

To describe the intended policy of an AS, we will use
the following definitions. For every A4 given its policy
as described in the route, aut-num and set records, we
collect the following information.

o Origin[A]: The list of IP prefixes ASA registers,

23000 | P

22500 -

Number of distinct Prefixes

by using the route records. 22000 - /
o Links[A]: The list of neighbors ASA registers. T~
Given a routerC' and its routing table, and the IRR
that describes the policies, we want to find whether an A0 T 2 s 4 s 6 7 8 o
update for prefix/ and pathP; = {a1,a9,...,a,} is Day Offset (June/03/2004)

valid. To test that,, can be the origin of either of the

. Fig. 3. The number of RIPE prefixes found in rrc03 per day.
following should hold:

e Originfa,] containsI. 800000 R
o If Origin[i] containsI, then Links|a,] containsi updatese03
.. . . . . . 700000
o If Origin[i] containsI, Links|i] containsa,.
@ 600000 - ) /
= / /
IV. CASE STUDY. EUROPEANINTERNET g 500000 | / \
=] /
RoUTING(RIPE) 5 /
& 400000 b /
In this section, we show how our approach can be & N\
used to check the consistency of the European Internet = 3000001 \\7
routing. We study the European Internet routing since 200000 |
RIPE is the best maintained registry. 100000 e
We start with presenting the data sets that we use and 6o 1 2 3 4 5 6 7 8 9

. ff:
an overview of the data we process. Next, we check the Day Offset (June/03/2004)

origin AS of the updates, and show that RIPE contaifgy. 4. The number of updates for the RIPE prefixes that weyaaal
accurate information. Finally, we check the validity of
the path and we present our results.
we plot the number of prefixes that appear in the routing

A. Data and Methodology table of rrc03. It is worth noting the difference after the

We process the RIPE registry and the RIS [24] routgf day, where in the duration of the next two days al-
rrc03 at AMS-IX in Amsterdam for a period of 10mMost1, 000 new pr(?ﬂx_es were a_ldded to the routing table.
days starting at June, 03, 2004. The rrc03 router hj€ reason for this increase is that a number of ASes
86 active peers during that time period, and it is the be&arted advertising more specific prefixes together with
connected router among all other routers that are part!pf 1SS specific one. When we started our experiment,
the RIS project. We start with the routing table of rrc0§1€ routing table hadl, 811 distinct prefixes during the
collected at June, 03, 2004, and we apply the updates tizt day, and2, 864 during the last one. In figure 4, we
the router received for the next 10 days. AdditionaII)F,’IOt the number of updates the router at _rrcO3 receives
during these 10 days, we download and process the IRR day that are relevant to the RIPE prefixes. The peak
registries daily so that changes in IRR reflect back to ol O the Sth day with close 670,000 updates, while
model of the intended policy. For our analysis, we af@€ lowest number of updates is on the 4th day with

only interested for the prefixes that are assigned to RIBgItlé Over226,000 updates. In total, during these 10
by IANA [27]. The address space chunks we monitdfdyS We processet] 156,340 updates plus the original
are the following: 62/8, 80/5, 88/8, 193/8, 194/7, 212/#00,025 prefix-path tuples of the routing table.

217/8. In order to analyze the prefix and path tuple, we

check if the prefix is part of the prefixes administereB. Origin validation

of the RIPE prefixes, given that we are interested on thgended policy model, the origin AS of every prefix-

European Internet routing. ~ path tuple. In figure 5, we have the evolution of the
Using this methodology, we obser2g, 210 distinct

prefixes during the time period of 10 days. In figure 3, *Note that we compute the routing table by applying the update
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number of prefix-origin tuples where the origin can berrors. These five instances appear in the routing table
validated. The total number of the tuples that their origifor less than two minutes. The next problematic origin
can be validated i82, 791. This means that over 97% ofappears continuously for over 13 hours. In figure 8,
the tuples can be validated using the RIPE registry. A plot the maximum continuous time we observe the
we can see in the figure, the number of tuples that veefix-path tuple for the cases where we can validate the
can validate is increasing with time. This is happeningrigin AS. Again as with the previous figure, we can see
because in the same time period the number of prefixéat some prefix-path tuples last for an extremely small
we observe is increasing. amount of time. We have 70 cases where the prefix is
In figure 6, we have the evolution of the number obbserved for less that 100 seconds. Currently, we don't
prefix-path tuples that we can not validate their origihave any explanation, but it could be interesting to try
AS. The total number of these cases6ig. As with to understand why this phenomenon is happening.
the previous figure, we see that the number of tuplesTo summarize our results on the origin validation
is increasing with time, again this is happening becaugbase, the percentage of 97% of the prefixes that can
we have more prefixes. Additionally, it seems that thHee validated, shows that the route records in the RIPE
problems seems to be persistant, something that indicategistry are meticulously maintained. There exist records
that we can not validate them because the registry doeghdt contain inaccurate information, but the vast majority
contain the appropriate route records. of the records are kept accurate. One of the reasons is
Next, we want to understand better the persistencetbfit the European operators use the RIPE registry to
the errors. In figure 7, we plot the maximum continuousutomate the generation of filters. Usually, one of the
time we observe a prefix-path tuple with an origimequirements for peering is to maintain route records in
mismatch. We find that only cases can be classified aRIPE. Another reason is that RIPE requires the ASes
short-lived, something that can classify them as possilie publish their route records. Additionally, they have



a number of projects to check the consistency of theiumber of days or weeks, until either he is discovered,
registry. or the routes he uses are blacklisted. At that point it just
hijacks another route. Second, it can limit human errors
indirectly by encouraging the use of IRR and the related
tools that come with it. Finally, our approach can offer
In this section, we discuss the vision that we havgnited protection against malicious users, for example
on how our approach can be deployed. In addition, werrorists, which may attempt a massive routing attack.
mention the advantages and benefits of our approachagain, our approach could provide a quick detection of
Deploying our approach: the vision. First, we need to the problem and a potentially fast response, even in the
clarify that our approach encourages and relies to sof@em of a shutdown of affected parties.
extent on collaboration between ASes, but it does not
need a centrally controlled Internet. Clearly, a centrally VI. CONCLUSIONS

managed Internet could be made secure if it could _ ,
overcome scalability issues. However, the Internet is V& develop an approach to improve the security and
distributedly run for a variety of civil, business andobustness of Internet routing with the information that

operational reasons. Our approach is aligned with tff¥Xist today. Our approach has a large number of benefits.
requirement. First, no changes are required in the routing protocol
In our vision, IRR could become a more sophisticatedd therefore it can be used with minimal disruption.
database, where multiple views and various levels gfcond, there is no need for global cooperation, and
access to information could be provided. For exampfgonformance. Any number of networks that publish

an AS operator could be allowed to retrieve more infof€ir policies can use our approach. Third, we increase

mation about a neighbor AS and less information abohrle accountability of Internet routing and automate the

a distant unrelated AS. Similarly, a network operatdfiScovery of routing anomalies. Fourth, monitoring of
could have more clearance and access to details tigi§rmnet routing can help us separate hype from reality.
a researcher. In other words, we can shift the securfyhich problems are real, how often do they appear?
and privacy issues to the access of the IRR registf onvery et.al. [33], showed that even though theoret-

which is something that falls into the database securf§@ly it is possible for an external attacker to create
and information access category. problems like BGP spoofing, in reality it is extremely
Our approach could significantly benefit from th&ifficult to make a succesful attack. o

addition of automated consistency checking in the reg_Other practitioners have been interested in similar ap-
istries. The more accurate information the better w©aches. For example RIPE has developed a prototype,
can detect routing problems. To this effect, the re§YAS [34], for a similar purpose. Their tool allows
istries can have automated tools for consistency checRdministrators to manually register the routes they want
For example, when one AS registers a link, while tH@ safeguard, and their upstream providers. They use the
neighbor AS does not. Note that many such checks aHe> monitors to detect deviations from the registered

easy to automate [31] [32] and they can even gener&’@icy’ and inform the n(_etwork administrator_of the
notifications in a web-log or email form. problems. Our approach is much more ambitious and

In a nutshell, the point of this work is to show thés motivated by this question: why not use the actual

power of information sharing and collaboration. Havin§~ St _rec’;)rds described in the RIPE registry for route
this, and the appropriate tools, we could automate akddation’
We believe that our approach can be udeday

speed up the detection of routing errors. Implementing a : :

secure and privacy-aware IRR infrastructure is a separi@/ards a more secure Internet routing. The different

and technically feasible issue elements needed by our approach already exist. In con-
The advantages of our approach. We list several ad- clus_ion, our approach can be used to_ pro_tect Internet

vantages that our approach provides. First, by automat rggmng .and autpmatlcally evaluate, with little or no

the update validation, we decrease the window of o dman intervention, the extent of the prqblem Ic_>efore

portunity for malicious users. If we can detect abnorm Pc'd'ng_t? take extra steps to add security within the

routing fast enough, we can limit the profits from illegallnternet infastructure.

routing. After that, it is up to the community to find ways

to act or enforce a solution through recovery mechanisms REFERENCES

or bu§iness practices. For example, today, a spammgy routing  protocols ~ security  working  group,’

can hijack a route, or an AS number to send spam for a http://iwww.rpsec.org/.
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