Research Statement

Michalis Faloutsos

My research focuses on computer security and networks and can be grouped into the following, partially-
overlapping areas:

1. Web security focusing on the detection of malware on websites, and the identification of the mechanisms
deployed by hackers and spammers.

2. Network science, complex systems and social networks, where the goal is to model the topology, un-
derstand the evolution, identify patterns, and detect anomalies, including physical network topologies,
communication interaction, biological networks, and human-centric networks like eBay and youtube.

3. Network security and measurements focusing on classifying traffic and detecting malware and intrusions
in enterprise and backbone networks.

4. Network protocols focusing on improving the performance of protocols in the areas of: Internet routing
(BGP), robust and scalable ad hoc routing, contend distribution, privacy and anonymity, and group com-
munications.

My philosophy. The driving forces for my work aspire to be: (a) practical impact, (b) contributions to funda-
mental science, and (c) enabling students to achieve their career goals. As we all know, reality is not as clean-cut
as this. However, my publication and funding records provide indications of some successes towards these goals.

Regarding the third goal, I find that it is pretty much taken care of by fulfilling the first two goals: the challenge
is more the human-resource management. The key is to unleash the true potential of each student by guiding their
abilities to topics according to their preference, strength, and long term goals. Over the years, I have had the plea-
sure of working with excellent students, who arguably taught me more than I taught them, and got prestigious
positions at academic institutions (e.g. J. Eriksson at U. of Illinois, Chicago, K. Pelechrinis! at U. Pittsburgh), re-
search labs (e.g. T. Karagiannis at Microsoft Research, G. Siganos at Telefonica Research) and industry (e.g. Y. He
at Yahoo, I. Broustis at Alcatel-Lucent).

Interdisciplinary work. Partly by design, partly by fortunate coincidences, I have had the chance to work
with people from different disciplines. My two most established interdisciplinary efforts are the following;:

a. Bionformatics and Computer Networks. I have started collaborating with bionformatics researchers on
how to use network analysis techniques on biological problems. For example, I have worked with Stefano Lonardi
at UCR [56], B. Andreopoulos then at U. of Toronto [1], and Paul De Ley from the UCR Dept. of Nematology.
With Prof. De Ley, we secured a large NSF grant focusing on analyzing nematodes (“Interactive and intelligent
searching of biological images by query and network navigation with learning capabilities”, $1.1M).

b. Datamining and Computer Networks. My major collaborator here is my older brother Christos Falout-
sos, a data-mining expert, with whom I have multiple papers at the cusp of computer networks research and
datamining, which are spread among networking and datamining forums (such as ACM KDD [49] and ECML-
PKDD [48]). In addition, we have had several NSF and Army grants, partially due to the novel perspective and
enabling capabilities of our interdisciplinary approach.

1 Current and future research thrusts

This section presents the existing and ongoing work in each research area mentioned above in more detail. Note
that it is only possible to highlight indicative efforts from each area. All the areas listed below are active areas that
Iintend to continue pursuing in the future, as I briefly discuss at the end of this document.

1 collaborated with Pelechrinis in papers, some still under submission, but I did not advise him officially.



1.1 Web security: fighting cyber-crime

Web security is a more recent area of research for my group, which attracted us because of the dire need for
protecting both websites and web-surfers. The urgency and its immediate practical impact have increased, since
the web seems to have become the vector of choice for virus propagation.

Scope and importance: Every day, 6000 websites are blacklisted (as dangerous) by Google. Websites have become
the new battleground of cyber-terrorism and cyber-crime. Web-based crime hurts the reputation and revenue of e-
commerce sites, turns websites into distributors of malware, compromises sensitive company and customer data,
and threatens national security. An estimated 70-90% of the 75 million active websites are vulnerable, including
highly-visible sites. Being professionally hosted is not a solution either: large hosting companies have tens of
thousands of compromised sites. Trends suggest that website protection is where PC anti-virus protection was in
1999: what started as an optional luxury, has become an absolute necessity.

Our work so far has focused on: (a) understanding spam, web-based malware, and the web-infrastructure that
supports it [53, 42], (b) the detection of parasitic (typosquatting) sites [5], and (c) the detection of phishing sites
[46]. Our vision is to become a catalyst for website security research by establishing a comprehensive agenda that
includes: developing new approaches, evaluating existing methods, and integrating all these capabilities into a
modular and extensible toolkit bringing together the research community and industry.

Practical and commercial impact: My startup has emerged from this area of research: StopTheHacker.com was
co-founded by my PhD student A. Banerjee in 2008. The company focuses on protecting websites against hack-
ers by providing preventive and early-diagnosis “health-care” services in a Software as a Service fashion. The
company has received $600K in government awards, started offering commercial services since 2009, has recently
established key partnerships with webhosting companies, and is preparing for its first institutional investment.

1.2 Network science, complex systems and social networks

Scope and importance: The overarching goal is to understand how large complex systems behave and evolve,
which includes methods to model the topology, understand the evolution, identify patterns, and detect anomalies.
Another interesting and related question is to understand and model fundamental propagation properties of a
network, such as transition phenomena.

Our work addresses the study of networks in a unified way independently of their origin, which includes com-
munication networks, human interactions, biological networks, and online social networks. Our most celebrated
work was the discovery of network properties that are described by skewed distributions and powerlaws, focus-
ing on the Internet topology, a work that received the ACM Test of Time award [17]. Since then, we have delved
into related issues, including modeling, sampling, and generating realistic Internet-like topologies [30, 29, 27, 28].

More recently, we have expanded the work to include biological networks [56] [1], and online social networks,
such as the buyer-seller graph of eBay [6] and video popularity on youtube [10].

Interestingly, this area overlaps with data-mining research, and we have interacted with both communities
[49, 48]. One of our most recent thrusts studies fundamental properties of virus propagation in time-varying
networks [48] and static networks [9]. We provide the first analytical work that shows that the eigenvalue of
an appropriately constructed adjacency matrix of the system determines whether a virus will survive or become
extinct.

Our most recent and nascent research effort is the use of network science and graph mining concepts in soft-
ware engineering. The key challenge is to improve software quality and reduce the cost of maintenance by iden-
tifying the most problematic software functions and modules for efficient software maintenance and debugging.
The effort proposes a novel approach to this problem based on modeling software as a graph and the use of so-
phisticated graph-based techniques. Our preliminary results are very promising: using long-lived open-source
programs such as Mozilla, we are able to predict bug severity and estimate the software maintenance effort with
high accuracy. This effort is in collaboration with Iulian Neamtiu, a new software engineering faculty member at
UCR.

1.3 Network security and traffic modeling

Within the large area of network security, we have focused on measuring, modeling, and classifying traffic, and
using this knowledge and tools to detect malware and intrusions.

Scope and importance: Monitoring the traffic and detecting unwanted applications is far from trivial. The au-
thors of controversial applications often obfuscate their traffic to make them very hard to detect by using encryp-
tion or ever-changing behavior. Thus, we want an approach that has the following properties: (a) it is easy to use



in practice and for a wide range of tasks, and (b) it can operate with limited, partial or erroneous information.
Despite the numerous efforts in this direction, the problem is far from solved.

A key novelty of our work is to follow a more fundamental behavioral approach, where the detector looks for
behavior patterns of the application that are both intrinsic to the application and distinct from other traffic. By
identifying intrinsic behaviors, we make it difficult for application writers to disguise their applications without
defeating the very purpose of the application.

Our behavioral driven approach has two thrusts, each developed by a different PhD student. Our first ap-
proach focuses on the behavior of a single node and characterizes the traffic based on an appropriately constructed
graph that captures that nodes interaction with other nodes [41, 40] (more than 500 citations in Google Scholar).
In our second approach, we go a step further, and we use the network wide interaction graph, which captures
the communication pattern in a network, namely who talks to whom [33] [31] [32] [23]. We develop a plethora
of methods that address different challenges and show beyond doubt that there is a wealth of information em-
bedded in a such a graph-based approaches, which goes beyond or complements what previous methods can
accomplish. There is still significant ongoing work in exploring the full capabilities of our approaches, and in
developing targeted tools with the aid and the direction of our industry partners (Narus, Cisco, Microsoft, Intel),
and government and military agencies.

Over the span of 10 years, we have also completed a significant amount of work in the fundamental under-
standing of the nature of traffic [39], traffic measurement and application classification in general [37, 36], and this
includes widely used tools [38] (more than 2000 downloads within the first three years), and research efforts that
have attracted wide interest in the popular press [36].

1.4 Network protocols: robustness, scalability, and efficiency

This broadly-defined area includes a large number of multi-year efforts, and multiple PhD and Master’s students.
This area includes efforts that attempt to: (a) measure and model how various network protocols work, and (b)
design more efficient protocols. Below is a list of several of our efforts grouped for ease of presentation.

1. Internet interdomain (BGP) routing. Interdomain routing is the backbone of the Internet, it is what ensures the
connectivity between networks belonging to different entities (Automonous Systems). We have studied the
behavior of BGP [51, 47], developed methods to improve its robustness [52, 50], and tools to troubleshoot
problems [49].

2. Robust and scalable wireless and ad hoc routing. We have proposed fundamentally different approaches to
routing [12, 13] by proposing the use dynamic addressing, and making a distinction between permanent
node identities and transient addresses. We have studied security challenges and proposed secure routing
algorithms that can withstand various types of attacks [14, 15, 26, 25]. We have also proposed routing
protocols that exploit the latest capabilities and breakthroughs at the physical layer [35, 34].

We have also developed protocols to improve the performance of wireless infrastructure-based networks
[7, 8] and hybrid networks with an infrastructure-based and an ad hoc component [45, 55].

3. Content distribution and distributed systems. We have conducted multiple studies on how content can be dis-
tributed over a network, and we have studied various aspects including: (a) modeling the effect of misbe-
having users and the distribution performance[4], (b) user privacy and anonymity [3] [2] (best paper award
and wide publicity in the popular press), and (c) enabling realtime streaming of content in a distributed
fashion[54] (147 citations in Google Scholar).

4. Efficient multicasting and broadcasting. Regarding group communications, we have studied and developed
multicast and broadcast protocols for wireline [16, 22, 11] and wireless networks [44, 43, 24], that attempt to
strike the balance in a variety of operational trade-offs. In our earlier work, we have also done theoretical
research in distributed algorithms and fundamental bounds on the competitive ratio of algorithms [18, 19,
20, 21].

2 Conclusion and Future Plans

This concludes a brief overview of my work over the last roughly 15 years. Regrettably, several interesting efforts
had to be omitted for the sake of brevity.



In the future, I am particularly excited about the first two research areas: web security and network science,
while at the same time continuing the work on network security and measurements, and the development of
robust routing solutions. I will expand a little more on the first two areas.

My interest in web security is motivated by its importance and urgency, which will only increase in the future.
The are two main reasons for this observed trend. First, hackers from all over the world are constantly finding
new and ingenuous ways to attack. At the same time, web technology is becoming more complex, interactive,
and more accessible, which means that non-technical people can launch their own website in a matter of minutes.
My intent is to play a role in making the web a safer place. This will require several things: (a) keeping abreast of
the novel techniques hackers use, (b) pulling resources together from diverse technical fields, (c) leveraging the
power of community efforts and user participation, and (d) leading efforts to develop standards, best practices
and educate users and technologists.

My interest in network science, an admittedly overused term, focuses on understanding the behavior of large
systems through the use of sophisticated and novel graph-mining techniques. First, understanding how a com-
plex system functions, and detecting the emergent behavior resonates with the most basic curiosity that made me
a scientist in the first place. As I described before, I am interested in many kind of complex systems, including
man-made (Internet topology), communication (call and text-message graphs), biological networks (Protein-to-
Protein interaction), and human-centric (eBay and youtube). Second, I am interested in exploring the power of
graph-based techniques to provide novel insight into the interworkings of complex systems. It is natural to at-
tempt to build on the success we have had with bringing graph-based models and techniques in diverse settings,
and leverage the expertise we have developed in this field.

Having said that, I believe that scientists need to be agile: we need to keep our eyes and our mind open and
let scientific curiosity and practical needs guide us. At the same time, as anyone who has supervised graduate
students knows, the interest and enthusiasm of the students often end up shaping the research agenda, often in
wonderfully surprising ways.
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