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In wireless sensor networks, multiple o ws from data collecting sensorsto an aggregating sink
could traverse paths that are largely interference coupled. These interference e ects manifest
themselves as congestion, and causethe o ws to experience high packet loss and arbitrary packet
delays. This is particularly problematic in event-based sensor networks (such as those in disaster
recovery missions) where some o ws are of greater imp ortance than others and require a higher
delit y in terms of packet delivery and timeliness. In this paper we presert COMUT (COngestion
control for MUIlti-class Trac), a distributed cluster-based mechanism for supporting multiple
classesof trac in sensor networks. COMUT is based on the self-organization of the network
into clusters, each of which autonomously and proactively monitors congestion within its localized
scope. The clusters then exchange appropriate information to facilitate system wide rate control
where, each data source, depending on the relativ e imp ortance of its data o w and the experienced
congestion en route the sink, is coerced into controlling its rate. Our simulation results demon-
strate that (i) our techniques are highly e ectiv e in dealing with multiple, interfering o ws and
in achieving high delivery ratios and low delays compared to traditional approaches, (i) operate
successfully over multiple underlying routing proto cols, (ii) provide higher throughput to higher
imp ortance o ws (iv) are responsive to failures and, nally , (v) achieve substantial energy savings
due to the considerable reduction in packet drops via the e ectiv e regulation of the network load.

Categories and Subject Descriptors: C.2.2 [Computer Comm unications Net works ]: Network
Proto cols| congestion contr ol

General Terms: Algorithms, Design, Exp erimentation
Additional Key Words and Phrases: sensor networks, rate control, clusters, real time

1. INTRODUCTION

In this paper we presen a scalableand distributed framework for alleviating con-
gestion and supporting multiple classesof owsin event-tasal sensornetworks. In
cortrast to monitoring applications, wherein sensorsare deployedto report periodic
data, in event-lasel sensornetworks, reports are produced only upon the obsena-
tion of speci ¢ events that satisfy certain pre-speci ed conditions; a typical example
might be the increasein the obsened temperature beyond a preset threshold.

We consider sensornetworks that consist of a relatively large number of cheap,
disposablesensorswhich report to only a small number of aggregatingsinks. Infor-
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mation from a multiplicit y of sensor-detectedeverts, in such scenarioswill typically

haveto ow via data paths that are largely interference-coupledtowards the sinks.

Collisions of packets from simultaneous o ws create congestedhotspots which in

turn, cause ows to experience delays and padket drops. The problem becomes
more critical in applications sudh as disaster recovery missions,where packets from

some o ws are likely to be of greater importance than others. Maintaining a high

delivery ratio for the more important o ws s critical in these networks. Our work

targets thesescenariosand hastwo speci ¢ but inter-related constituent objectives:
(i) provision of distributed medanismsfor congestioncontrol and, (i) managemen

of owsfrom multiple classesij.e., of higher versuslower importance.

A certral requiremert in tackling the problem of congestioncortrol is e ective
congestion detection. Congestion can becomeapparert as network nodes consis-
tently drop packets. Clearly, since our objective is to be able to provide a high
delit y in terms of high delivery ratios, an e ectiv e congestion detection meca-
nism should monitor the factors and conditions that result in packet drops in order
to infer the possibleonset of congestion.

Padket drops are mainly attributed to queue over ows and media accesscon-
tention. The problem of queueover ow is even more critical in sensornetworks
where queue size limitations are substartial. Over ows are causedby disparate
o ws (initiated at dierent locations in the network) that follow routes that con-
verge at somecommon node, overwhelming its incoming bu er. Evenif the ows
have moderate transmission rates, the combined incoming rate to a common rout-
ing point might causethe bu ers to over ow. Evenwith congestionaware routing
schemes[He et al. 2003], it is still very possiblethat ows will corvergein the
proximity of the sink. At the sametime, media accesscontention can also cause
padket drops. As contention grows, the waiting time for obtaining the channel for
transmission also grows. As a node waits for the channel, additional trac may
arrive lling up its queueand further increasingthe pacdket delays.

To infer congestion, previous researd on sensornetwork congestion detection
has consideredlocalized techniques such as queuesize [Sankarasubramaniamet al.
2003]Jor MA C-level statistics [Wan et al. 2003]. HoweVer, it is possiblethat neither
of the two methods can e ectiv ely identify or predict a congestednetwork. On the
one hand, sensorshave small queuessizes,which, even with low contention might
over ow. On the other hand, a queue might be highly utilized, and yet may not
necessarily suggestcongestion. Therefore, a metric that can capture the e ects
of both queue occupancy and corntention while being computationally simple for
application on sensordevices,is required. Furthermore, we should be able to com-
bine partial and local congestionassessmets to generatecongestionestimatesthat
span an area beyond the local scope of ead node. This would provide more ac-
curate, distributed and timely feedbadk concerningthe network and help stimulate
appropriate controls at active as well as prospective sources.

Traditional congestioncontrol approaches utilize end-to-end or hop-by-hop (or
combinatory) cortrol techniques[Wan et al. 2003; Ee and Bajcsy 2004]; however,
these prior approaches consider only a single class of packets. End-to-end tech-
nigues [Sankarasubramaniam et al. 2003]require the sink to regulate the sensors'
sending rates. However, becauseone may expect the trac volume to be high in
the proximity of the sink, the regulatory updatessert by the sink may be throttled
at the source. Furthermore, end-to-end techniques might not provide responsive-
nessin atimely fashion, especially when highly unpredictable events occur. On the
other hand, hop-by-hop, badkpressuretechniques [Wan et al. 2003]are reactive in
nature. Backpressuremessagesre sert when congestionhas already occurred and
this may causea signi cant initial lossof packets while the control messagesre en

1channel errors may cause packets to be dropp ed if they are erroneously received. However, this
situation is relevant to the link reliabilit y problem, which we do not address herein. In this work
we rst consider a reliable channel and attempt to tackle the problem minimizing packets drops
that are solely attributed to congestion. Later we investigate the impact of stochastically varying,
unreliable channel on the performance of our congestion control scheme.
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route the sources.An intermediate action in which padkets are delayed by storing
them temporarily, is not practical in sensornetworks due to the limited memory
size. Therefore, with badkpressure, there is no choice other than to drop padcets
en route, in order to reduce congestion[He et al. 2003].

While alleviating padket drops by meansof congestioncortrol, another challenge
is to provide preferenceto packet ows of higher importance. More speci cally
we would want to provide higher throughput to important ows (i.e., allow for a
higher number of important padkets in the network comparedto concurrert o ws
of lower importance). Previously proposedservice di eren tiation techniques have
not consideredcongestionor its e ects [Yang and Vaidya 2002; Lee et al. 2000].
Admission control techniquesproposedfor wireless,ad hoc networks [Leeet al. 2000;
Yang and Kravets 2004] regulate the network load and, thus, control congestion
indirectly. Howevwver, these methods are likely to be computationally intensive in
the presenceof multiple classeshence,are unsuitable for sensornetworks.

In this paper we presert COMUT (COngestion cortrol for MUIti-class Tra c),
a framework that consists of scalable and distributed cluster-based medanisms
for supporting multiple classesof trac in sensornetworks. In the techniques
previously discussed,congestionis estimated and action is taken on a per-node
basis. The distinguishing characteristic of our approac is that COMUT is based
on the self-organization of the network into clusters eac of which autonomously
and proactively monitors congestionwithin its localized scope. To accomplishthis,
sentinel rolesare assignedto sensorgo proactively monitor the network and collect
statistics to infer the collective level of congestion. Regulation of sensorrates (per-
cluster) and coordination between cluster nodes is achieved by exdhanging only
small amounts of control information (via cortrol padkets) between the sertinel
sensorsalong ow paths. The main benet of sensorclustering is that a group
of sensorscan capture the behavioral interactions between ows. Our approac
improvesresponsivenessin comparisonto end-to-end techniques, while, expensive
(in terms of communication overhead), reactive hop-by-hop backpressuremethods
are avoided. COMUT generatesand propagatesrapid and accurate feedbad about
active owsto sourcesensorclustersto signal congestion. The sensorsin a cluster
adjust their rates asper the relativ e level of importance of the events to be reported
and the congestionstate en route the sink. This processimprovesthe timeliness
of data delivery seenby o ws of high importance. The e ciency with which the
available bandwidth is sharedbetween o ws is also improved.

Contributions: We summarizeour cortributions below. We proposea framework
for congestionand rate cortrol in highly dynamic and unpredictable evert based
sensorsystemswherein multiple classef o wsareto be supported. Our framework
consistsof the following componerts:

| A distributed and scalable medhanism that facilitates the clustering of sensors
and allows for the adjustment of the sendingrate per cluster.

| A decerralized methodology for intra- and inter-cluster, per-path estimation of
trac intensity. The estimation is proactive and helps anticipate uctuations in
bursty trac patterns.

Through an extensive set of simulations we demonstratethat: (i) our techniques
are highly e ectiv e in dealing with multiple, interfering o ws and in achieving high
delivery ratios and low delays comparedto traditional approades,(ii) operate suc-
cessfullyover multiple underlying routing infrastructures, (iii) succeedn providing
higher throughput to higher importance ows, (iv) are responsive to failures and
unreliable links and, nally , (v) achieve substartial energy savings due to the con-
siderablereduction in padket drops via the e ectiv e regulation of the network load.

2. DESIGNOBJECTIVES

In this section, we motivate our approach and highlight the factors that in uence
our designdecisions. Throughout this paper we assumethat the scenarioof interest
is akin a disaster rescuemission.
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Coping with the presence of interference coupled paths: In evert-based
sensorervironments suc as the one under consideration, the number of scattered
sensorsis relatively large, while the number of aggregating sinks is likely to be
small. This leadsto a funneling e ect wherein data o ws from dierent sensor-
detected everts corverge when they read the proximity of the sink. The ows
are likely to follow paths that are largely interference-coupled. The interference
coupling between paths becomespronouncedin regionscloseto the sinks. Typical

routing protocols build hop-by-hop paths to the sink and the sourcesare unaware
of the existenceof other o ws in the network. One might attempt to perform con-
gestionaware routing [He et al. 2003]. In [He et al. 2003],sensorsavoid overloading
congestedareas by redirecting trac away from hotspots. Howewer, in disaster
rescuemissions, congestioncan vary dynamically and there is overheadin recon-
structing the routes and maintaining state information at ead node. The problems
are further exacerbatedin the presenceof o ws belongingto multiple classessince
information regarding high importance events may get lost during congestion. Fur-

thermore, it may be impossibleto bypasscongestedareasthat are closeto the sink.

In the presenceof sud interfering o ws, our objective is, then, to give preference
to and maximize the throughput of o ws of higher importance.

The need for proactiv e rate control: In disasterrecovery missions,evernts are
likely to be detected at random times and at random placesin the sensornetwork.

This dynamically changesthe interference patterns among o ws and hinders our
ability to predict network behavior and e ectiv ely identify points of congestion. In

addition, the presenceof multiple classesof trac makesthe problem even more
dicult. One might use reactive techniquesto coercethe sourcesto reduce their

rates (especially sourcesthat inject trac of lower importance) upon congestion.
However, in such casescongestionhas already occurred and, thus, reactivity does
not avoid critical padket losses.Our goal is to proactively monitor the network and
identify or predict the onset of congestion. A lightweight control schemeis also
required for the information to be quickly exchangedbetweenclustersto notify the

sourcesthat route packetsthrough the congestedareato reducetheir sendingrates.
The need for Cluster-based Trac Intensit y Estimation: Given that we
needan e cien t, proactive rate corntrol scheme, it is essetial to de ne a simple,
yet e ectiv e, congestiondetection mecanism which will considerthe existence of
multiple typesof o ws. Towards the detection of congestionwe then need a methad-

ology for performing trac intensity estimation. Sud an estimation technique
must be simple, deceriralized, lightweight and should be implemented e cien tly

within the sensors'localized scope. Furthermore, in order to reducethe trac load
without having to discard packets, it will be necessaryto adjust the rate of the

sourcesthemseles. Therefore, the trac intensity estimates must be propagated
to the event sources,which may not be known a-priori. One possibility is that

this intensity metric be communicated to all sensorsby meansof network cortrol

padkets. Howewer, this would be energy intensive and will unnecessarilyincrease
the network tra ¢ and, thus, will further contribute to congestion. Toimplement a
scalablesolution, in our approad, sensorsare grouped in clustersthat collaborate
by exdchanging information on obsened, active ows and their corresponding im-

portance. Grouping the sensorsinto clusters assistsin examining the corvergence
of trac from multiple o ws and thereby producesa more accurate represenation

of ow interactions.

3. CLUSTER-BASEDNETWORK STRUCTURE

As stated, our mecdhanismsare employed on per cluster bases.Clustering is a tech-
nigue for grouping together a number of nodes. Usually, one node amongthe group
membersis electedto be the group leader or cluster{head. The cluster{head plays
the role of the certral coordinator depending on the task that the clustering process
is designedto support. Clustering in ad{hoc networks has been applied for rout-
ing [Wu 2002;Haas and Pearlman 1998;Krishna et al. 1997],load balancing [Amis
and Prakash 2000] and for supporting security [Bechler et al. 2004]. In sensor
networks it was shown that clustering for data collection [Heinzelman et al. 2000]
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Fig. 1. An Overview of COMUT Network Structure.

and data aggregation[Mhatre and Roserberg 2004]is highly e ectiv ein conserving
energy and prolonging the network lifetime.

In COMUT, however, the objective of clustering is to achieve e e ctive congestion
estimation and rate control. Sensorsutilize cluster{level (localized) network mon-
itoring to re ect the trac load within a local spatial region. Each sensorcluster
is governed by an appointed sentinel (i.e., a clusterhead) which is responsible for
collecting trac load updates produced by its cluster members and compiling a
collective cluster{level congestion estimate. When suc estimates are computed,
active or newly initiated o ws can be informed whether the regions, via which their
padkets are routed to the sink, are congested. This information, which is basedon
the computations of the monitoring processesis utilized by the cluster sensorsin
order to corntrol the rates of the ows.

An assumption we make here is that sensornodes do not go into sleep mode
throughout the mission operation time. We assumethat in the event-based net-
works under consideration (such as emergencyresponseand distaster recovery mis-
sions) sensorare scattered in the a ected area and must be turned on in order to
deliver as many { potentially critical { reports as possible.

In Figure 1 we presert an overview of the COMUT network structure. Sensorsn
the network are grouped into clusters, as showvn in the gure. Messageexdcanges
consist of regular data padkets, intra{cluster load updates (sensorupdate padkets)
and inter{cluster sertinel updates (sertinel update padets). Sensorswithin a clus-
ter periodically report their locally computed estimation of the trac load (dashed
lines). This information is processedy the cluster sertinel and a collective cluster{
level load estimatesis communicated to the sertinels towards the clustersthat the
sourcesbelong to (dotted lines). The received value is consideredtogether with
the local estimation and a new estimate is produce which incorporates the tra c
conditions in the vicinity of clusters along the path, towards the sink. Therefore,
sensorsat the clusters that generatetrac are able to produce aggregatetra c
estimates from the sourcesto the sink, and thus, adjust their sendingrates based
on the current congestionlevel.

Benets of Clustering: This setup of grouping the sensorsinto clusters (instead
of having ead sensoracting independertly) provides multiple bene ts. Clustering
o ers scalability while allowing for more accuratelocal estimations sincea collection
of sensorsin a small region can better capture interactions betweenmultiple o ws
that passthrough that region. In addition, the selection of a single sensoras
a represerativ e of the whole cluster, allows for the aggregation of updates into
a single cluster{level update to be propagated to the sources. Note that only
cluster{head sensorsneedto exchangecortrol information. This messageexcange
procedureentails low overheadwhich, in addition, is justied by the major energy
savings that are provided by reducing the padket drops. Dropped padkets result in
wasted transmission e orts, i.e., energywastageas showvn in Section7.

Designing the Clustering Algorithm:  The basic requiremert in COMUT is
that ead sensormust belongto a cluster in order to be able to communicate its
trac load state. However, the designof COMUT is driven by the following addi-
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tional properties: (1) The clustering algorithm must allow for the self{organization
of the sensorsin a distributed manner. (2) The clustering algorithm must have
small messagecomplexity during the sertinel election. (3) The resulting number
of clusters must be small in order to reducethe update messagesxchangesamong
sertinels. (4) Lessof a requiremert but rather a design choice is the creation
of one{hop clusters (i.e., cluster members are one hop away from the appointed
sertinel). One{hop clusters are consideredin most previously proposedclustering
algorithms [Lin and Gerla 1997; Heinzelman et al. 2000; Basagni 1999]. One{hop
clusters are simpler to create; at the sametime, the wirelessbroadcast advantage
is exploited sincethe serinel can readc all of its members and notify them of the
current congestionlevel with a single broadcast. In addition, sincethe probability
of dropping a pacdket increasesexponertially over multiple hops[Wan et al. 2002],
single{hop messageshave a much higher probability of being correctly received.
Further, the sertinel can promiscuouslylisten to padkets forwarded by its members
and, with no additional overhead, infer the number and the importance level of
o ws that traverseits cluster.
Clustering Techniques: Clustering algorithms with respect to data communica-
tions have beenproposedto either produce clustersthat satisfy specic properties
(such as cluster size, good distribution of cluster{heads etc) or to save energy by
periodically re-electing cluster{heads. We are mostly concernedwith the rst case
i.e., algorithms that e cien tly build one{hop clusters but can also quickly be re-
executedin caseof sertinel failures. Proposedalgorithms such as[Amis et al. 2000;
Younis and Fahmy 2004;Bandyopadhyay and Coyle 2003]can be usedwhile results
in [Bandyopadhyay and Coyle 2003]can be consultedto ne tune algorithm param-
eters. Our algorithm is basedon [Amis et al. 2000]and [Bandyopadhyay and Coyle
2003]which provide heuristic methods for constructing d-hop dominating sets, a
N P -complete problem [Amis et al. 2000]. The analysesin theseworks have shovn
that cluster construction only requires O(d) rounds of messageexchanges,while
experiments have shown that load balancing is also achieved.
Sentinel Election in COMUT: At the beginning of the election phase ead
sensornode sets a time-out at a pre-de ned, randomly chosen, later time ts. If
within this period, it receivesa sentinel announe@ment messagerom a neighboring
node, it choosesthe senderto be its sertinel and joins that sertinel's cluster. Note
herethat, with CSMA, a sensorcannot senda messagevhen it senseghe channel
to be busy. Upon the expiry of this time-out, while sensingthe channel, if a sensor
has received a sertinel announcememn messagejt will join the sender'scluster and
suppressits own announcemei. However, if, after the lapseof ts, no messagehas
beenreceiwed, the sensorwill becomea sertinel itself with a probability P,. P, is
a function of n, where n is the number of iterations during which the sensorhas
not electeditself a sertinel. If multiple announcemeits are heard during this time
period, if n is odd, the receiver setsthe senderwith the highestid asits sertinel
else,if n is even, it setsthe senderwith the lowestid asits sertinel. The reasonis
to allow for sertinels whosecluster members have beenovertaken in the previous
broadcast, to regain some of their neighboring nodes as members and evertually
construct more balanced cluster sizes[Amis et al. 2000]. If a sensornode does
not succeedin becoming a sertinel and has not joined a cluster, it increasesthe
probability P,.; of becominga sertinel at the end of the next time-out, as per the
following formula:

Pn+]_ = (l Pn)(l e n )+ Pn (1)

where, is a parameter that determinesthe e ectiv e degreeof increaseof P,, with
n. It is important to note that asn increases,the probability of a node becoming
a sertinel also increases. Thus, within a small number of steps, eac node either
becomesa sertinel itself or a member of a cluster, headedby a neighbor sertinel. By
carefully choosingthe initial probability Py and valuets that is closeto the one-hop
delay (as argued in [Bandyopadhyay and Coyle 2003]) we can achieve convergence
in O(1) (constart) iterativ e steps as shawvn in [Amis et al. 2000] regardlessof the
network size. To provide an intuitiv e justi cation for the valueschosen,we compute
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a theoretical upper bound on the maximum number of rounds required. Considera
setof M nodesthat are within the range of eat other. If we had not increasedthe
selection probability after the expiry of eadh timeout, i.e., = 0, the probability
that no selectionis madeafter n roundsis (1 Pg)M" (until the rst nodetransmits
a sertinel advertisemert). Figure 2 shows this relationship for Py = 0:3 which we
alsousedin our tests. We can choosetg to be the sum of the empirical onehop delay
and the congestionwindow at the MAC layer (to minimize possible simultaneous
advertisemert attempts) which boundsthe total required time for sertinel selection
to(n+ 1) ts.

4. TRAFFICINTENSITY ESTIMATION

Once the clusters are formed, the objective is to determine the level of local con-
gestionwithin ead cluster; oncethis estimate is computed, the information is fed
back sothat the sourcesof the data o ws can appropriately cortrol their sending
rates. To determine the level of congestionin the sensornetwork it is important to
estimate the trac intensity both within and acrossmultiple clusters. The trac

intensity is signi cantly a ected by the number of newincoming and existing o ws,
the density of the nodesin the network and the limitations in terms of communica-
tion abilities of sensornodes. Thus, in such dynamic ervironments, an exacttra c

intensity estimation is very hard to achievein a practical setting. For thesereasons
we chooseto usean approximate model towards estimating the network conditions.

4.1 Trac Intensity Approximation Model

We usea queuing network model, wherein ead cluster is modeledas a queue. The
gueuesare then interconnectedto form a network. We assumethat the resulting
network is a BCMP network of queues[Hayesand Babu 2004]. This enablesus to
represert the state of the network in a product form (which would be the caseif the
gueueswere eath examinedindependertly and in isolation). Our goal is to acquire
macros®pic network statistics using a heuristic approach that is adequately simple
to t within the computational capabilities of sensordevices. We discussin Section
4.2 and Section 7, the benets, accuracy and e ectiv enessof our approximation.
Using the above model, we compute the tra c intensity as follows:

Let the value ; represen the o ered load at the queueof sensori; this is de ned

as = = is the aggregatearrival rate of the padkets produced and forwarded
at sensori while ; is the servicerate at sensori, i.e., ; = 1=W where W is the
computed exponertially weighted moving average of the padkets' waiting time at
the head of the servicequeue. The distribution of the queuesize P (k) (essetially
this is the probability that there are k packets in the queue) at the sensornode is
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computedasP (k) = (1 ;) K. For N distinct queues,the joint distribution is the

product [Hayesand Babu 2004]P (kq; ko; i ky ) = Q (1 ;) i“. Wethus, de ne
i=1

the Trac Intensity estimatein a cluster, (alsocalledthe estimate), to be the

probability that at least one of the sensorsin the %Iquster has a non-empty queue:

=1 P(0;0,::;0)=1 1 2
i=1

Given the above de nitions, ead sensori estimatesits local load ; within a
speci ¢ time interval, and reports it to its sertinel via a local broadcast. Note here
that theseestimatesare madebasedon real time obsenations of packet arrivals and
departures. Upon collecting the values i, from all of the sensorswhere,1 i N,
in the cluster, the sertinel calculatesthe collective estimate for the cluster.

Similarly, an aggregateestimate of the trac intensity on an ertire path from a
set of sourcesto a sink is calculated via the exchange of the  valuesbetweenthe
sertinels on the path as below:

Let ; represen the calculated value for clusteri. For cluster i we de ne the
upstream clusters to be the clusters from which padkets are received by nodesin
i, while the downstream cluster is de ned to be the cluster towards which padkets
are forwarded from nodesin i. The seninels of these clusters are correspondingly
called upstream and downstream sertinels?.

Let us now considera specic ow initiated at a cluster s, s > 0. Cluster s is
calleda source cluster, i.e., it contains oneor more sensorghat generatetrac. Let
the sink be de ned as cluster 0. For cluster 0 wede ne (= 0. Let j be a cluster
along the path from s to the sink, s j > 0. For cluster j (with N members), |
receives estimation from a downstream cluster j 1 (j is an upstream cluster for
i 1). The collective path trac intensity is calculated by simply incorporating
the ; . value received at the upsfream sertinel j, i.e.,:#

W
=1 T ;1) 1 3)
i=1

We reiterate that the collective calculation of is performed per-path, i.e., along
the clustersvia which a o w under considerationtraverses(seealso Section4.2). If
paths corvergeat a singlecluster, then the updatesthat arereceived by the sertinel
from the various member sensorsnodesare usedto generatean aggregate value
that incorporates the e ects of all the ows through the cluster. The calculated
value of is used as an indicator of the congestionlevel. The trac intensity
estimate computed in Equation 2, ensuresa high value of evenif a small number
of cluster members are heavily loaded.

Wewish to point out herethat contention for the wirelesschannelat eac sending
and receiving sensornode a ects the trac intensity; if contention is high then, a
padket that reachesthe head of a queuetakesa longer time to receiwe serviceand,
evertually, is sert out to the next sensornode (seealso Section 4.2).

We needto de ne a threshold value + ¢s beyond which the cluster is considered
to be congested.This will a ect when or how often  estimateswill be sert to the
sourcesensorgo regulate the trac. In orderto do this, we rst considermoderate
trac load conditions whereit is reasonableto assumearrivals to approximate the
Poissondistribution. It has beenshown that, in such networks and under dense
connectivity, the M-M-1 queueprovides a highly accurate approximation for eadh
link betweennodes[Bertsekas and Gallager 1992]. Furthermore, it has beenshawvn
that under the sameassumptions,the averagenumber of padketsin the queuingsys-
tem increasesvery quickly after the queueload reachesa speci ¢ threshold [Hayes
and Babu 2004]. Basedon this theoretical result we have tried to identify athresh-

2A cluster is eectiv ely identied by its sertinel's ID. By cluster update communic ations, we
essertially refer to communications between sertinels.
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old 4 s for initiating the update transmissions,that is neither too low (in which
casethe updateswould be uselesshor too high (in which casecongestiondetection
would not be e ective). We set this threshold to 0:6 and we preseri our justi -
cations in the experimental evaluation section. Given this threshold, in a cluster,
somesensoramay expect congestion(i.e., the value exceeds  ¢s) Whereasothers
may experienceno congestion. We, thus, assumetwo quantized levels of congestion:
Sensorsexpecting congestionare assaiated with a value of trac load = i es
while non congestedsensors,with a value << 5. We plug these valuesin
Equation 2 and plot, in Figure 3, the value of for a variable number of sensors.
Figure 3, shaws the corresponding value of in a cluster for di erent number of
congestednodes(on the x-axis) and uncongested(y-axis) nodes. We nd that even
with a small number of sensorsanticipating congestionthe value of  quickly in-
creases.We chosethe value of ¢ s to be 0.95 (high enoughto indicate congestion)
which is reached even when as few as about 3 sensorsanticipate congestion. Note
that this is true irr espective of the value observe at the other sensorswithin the
cluster. In our simulation experiments we obsened that this value provided a high
degreeof accuracyin estimating the trac intensity for di erent sizesof clusters.
This canalsobe seenin Figure 3. As shawn, in a congestedcluster, the deviation of

for di erent cluster sizes,is extremely small and closelyapproximates the value of
1. Werreiterate that this value is an estimate: it indicates the probability of nding
at least a single padket in a cluster. This estimate is computed at the sertinels of
the clusters which contain active or prospective sourcesto indicate whether active
or, respectively, prospective paths towards the sink, are congested.

4.2 Onthe Propertiesof the Estimata

In this subsectionwe provide an in-depth discussionon the characterization and
properties of the estimator. In particular, we provide the motivation for choosing
this metric, identify the parametersthat aect and examinethe specic e ects.
Capturing the trac state with a single, distributiv ely calculated value:
Equation 2 showsthat is de ned asa function of the padket arrival rate ;, the
servicerate ; and the number of active sensorswithin a cluster (i.e., sensorsthat
sendtrac load updates). We examine the properties of  with respect to these
parameters.

First, for the sake of simplicity, let us considerthe casewherein only one of the
above parameters varies at a time. Assuming a constart servicerate ;, asthe
arrival rate ; increases,the local trac load also increases. At some point, the
gueue of the sensorswill be lled up and the over ow padkets will be dropped.
Thus, with a constart servicerate, queueover ow mostly accouns for the e ects
of congestion. On the other hand, if the arrival rate ;is constart, a reduction in
the servicerate will causean increasein the trac load. Reduction of the service
rate is attributed to the delay in servicing packets at the head of the queue due
to interference e ects among simultaneous o ws that contend for the channel. In
reality, neither of the two parametersis constart. In our calculation of , both
gueue occupancy and contention are taken into consideration contemporaneously
providing a comprehensie estimate.

Second, in our model we assumethat the network of queuesapproximates a
BCMP network, wherein the steady{state probability distribution can be repre-
sented asthe product of the probability distributions of the distinct queuesin the
network, studied in isolation. This allows us to compile the partially (per-cluster)
calculated trac intensity valuesinto one collective trac intensity value. This
model although approximate, lends simplicity and tractabilit y and is adequatefor
our purposesof acquiring macrosmpic network statistics. The simplicity of our
approad entails minor computational and communication overheadsmaking it fea-
sible for usein sensornetworks. Furthermore, the model also provides estimates
that are within acceptableaccuracy levelsaswill be demonstrated later in Section
7. In summary, the merits of choosing this metric are twofold:

| The estimator capturesthe joint e ects of both queueoccupancy and channel
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contention in a single high level parametric value

| Locally calculated, cluster-level valuescan be combined to provide a collective
estimate of the congestionlevel across a larger deploymentarea.

Two valid obsenations can be made here. The rst obsenation is related to
the interference e ects causedby sensorsthat are active but do not belong to
the same cluster. Our estimate captures this e ect since the resulting that is
collectively reported by the sensorsto their sertinel in the cluster incorporatesthe
delay in servicetime that was experienceddue to the contention with neighboring
sensors.The secondobsenation is that dueto congestionit is possiblethat dropped
padkets will causethe incoming packet rate to a forwarding sensorto be reduced,
thus a ecting (reducing) the resulting estimation of . This would suggestthat
due to the reducedinput rate, no congestionis experiencedin the cluster. This
casecan still be handled correctly since congestionwill be detected at the sensor
that actually experiencesdrops. This latter e ect will causethe value in the
colrresponding cluster to be high, and this in turn, e ects the collectively estimated
value of
Per path update propagation and aggregation: Although our approximation
model is valid for network-wide congestionestimates, we choseto apply it only for
per-path estimates. The reasonis that our goal is to reduce drops of important
padkets by attacking congestionat its origin, i.e., by controlling the rate at the
sources. Paths are created from these sourcesto the sink and therefore a source
is only interested in knowing the condition of the network along the path that its
padkets will traverse. It, therefore, makessenseto sendupdates only along these
paths and more speci cally, upstream, towards the sources.By aggregatingcluster
reported valuesinto a single value allows us to reduce the number of updates that
needto be sen upstream. In addition, a control padket needsto only reach the
sentinel of ead cluster along the path. The sertinel will incorporate all received
valuesand provide the collective estimate to all the sensorsn the cluster via a one-
hop broadcast. We note that, in the worst case,the paths may ultimately corverge
at the sink. Even in this case,the interference between o ws will evertually be
taken into consideration.

5. RATE REGULAION

Oncethe trac intensity along a path is estimated, our objective is to regulate the
rate at which sourcesensorswill sendtheir data toward the sink.

Initialization: Consider the sensor network before any padkets are generated.
Since ows are yet to be initiated, sertinels do not have any knowledge of where
updates are to be sert. Flooding updates to all sentinels within a preset neigh-
borhood is wasteful in terms of energy Sincetrac o ws from the sourceclusters
to the sink, sertinels needto only sendupdatesto upstream clusters, i.e., towards
the sourcecluster. In order to identify the set of such upstream sertinels, in this
phase,ead sertinel sendsa small control packet to the sink; the padket carriesthe
cluster ID of the sendingsertinel. As padets ow towards the sink, ead sertinel
overhearsthe transmissions of padckets that passthrough its cluster and thereby
identi es its upstream clusters.

An additional requiremert is that before prospective sourcescan start sending
padkets, they must have an estimate of how long they should wait between padcket
transmissions, for an update from the sertinel in their cluster that indicates the
congestionlevel along the path of the ow. The sertinel, would have to compute
this basedon information exchange with the other sertinels on the downstream
path toward the sink. This information is needed by the sources to decide upon
the amount of additional trac that can be injected into the network. We use an
empirical method to estimate this time and we refer to it asthe Rate Regulation
Epoch (RRE) . Considerthe padets sert by the sertinels in the previously described
path estimation process. RRE is computed at the sink by calculating the total
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delay experiencedby a padket?®; the information is then communicated badc to the
particular sertinel that originated the packet. Although RRE is measuredunder
speci ¢ network conditions, by using weighted moving averagesthe sink adjusts the
estimate during network operations, and periodically transmits the new estimates.
Intra- and Inter-Cluster Comm unication: Sensorswithin a cluster periodi-
cally estimate their current load ;. As discussedearlier, in order to save energy
a sensortransmits its computed value to the sertinel only if it exceedsa preset
threshold (0.6). Lower valuesare ignored sincethey do not impact whether or not
there is congestionon the path. The sertinel will periodically forward its locally
computed tra ¢ intensity value (based on the information from the sensorsin its
cluster) and the level of the highest importance ow obsened in its cluster, to
other sertinels on the upstream path that is followed by eadh o w passingthrough
the cluster. This provides an indication of the level of congestionin the vicinity
of the specic path to the upstream sertinels (with respect to the sertinel that
sendsthe update) on that path. Again, in order to save energy a serinel will
trigger the aforemenioned periodic forwarding of the intensity information only if
the measuredintensity exceedsa presetthreshold discussedater (seealso Tablel).

Although our techniquesare designedwith an objective of reducingthe number of
control messagesnd thus the energyconsumption, periodic broadcastingin sensor
networks clearly incurs energy expenditure. However, broadcasting is inherently
deployedin many existing sensorsystems(e.g., periodic beaconingin motesto dis-
cover \good" forwarding neighbors to the sink [Woo et al. 2003];in SPEED [He
et al. 2003]periodic beaconingis usedto keeptrack of per-hop delays). In our ex-
periments, we shaw that the energyconsumeddue to this communication overhead
is in fact compensatedby saving energythat would otherwise be consumeddue to
wasteful receptionsand forwarding of packetsthat are evertually dropped enroute
the sink, due to congestion.

Rate Self-Regulation at the Sources: Finally, in responseto the messages
received, the rate at which padkets are generatedat a sourcecluster is to be regu-
lated. An adaptive regulation medanism is key to controlling the congestionlevel
in the network. We proposean adaptive schemethat is applied to eah ow and
follows a regulation policy that is similar to the popular Additiv e Increase, Mul-
tiplicativ e Decrease(AIMD) policy with TCP [Kurose and Ross 2002F. In our
technique, however, the rate is dropped to a minimum, minr ate, for padkets of
low importance (instead of multiplicativ e decrease);f padkets of higher importance
exist along the path followed by the source's o w or upon estimating congestion.
The minimum rate would be a presetvalue that can be determined basedon a few
initial experiments of via simulations and can be set before the deployment is in
full{ edged operation.

We deliberate on the regulation processin more detail. We dene d, > 0 to
be a value assaiated with ead level of importance p. This value determinesthe
number of RRE time intervals that a sensorshould wait beforeit increasests rate
(as discussedearlier). For higher importance everts the d, value will be setto be
smaller than the one set for lower importance ows. This indicates that higher
importance everts should be sert with a higher rate. This \slow start"-lik e scheme
aims at waiting for the network to respond to the currently injected trac before
introducing additional load. The increaseis additive and repeats for m RRE's
after which the rate is dropped again to the minimum. However, if during the
rate increase,either the default maximum rate, maxr ate, is reached or the cluster
trac intensity exceeds 4 es, then the rate is again dropped to the minimum. As

SWhile computing this one-way delay, we assumesensorsynchronization, achieved with techniques
such as in [Elson and Estrin 2001].

“Note that queue management techniques such as Dropftail and RED are not considered in this
work. The main reason militating against utilizing such alternativ esis the fact that they enforce
packet drops to reduce congestion (which is undesirable both becauseof energy wastage as well
as possible drops of important packets). Our goal is to provide transparent rate control at the
sources so as to eliminate congestion (and consequertly packet drops and delays) at their origin.
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a result, our scheme articipates the injection of dynamic o ws in the network and
proactively regulatesthe rate while waiting for congestionfeedbad.

6. SENSORFAILURES

In sensornetworks, failures (or, in general, unavailability of sensornodesin the
network) are inevitable due to a number of reasons.First, sensorsusually operate
on batteries which limit the device'soperational lifetime.T ypically, batteries cannot
be rechargedor replacedimmediately after they are drained; thus battery{depleted
sensorscannot be part of the network during that period. Second,the sensor
devicesare usually put to operation in harsh environments and may actually su er
physical damage. Finally, energy saving schemesthat are basedon sleepcyclesare
widely utilized [Woo and Culler 2001; Heinzelman et al. 2000], resulting again in
temporary or prolonged sensorunavailabilit y.

A sensorfailure signi cantly a ects the routing protocol. Routing protocolshave
dealt with node failures in various ways. Although dealing with failed nodesat the
routing layer is beyond the scope of this work, we are interested in looking at how
COMUT is a ected by failed nodesand route repairs. AODV, for instance [Perkins
and Royer 1999], reactively builds routes on{demand, thus, the responsibility of
repairing a route is left to the source which makes a new route request when it
receives a route failure indication. ZRP [Haas and Pearlman 1998], on the other
hand, utilizes proactive messageso invoke repairs, i.e., nodes within the local
routing zone are updated periodically. In SPEED [He et al. 2003], sensorslearn
about dormant or dead sensorsby meansof the periodic beaconingprocess,asin
ZRP. Howewer, unlike ZRP, knowledge dissemination is only limited to a node's
one-hop neighborhood. Since SPEED is based on Geographical Forwarding, it
takesrouting decisionsat eat hop enroute the destination. Thus, SPEED resorts
to rerouting (i.e., forwarding packets to another sensortowards the destination)
in order to deal with failed nodes. The e ects of route repairs on COMUT are
examinedin the following subsection.

6.1 ClusterMember Failures

A failed sensormay be either a cluster member or a sertinel. It is important to dif-
ferertiate betweensentinel failures and non-serinel failures. We, next, investigate
thesetwo casesseparately

If a cluster member fails then di erent casesneedto be considered:

(1) If the sensordoesnot forward or generatetra ¢ then there will be no e ect on
COMUT. The sensordoesnot sendupdatesthereforeit doesnot contribute to
the calculation of

(2) If, however, the sensorproducestrac then it will seemas if the sensorhas
stopped executing its programmed task, in which casean application-speci c
repair processmust be initiated.

(3) If the sensorforwards padkets, a route failure will occur and the routing protocol
would act as per its speci cations.

We rst considera casewhere a routing protocol invokesrerouting upon a node
failure. When a sensorfails it is required by the remaining sensorsto forward
additional (a higher number of) padkets. This will causean increasein the trac
load of these remaining sensorswhich will consequetly result in these sensors
reporting higher values. Ultimately, the cluster value will increase. Note that
if this increaseleadsto the exceedingthe congestionthreshold, COMUT rate
control will naturally be applied at the sources.

Next we considera casewhere the routing protocol relies on route repairs (such
asin AODV). If trac was being forwarded by a failed node, a route failure is
signaled. While the routing protocol reconstructs the paths, COMUT may again
perceive higher loads within the aected clusters becauseof the introduction of
the additional route{remir cortrol packets. The rate regulation processwill be
triggered which will coerce the sourcesinto reducing their sending rates. The
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reduction of the network load will assistin faster route restoration while fewer, or
ev%n no padkets will needto be dropped due to the unavailability of a forwarding
node.

Since COMUT relies on the underlying routing protocol to deliver its cortrol
messagespne can claim that aroute failure can occur while forwarding such cortrol
padckets (i.e., updates). In this case,COMUT rate control might not be engaged.
Howevwer, we argue that the designof COMUT provides an inherent robustnessby
ensuring that the distance in hop count betweenany two neighboring sertinels is
relatively small, aswe deliberate below. The shorter the paths, the lesslikely they
are to fail. Furthermore, shorter paths can be repaired in a fairly short time-span,
if they wereto fail.

6.2 SentinelFailures

COMUT isdirectly a ected by sertinel failures. The failure of a sertinel meansthat
the collective Tra ¢ Intensity cannot be computed beforea new sertinel is selected.
The failure of a sertinel can be identi ed by the cluster members via the routing
protocol's neighborhood maintenanceprocess(supported by somerouting protocols
such as ZRP). An exampleis using periodic beaconing. As soon as suc detection
occurs, the election processis started. The processis the same as described in
Section3. A sensorreceiving a sertinel announcemeim messaggoins the cluster by
simply replacing the value of its cluster ID in the messagest broadcasts.

However, it is not always the casethat the routing protocol supports neighbor-
hood maintenance. In such casessenrtinel failure detection can be realized as soon
as a sensorstarts broadcastingits values. If the MAC layer supports adknowl-
edgmeris (such asin 802.11CSMA) a sensorcan detect failure to transmit to the
sentinel. Otherwise, a sensorcan reset its sentinel (i.e. becomepart of another
cluster) if it fails to receive sertinel updates for a speci ¢ period of time which can
be set to double the update period. Note that, sincethe seninel is only one hop
away, it is highly possiblethat sertinel updates are received with high probabilit y,
asdiscussedn Section 3. If no near{by sertinel is available, the sensor(as per the
selection algorithm) will becomea sertinel itself. With respectto updates, if a
sentinel is lost, these updates will not be computed and propagated and no regu-
lation takesplace. However, as soon as a new sertinel is elected, after detecting
the failure as discussedabove, the tra ¢ intensity computation procedureresumes
normally.

7. EVALUATION

We have evaluated the performanceof COMUT by meansof simulations performed
with the Network Simulator (NS) tool [ns].
Simulation Settings: We generatedrandom network topologiesin an squarearea
of 100m x 100m. We have constructed sparse networks by randomly and uniformly
scattering 60 sensorsin the squarearea and densenetworks by placing 140 sensors
in the samearea. One of the sensorswas selectedat random to be the sink. A
CSMA{based MAC protocol with an exponertial bado policy was assumedand
RTS/CTS exdchangeswereenabled;the useof this MA C protocol hasbeengenerally
assumedin prior work on sensornetworks [Sankarasubramaniamet al. 2003; Wan
et al. 2002; Wan et al. 2003]that do not speci cally addressthe MAC layer (as
with our work). Howewer, sincewe target aperiodic-type applications with multiple
simultaneous bursts (such asdisaster response)we assumethat sleepcyclesare not
utilized asthey would be in the caseof monitoring applications.

The sensormodesare setup to simulate the characteristics of MICA motes[motes
]. They are homogeneousand have a transmission range of a maximum of 25m in
free space. Data packets are 30 bytes (the sizeas per the standard speci cations).
The memory in a mote is 4KB; thus, the queuesizeis restricted to accommalate
at most 65 padkets. In order to isolate the e ects of congestion,we rst assumethe
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Num ber of Sensors 60 (sparse), 140 (dense) | Net work Bandwidth 40 kbps
Area 100m 100m Data Packet Size 30 bytes
Transm. Range 25m Minim um Rate 10 p/sec
Queue Size 65 packets Burst Duration 30sec

Table I. Parameters Used in Simulations.

presenceof robust physical layer techniques (FEC codes) to cope with bit errors®;
hence, padket drops are attributed only to queuing related drops and to collisions.
We simulated a scenariowhere four concurrertly occurring events are sensedat
random points in the sensor eld (an eventburst). The o ws interfered with eath
other at all occasions,especially at the proximity of the sink. Stress{testing the
schemeswas achieved via increasingthe sendingrates. Evernts are assignedeither a
high or a low importance level. Additional parametersusedin our simulations are
listed in Tablel.

Architecturally, COMUT is placedabovethe routing layer. We haveimplemented
COMUT on top of three di erent routing protocols. Each of these protocols fol-
lowsadi erent route discovery approach: On Demandrouting (AODV [Perkinsand
Royer 1999]), Hybrid Reactive/Pr oactive Routing (ZRP [Haasand Pearlman 1998])
and StatelessRouting (Geographical Forwarding). AODV [Perkins and Royer 1999]
is an on demandrouting protocol, i.e., it builds routesto destinations only whenre-
guestedby the source. The ZoneRouting Protocol (ZRP) [Haasand Pearlman 1998]
is a routing protocol that combinesboth proactive and reactive routing approades.
Proactive information is maintained within (2-hop) neighborhoods, referred to as
zones that are constructed around ead node. Finally Geographical Forwarding
(GF) is a greedy routing algorithm which tries, at eac hop, to forward padkets
closerto the destination in terms of actual distance.

As shown in Tablell, we implemented and comparedCOMUT to a basic(BASE)
scheme,a reactive badkpressurecortrol scheme(BP-AIMD) and a rerouting scheme
(REROUTE). In the basic scheme, BASE, no congestioncortrol technique is uti-
lized. The BP-AIMD sdceme is a reactive badkpressure control scheme where
gueue over ow indicates congestionand AIMD was used for rate control. In the
REROUTE sdieme, congestionwas handled by rerouting the packets. We have
implemented rerouting in conjunction with Geographical Forwarding as proposed
in [He et al. 2003],wherethe SPEED routing protocol for real time sensornetworks
is proposed. In SPEED, greedygeographicalforwarding is usedto forward padkets
towards sensors,only when they can maintain a required delay bound. Congestion
is detected when high delays are experiencedwhile forwarding packets. Backpres-
sure noti cations are then sent by the congestedsensor. The upstream receiver of
the badpressurenoti cation then reducesthe probability of forwarding packets to
the congestedsensorand attempts to send them via another neighbor (reroute).
SPEED resorts to packet drops in order to reducethe forwarding trac load and
reducethe experienceddelay at the downstream sensors.

In our protocol's evaluation we have conducted three extensive sets of experi-
ments. In the rst setof experiments we take a microsopic view of the operation of
our technique, justify the selectionof the parametersand presernt how the estima-
tor accurately identi es a congestedcluster. In the secondset of experiments, we
compare COMUT with BASE, BP-AIMD and REROUTE schemesover multiple
routing protocols. We also evaluate the performance of COMUT when node fail-
ures occur. Finally, we illustrate the performance merits of COMUT under more
realistic channel e ects.

7.1 MicroscopicCOMUT Experiments

Selecting r es and Up date Interv al: Choosingthe right update transmission
threshold is important. The value should not be too low to causewasteful updates
but at the sametime not too high to prevent congestionfrom beingidenti ed in its

SLater (Sec. 7.3) we consider unreliable links and their e ect on COMUT.
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Congestion  Detection Noti cation Rate Con frol
BASE None None None
BP{AIMD Queue Overow Bckpressure AIMD
RER OUTE Transmission Delay Rerouting None
COMUT Value Proactiv e COMUT
Table II. Tedhniques for Congestion Detection, Noti cation and Reaction
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early stages. In Figure 4 we plot the range of valuesfor as measuredfor di erent

number of transmitting nodeswithin a cluster. The rst obsenation is an increase
in the variation of the measuredvaluesaround the value of 0.6, an indication of an

unstable state. Second,asexpectedfrom the analysesin [Hayesand Babu 2004],we
obsene that beyond the 0.6 value, the load increasesvery quickly and grows faster
as the number of contending nodesincreases. This continuesuntil, evertually, all

nodes are overloaded. As shawn in Figure 3, even when this value is reached by a
small number of nodesit servesas a proactive forewarning, indicating a congested
cluster; we revisit this property later in our evaluation.

In Figure 5 our goal is to illustrate the selection of the interval at which is
recordedand sen to the sertinel. We start sendingpadkets with a low rate initially
(10 p/s). At 5 secondsof simulation time, we increasethe rate to 40 p/s { a high
enoughrate to producecongestionasobsenedin the selectiontest. is computed
at every padket arrival instance and shaw the valuesrecorderat intervals of 0.2, 0.5
and 1 seconds. We are studying the sensitivity of our approad to the frequency
at which is measured. In particular, we want to ensurethat a transition from
a stable (uncongested)state to an unstable state (i.e. the onset of congestion)is
immediately recognized. This transition was obsened to be approximately 1 sec,
thus a 0.5 sec interval is adequateto capture it early on and initiate the sertinel
update processat regular intervals of this duration.

Beneting from Proactiv e Clustered Monitoring:  Next, in order to demon-
strate the bene ts of clustering we construct a network with a non-uniform distri-
bution of nodes. More speci cally, we considera network in which certain areasare
densely packed with nodes. These denseregions carry o ws that are interference
coupled within the same clusters (Figure 6). We used two source clusters of two
sending sensorsead), a total of four ows, and set the maximum rate to 40 p/s.
As sensorsincreasetheir rates, as per the additiv e increasepolicy, the contention
in the commonly useddensearea increases,exacerbatingthe e ects of congestion,
and more particularly , padket drops. In Figure 7 the number of dropped padkets is
showvn. We obsenethat contention is moved backwards towards the sourcesdue to
transmission delays in the densearea. While the throughputs and delivery ratios
are similar with BP-AIMD and COMUT (we omit these results due to spacelim-
itations, however delivery ratio and throughput for various routing protocols will
be illustrated in detail in the following subsections),the rate of drops was lower
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for COMUT. The reduction in the rate of drops is attributed to the following ef-
fect. With COMUT, multiple nodesin the region of contention, reach the , ¢ Of
0.6 prior to experiencing large numbers of drops. Then, they quickly indicate the
onset of congestionto the sources,which in turn, drop their rates. Note that the
wasted energydue to the dropped padkets that have already traverseda large num-
ber of hopsis considerablyreducedwith COMUT. We support this with additional
experimental results described in the following section.

E ects on Fairness: While the goal of COMUT is not specically to support
fairnessamong o ws, (on the cortrary oneofits goalsis to ensurehigher throughput
to more important o ws, as illustrated later) we will study the e ect of COMUT
on this metric. Fairnessis a function of the ow paths and the MAC protocol in
use. We have chosenthe o ws such that the number of hops traversedis the same
(5 hops), thus, we minimize the e ects of the routing path on the performance
enjoyed by the ows. We obsene that due to the cluster{based nature, the ows
are collectively notied to drop their rates; thus fairnessis not harmed as showvn
in Figure 8. We note that recert works have concertrated more speci cally on the
fairnessaspects of rate control [Ee and Bajcsy 2004; Rangwala et al. 2006].
Evaluation of the  Estimator: In the next set of experiments we evaluated
the accuracy with which the trac intensity estimator ( estimator) can estimate
the trac congestionin the sensornetwork. In order to produce cortrolled sensor
network environments, we setup a 200m 200m grid network containing 196 nodes
with a single sink placed above, at the certer of one of the sidesas shown in Figure
10. The purposeof setting up a grid is to be able to easily identify the clusters
formed and the o w paths produced. We introduce two o ws (each comprising of
a cluster of 3 sourcenodes) and ensurethat they passthrough common clusters
using AODV. We deterministically identify the clusters via which the ows pass.
We plot the value output by the collective  estimator at ead of theseclusters, with
increasingrate, asreported by the cluster sertinel within an obsenation period of
3sec.

We presen, in Fig. 11, the obsened valueson the path traversedby one of the
two o ws versusthe rate at which padkets are sert. The results for the second o w
are similar. The estimation is done over a period of 3 secondswithin this time, we
obsene transient behaviors that help us understand our medanisms. The clusters
where the ows collide are 8 and 9. Congestionis experienced at these clusters
even if the individual rates of the ows are low (10 packets/s) and early during
the 3 secondobsenation period; thus, padets are dropped. However, dueto delays
resulting from congestion, padkets Il up the queuesat sensorson the path prior
to reaching Clusters 8 and 9. Therefore, at later times, congestionis evidert at
Cluster 5. Note that these obsenations are within individual clusters. Since,with
our framework, we perform a collective estimate acrossmultiple clusters, a single
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congestedcluster is su cien t to indicate a state of congestionfor the ertire ow
along the path.

Note also, that there is a signi cant changein the estimate when we move from

alow to a high load. increasesrapidly at high loads (above 0.8), while it remains
low (below 0.1) for rates that produce low levels of congestion. This suggeststhat
we are able to save energy sinceit is not necessaryto sendupdates during stages
of low to moderate trac loads. As discussedearlier, the periodic updates are
initiated only if exceedsa speci c threshold.
System Op erations: Our next experiment demonstratesthe operation of the
systemwhen our framework is in placein the presenceof both high and low impor-
tance ows. Figure 9 shows the sendingrate at the sourcesas a function of time;
ows are introduced in a random network of 60 nodes. The RRE is setto 0.1 sec
and the d, values(Section 5) are 1 for high and 2 for low importance packet o ws.
Initially , a low importance ow (Lowl) is injected at time zem. Fig. 9 shows that
the rate at which the sourcessend packets of this ow increase. Howewer, after
a high importance ow (\High") is started two secondsinto the simulation, the
source of \Low1" was informed of the advert of the new ow, and consequetly,
it dropsits rate to a pre-speci ed minimum. Notice that \High" o w increasesits
rate quickly while \Low1" o w keepsits rate low. When \High" reachesa rate of 16
packets/se, congestionis detected and as a result, the rate for \High" is dropped
to the minimum. Note that \Low1" still keeps\silent" and allows for \High" to
increaseits rate again. At time 6.6 sec we introduce a secondlow importance ow
\Low?2"; the ow is intentionally introduced at the point of congestion(where the
monitored estimate is high). However our methods are still e ective and \Lo w2"
holds its rate to the speci ed minimum. This demonstratesthat regardlessof the
time and location of the origin of a ow, our framework succeedsn cortrolling the
rates e cien tly.

7.2 MacroscopicExperiments

Deliv ery Ratio: In the secondset of experiments we evaluate and compare CO-
MUT with the BASE, BP-AIMD and REROUTE schemesin terms of delivery ra-
tio, throughput, per-hop delay, energysavings, for both denseand sparsenetworks.
The rst important property of COMUT is shawvcasedin Fig. 12. The delivery

PO . Total Number of Packets Sent by all Sensors
ratio is de ned asthe ratio Total Number of Packets Receiv ed at the Sink - The gure

plots the obsened delivery ratio achieved by COMUT with ead of the considered
routing protocols (AODV, GF, ZRP) for both sparseand densenetworks. Note
that rerouting is only possiblewith GF, where the routing processis statelessand,
thus, a node may chooseto divert a packet to another neighbor in casewhere the
closestneighbor to the destination is congested. The rate indicated on the x-axis
re ects the constant sending rate with BASE and the maximum rate with BP{
AIMD and COMUT. Our rst obsenation is that COMUT performs aswell as or
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better than badkpressurewith BP{AIMD for all protocols and densities. Further-

more, we obsene that the baselinetechnique (BASE) collapsesat high frequencies
of sending. Note that the delivery ratio for COMUT remains above 0.95in most
casesexceptwhen using ZRP in sparsenetworks. In sparsenetworks, the available
routing paths are limited. Hence,almost any given path carries both the data and
control messagesrom a multiplicit y of sourcesand hence, have a tendency to be-
come loaded. Due to the frequert and sometimesunnecessaryZRP updates, the

problem is exacerbatedand thus, COMUT (and BP{AIMD) cortrol packetsare de-
layed, resulting in delayed responsesfrom the source. At higher densities, di erent

routes are utilized to notify the sourcesand thus, the reaction is more timely. We
will show later that although the delivery ratio is high, the bandwidth consumed
for control messagedor ZRP will come at the cost of reduced throughput, both

with COMUT and BP{AIMD. However, despite the ZRP overhead, COMUT sitill

maintains a delivery ratio of above 0.85.

Clearly, the delivery ratio results needto be consideredin conjunction with the
actual number of packets evertually received over the transmission period (through-
put) to justify the useof rate control doesnot result in sewere delit y degradation.
This is examinedwith a set of results on throughput later.

Although comparing di erent routing protocolsis not our objective per se, we
do notice that Geographical Forwarding allows for higher rates of packetsto ow
before the performance degradesdue to overload. This is clear because,among
all three routing protocols, it entails the least routing overhead (practically zero
sinceit's stateless), while it nds the shortest path to the sink in terms of hops.
We also obsene that rerouting performs badly with respect to the delivery ratio
especially in sparsenetworks. This is becausealternate routes may not be available
to a sensorwhen a forwarding neighbor broadcastsits inability to accept padets.
Therefore, the sensormust resort to excessie drops of packets until an alternate
route is found. In higher densities, more paths are available, a fact which improves
the delivery ratio, although there still exist caseswhere alternate paths may be
unavailable. When a sensoris overloaded, there is a high likelihood that the area
around the sensorwith its surrounding neighbors are also overloaded. Therefore,
multiple backpressurererouting messagesnay needto be sert until the congested
areais bypassed,during which time, packets are dropped (to reducethe injection
of trac in the congestedarea).

Av erage Throughput:  In Figure 13we plot the number of useful padketsreceived

: : ; : ; Total Number of Packets Receiv ed at the Sink
per o w overthe ertire simulation time (i.e. Toml Tine of Simuaied - Ad & Flows. )

with increasingrate. The error bars indicate the minimum and the maximum val-
uesobsened for amongall the performed experiments. The throughput re ects the
perceived delit y throughout the operation of the reporting process.The deviation
betweenthe sendingrate and the averagethroughput indicatesthe resulting delit y
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loss. Clearly, due to bandwidth constraints, there exists a limit on the throughput
that the network can support, given the speci c messageexchangesrequired by
the routing protocol and the messagessert by the sensorsthemseles. This can
be seenin the results of the simulations with BASE in Figures 13 (a){(f ) where
the throughput seemsto saturate and does not increasebeyond somevalue. We
obsene that in most cases,the degradation of the throughput when utilizing rate
control techniquesis relatively small (given the resulting delivery ratios preserted
earlier) both with COMUT and BP{AIMD. When GF is used,the degradationwith
COMUT and BP-AIMD is more obvious. This is becauseGF, due to its stateless
operation, achieveslower packet servicing delays than the other routing protocols.
This allows for a higher volume of pacets to be put in the outgoing queueby the
sources. The new, high exogenousrate is higher than the stepwise increasein the
rate with either rate control technique. Fine{tuning of the rate regulation intervals
for COMUT and BP{AIMD basedon the servicetime may provide better resultsin
terms of throughput for thesetechniques. However, even with this degradation, the
use of rate cortrol is justied giventhe eventual lower delivery ratio of BASE and
REROUTE discussedearlier. A nal obsenation is that COMUT and BP{AIMD
produce very similar throughputs.

Av erage Per-hop Delay:We now presen the results obtained concerning the
per-hop delay experiencedusing eadh method in Figure 14. The error bars indi-
cate the minimum and the maximum values obsened for among all the performed
experiments. We measurethe average per-hop delay, rather than the end-to-end
delay, sinceeach ow may be initiated at a di erent location in the network and
might be closerto or further from the sink in terms of hops. We nd that in almost
all the cases,COMUT maintains very low per-hop delay (and consequetly low
end-to-end delay). Note here the advantage of COMUT over BP{AIMD: although
COMUT and BP{AIMD both performedin a similar way in terms of delivery ratio
and throughput, COMUT, in addition, managesto achieve lower delay. In Figures
14(c) and (d) we seethat another technique, rerouting, managesto maintain very
low delays comparableto COMUT. This is expectedsince(as the SPEED protocols
requires) packetswill be forwarded only if the delay requiremerts are met, therefore
all received padkets will be deliveredin atimely manner. We remind, however, that
rerouting experiencedhigh losseswhich was not the casefor COMUT.

Energy Dissipation: In the next set of experiments we demonstrate the energy
savings of COMUT and BP{AIMD over BASE, the non-congestionaware setting.

For the BASE stheme, we measurethe wasteful transmissions by courting the
number of MA C padket (re)transmissionsTD,opped6 and the sizeof the data padket
Sq (in bits); in particular, the total number of wasted bit transmissionsD =
Toropped Sd. This alsore ects the wasted energydue to dropped padkets. Measur-
ing the wasted energyin terms of transmitted bits better capturesthe performance
of the congestion control technique compared to measuring the residual energy
This is becausethe residual energy indicates the remaining energy with respect to
the operation of the protocol but does not explicitly quantify the wasted energy
due to padkets drops.

To measurethe energy wastage with badkpressure,we consider, in addition to
Toropped, Tpb Which refersto the number of hops a badkpressuremessagewas for-
warded on its route to the source. Thus, if the size of the badkpressurepadkets is
Sp, we calculate Dgp = Tproppedse Sd+ Tb So.

Finally, with COMUT we must also consider the number of (re)transmissions
or forwardings of control packets, T., of size S.. This includes the number of
sensorupdates (one hop transmissions)plus the number of sertinel updatestowards
the upstream sertinel (multiple hops). Thus, with COMUT, the expendedenergy

6\Retransmissions" refers to all transmissions due to packet forwarding. A packet may be for-
warded multiple hops and then suddenly dropp ed either due to queue over o w or MA C collision
before reaching the sink. All the transmissions up to that point are, then, considered wasteful
since they do not contribute to the e ectiv e throughput. Thus, the value of Tp  gpped incorp orates
the number of hops a packet was forwarded before it was dropp ed.
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due to wasted transmissions and control trac can be calculated as Dcomut =
TDroppechM or Sd+ Te S
We represen the energy savings with Backpressure (Rgp) and and COMUT

(Rcowm uT) respectively, usingthe ratios: Rgp = % andRcomuT = w.

We plot Rcomut and Rgp in Fig. 15 with increasingsendingrate. We initially
obsene that for small transmission rates, the ratio is negative. Clearly, in the
absenceof congestion,the control overheadis wasteful and this is a direct artifact
of this e ect. This is the casewith both COMUT and BP-AIMD. The proactive
nature of COMUT may require the initiation of some sensorupdates while, with
BP-AIMD, a single dropped packet will causeforwarding of badkpressurepadkets
towards the source,possibly along multiple hops. As we increasethe rate, COMUT
facilitates a signi cant reduction in the number of wasteful transmissionsand we
obsene that, this more than compensatesfor the expendedoverhead. In almost all
cases,COMUT provides greater savings than BP-AIMD for all consideredrouting
protocols.

One obsenation is that COMUT managesto keepthe corntrol messagesdue to
sensorand sertinel updates, low. We reiterate that updates both from sensors
within a cluster as well as from sertinels acrossclusters, are only initiated after a
threshold intensity level hasbeenexceeded.This is the rst factor that reducesthe
amount of trac produced. Second,since COMUT is proactive, it anticipates the
onsetof congestionand quendesthe overwhelming sourcesat an early stage. This
has a positive reinforcing e ect on COMUT sinceit reduces(or completely elim-
inates) further production of updates. In the caseof the badkpressuretechnique,
messagesre contin uously produced as long as a queueover o ws while congestion
persists. In addition, suth badkpressuremessagesnay be produced by many sen-
sors within a congestedarea whereas, in contrast, COMUT incorporates all the
sensorreports within a cluster into a single message.

To summarize our obsenations thus far, COMUT combines the advantages of

badkpressurewith respectto delivery ratio and throughput with the positive low de-
lay property of rerouting. In addition, it managesto provide higher ratios of energy
savings than badkpressurewhen both are comparedto the basesetting. Finally,
we our studies demonstrate that COMUT can operate e ectiv ely over multiple,
di erent routing protocols.
Prioritization ~ Supp ort: We next provide our evaluation results with respect to
o w prioritization. As stated, the goal of our policy is to allow for a higher volume
of high priority trac to be injected into the network. For our experiments, we
introduce four ows into the network, rst, two low priority o ws and, then, two
high priority ows. A ow is introduced every 1000ms. The value of dp, is set to
be 1 for high priority o ws and 2 for the onesof low priorit y.

The resulting throughputs for ead priority ow and for ead routing protocol
and network density are shavn in Figure 16. We obsene similar behaviors in almost
all cases:when congestionis low, all o ws are allowedto reach their maximum rate
and maintain that rate throughout the completion of the experiment. Howevwer,
as maximum requested rates increase, congestion occurs and lower priority ow
sourcesare forced into dropping their rates. Therefore, we obsene that the result-
ing throughput for the higher priority ows is closerto the requested maximum
rate with COMUT, since bandwidth is still available for additional introduction
of packets. More interestingly, in casessuch as with low density networks (where
congestion seemsto have a more sewere impact on the trac (shown in Figures
16(a), (c) and (e)) the throughput of lower priority o ws declineswith increased
maximum rates with COMUT. This allows for higher priority ows to maintain
as high rates as possible. However, we do note that despite the fact that sources
that sendlow priorit y packets drastically reducetheir rate, this rate will never fall
below the preset minimum rate. The delay and delivery ratios for both high and
low priority trac are not showvn but are re ected in our previous experiments. As
stated, COMUT doesnot sacri ce low priorit y padkets or delay their transmissions.
Instead, it stimulates proactive action at the sourcesand avoids the intro duction
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In this way, smooth network operation is maintained without

energy-costlydrops and low delays for all packets are achieved.

In this set of experiments, we illustrate the impact of sensor
failures on COMUT. We have setup densenetworks (140 sensors)soasto maintain

reasonableconnectivity even if a large number of sensorswere to fail. During the

simulation we distribute random failures of sensors,increasing the percertage of
the total failed sensorsat each step. We have re ected this percertage to selected
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sentinels aswell ascluster sensors.We plot the obtained results for di erent routing
protocolsin Figures 17,18 and 19.

Clearly, the route repair methods of various protocolsa ect COMUT. In Figure
17, we obsene that the delivery ratio drops with AODV and GF. With AODV
the reasonis attributed to the fact that, while a repair is in progress,padkets for
which a route to the destination is not available, are dropped. With GF, even
with high density networks routes may still becomeunavailable after a number of
sensorsdie. In addition, with a high number of failed sensors,it is more probable
that padkets will needto be routed through the remaining sensors.However, even
under these conditions, COMUT managesto maintain a delivery ratio of over 0.8
for both protocols. In contrast with AODV and GF, ZRP has an embeddedrepair
mechanism periodically updating its neighborhood. For this reason,the delivery
ratio remains near the averagevaluesasin the casewithout failures.

In Figure 18 we obsene a reduction in the overall throughput. This is attributed
to two factors. First, as above, there exist routing layer packet drops. Second,
COMUT forcesthe sourcesto drop their ratesdueto increasedtra ¢ load especially
with AODV and GF. The nal obsenation isthat ZRP throughput is leasta ected
by the failures becauseof fewer drops, as discussedpreviously.

Finally, in Figure 19, we plot the obsened averageper hop delay. We nd that
the delay is slightly reducedwhen failures occur. We rst remind that this delay
is measuredonly for padkets that are evertually received. With AODV and GF,
COMUT forcesthe sourcesto reduce their sendingrates. This results in overall
reduction of the trac load which also ertails reduceddelays. Furthermore, when
paths fail, new paths are discovered and, therefore, it is possiblethat congestion
ceasedo persistin areaswhere multiple o ws interfere with ead other.
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Fig. 19. Sensor Failures: Average Per-hop Delay.

7.3 Incaporating More RealisticChannelE ects

With the relatively simple path-loss channel model, we illustrated the functionality
of COMUT over multiple routing protocols. We now extend our tests to include a
di erent channel model to study COMUT's functionality in a more realistic setting.

Fading Channel Mo del: It hasbeenshown that a path-lossexponert componert
and log-normal fading componert together model very accurately, casesof short
rangeline-of-sight communications. As shown in [Krishnamachari 2005],this model
is fairly accuratein depicting the channelobsenedin sensornetworks. The channel
e ects may be captured by the following equations:

Pr(d)= P PL(d) (4)
PL(d) = PL(do) + 10 Iog(dg) + X (5)

In the above equations, given a receiver-transmitter distance of d, P, (d) is the
received power in dB, P; the transmit power, PL(d) is the path lossin dB, dg is
a referencedistance and X is a Gaussianrandom variable (in dB) with variance

and mean equal to 0. This model is able to capture the link packet reception
statistics observed empirically as shown in [Zuniga and Krishnamachari 2004]and
[Krishnamachari 2005].

Considering the E ects of Probabilistic Reception: In sensornetworks, the
e ects of a fading channel (especially for routing) were studied and quite e ective
solutions (such as blacklisting [Gnawali et al. 2004]) have beenproposedin the lit-

erature to complemen higher layer control schemessuch as COMUT. In our work,
we also utilize MAC layer retransmission-basedmecdanism (ARQ). Howewer, we
needto further considerthe speci ¢ requiremerts of COMUT with respect to these
e ects. More precisely we needto consider the realistic impact of probabilistic
packet reception. Recall that earlier we assumedreliable padket delivery within a
prespeci ed range and no delivery outside this range. Under that model we were
able to ensurethat sensornodes within the transmission range would de nitely

establish a link with the sertinel and would be able to transmit updates. Under
the probabilistic model this assumptionseizeso hold. To addressthis problem, we
must ensurethat communication among sertinels and its cluster members can be
enabledwith high probability. Clearly, link establishmen is dependert on the model
parameters. In order to decouplethe dependenceon the ervironment parameters’,
we can alternativ ely require that nodesare denseenoughto ensurelink establish-
ment aswell asintegrate link quality measurementsin the sertinel selectionphase.
We describe thesetwo choicesnext.

"We have selected the array of channel parameters based on the comparisons between analytical
and empirical studies in [Krishnamac hari 2005].
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Net work Densit y Requiremen t for Sensor-Sentinel Link Establishmen t:
Empirical studiesin [Krishnamachari 2005]and [Zuniga and Krishnamachari 2004]
have demonstrated a separation of sensorcommunications into three distinct re-
gions with respect to the transmitter-receiver distance: a connected region, the
transitional region and a dismnnected region. In the connectedregion the Signal-
to-Noise (SNR) ratio is such that connectivity exists with very high probability;
the transitional region is the region within which the link quality shows signi cant
variations and nally , in the disconnectedregion the received power is consistertly
below the minimum connectivity threshold. Our goal, then, is to ensurethat cluster
nodesand sertinels are within the connectedregion.

To achievethe abovewe rst turn to somespeci ¢ theoretical results. In [Bettstet-
ter and Hartmann 2003]and [Stuedi et al. 2005]the authors produced theoretical
results on the connectivity requiremerts in shadow fading environments. We utilize
the results from the former to rst extract the distance which correspond to the
beginning of the transitional region. We will refer to this distance as diyr es. Then
we will utilize a simple probabilistic analysisto produce an estimate on the number
of sensorsrequired to achieve connectivity. In [Bettstetter and Hartmann 2003]the
link probability was found to be:

Pr(link) = % %erf (&%—Iog %)

where P (link) is the probability that a link exists betweentwo nodes, and rq is
the normalization distance, i.e. the maximum distance at which a link can be
establishedwith no shadawv fading and is e ectiv ely the distance when setting

equalto 0. Using = 2, = 2,19 =25m, and link probability 0.99, the beginning
of the transitional region, dy es, IS at approximately 15m (seealso [Bettstetter and
Hartmann 2003]. In fact, this result matchescloselythe empirical studies reported
in [Krishnamachari 2005]. We would now like to estimate, given any node in a
geographicalsquareregion with area A, the probability that is disconnected,or, in
other words, the probability that no other node is within its di es range. For N

nodes, this probability is Pr(disconnect) = (1 %)N . Thus, if we require a

disconnection probability almost zero, i.e. Pr(disconnect) < e then the number of

nodesin A is N Aﬂf’%— For example,in our tests we usedthe parameters
log(1 —res)

above (i.e. an areaof 100x100M?, di, es = 15m), and a disconnection probability

of e = 0:0001, which yields an estimate on the node density to about 126 nodes.

Link Qualit y Statistics { Routing and Sentinel Selection: We note that the
node density requiremert doesnot guarantee that multi-hop paths chosenby some
routing technique will be reliable. Clearly, however, a routing protocol that chooses
paths basedon the link quality would perform better [Rangwala et al. 2006]. We
useGeographicalForwarding asthe routing layer, enhancedwith selectingthe node
with the higher link-quality and distance-to-destination ratio as its next hop (as
in MultiHop implemerted in TinyOS [TinyOS ]). For this technique we measure
link state statistics (received power) from the physical layer asin [Woo and Culler

2001]. In addition, during the sertinel selection phase, a node does not ignore
additional sertinel advertisemert messageéut instead choosesthe sensornode with

the strongestsignal asits sertinel.

Results and Discussion: In a lossy channel, packets that cannot be received
correctly must be retransmitted cortributing to the service delays and energy ex-
penditure. This artifact stressesthe need for e ective rate control esgecially in
stringent-resouice sensor networks. With respect to this obsenation, early con-
gestion reaction is utilized e ectively by COMUT as illustrated next. Increased
packet retransmissionat higher padket generationrates further increasethe service
delays which, in tern, aect the load of the node. COMUT captures this situa-
tion and proactively alleviates its e ects. In Fig. 20 we plot the goodput (Total
number of unique padkets received at the sink throughout the simulation time per

ACM Transactions on Sensor Networks, Vol. V, No. N, November 2007.



COMUT: Cluster-BasedCongestionControl 29

2 36

Fig. 21. Retransmission and Control
Fig. 20. Goodput Vs Rate. Padket OverheadVs Rate.

550 T ) T
BP-AIMD OVH

500 [~ BP-AIMD RET

450 - COMUT OVH ——

COMUT RET =——

400

350
300
250
200 | I
150 | I
100 I
0 24

) ) ) ) ) 8 12 16 2 28 3
10 15 20 25 30 35 Rate (packets/sec)
Rate (packets/sec)

Avg # of Pakcets

Goodput (packets/sec)

ow). In Fig. 21 we show the overheadin terms of packets broken down into re-
transmissions/duplicates (RET) and cortrol overhead(OVH). Overall, we nd that
comparedto BP-AIMD, an averagereduction of about 7% in goodbput yields an
averageof about 20% reduction in overheadtransmissions.

8. RELATED WORK

In this section, we discussthe related work on congestioncontrol and service dif-
ferertiation in sensornetworks.

CODA [Wan et al. 2003]is a congestiondetection and avoidanceschemefor sensor
networks that combines local badkpressuretechniques[Wang et al. 2005]and sink-
to-sensorsnoti cations but is not specically concernedwith dierent classesof
packets. Unlike COMUT, where the rate is regulated in a proactive manner in
order to prevent lossesof high priorit y data, CODA usesa reactive technique.

A more recert work [Hull et al. 2004] proposestechniques that are similar to
those in CODA while providing detailed cost metrics to evaluate the performance
of sensornetworks under congestionin the context of realistic workloads. Proto cols
such as CODA may extend their reactive badkpressuretechniques usedin order to
stall low priority padkets in the presenceof high priority padkets. However, these
schemesdo not prevent congestion,thus, are not resistarnt to sensitive drops of high
priorit y data.

In [Ee and Bajcsy 2004],a transport layer solution is proposedfor achieving fair-
nessin terms of the number of padkets sert by ead sensor. This solution assumesa
tree structure, dividing the achievable rate (e ectiv e capacity on a link) amongthe
children nodes. A more detailed fairness-avare technique aswell as analysison the
e ectiv e selection of the AIMD parameterswas also presened in [Rangwala et al.
2006]. Our work diers in that we target sensorcoordination at the cluster level,
which considersinteractions among multiple, distinct ows. ESRT [Sankarasubra-
maniam et al. 2003]is another transport layer solution which regulatesthe sensors'
sending rates so that reliability (with respect to the number of padcets received)
is achieved while avoiding congestion. ESRT, however, is better suited for sensor
networks gearedtowards monitoring applications that report values periodically.

There hasbeensomework on priorit y support in ad hoc wirelessnetworks. Yang
and Kravets [Yang and Kravets 2004]proposean admissioncortrol mecanism for
real time and beste ort trac in awirelessad hoc network. Unlike with COMUT,
in [Yang and Kravets 2004],a real-time o w might not be admitted becauseit may
degradethe throughput of other pre-existing real-time o ws. In our work, two o ws
of equal priorit y are allowedto enter the network; this is becauseémportant packets
must reac the sink even if their assignedbandwidth might evertually be shared.
QoS scheduling for bursty ows (as in [Zhu and Cao 2004]) allows high priority
ows to claim bandwidth assignedto low priority o ws. However this requiresthe
useof TDMA which is di cult to enforcein a sensornetwork of randomly deployed
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sensorswithout a certral arbiter.

MAC layer prioritization schemessucd as[Yang and Vaidya 2002]provide exten-
sionsto the IEEE 802.11protocol to allow for higher priorit y padkets to be sert
out from a local queuebeforelow priorit y packets [Yang and Vaidya 2002;Lu et al.
2002]. One might provide the higher priorit y packets with lower badk-o times that
would allow them to accesghe channel with higher probabilities [Yang and Vaidya
2002],[Lu et al. 2002]. However, evenwith thesesthemes,due to interferencerange
e ects, low priorit y padckets contend with those of high priorit y. Furthermore, loss
of control padkets could still occur causing route failures and other assaiated ef-
fects. While MAC layer prioritization can e ectiv ely supplemen rate control, it
cannot replacerate corntrol to alleviate congestion.

SPEED is a routing protocol that usesthe speed (de ned next) betweenneigh-
boring nodes along the path asthe priorit y metric to distinguish o ws [He et al.
2003]. Speedis de ned asthe actual speedwith which padckets can be transported
from onehop to another i.e., the ratio of the distanceto the delay. RAP [Lu et al.
2002]utilizes a similar technique to provide soft real time guaranteesby locally con-
sidering the velcity at a node. Theseprotocolsdo not considerthe interactions of
multiple o wswith statically assignedpriorities. Furthermore, they resort to back-
pressure(as discussedearlier) when congestionoccurs; it is explicitly stated that
a certain percertage of padkets may needto be dropped with thesetechniquesto
reducethe trac injected into the congestedarea. Packet drops are not desirable;
they lead to energy wastageand could potentially result in the loss of important
padkets. Furthermore, Geographic Forwarding { the baserouting schemeassumed
with these protocols { requireslocation information that could be potentially ex-
pensive in sensornetworks.

9. CONCLUSIONS

In this work we proposea framework for supporting o wsthat have multiple assai-
ated levels of importance, in sensornetworks. The key objective is to provide high
service quality to o ws under conditions of congestion. Our framework is based
on the formation of sensorclusters which cooperate to proactively compute and
appropriately disseminateinformation with regard to the obsened network tra c

intensity. This allows sourcesensorclusters to appropriately adjust their rates in
responseto varying congestionlevels. Our framework incorporates (i) a proactive
initialization phasethat providesindications of the o ws' paths, (ii) periodic intra-
clustertra c intensity estimation, (iii) periodic inter-sertinel cooperation, and (iv)
cortrolled rate at the sources. Our simulations show that COMUT is highly suc-
cessfulin abating congestion,in reducing wasteful padket drops in the network and
providing high throughput to important o ws. We also demonstrate that COMUT
is able to operate successfullyover multiple underlying routing infrastructures and
fading channel conditions while being perceptive and responsive to sensorfailures.
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