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Abstract—Jamming attacks have become prevalent during the of our algorithm that makes it attractive to use and straight
last few years, due to the shared nature and the open access toforward to implement, is that it relies on packet delivertiaa

the wireless medium. Finding the location of a jamming devie
is of great importance for restoring normal network operations.
After detecting the malicious node we want to find its positio,
in order for further security actions to be taken. Our goal
in this paper is the design and implementation of a simple,
lightweight and generic localization algorithm. Our schene is
based on the principles of the gradient descent minimizatio
algorithm. The key observation is that the Packet Delivery Ritio
(PDR) has lower values as we move closer to the jammer.

(PDR), a metric that is readily available at each node and is a
indication of transmission corruption. Our technique exgl

an intrinsic characteristic of the wireless medium: sinige t
power of the jamming signal degrades with distance, farther
transmitters do not sense strong jamming signals. In aohgiti
the SNR requirement at such tranceivers is often satisfied. T
cannot be concealed by the attacker. The transmitter ishlyer

Hence, the use of a gradient-based scheme, operating on theble to send more packets, while the receiver can decode more

discrete plane of the network topology, can help locate the
jamming device. The contributions of our work are the following:
(@) We demonstrate, through analysis and experimentationthe
way that the jamming effects propagate through the network
in terms of the observed PDR. (b) We design a distributed,
lightweight jammer localization system which does not reqire
any modifications to the driver/firmware of commercial NICs. (c)
We implement and evaluate our localization system on our 8021
indoor testbed. An attractive and important feature of our system
is that it does not rely on special hardwaré .

Index Terms—Wireless Networks, Jamming, Gradient Descent,
Location Discovery, Experimentation, Analysis.

|. INTRODUCTION

The widespread proliferation of 802.11 wireless networks
makes them an attractive target for saboteurs with jammin
devices [1], [2]. Numerous jamming attacks have been renortt

in the recent past [3], [4], [5], [6]. A jamming device coniin

ously emits electromagnetic energy on the medium. The teff

of this behavior on a CSMA/CA network is twofolda) at

ecC

of those, resulting in an increased PDR as we move away from
the jammer.

Taking this property into account we design a decentralized
localization algorithm based on the gradient descent mini-
mization method. Our algorithm progresses in a distributed
manner towards the proximity of the attacker by successive
forwarding of PDR measurements to neighbors. In that sense,
it is reminiscent of the iterative gradient descent aldpnit
for identifying the minimum of a real-valued functigh This
algorithm moves from one poini of the function’s domairt
to another € S. The pointb is towards the opposite direction
of the gradient off at a; this is the direction in whichf
exhibits the largest decrease with regards to its value it po
a. If the algorithm cannot proceed further, (at least) a local
O%timum is declared. Note that in our case, the domain set is
he discrete locations of the nodes. Hence, our scheme can be
viewed as a discretized version of a gradient descent #fgori
Our main contributions in this work can be summarized as
follows:

the transmitter side it renders the medium busy resulting in
large back-off times andb) at the receiver side it dramatically
decreases the SNR resulting in a large number of packet
collisions. Note that jamming effects may also occur due to
accidental activation of devices that do not serve a maliio
cause, such as microwave ovens, cordless phones [7], etc.
Following the detection of the presence of an attacker [8],
an algorithm is needed for localizing the jammer, so that
further countermeasures can be taken by the network (such
as deactivating the jamming device, as well as isolating the
attacker, capturing, punishing or even destroying it).

In this work, we design and implement a simple, low-
overhead algorithm for jammer localization. The main bttte
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Analytical and experimental assessments for the spa-
tial characteristics of jamming effects in a network:

As previously mentioned, the jammer may affect both the
transmitter and receiver operations; this has an impact
on the PDR. We provide an analytical expression for
quantifying the change in PDR in the different parts of
the network (relative to the jammer’s location). We exper-
imentally validate the analytically computed expression
on our testbed. We show that tranceivers further from the
jammer exhibit lower (or no) degradation in terms of PDR
as compared to tranceivers that are located closer to the
jammer.

Design of a fully distributed jamming localization
algorithm: Having shown that PDR is minimized in
the vicinity of the malicious device, we design a gradient
descent based algorithm to locate the adversarial node.
The main advantages of our approach (as compared to
previously proposed localization approaches) are: (a) it



is simple, (b) it does not require any special hardwauifferent approach, the authors in [19] manage to derive AcA
support, (c) it is distributed in nature, and (d) it can bequivalent information by simply measuring the RSS. All of
integrated with higher layer functions, such as routing, tthese schemes, requiveardriving and can be considered as
circumvent the jammer’s location. centralized algorithms; a set of previously collected meas
« Implementation and evaluation of our scheme on our ments, including coordinates and the corresponding RSS, ar
testbed: We implement our scheme on our wirelesseeded in order to apply the algorithms and identify the AP’s
testbed using thell i ck nodul ar router [9]. We position. In a slightly different context Chetal. [20] combine
validate its performance via experimentation; our resulenvironmental information gathered from sensor networks i
show that a satisfactory performance is achieved by oorder to perform localization. All the data are gatheredhat t
localization strategy; we also identify and discuss scendrase station and are analyzed in order to identify the lonati
ios where our scheme has a difficulty in localizing theeeded; centralized localization is again performed.
jammer. Our approach is different from the previously proposed
Our work in perspective: Our goal is to exploit the inherent Schemes. In particular it does not require additional, istieed
propagation characteristics of the wireless channel irroral  infrastructure in order to operate (in contrast with signal
expose the presence of jamming devices and localize theifocessing systems). No changes at the driver/firmware of
The jamming attacker might be able to hide itself from afommercial NICs are required. Our localization system can
but the wireless channel’s propagation characteristidse TPe integrated with higher layers, as we discuss later in this
attributes of the jamming signals (and in particular theatial Paper. One could expect that the RSS-based algorithms could
properties) can affect measurable attributes (such asR P be modified in order to locate a jamming node; areas close to
to varying degrees in different parts of the network, thgrefihe jamming device might exhibit extremely high RSS values
revealing important information with regards to the looatbf ~due to the jamming signals [21]. However, the advantage of ou

the malicious device. approach over the RSS-based systems is that it can be edecute
The rest of the paper is organized as follows. Section enline and in a fully distributed manner. .
provides a brief description of related studies. Sectiod#-  Gradient based routing: The idea of incorporating features

scribes our analytical framework for quantifying the jammi from gradient optimization into network operations hasrbee
effects on the PDR. Section IV provides a full descriptiodsed in the past for routing. In particular, Farucgieal. [22]
of our algorithm. We present our experimental set-up afopose the use of a gradient based algorithm for the efticien
evaluations in Section V. Section VI discusses issuesewlaforwarding of queries in sensor networks. Poor [23] presant
to our approach. Our conclusions form Section VII. on demand routing protocol for ad hoc networks, which uses a
gradient descent logic in order to forward the packets based
the cost to destination. In particular, the source broadcasts the
Signal processing localization technigques:Secure mobile message along with the cost, and only the nodes that have a
device localization, and in particular jammer localizatitias smaller cost relay the packet. In a similar fashion, Reh#l.
been studied in the literature during the past years. Variof24] forward the message to the neighbor node that is closer
approaches have been proposed in order to locate the malicity the direction of the destination.
device, such as the efforts in [10], [11], [12], [13], [14].
However, all of these studies use advanced signal proggssin Ill. JAMMING EFFECTS ONPDR
techniques and operate at the PHY layer. In addition, theyThe presence of a jammer can affect the PDR on a link. In
require special, additional infrastructure in order toiaed particular there are 3 possible ways that a (successfuRepac
their goal (e.g. ultrasound, infrared or laser infrastiues). transmission can be affecte@: the transmitterT,) senses the
These features make the wide deployment of such technigiieedium busy due to jamming signa(§) the reception at the
rather infeasible in currently commercial wireless netigoA  receiver (2;) fails due to low SNR at its antenna because of
detailed description of various secure positioning systeimat the jamming signals anii) the reception of the MAC layer
exclusively operate at the PHY layer, can be found in [15]. ACK packet fails due to low SNR at th€, antenna. Since
Received Signal Strength (RSS) based localization tech-the above events are statistically independent, the PDPbean
niques: In addition to the above schemes, various studi€xpressed in the following way:
utilize RSS measurements to discover the location of wseel
devices, and in particular the positions of access poinBsj{A DR = Pl para Phereceive para Plepeccive o (1)
Most of these techniques require measurements of the RSSvherePr, ~ ~ is the probability thatl’, will sense the
various positionswardriving). Some well known approachesmedium idle" and transmit its packetBRmmem para IS the
belonging to this category are th@veighted) centroid [16] probability that the the SNR requirement/af is satisfied and
and trilateration [17]. Both these techniques combine meaF,, s the probability that the SNR requirement at
surements of the RSS at various locations in order to infer ti, (for recewmg the ACK) is satisfied too. Note that, we do
position of the AP. Subramaniagt al. [18] propose a local- not include the probability that th&, is sensing the medium
ization algorithm that utilizes steerable, directionaleemas in idle for the transmission of the MAC layer ACK; onde,
order to get information with regards to the Angle of Arrivatorrectly receives the DATA packet it does not perform earri
(AoA). This can significantly reduce the localization eriora sensing in order to send out the ACK.

II. RELATED STUDIES
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Fig. 1. Analytical results using Equation 1. Shorter linke enore robust, while areas around the jamming device exioisi PDR.

In order to calculate these probabilities we need to incorpg;, = P{SNRr, >u} = P{Y > L}
. . . ZTreceive— ACK z P Py
rate a signal propagation model. A widely used model [25] g U
calculates the received powe?,. at distancer relative to Now
transmission poweP to be: 11 In <§z— _5{) — K
P = 375t Vi ©)
P=Y, 2) 7

wherea is the path loss exponent addis a random variable |, e above equations,

that is log-normally distributedy” captures the shadow fading ) , . . :
effects and has a mean value bfand a standard deviation * £v7 iS the signal strength of the jamming signalZat
equal to the shadow fading variation which we can obtain from® £ i the transmission power of the jammer,

measurements. Using this propagation model the components "7 IS the distance between the jammer ahd
of Equation 1 can be expressed as folldws « rg is the distance between the jammer and /e

o P is the transmission power on the link,

o d is the distance betwe€n, and R,,,

o u is the SNR requirement for the particular rate used (in
e In(CCATEY _ our case 6 Mbps), and

=P{Y < M} = % + % cerf (w (3) o (u, o) are the parameters of the log normal distribution

Tmscnd—DATA

= P{Pyr < CCAY = Pr{Z Y < coay
rr

Py V2o (computed from the mean value and the standard deviation
of the r.v. Y).
N-u Substituting Equation (3)-(5) in (1) provides an expresdiar
PRorecervepara = PISNER, > up = P{Y > ?.P_g} the PDR on a link as a function of- andrp. Figure 1 presents
Now @ n the PDR for various distances from the jammer and variotks lin
11 l”(m) —H lengths. In generating these plots we have used the folpwin
= 573" erf \/5’; (4) values: () P = P; = 18 dBm, (i) CCA = —80 dBm, (iii)
shadow fading signal variation is 10 dBm (value measured on

our testbed) and (iv) path loss exponent is equal to 5 (thés is
2Note that we consider a single rate network, and in particalaetwork typlcal value for the path loss exponentin indoor environtae
operating at the basic rate (6 Mbps). [25]).



There are two main observations that we can derive fromln the above notation? DR; is the PDR of nodé. However,
these analytical results. Firsareas in the vicinity of the PDR is related with a link, rather than a node. Hence, in order
jamming device (approximately 25-30m - one hop away), to calculatePDR; we can use the average value of the PDR
exhibit very low PDR. This forms the basis for our localizationof the links between nodéand its neighbofs Specifically:

algorithm described in the following section. Secoslorter INS|

links are more robust to jamming, since they can satisfy PDR; = M 7
the SNR requirements with higher probability. INS| ’
In Section V we present experimental results for crosshere NS the set of neighbors of, PDR;,, is the PDR on
validation of our analysis. link ¢-m and|N S| is the cardinality of sefv S, i.e. the number
of neighbors of nodé. Using this average value makes sense
IV. OUR LOCALIZATION ALGORITHM since one can expect the jammer to impact the PDR on all of

Gradient descent minimization: Gradient descent is a2 victim’s associated links.

popular optimization method for real valued functions. In V. SYSTEM EVALUATION

particular, let us assume that functignis defined onk™ and Testbed description: Our testbed is deployed in the
it is convex. In order to find the minimum of this function,on%rd floor of Engineering Building 2, at the University of

may start from a poinf, € R" and continue finding a seriescjitoria, Riverside. The testbed consists of 42 nodes; 22
of points using: of them are Soekris net5501 nodes, which mount a Debian

Fret = T — vn - V(@) (6) Linux distribution with kernel v2.6 over NFS and are equigpe

’ with a miniPCl EMP-8602 6G 802.11a/g WiFi card with

whereV f () is thegradient of f. The gradient off at point Atheros chipset. The other 20 nodes are Soekris net4826, the
Z is the direction of the maximum increase of the function &ount the same Debian Linux distribution, and are additlgna
Z. The idea with this algorithm is that starting from a poing wequipped with anintel-2915 mini-PCI card. We use 5-dBi
greedily move towards the direction of the maximum decrea@gnidirectional antennae for every node. We use the Madwifi-
of the function at the neighborhood of this poin¥(¢(z,)) N9 driver for our Atheros based cards and a proprietary @rsi
using a step of,,, at every iteration. After a series of iterations0f the ipw2200 driver/firmware of thelntel-2915 card, which
the algorithm will converge to the minimum (at least a locallows for tuning the CCA. More details on our testbed
one) of the functioh deployment can be found in [26].

Our localization algorithm: As seen in the previous Jammer implementation: For the purposes of our work
section, the PDR value decreases as we move to within & implement our own constant/deceptive jamming utility][2
proximity of the jammer. Hence we can modify the abov&he implementation is based on a specific configuration (CCA
gradient descent method in order to localize the jammér.0 dBm) and a user space utility that sends broadcast packets
Function f is the PDR, while the next candidate poidts,; &S fast as possible. By setting the CCA threshold to such a
are the neighbors of the node under consideration. Sinceave Righ value, we force the device to ignore all legitimate 802.
moving in a discrete space, the PDR differential is the discr Signals even after carrier sensing; packets arrive at theer's
approximation to the gradient’s magnitude of the contirmiogircuitry with powers less than 0 dBm (even if the distances
function of PDR. In particular, every node will try to find itsPetween the jammer and the legitimate transceivers are very
neighbor node with the largest decrease in PDR. Algorith&nall). In addition, having the jammer transmit broadcast

1 presents a pseudocode for the algorithm executed at evepgkets allows the deferral of back-to-back transmissfons
node. the minimum possible tinte(i.e. DIFS + minpackofy)-

Validation of our analytical assessments: We perform

Data Neighbors' PDR experiments on our testl_:)ed in order t_o validat(_e our gnaib/tic
Result Next noden closer to the jammer model presented in Section Ill. We activate the jamming sode
begin (one at a time) and we measure the PDR observed on various
1 | Pickk:(PDR; — PDRy) > (PDR; — PDR;) Vj #k links on our testbed. We perform our experiments late attnigh
2 A = (PDR; — PDRy) in order to avoid interference from other wireless LANs that
j i An>:0kthen are active during the day, and we also operate each link in
5 else isolation (no other link active at the same time).
6 | n=i Table | shows a subset of our experimental results in
end comparison with the theoretical predictions. We obsenat th
end there is a good match between the measurements and the
endretum analysis (similar matches exist for the rest of the expenise

Algorithm 1 Pseudocode for the Localization Scheme for @s Well). However, there are some discrepancies obseragd th
nodes. 4We can also pick to use the minimum or maximum value of PDR e$¢h
links.

3Depending on the initial point, the algorithm might be tregpat a local 5Transmissions of MAC layer ACK packets are by default diedbfor
minimum. broadcast traffic.



dim) | » (M) | rg (M) | PDR measured PDR analytical
10 32 36 0.68 0.64 Y 4
105 | 18.7 18.9 0.02 0 ;
8.1 28 253 0.1 0.013 D NET
7.3 30 25 0.12 0.19 al | 'l‘
TABLE | E l {
OUR ANALYTICAL MODEL PREDICTS WELL THE EFFECT OF A JAMMER ON hd ;

THE PDROF A LINK.
——> Start Point 13 - End Point 23

can be attributed to the fact that the path loss exponent use > StartPoint46 - End Point 23

in the model might not match exactly with the one of the real ---» Start Point 34 - End Point 33
environment. In any case (qualitative) the effects of a j@mm .3 StartPoint 11 - End Point 27
observed on our testbed are similar with the ones expecte
from our analysis.

System implementation details: We have implemented
a prototype version of our localization scheme, using the
Cick Mdul ar Router framework and theRoof net
implementation from MIT. In particular, we have modified
the code atsr2ettnetric. cpp of the Roofnet software
framework [27] in order to retrieve the (average) PDR forrgve
node (with regards to its neighbors). Our algorithm usesehe
values in order to perform the localization of the jammereTh
dissemination of the PDR information takes places along the Fig. 2. Paths to the jammer (node-50), for various startioigtp.
lines of the ETT [28] functionality. In particular, a probs i
transmitted every- seconds and the PDR is calculated over a
sliding window ofw seconds (currently we have= 100ms
andw = 1sec). This implementation of our algorithm allows
its integration with higher layer operations (and in pariéc
routing) with no additional overhead. In the rest of thist&et
we present some proof-of-concept experiments on our t@stbe
and their interpretations.

Experimental results: Our main goal is to observe how
our algorithm progressively percolates through the networ A more detailed observation at our experimental results
topology. Every node independently runs the localizatibn aeveals that when we start our search from nodes 13 and
gorithm and makes local decisions with regards to the ned$ we end up at node 23; the latter node is one hop away
node that it is closer to the jammer, based on the PDR valdedm the jammer. However, the paths followed are different,
of its neighbors. This procedure continues until a node cani3 — 19 — 37 — 22 — 41 — 23 and46 — 22 — 41 — 23.
identify one of its neighbors as being closer to the jammanthNevertheless, we have to note that once the two paths meet
itself. The complete percolation can be thought of as a &ouat node 22, they follow the same sub-route to the jammer’'s
discovery” propagation towards the jammer. location. In addition, starting from node 34, we manage to

We illustrate the functionality of our algorithm with thesuccessfully localize the jammer once again, followingtaltp
following sample experiment. We activate one of our jammingjfferent path this time, that isj4 — 32 — 35 — 39.
devices on the testbed and run our localization algorithrithen ~ One side-effect from incorporating the gradient descent
rest nodes of our testbed in order to find the routes towasls thinimization method is that our scheme can be trapped to
jammer. Figure 2 shows the various paths towards the jamnhegal minima. The performance of our proposed method is
that were reported from our algorithm for various startingeavily dependent on the choice of the initial point/node.
points (nodes). In this experiment, the jammer is node 56 (deor the example in figure 2, our measurements reveal that if
figure 2). The arrows represent the route towards the jamntiee localization procedure starts at node 11, it will resalt
that our algorithm finds, for various starting points. Weragt a faulty localization. Specifically, our algorithm followtse
the following interesting observations: path:11 — 36 — 27, and falsely concludes that the jammer

. Different starting points might end up into different endS In the vicinity of node 27. This can happen for various
points. reasons. As examplega) The links of node 27 might be

« All successful localization iteratiohend at nodes within inherently of bad quality (low PDR) as compared to the other
one hop distance from the jammer (i.e. 20-35 m). links in the neighborhood of node 27 (indeed, this was the

« The paths to the jammer may be different. However, on&82S0n for being trapped to local minima in the experiment of
figure 2).(b) Large-scale temporal variations in the medium

Swith the term successful we refer to runs of our algorithmt tineleed _Can affect the performance of our localization scheme (e.g.

terminateclose to the malicious device. instantaneous PDR drop due to movement of obstacles). In

38
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two paths meet at an intermediate node, tlcepverge
and follow the same path until the termination of our
algorithm.

« Depending on the starting point, our system can be
trapped at a local minimum (e.g. path — 36 — 27).
This is an inherited feature of our scheme, from gradient
descent minimization technique. In Section VI we discuss
possible ways of overcoming this problem.



general, a reason for getting to local minima is the rand@mnémmediate closer neighbor to the jammer node, from among its
of wireless channel fading. Due to channel fading randos\neseighbors. The algorithm is greedy in nature; every nodeamak
it is possible that a node closer to the jammer has a higher P locally optimal choice with regard to the direction toda
that a node further from the jammer. We elaborate on this sidbe jammer. Our experiments indicate that our algorithm can
effect in the following section. indeed perform efficient and effective jammer localization
Acknowledgment: We thank Dr. K. Papagiannaki from Intel
Research, for providing the source code of the prototypesdri
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