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Abstract

Dueto thewidespeadsoftwae piracyandvirus attacs,
signi cant efforts havebeenmadeto improve securityfor
computersystemskor stand-alonecomputes, a key obser
vation is that other than the processarany componenis
vulnerableto securityattadks. Recentlyan executiononly
memory(XOM) architectue hasbeenproposedo support
copyandtamperresistantsoftwae[18, 17, 13]. In thisde-
sign, the program and data are stored in encryptedformat
outsidethe CPU boundary Thedecryptionis carried after
they are fetthedfrom memory and befole they are usedby
the CPU. Asa result,thelengthenectritical pathcausesa
seriousperformancealegradation.

In this paper we presentan innovative technique in
which the cryptographycomputations shiftedoff fromthe
memoryacces<ritical path. We proposeto usea different
encryptionscheme namely“one-time pad” encryption,to
producethe instructionsand data ciphertext 1. Wth some
additional on-chip storage, cryptagraphycomputationsare
carried in parallel with memoryaccessegninimizingper
formancepenalty We performedexperimentgo studythe
trade-of betweenstorage size and performancepenalty
Our techniqueimprovesthe executionspeedof the XOM
architectuie by 34.7%at maximum.

1. Intr oduction

Softwarecopyright protectionplaysanimportantrole in
assuringhesoftwaremarketvalueandafair returnontheir
developmeninvestmentA studyin 2001doneby the Busi-
nessSoftwareAlliance shoveda 12 billion dollarlossin the
softwareindustrydueto softwarepiracgy [2]. Preventingil-
licit duplicationof softwarewill have alargeimpactoneco-
nomic development. Therefore,it is importantto develop
foolproof devicesthat disallov unauthorizedexecutionof
software.

ICiphertat is the term assignedo encryptionresult. Lik ewise, plain-
text is unencryptednstructionor data
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Severaltechniquedave beenproposedo provide hard-
ware support at micro-processonevel against software
piragy [19, 18, 17, 15, 13]. In thosetechniquesthe only
trustedhardware entity is the processoitself. Any other
hardware componentsin the computer systemare con-
sideredvulnerableto securityattacks,particularly the co-
processorndthe main memory This is becausgrogram
privagy canbeviolatedby tappingthecommunicatiorchan-
nel suchasthe systembus. An adwersarycaneasilytamper
theexecutionof programoncesomeknowledgeof the code
is obtained.Moreover, the operatingsystemis alsoconsid-
erednon-tamperresistantsinceit may be hijacked by the
adwersaryto becomemaliciousto the software runningun-
derits control.

Thesoftwareis storedin thesystemstoragen encrypted
form. It canonly be decryptedby the processointernally
before execution. This preventsary userhaving the full
control of the computerfrom examining the cleartext in-
struction. More importantly the datacommunicatecbe-
tweenthe processorlnd the memoryare all encryptedto
prohibit reverse-engineerinthe code. To protectfrom the
potential malicious operatingsystemthat can accessthe
registervalueson interrupts,registervaluesneedto be en-
cryptedalsoonsuchevents.Therepresentatietechniqueof
theabove modelis calledexecutiononly memory or XOM,
meaninghatsoftwarecanbeexecutecby theownerproces-
soronly but not copied(sinceit would notrun onotherpro-
cessorshor manipulated(sinceit would raise exceptions
andthenhalt) by unauthorizeeentities[18, 17].

Thoughsecureat a satishctory level, one of the most
importantproblemsn theXOM-type architecturas its ef -
cieng. As onemay notice,every off-chip memorytransac-
tion including bothinstructionanddataundegoesencryp-
tion anddecryption.Evenwith themostoptimisticassump-
tion of nishing the crypto procesdn 48 cycleswith fully
pipelinedhardware [18], performancdoss canbe ashigh
as34.7%,asour experimentsndicate. Thesituationis even
worsefor applicationghatarememoryboundor time criti-
cal. For thisreasontheusefulnessf theXOM architecture



is yet to be evaluated. Software userswould nd it very
annging every time the programrunssigni cantly slower
thanthe unprotectedrersion,diminishingthe attractveness
of copyright protection.

The purposeof this paperis to relieve the performance
burdenon XOM-type architecture We proposeto off-load
the crypto computationfrom the critical path. In XOM ar-
chitecture instructionsanddatacannot be useduntil they
arefetchedfrom thememoryanddecryptedhfterwards.We
proposeto performdecryptionin parallelwith a memory
accessopverlappingcrypto-computatiotime with memory
latengy.

Our techniquestrivesto maintainthe samelevel of se-
curity strengthasthe XOM architecture. Thus, our work
is basedon its proposedmechanismsn handling poten-
tial attacks. No attemptsare madeto enhancats security
level. Ourdesignalsorequiresextraon-chipstorageandwe
studiedthetrade-ofs betweerstoragesizeandperformance
improvement. Experimentakresultsshav this techniqueis
ableto lower the 16.7%averageperformancdossof XOM
architectureto only 1.28%over the insecurebaselinepro-
cessor

The remaindernf the paperis organizedasfollows. We

rst describebriey the XOM architecturein Section?2.
Thenwe elaborateon the idea of off-loading the cryptog-
raphycomputatiorfrom critical pathin Section3. We illus-
tratethe detailedarchitecturedesignin Section4. In Sec-
tion 5, we shov the experimentalresultson performance
gainwith varioushardwarecon gurations.In Section6, we
give a brief descriptionof the relatedwork, and conclude
thepaperin Section?.

2 XOM Architecture Overview

2.1 Software Encryption and Decryption

Background Therearetwo majortypesof cryptography
commonlyusedin information systemgoday: symmetric
key ciphersandasymmetridkey ciphers(seeFigurel). In
symmetrickey cryptographycommunicatingpartiesshare
a commonprivatekey in encryptionand decryption. The
adwantageis thatit runsasmuchas1000timesfasterthan
comparablasymmetrikey cipherd7]. Theprimaryobsta-
cle is the distribution of the privatekey to information ex-
changeparties. Asymmetrickey cipherssolve this problem
by implementingencryptionusinga key pair: public key
andprivatekey. Informationis encryptedusingthe publicly
availablepublic key at the senderanddecryptedusingthe
privatekey which is kept secretby therecevver. Thus,the
sendercansendinformationsecurelywithout knowing the
recever's privatekey.

XOM Software Encryption Thesoftwarethatrunsonthe
XOM architecturas encryptedoy thevendor Theencryp-
tion not only protectsthe privagy of the softwarealgorithm

Figure 1. lllustration of symmetric and asym-
metric ciphers

but alsoguaranteeshatit canonly run on the target pro-
cessor To maximize security and performancethe soft-
wareis encryptedusing a combinationof symmetricand
asymmetridkey cryptographyThevendor rst encryptshe
softwareusingsomefastsymmetrickey cipherwith private
key . Thedecryptionof the programusingthe samekey
is relatively fast. The XOM chip is installedwith a pri-
vate decryptionkey of a public-key encryptionpair.
The correspondingublic key, , is availableto the pub-
lic. To communicatehe to the processarthe vendor
uses to encryptit andshipsit alongwith the software.
The executionof the protectedsoftware begins with com-
puting using which s carriedonly oncebut might
take a relatively long time, anddecryptinginstructionsus-
ing  whichis muchfasterbut is carriedon every instruc-
tion fetchedinto the processar In this way, software en-
cryptedfor cannot run on since
they have distinct privatekeys.

2.2 Interacting with External Memory

The XOM architectureadoptsa complicatednechanism
in protectingthe programdataprivacy andproviding mem-
ory integrity veri cation. Ensuringprivacy meansto keep
datainformationhiddenfrom anyonefor whomit is notin-
tended. This is achieved throughdataand instructionen-
cryption. Memory integrity veri cation is to detectif the
memory has beentamperedwith by an adwersary This
is accomplishedy creatinga hash(MAC) valuefor each
memoryblock 2. A cryptographichashfunction cantake
inputsof ary lengthandproducea x ed lengthoutput. It
is “one-way”, meaningthat it is computationallyinfeasi-
bleto nd theoriginal datagiventhe hashvalue,andrela-
tively easyto compute.Hashingis especiallyusefulin the
threetypesof attacksconsideredn XOM: spoo ng, splic-
ing, andreplay The rst two attackswere handledsatis-
factorilyin XOM. Thereplayattackis betterdevelopedfor
performancemprovementby Gassenckt. al. [11]. Thus,

2Theblock waschoserasanL2 cacheline size.



we do not addresghe issueof veri cation andconcentrate
on speedingup encryptionand decryptionprocessn this

paper
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Figure 2. The lengthened XOM memory path.

To mitigatethe performancempact, XOM pushegdata
encryptionanddecryptionthroughthememoryhierarchyso
thatit is only donewhenthe dataleavesthe processoand
entersinsecurememory Thus, all the on-chip cachesare
secureandstoredataandinstructionsin plaintext. Figure
2 illustratesthe abstractmodelof the crypto procedure.A
two-level cachestructureis assumedh the processarWrit-
ing to the memoryis deferredthroughthe write buffer. Ev-
erydirty L2 cachdine is encryptedrst andthensentdown
to memory Likewise, every line readfrom the memoryis
decryptedbeforeit is storedin L2 cacheand usedby the
program.

2.3 Internal Protection for Multi-tasking

A majoreffort in designingKOM secureprocessogoes
to protectinginteractionsamongmultiple actvetasks.Each
task is protectedby a strict perimeter termed“compart-
ment”. Eachcompartmenhasits own ID anda secretekey
which wasusedfor encryptingthe program.The compart-
mentlD is usedin taggingdatawritteninto theregistersand
thecachesThistaggingensuresio programsanaccesshe
dataof anothemprogram.

New instructionsare addedto supportsecurity func-
tionalities. They areusedfor handlingstart/terminatiorof
XOM mode,communicatiorbetweenprograms trapsand
interrupts, and storing and loading cryptographicdatato
andfrom memorytrapsandinterrupts.

3 Ofoading Crypto-Computation
from Critical Path

In this section,we presenta schemahatshiftsthe com-
putationintensve crypto-processff from the critical path.
First we analyzethe performancelegradationin XOM ar-
chitecture.

3.1 Motivation

As we canseefrom Figure 2, the crypto hardwarelies
on the memoryaccesgritical pathandtherefore the per
formancedecreasés obvious. Developingfastcryptohard-
ware hasbeenthe major focusrecentlyto acceleratesecu-
rity applications[24, 3, 21, 23]. However, in spite of the
effort in craftingthe designsthe crypto-hardvareherestill
insertslong latengy on memoryaccesslueto the computa-
tion intensive nature.

Figure 3 shavs the performancelegradationdueto the
prolongedmemorypathin XOM architecture. We tested
over 11 SPEC2000 [14] benchmarksvith 32K separated
L1 instructionand datacacheand 256K L2 uni ed cache
on an out-of-order4-issueprocessosimulationusing Sim-
pleScalaf4]. We assumed typical 100 cycle memoryla-
teng/ anda 50 cycle encryption/decryptionlelaysimilar to
thatin [18]. Suchafasthardwarefor widely usedsymmet-
ric ciphers,e.g. DES[9], is possiblewith ASICS designs
[10Q]. For strongercipherssuchasAES[1], alongerencryp-
tion/decryptionlateng would apply, which in turn results
in longeraveragememoryaccesdateng. Thus,we givean
optimisticestimationof the potentialperformancealegrada-
tionin reality. On averagethereis 16.7%slovdown posed
to the programs. For memoryintensive programssuchas
databasapplicationsthedelaywill bemoresevere.
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Figure 3. Optimistic estimation on perfor-
mance loss due to encryption/decr yption.

3.2 ProposedSolution

The dif culty in XOM lies in the fact that the crypto-
computationis datadependenbn memory accessesi.e.,
withoutknowing thedatato bewritten outor broughtin the
encryptionor decryptioncannot begin. We proposeto use
a differentencryptionalgorithmto generatethe ciphertext
in memory The creationof the ciphertext mustbe datain-
dependenbn the memoryaccessso that it canbe carried
in parallel, not in serialwith the memoryoperation. The
designatectiphertext mustalso be relatedto the memory
accessothateachacces$asauniqueciphertet.



We proposeto use an algorithm similar to “one-time
pad”encryption[22] for bothdataandinstructionsn mem-
ory. In one-time pad encryption, the ciphertext is the
exclusive-orof the plaintext anda truerandomkey:

(1)

where is theciphertet, is theplaintext datavalue,and
is atrue randomnumberhaving the samebit

width as . In our model,we replacethe with

an encryptedseed The seeduniquely corresponddo the
plaintext, andcanbe generatedegardlesof its value (see
Section3.4). Thus,with the “one-timepad” algorithm,the
encryptionanddecryptionof a plaintext datavaluecanbe
expresseasthefollowing:

(2)
(3)

where is storedin insecurememory is the plaintext
datavalue,and is the privatekey shippedwith the soft-
ware.Operationallywhen is sentoff chip, equation(2) is
usedwhen isreadfrom memory equation3 is used.Cal-
culating is carriedwhile the processoiis
waiting for the memory Let usassumeéhe memoryaccess
lateng is 100 cyclesandcomputing is 50
cyclesasbefore.When isloadedrom memoryandarrives
attheprocessar is alreadyready With an
additionalone-g/cle XOR, canbeobtainedandsentto the
processofor execution.Thus,insteadf having 100+50cy-
clesdelay we now reduceit to 101(i.e. MAX(100, 50)+1).

3.3 Encryption Strength

Using the one-timepad encryption(equation2 and 3)
achieves the samestrengthas a normal data encryption
where This can be seenthroughthe
analogyof theproposedchemendthestreamcipherg[20].
Thestreancipheris similarto one-timepad. Thedifference
is that it usespseudorandonmumberstreaminsteadof a
genuinerandomnumberstream Many widely usedencryp-
tion algorithmssuchasAES[1] and3DES|[8] arebelieved
to doagoodjob in generatingpseudo-randomumbers As
aresult, is asrandomas
wherethe selectionof seeds discusseaext 3.

3.4 SeedSelection

The purposeof encryptinga seedinsteadof valueitself
istodoit in parallelwith memoryreadoperation We donot
considerpenaltydueto memorywritesin this papersince
mostprocessorsreequippedwith write bufferswhich can

3The seedusedhereshouldnot be confusedwith the seedthatis used
in randomnumbergenerationfunctionssupportedoy mary higherlevel
languagesAs anexample the seedn C functionsram()represena start-
ing pointof in achainof @socalled°randomnumbersThisis notthecase
in our design.We treatthe seedasaninput to the encryptionfunction.

stealidle buscyclesef ciently . Thereforetheseedmustbe
available at the time the readcommands issuedto mem-
ory. It is alsoimportantto differentiateseeddor different
encryptionunits,i.e. blocks,to de-correlatgorogramdata.
Naturally, a seedderivedfrom the location,e.g.addressof
avalueis agoodcandidateL et usseewhy usingaddresses
alonemightbegoodin somecasesandbadin theothers.

Advantage: In the XOM model, every datavalueis en-
crypteddirectly andstoredin its memorylocation. Thisim-

pliesthatsamedatavaluesat differentlocationshave same
ciphertexts. It is known thatthe memorycontainsa lot of

repeatedvalues[16, 25]. Thuseven with encryption,the
repetitionpatternstill preseres,creatingpotentialsecurity
holes.

Using addressof a data value as the seedin equa-
tion (2), each is different from oth-
ers. Moreover, the propertyof an encryptionfunction as-
suresno patternsexist betweensequentialaddressesi.e.

and arecom-
pletely unrelated,hencethe neighboringmemory cipher
text.

However, for the same location,
remainsthe sameevery time thevalue
is written into memory Thus, a seriesof datavalue 0,

Disadvantage:

1, 2,... generatedat address will have a seriesof

ciphertets , ,
which amountgo

where is a constant. With little effort, the ciphertexts

storedin memory can be cracked by a skilled attacler.
Therefore the seedusedfor sucha seriesof writes should
not be a constantj.e. it shouldvary. Thisis alsopointed
out in the XOM architecturefor saving registervalueson
OS interrupts. In suchcases,a mutatingvalue for vary-
ing the XOM ID is employedfor encryptingregistervalues
on eachinterrupt event. To mutatethe seedsin equation
(2), we chooseto adopta sequenc@&umberassociatedvith
anaddress.The sequenceaumberis updatedevery time it
is used. Thus, the encryptionbecomes

The detailswill be fully described
shortly.

At this point, it is necessaryo separatsituationsfor en-
crypting instructionsand data. The above analysison the
disadwantageof using addresdirectly as seedappliesto
datawriting only. For instructions thereareonly readop-
erationsasthey areonly loadedfrom but neverwritten back
to memory Therefore,a constantseeddirectly associated
with instructionaddressanbeused.



3.4.1 Encrypting Instructions

The instructionsare encryptedby the vendorbut are exe-

cutedon the customers processar The vendordoesnot

know the actualaddressewhenthe programis loadedinto

thecustomers memoryspaceor execution.Thereforejt is

easieffor thevendorto usethevirtual addresstartingfrom,

for example, . Supposéhevendorchooses symmetric
key , encryptionfunction DES with block size of 64

bits. Eachinstructionis 32-bit. A sequencef instructions
will beencryptedas:

where" " meansconcatenatingwo 32-bit instructionsinto
a 64-bitdatablock. To decipherthe program the processor
simply addsto the offset of the current64-bit instruc-
tion block to the rst instructionblock, obtainingthe seed
for the encryption. Whenthe cipheredinstructionis avail-
ablefrom memory plaintext instructionscanbe computed
throughXORing theencryptedseedn only onecycle.

3.4.2 Encrypting Memory Data

On-chipdataare encryptedwhenthey are evicted out due
to cachecon icts. We assumea two-level cachestructure
asin mosthigh-performancerocessorsSimilarto XOM,
encryptionanddecryptionaredoneon perL2 cachdine ba-
sis. Sincewe adoptsequencaeumbernwritesto thesame
memorylocation,eachsequence&umberis maintainedor
eachL? cacheline. Theinitial valuesof the seedsarethe
virtual cacheline addressedlt is incorrectto usethe phys-
ical line addressesinceprogramsmay be loadedto differ-
entphysicalmemoryspace®n context switches.As cache
lines are transmittedacrossthe chip boundary the seeds
areincreasedy thecorrespondindine's sequenc@&umber
Thus,on the write to memoryfor aline , the
following stepsaretakenin sequence:

_ _ _ (4)
S - (5)
(6)

.Onaline read:

- - (7)
(8)

Readinga cacheline may happenlong after it waswritten
to the memory To make sureit is availablewhenalline is
beingfetched,we needto remembetthe sequence&umber
thatwaspreviously assignedo theline. Next, we give the
detailsof the designof a specialon-chip cachethat stores

where _

thesequenc@umbers.The sequencaumbercacheshould
locatewithin thesecurityboundaryasin the XOM architec-
ture.

4 Architecture Design

As clari ed earlier an on-chipsequenceumbercache
(SNC) is neededin orderto store sequencenumbersfor
eachcachdine thatgoesoff-chip. Thus,we placethe SNC
belown the L2 cacheandmonitorthetraf c between_2 and
thememory Figure4 illustratesthe architectureof the ab-
stractpartial XOM modelwith our SNC.

Figure 4. Design of one-time pad encryption
on data with sequence number cache.

The SNC shouldbe accessedising the virtual address
(VA) of anL2 cacheline. Thisis becausghysicaladdress
of aline maybe changedftera context switch, losingen-
cryptionseednformation. However, usingVA to index the
SNC may incur synorym problemsin which two different
VAs may map to the samephysicaladdress. The result
is that two differentsequencenumbersmay be generated
for the samephysicalline. The synorym problemhappens
wheneithertheOSandtheuser or two usersvantto sharea
memorysggment. The XOM architecturas veryrestrictve
in sharingdataamongtasks,ncludingthe OS.Thesolution
proposediy XOM is to sharea key amongtasksthathave
synoryms,whichis consideredulnerable Sincethisis still
openproblemin XOM, we choosenotto performone-time
padencryptionon thoseshareddata. In otherwords, SNC
doesnot storethe sequenc@umberdor memorysegments
thatarealiasedby two differentvirtual addresses.

In corventionalcachedesign,the VA will not be avail-
ablebeyond L1 cachesandthe L2 cacheis physicallyad-
dressedThus,the VA of eachL2 cachdine shouldbekept



within the L2 cache. The storedVA can be thenusedto
addressSNC on a cachewrite back. The storageincurred
dueto storingVA'sin L2 cacheis very modest.For exam-
ple,in a256KB L2 cachehaving 128Beachline, 40 bits of
a48-bit VA (e.g. in Alpha architectureneedto be stored,
enlagingL2 cacheby 4.0%.

Ideally, the SNC shouldstoreall the sequenc&umbers
of memorylines. Take a 1GB memoryanda 128B line
sizeasanexample,8M (1GB/128B)sequenceaumbersare
necessaryo be rememberedHaving an8M on-chipcache
is unrealisticto ask. We thereforeprovide only a limited
sized SNC which storessequenceumbersef ciently. To
remove con ict missesas muchas possible,a fully asso-
ciative cacheis desired.A fully associatie cachenormally
providesthe besthit rate but occupy larger chip areaand
take longertime to access.Normally, a highly associatie
cacheg.g. 32-way or 64-way, would performequallywell.
We will presentmostof our experimentalresultsusing a
fully associatie SNCimplementationn Sectiorns, andalso
shaw theresultswith a 32-way setassociatie SNC.

With alimited amountof SNCstoragenot all sequence
numberscan be storedon-chip. Thus, whenthe SNC is
full, no further sequencenumberscan be stored unless
somestoredcontentsareevicted out. If so,wherewill the
evicted sequenc&iumbersbe stored? Complicationarises
asto whetherareplacemenpolicy shouldbeemployed,and
whatmayhapperwith or without areplacemenpolicy.

4.1 SNC Operation Policy

With Replacementlf replacementarecarriedin the SNC,

we needto solve wherethoseevicted sequencenumbers
shouldbe stored. It is clearto seethatwe cannot discard
them since otherwise, their correspondingnemory lines
would not be ableto be deciphered. Thenthe only solu-

tion is to storethemin theinsecurememory To protectthe

privagy of thesesequenceumberswe chooseto encrypt
themjust asnormalprogramdata. It shouldbe notedthat
evenwithout encryption the on-chipone-timepadencryp-
tion remainssecuresincethe private key is not revealed.
However, it is not preferredthatthe sequenceumbersare
encryptedusingone-timepadagainsincethey themseles
would needsequencenumbers! Therefore,we chooseto

useencryptiononthe sequencaeumberdirectly, justasthe

XOM solution.

The adwvantageof allowing replacemenin SNC is to
malke one-timepadencryptionavailableto asmary memory
linesaspossible.If LRU replacements adoptedthe SNC
will catchfrequentlyusedsequencaumbersn thelongrun
so asto reducethe SNC capacitymisses. However, each
replacemenincursanothememoryaccesplustheencryp-
tion lateng of the contents.Althoughthis doesnot neces-
sarily happenon critical path, it imposesadditionalmem-
ory traf ¢ and may competewith other memoryrequests

thatarecritical. Thus,thenumberof replacemenshouldbe
smallenoughto overcomethe above defect.Using LRU in
this sensehelpsreducethe SNCreplacementrequeng.

With No Replacement An alternative way is to disallon
replacementdn sucha situation,the one-timepadencryp-
tion is carriedaslong astherearevacantslotsin the SNC.
WhenSNCis full, cachdineswhosesequenceumbersare
not storedin the SNCwill notbeableto performone-time
pad encryption. Consequentlythey shouldbe encrypted
directly andsentto memory The advantageof noreplace-
mentpolicy is its simplicity. The disadwantages, however,
only partialmemorylinescanemploy one-timepadencryp-
tion, therestaretreatedthe sameway asin XOM. We will
shav in Section5 that using LRU is more advantageous
thanthenon-replacemersNC.

4.2 Algorithm

In this section,we discussthe SNC query (i.e. read)
andupdate(i.e. write ) operationsn greatdetails. To be
clear we cateyorizevariousoperationsnto queryhits, up-
datehits, query misses,and updatemisses. SNCis lled
with updateoperationsaandlookedup throughqueryopera-
tions.

SNC Hits A queryhit in SNC happensvhena readmiss
occursatL2 andthetamgetline's sequenc@aumberis stored
in SNC. A seedis thencalculatedusingequation?7. After

the memoryaccesgeturns,the plaintext valueis thenob-
tainedby applyingequatior8. Assuminga 100-g/clemem-
ory lateng and1-cycle XOR, thevalueis readyto the CPU
atthe101 cycle. An updatehit in SNC happensvhena
L2 cachdine is evicteddown to the memoryandthisline's
sequenc@&umberis storedin SNC. The sequencawumber
is updatedaccordingto equatiord. Seeds formedandline

is cipheredusingequation5 and 6 respectiely. Note that
theevictedline should rst goto thewrite buffer (Figure4)

andarelater ushed to the memoryon certainconditions.
Thus,the encryptioncanbe donewhile they remainin the
write buffer. With SNC, the delayis nearlythe sameasin

XOM exceptthatthe XOR takesonemoreadditionalcycle.

Sincewrite operationis not on the critical path,its impact
on overall performances notabig concern.

SNC Misses Missesin SNC aremorecomple, especially
in supportingLRU replacementWe will separatehe no-
replacementaind LRU replacementlesignsfor clarity. In
no-replacemenBNC,anupdatemissmeanao freeentries
areavailable.At thistime, thecachdine hasto beencrypted
directly likein XOM. A querymissmeanghe correspond-
ing L2 cacheline's sequenc@umberis not storedin SNC.
As mentionedearlier thoselines were encrypteddirectly.
Thusaftertheline is fetchedfrom thememory it shouldgo
throughthe decryptionunit which is another50 cycleson
top of 100cycles.

With LRU replacementgvery L2 cacheline hasa se-



guencenumber For thosethatcannot t in the SNC,they
are storedin memory As pointedearlief sequenceum-
bersin memoriesshouldalso be encrypted(directly). On
anSNCquerymiss,amemoryaccesss neededo fetchthe
targetsequencaumber followedby the decryption.Thus,
eachquerymissincurs 150 cyclesbeforethe seedencryp-
tion canstart,becomingthe mostexpensve operation.As
such,anupdatemissin SNC alsoneedgo accessnemory
and decryptthe cipheredsequencenumber Sincethis is
carriedwhile thecachdine is in write buffer, impactis less
signi cant. Algorithm 1 givesthepseudo-codéor handling
the SNCmisses.

Algorithm 1 Pseudo-coddor handling SNC missesem-
ploying LRU replacement

1: if SNCquerymissoncachdine then

2: readmemoryfor 'ssequenc@umber
3: X
4. for eachblock in ‘'svirtualaddress do
5: ; I* executed
in fully pipelinedengine,in parallelwith line 7 */
6: endfor
7 read from memory
8. for eachblock in do
9: I* 's form plaintext for
*/
10:  endfor
11: replaceavictim in SNCwith ;
12:  push  inwrite buffer; /* to beencryptedater*/
13: elseif SNCupdatemissoncachdine then
14: readmemoryfor 'ssequenc@umber
15: X
16: _ X
17:  for eachblock in ‘'svirtualaddress do
18: ; I* executed
in fully pipelinedengine*/
19:  endfor
20: for eachblock in plaintext do
21 [* 'scomposeciphertext
of *
22:  endfor
23:  write ciphertext of  into memaory;
24:  replaceavictim in SNCwith ;

25:  push
26: endif

in write buffer; /* to be encryptedater*/

4.3 Other Security and Implementation Is-
sues

Context switching Oneof thedif culties we realizedis to
handlesituationin context switching. On context switches,
XOM architectureemploys expensve operationsiotto leak
informationto potentialmaliciousOS andotherusers.The
contentsof our SNC shouldalso be protectedas the new

usermay useit for its own purpose.Therearetwo waysof
protectingthe SNC: 1) ushing it to the memorywith en-
cryption;and2) tageachentrywith XOM ID. Eachmethod
encounterdong lateng eitherduring context switchingor
after Fortunately context switching doesnot occurvery
often. Theimpacton the overall performanceén multi-task
systemss currentlyopen.

Sharedlibrary and programinputs. If thesoftwarepack-
agecontainssharedibrary code,e.g. .dll, they are meant
for usageby multiple users.Therefore thoselibrary codes
shouldbe providedin plaintext. Similarly, programinputs
arealsoprovidedin plaintext sincethey arebroughtin from
I/O devices. As aresult, memoryspacesaken by themdo
notneedsequencaumbersn SNC.

5 Experiment Evaluation

We implementedhe two schemesn orderto compare
the one-timepad encryptionschemewith XOM. We used
SimpleScalafool Set[4] torun11 SPEC2000[14] bench-
marks,andcomparedperformancesor variousalgorithms
andcon gurations. The benchmarksrefastforwardedby
10billion instructiongto warmupthepipelineaswell asL1
andL2 cachesandthencontinuedto executefor another
10 billion instructionssothatthey nish within reasonable
amountof time. Our baselinds a 4-issueout-of-orderexe-
cutionprocessowith 32KB, 4-way, L1 separaténstruction
anddatacachesplus a 256KB, 4-way, 128B perline, L2
uni ed cache.We setthe memoryaccesdateny asatypi-
cal 100cycles,theencryption/decryptiodelayas50cycles
asbefore.All otherparameteraresetasdefaultvaluespro-
videdby SimpleScalar

5.1 Performance Comparison

The rst setof experimentsmeasureshe performance
lossdueto securityoperations.We comparethe XOM ar-
chitecturewith one-timepadencryptionhaving anSNC.As
describedn Section4, the SNC caneitherallow or disal-
low sequence&umberreplacementsWe plot the resultfor
both schemesasshowvn in Figure5. Herethe SNCis set
to 64KB, eachsequencaumbertaking2 bytes.Thus,there
are32K numbersstoredin the SNC,covering32K L2 cache
lines,or 4MB memorydataspacelt is clearlyshavn from
the graphthat our schemedrasticallyreduceperformance
loss—from16.7%to 4.59%for no replacemenSNC and
1.28%for LRU SNC. We candraw two conclusiongrom
theseresults:

1. Usingone-timepadencryptionis anexcellentsolution
to minimize performancedegradationof securepro-
cessorsThe 1.28%slowdown from the LRU SNCde-
signis notnoticeabldo theuserandthusincreaseshe
practicabilityof asecureprocessar

2. The difference between no-replacementand LRU



provesthatusingthelatteris bene cial in thelongrun
sinceit will catchrelatively frequentlyaccessedache
lines. For example,the benchmarkgcc shaws a big
differencebetweenthe two, sequencenumbers lled
into the SNCinitially arehardlyusedlater.
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Figure 5. Performance comparison for XOM,
SNC with LRU and no cache replacement.

5.2 SNCof 32KB, 64KB, and 128KB

The secondset of experimentsintendsto answerhow
our schemes sensitve to SNCsize. To seethis, we tested
32KB, 64KB, and128KB SNCwith LRU. Figure6 shavs
the executionslowdown in percentagef the baseline.We
canseethatwith smallerSNC, the schemeunderperforms
the larger SNCs. Sincea 128KB on-chipcachemay be a
highrequiremenfor processorsye concludethatthe64KB
is abetterchoiceamongthethree.
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Figure 6. Performance comparison for diff er-
ent sized SNC. LRU replacement is used.

5.3 SNCof Different Associatvity

Thethird setof experimentss to seeif afully associatie
SNCis really necessaryimplementinga 64KB cachewith

full setassociatiity might be expensve. We thereforeran
the benchmarkswith a 32-way, 64KB SNC, and compare
it with thefully associatie, 64KB SNC.Figure7 plotsthe
results.Apart from onebenchmarkammp(which increases
the slowdown from 2.8% to 9.6%), all the rest programs
shav anequivalenceof usingthetwo caches.Sometimes,
32-way is evenslightly better Therefore,in mostcasesa
32-way SNCsenesasgoodasafully associatie SNC.
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Figure 7. Performance comparison between
fully associative and 32-way set associative
SNC's.

5.4 LargerL2vs.L2+SNC

The fourth setof experimentsve conducteds to justify
theaddedon-chipSNCstoragds indeedvery effective. We
shaw this by comparingthe executiontime for LRU SNC
with a XOM architecturethat hasa larger L2 cachesize.
A fair comparisorrequiresthat the enlaged L2 occupies
the sameamountof chip areaasthe original L2 plus SNC
sincethe increasein cacheareais not linear to its capac-
ity. We usedCACTI 3.2[5] to obtainthe areaestimation.
We foundthata 64KB 32-way setassociatie SNC on top
of a 4-way 256KB L2 cacheoccupieschip areabetween
that of a 5-way 320KB anda 6-way 384KB L2 cache.We
thereforecompareour con gurationwith XOM having a 6-
way 384KB L2 cache Figure8 plotsthenormalizedexecu-
tion timew.r.t. thebaselinehaving 4-way 256KB L2 cache.
With thesameamountof on-chipareaourone-timepaden-
cryptionschemestill outperforms<XOM on average(2%vs.
9% slowdown). Programgcc , mesa andvortex , showv a
speedumf 4%, 1% and7% in executiontime comparedo
thebaselineThisis becauseavith 50% of capacityincrease
in L2, almosteverythingin thetwo programst into L2 and
thusthe needof going off chipis greatlyreduced.This ex-
perimentsshav thatin general,having a larger L2 cache
cannotmitigatetheperformancempactof XOM while us-
ing the one-timepadencryptionis satisactory
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Figure 8. Impact of alarger L2 cache.

5.5 SNCInduced Memory Traf ¢

The fth setof experimentss designedo show thein-
ducedmemorytrafc dueto SNCLRU replacementsThe
resultsare measuredn percentagesf L2 cachememory
traf c. SeeFigure9. We canseethatthe effect of SNCre-
placements nggligible in termsof memorytraf ¢ increase.
For quite a few benchmarksart, equake, vpr , the
increaseas almostzero. On averagethereis only 0.31%o0f
theL2 memorytraf c posedonto thesystembus. Thisalso
explainswhy SNCwith LRU performsbesteventhoughre-
placementgareexpensve.
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5.6 Sensitvity to Encryption Latency

Our one-timepadencryptionhasan advantagen thatit
is insensitve to the cryptographylateng.. Comparedwith
the XOM memorylateng, _ _ ,thenew
memory latengy on cacheread misses(which is critical
to speed)isnow MAX( -, _ )+ 1. There-
fore, we performedexperimentghatusea differentencryp-
tion/decryptionateng, 102cycles[12]. Resultsareshovn
in Figure 10. It is clearly seenthat the XOM degrades
greatlywith the prolongedencryptionlateng: from 16.7%

to 34.2% slowdown. This is becausel02-g/cle roughly
doublesthe original 100-g/cle lateng. While in our de-
signwith LRU replacementthe performances almostun-
changedfrom 1.28%to 1.3%. The differencebetweerthe
no-replacemenolicy andthe LRU alsoprovesthatthelat-
ter is muchmoreeffective thanthe former. This resulten-
hancegheusabilityandattractvenesof our proposedne-
time padencryption.
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Figure 10. Performance comparison using a
long er delay for encryption/decr yption unit.

6 RelatedWork

The researchclosely relatedto us is the fast hashing
mechanisnior memoryintegrity veri cation [11]. Defense
of the replay attacksfor XOM type of architectureis ad-
dressed.The solutionis to build hashtreesand combine
theminto the on-chipcachego speedupreri cation of the
untrustednemory Yetdealingwith the dataprivacy andits
computatioroverheads not considered.

Oneof the early hardwaretechniquesn protectingsoft-
warecopyright is to useatamperresistanplug-in model—
“dongle”. Softwareis soldtogethewith adongle.It period-
ically querieghedonglebasednanauthorizatiorprotocol.
If thedongledoesnotrespondhe softwarewill halt. How-
ever, a skilled programmercaneasilyanalyzethe machine
codeanddisablethe softwareprotectionfunctions.

Anothertype of securgorocessqrbus-encryptiomnmicro-
processathasbeenusedfor almostadecaden 8-bit micro-
controllerssuchas Dallas SemiconductoiDS5000series.
Its applicationrangesfrom credit card termination,ATM
to pay-TV accessontrol devices and communicatioren-
cryption modules[15]. In suchmicroprocessorssoftware
is storedin encryptedorm outsideCPUanddecryptedbnly
whenit is readinto the chip. Both the dataand address
busesvaluesareencryptedn orderto senddatato external
memory Bus-encryptiormicroprocessorgargetfor single
applicationervironmentsin which the codesizeis usually
verysmall.



Fast cryptographicco-processorfiave beendeveloped
to supportsecurityapplicationsfor Internetcommunication
andE-commercq3, 24, 21, 23]. Sucha co-processocan
supportmultiple ciphersat competitve speedsimultane-
ously The modelwe are usingin this paperis fundamen-
tally differentfrom thoseco-processosinceciphersaredi-
rectly implementedon the main processoiand we do not
trustarny componentstherthanthe main CPU.

Many software techniqueshave beenproposedn pro-
viding certainlevel of copyright andintellectual property
protection.Obfuscatiorattemptgo transformthe codeinto
aform thatis harderto reverseengineer Tamperproo ng
causes programto malfunctionwhenit detectshatit has
beenmodi ed. Softwae watermarkingembedscopyright
noticein the softwarecodeto allow the ownersof the soft-
wareto assertheirintellectualpropertyrights[6]. Thesoft-
waretechniquesliscouragesoftwaretheft, cantracepiracy,
prove ownershipbut cannot preventcopying itself.

7 Conclusion

We proposedo usea fastcryptographymethod—one-
time padcryptographyto speediptheexecutionof asecure
processar In our design,the cryptographycomputationis
off loadedfrom theprocessoscritical pathandis carriedin
parallelwith memoryaccessWe developedthe new cryp-
tographyschemeand its hardware support. Experiments
shaw thatour techniquereduceghe performanceoverhead
from 16.7%for critical pathcryptographyto 1.28%for one-
time padcryptography

References

[1] ®AdvancedEncryptionStandard(AESPevelopmentEffort,°
US Governmenthttp://csic.nist.ga/encryption/aes/

[2] International Planning and Research Corporation,
aSixth Annual BSA Global Software Piragy Study®
http://wwwbsa.og/resouces/2001-05-21.55.pd2001.

[3] J. Burke, J. McDonald, and T. Austin, @Architectural Sup-
portfor FastSymmetric-key Cryptography ACM 9thInterna-
tional Confeenceon Architectural Supportfor Programming
Languaes and Opeiating SystemgASPLOS-IX) November
2000.

[4] D. BurgerandT. Austin, 8The SimpleScalaiTool Set, Ver-
sion2.0° Technical Report1342,Univ. of Wisconsin-Madison,
Comp.Sci.Dept, 1997.

[5] CACTI3.2, HP-Compag Western Research Lab,
http://reseach.compaqg.com/wrl/people/jouppi/CAl.html.

[6] C. Collbeg and C. Thomborson 2Watermarking, Tamper
Proo®ng,and Obfuscationb Tools for Software Protectior?,
IEEE Transactionson Softwae Engineering Vol. 28, No. 8,
August2002.

[7] ®An Introductionto Cryptography Network Associatesinc.,
http://wwwpgpi.og/doc/pgpinto, 1999.

[8] D. W. DaviesandW. L. Price,2Securityfor ComputerNet-
works? Wiley, 1989.

[9] 2DataEncryptionStandard DES)? Federl InformationPro-
cessingStandads Publication46-2,Decemberl1993.

[10] H.EberleandC. Thacler, 3A 1Ghit/secondsaAsDESchip?
IEEE Customintegrated Circuits Confeence pagesl9.7.1—
19.7.4,May 1992.

[11] B. Gassend@. E. Suh,D. Clarke, M. v. Dijk, andS. De-
vadas2CachesandHashTreesfor Ef®cientMemory Integrity
Veri®cation? The 9th International Symposiunon High Per-
formanceComputerArchitectue (HPCA9), pages,February
2003.

[12] 2Sandiaresearchersdevelop world's fastest encryptof
http://wwwsandia.ge/media/NersRel/NR1999/encrypt.htm.

[13] T.Gilmont,J.-D.Legat,andJ.-J.Quisquater*Enhancinghe
Securityin theMemoryManagementnit,° Proceeding®fthe
25thEuroMicro Confeence pagesi49-456 Septembef 999.

[14] http://wwwspecberit.org/osg/cpu2000.

[15] M. Kuhn,3TheTrustNolCryptoprocesso€oncep®, Tech-
nical Report,PurdueUniversity, April 1997.

[16] K. M. Lepak,G. B. Bell, andM. H. Lipasti, 2SilentStores
and Store Value Locality? IEEE Transactionson Computes,
Vol. 50,No. 11,2001.

[17] D. Lie, J.Mitchell, C. A. Thekkath,andM. Horwitz, 2Speci-
fying andVerifying Hardwarefor TamperResistanSoftware?
IEEE Symposiunon Securityand Privacy, 2003.

[18] D. Lie, C. Thekkath,M. Mitchell, P. Lincoln, D. Boneh,
J. Mitchell, and M. Horwitz, 3ArchitecturalSupportfor Copy
and TamperResistanSoftware? ACM 9th International Con-
ferenceon Architectual Supportfor ProgrammingLanguajes
andOperting SystemgASPLOS-1X)pagesl68—177Novem-
ber2000.

[19] T. Maude and D. Maude, 2Hardware Protection Against
Software Pirag/® Communicationof the ACM, Volume 27,
Number9, page€950-959 Septembef 984.

[20] M. J.B. Robshav, 2StreanCiphers’, Technical ReportTR-
701,version2.0,RSA Laboratories1995.

[21] S.W. Smith,E. R. Palmer andS.Weingart2UsingaHigher
PerformanceProgrammableSecureCoprocessdt Financial
Cryptagraphy pages73—-89,February1998.

[22] W. Stallings,2Cryptographyand Network Security Princi-
plesandPractice, PrenticeHall, 3rd ed.2003.

[23] J. Tygar and B. Yee, 2Dyad: A systemfor Using Phys-
ically SecureCoprocessors,Technical Report CMU-CS-91-
140R,Carngjie Mellon University, May 1991.

[24] L. Wu, C. Wearer, and T. Austin, 2CryptoManiac:A Fast
Flexible Architecturefor Securecommunicatio?, ACM 28th
International Symposiunon computerArchitectue (ISCA01),
June2001.

[25] Y. Zhang,J. Yang, and R. Gupta, 2FrequentValue Local-
ity andValue-CentridataCacheDesigr InternationalCon-
ferenceon Architectual Supportfor ProgrammingLanguaes
andOpeiating Systemspagesl50-159 November2000.



