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Abstract

Dueto thewidespreadsoftwarepiracyandvirusattacks,
signi�cant efforts havebeenmadeto improve securityfor
computersystems.For stand-alonecomputers,a key obser-
vation is that other than the processor, any componentis
vulnerableto securityattacks. Recently, an executiononly
memory(XOM) architecturehasbeenproposedto support
copyandtamperresistantsoftware [18, 17, 13]. In this de-
sign, theprogramanddataare stored in encryptedformat
outsidetheCPU boundary. Thedecryptionis carried after
they are fetchedfrommemory, andbefore they are usedby
theCPU. Asa result,the lengthenedcritical pathcausesa
seriousperformancedegradation.

In this paper, we presentan innovative technique in
which thecryptographycomputationis shiftedoff fromthe
memoryaccesscritical path. We proposeto usea different
encryptionscheme, namely“one-time pad” encryption,to
producethe instructionsand data ciphertext 1. With some
additionalon-chip storage, cryptographycomputationsare
carried in parallel with memoryaccesses,minimizingper-
formancepenalty. We performedexperimentsto studythe
trade-off betweenstorage size and performancepenalty.
Our techniqueimprovesthe executionspeedof the XOM
architectureby34.7%at maximum.

1. Intr oduction
Softwarecopyright protectionplaysanimportantrole in

assuringthesoftwaremarketvalueandafair returnontheir
developmentinvestment.A studyin 2001doneby theBusi-
nessSoftwareAllianceshoweda12billion dollarlossin the
softwareindustrydueto softwarepiracy [2]. Preventingil-
licit duplicationof softwarewill havealargeimpactoneco-
nomic development.Therefore,it is importantto develop
foolproof devices that disallow unauthorizedexecutionof
software.

1Ciphertext is thetermassignedto encryptionresult. Likewise,plain-
text is unencryptedinstructionor data

Several techniqueshave beenproposedto providehard-
ware support at micro-processorlevel against software
piracy [19, 18, 17, 15, 13]. In thosetechniques,the only
trustedhardwareentity is the processoritself. Any other
hardware componentsin the computersystemare con-
sideredvulnerableto securityattacks,particularly the co-
processorandthe main memory. This is becauseprogram
privacy canbeviolatedby tappingthecommunicationchan-
nel suchasthesystembus.An adversarycaneasilytamper
theexecutionof programoncesomeknowledgeof thecode
is obtained.Moreover, theoperatingsystemis alsoconsid-
erednon-tamperresistantsinceit may be hijacked by the
adversaryto becomemaliciousto thesoftwarerunningun-
derits control.

Thesoftwareis storedin thesystemstoragein encrypted
form. It canonly be decryptedby the processorinternally
beforeexecution. This preventsany userhaving the full
control of the computerfrom examining the clear text in-
struction. More importantly, the datacommunicatedbe-
tweenthe processorand the memoryare all encryptedto
prohibit reverse-engineeringthecode. To protectfrom the
potential malicious operatingsystemthat can accessthe
registervalueson interrupts,registervaluesneedto be en-
cryptedalsoonsuchevents.Therepresentativetechniqueof
theabovemodelis calledexecutiononlymemory, or XOM,
meaningthatsoftwarecanbeexecutedby theownerproces-
soronly but notcopied(sinceit wouldnot runonotherpro-
cessors)nor manipulated(sinceit would raiseexceptions
andthenhalt) by unauthorizedentities[18, 17].

Thoughsecureat a satisfactory level, one of the most
importantproblemsin theXOM-typearchitectureis its ef�-
ciency. As onemaynotice,everyoff-chip memorytransac-
tion includingboth instructionanddataundergoesencryp-
tion anddecryption.Evenwith themostoptimisticassump-
tion of �nishing thecrypto processin 48 cycleswith fully
pipelinedhardware[18], performancelosscanbe ashigh
as34.7%,asourexperimentsindicate.Thesituationis even
worsefor applicationsthatarememoryboundor timecriti-
cal. For this reason,theusefulnessof theXOM architecture



is yet to be evaluated. Software userswould �nd it very
annoying every time theprogramrunssigni�cantly slower
thantheunprotectedversion,diminishingtheattractiveness
of copyright protection.

The purposeof this paperis to relieve the performance
burdenon XOM-type architecture.We proposeto off-load
thecryptocomputationfrom thecritical path. In XOM ar-
chitecture,instructionsanddatacannot be useduntil they
arefetchedfrom thememoryanddecryptedafterwards.We
proposeto perform decryptionin parallelwith a memory
access,overlappingcrypto-computationtime with memory
latency.

Our techniquestrivesto maintainthe samelevel of se-
curity strengthas the XOM architecture.Thus,our work
is basedon its proposedmechanismsin handlingpoten-
tial attacks. No attemptsaremadeto enhanceits security
level. Ourdesignalsorequiresextraon-chipstorageandwe
studiedthetrade-offsbetweenstoragesizeandperformance
improvement.Experimentalresultsshow this techniqueis
ableto lower the16.7%averageperformancelossof XOM
architectureto only 1.28%over the insecurebaselinepro-
cessor.

Theremainderof thepaperis organizedasfollows. We
�rst describebrie�y the XOM architecturein Section2.
Thenwe elaborateon the ideaof off-loading the cryptog-
raphycomputationfrom critical pathin Section3. We illus-
tratethe detailedarchitecturedesignin Section4. In Sec-
tion 5, we show the experimentalresultson performance
gainwith varioushardwarecon�gurations.In Section6, we
give a brief descriptionof the relatedwork, andconclude
thepaperin Section7.

2 XOM Ar chitecture Overview
2.1 Software Encryption and Decryption
Background Thereare two major typesof cryptography
commonlyusedin informationsystemstoday: symmetric
key ciphersandasymmetrickey ciphers(seeFigure1). In
symmetrickey cryptography, communicatingpartiesshare
a commonprivatekey in encryptionanddecryption. The
advantageis that it runsasmuchas1000timesfasterthan
comparableasymmetrickey ciphers[7]. Theprimaryobsta-
cle is the distribution of the privatekey to informationex-
changeparties.Asymmetrickey cipherssolve this problem
by implementingencryptionusinga key pair: public key
andprivatekey. Informationis encryptedusingthepublicly
availablepublic key at thesender, anddecryptedusingthe
privatekey which is kept secretby the receiver. Thus,the
sendercansendinformationsecurelywithout knowing the
receiver'sprivatekey.

XOM SoftwareEncryption Thesoftwarethatrunson the
XOM architectureis encryptedby thevendor. Theencryp-
tion not only protectstheprivacy of thesoftwarealgorithm
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Figure 1. Illustration of symmetric and asym­
metric cipher s

but alsoguaranteesthat it canonly run on the target pro-
cessor. To maximizesecurityand performance,the soft-
ware is encryptedusing a combinationof symmetricand
asymmetrickey cryptography. Thevendor�rst encryptsthe
softwareusingsomefastsymmetrickey cipherwith private
key ��� . Thedecryptionof theprogramusingthesamekey
is relatively fast. The XOM chip is installedwith a pri-
vatedecryptionkey �����	� of a public-key encryptionpair.
The correspondingpublic key, ��
 , is availableto the pub-
lic. To communicatethe �

� to the processor, the vendor
uses��
 to encryptit andshipsit alongwith the software.
The executionof the protectedsoftwarebegins with com-
puting �

� using �
����� which is carriedonly oncebut might
take a relatively long time, anddecryptinginstructionsus-
ing �

� which is muchfasterbut is carriedon every instruc-
tion fetchedinto the processor. In this way, software en-
cryptedfor ������������������� can not run on ������������������� since
they havedistinctprivatekeys.

2.2 Interacting with External Memory
TheXOM architectureadoptsacomplicatedmechanism

in protectingtheprogramdataprivacy andproviding mem-
ory integrity veri�cation. Ensuringprivacy meansto keep
datainformationhiddenfrom anyonefor whomit is not in-
tended. This is achieved throughdataand instructionen-
cryption. Memory integrity veri�cation is to detectif the
memory has beentamperedwith by an adversary. This
is accomplishedby creatinga hash(MAC) valuefor each
memoryblock 2. A cryptographichashfunction cantake
inputsof any lengthandproducea �x ed lengthoutput. It
is “one-way”, meaningthat it is computationallyinfeasi-
ble to �nd theoriginal datagiventhehashvalue,andrela-
tively easyto compute.Hashingis especiallyusefulin the
threetypesof attacksconsideredin XOM: spoo�ng, splic-
ing, andreplay. The �rst two attackswerehandledsatis-
factorily in XOM. Thereplayattackis betterdevelopedfor
performanceimprovementby Gassendet. al. [11]. Thus,

2TheblockwaschosenasanL2 cacheline size.



we do not addressthe issueof veri�cation andconcentrate
on speedingup encryptionanddecryptionprocessin this
paper.
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Figure 2. The lengthened XOM memor y path.

To mitigatethe performanceimpact,XOM pushesdata
encryptionanddecryptionthroughthememoryhierarchyso
that it is only donewhenthedataleavestheprocessorand
entersinsecurememory. Thus,all the on-chipcachesare
secureandstoredataandinstructionsin plaintext. Figure
2 illustratestheabstractmodelof thecryptoprocedure.A
two-level cachestructureis assumedin theprocessor. Writ-
ing to thememoryis deferredthroughthewrite buffer. Ev-
erydirty L2 cacheline is encrypted�rst andthensentdown
to memory. Likewise,every line readfrom thememoryis
decryptedbeforeit is storedin L2 cacheandusedby the
program.

2.3 Inter nal Protection for Multi-tasking

A majoreffort in designingXOM secureprocessorgoes
to protectinginteractionsamongmultipleactivetasks.Each
task is protectedby a strict perimeter, termed“compart-
ment”. Eachcompartmenthasits own ID anda secretekey
which wasusedfor encryptingtheprogram.Thecompart-
mentID is usedin taggingdatawritteninto theregistersand
thecaches.Thistaggingensuresnoprogramscanaccessthe
dataof anotherprogram.

New instructionsare addedto support security func-
tionalities. They areusedfor handlingstart/terminationof
XOM mode,communicationbetweenprograms,trapsand
interrupts,and storing and loading cryptographicdata to
andfrom memorytrapsandinterrupts.

3 Of�oading Crypto-Computation
fr om Critical Path

In this section,we presenta schemethatshifts thecom-
putationintensive crypto-processoff from thecritical path.
First we analyzethe performancedegradationin XOM ar-
chitecture.

3.1 Moti vation
As we canseefrom Figure2, the crypto hardwarelies

on the memoryaccesscritical pathandtherefore,the per-
formancedecreaseis obvious.Developingfastcryptohard-
warehasbeenthemajor focusrecentlyto acceleratesecu-
rity applications[24, 3, 21, 23]. However, in spiteof the
effort in craftingthedesigns,thecrypto-hardwareherestill
insertslong latency onmemoryaccessdueto thecomputa-
tion intensivenature.

Figure3 shows the performancedegradationdueto the
prolongedmemorypath in XOM architecture.We tested
over 11 SPEC2000 [14] benchmarkswith 32K separated
L1 instructionanddatacacheand256K L2 uni�ed cache
on anout-of-order4-issueprocessorsimulationusingSim-
pleScalar[4]. We assumeda typical 100cycle memoryla-
tency anda 50cycleencryption/decryptiondelaysimilar to
thatin [18]. Sucha fasthardwarefor widely usedsymmet-
ric ciphers,e.g. DES [9], is possiblewith ASICS designs
[10]. For strongercipherssuchasAES[1], a longerencryp-
tion/decryptionlatency would apply, which in turn results
in longeraveragememoryaccesslatency. Thus,we givean
optimisticestimationof thepotentialperformancedegrada-
tion in reality. On average,thereis 16.7%slowdown posed
to the programs.For memoryintensive programssuchas
databaseapplications,thedelaywill bemoresevere.
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Figure 3. Optimistic estimation on perf or­
mance loss due to encr yption/decr yption.

3.2 ProposedSolution
The dif�culty in XOM lies in the fact that the crypto-

computationis datadependenton memoryaccesses,i.e.,
withoutknowing thedatato bewrittenoutor broughtin the
encryptionor decryptioncannot begin. We proposeto use
a differentencryptionalgorithmto generatethe ciphertext
in memory. Thecreationof theciphertext mustbedatain-
dependenton the memoryaccessso that it canbe carried
in parallel, not in serialwith the memoryoperation. The
designatedciphertext mustalso be relatedto the memory
accesssothateachaccesshasauniqueciphertext.



We proposeto use an algorithm similar to “one-time
pad”encryption[22] for bothdataandinstructionsin mem-
ory. In one-time pad encryption, the ciphertext is the
exclusive-orof theplaintext anda truerandomkey:

��� �������� "!���#$�%��& (1)

where � is theciphertext, � is theplaintext datavalue,and
���� "!���#'�%��& is a truerandomnumberhaving thesamebit
width as� . In our model,we replacethe ���� "!
��#$�%��& with
an encryptedseed. The seeduniquelycorrespondsto the
plaintext, andcanbegeneratedregardlessof its value(see
Section3.4). Thus,with the“one-timepad” algorithm,the
encryptionanddecryptionof a plaintext datavaluecanbe
expressedasthefollowing:

�(� ���)�� "�*��&���+	,.-/������!�0 (2)

� � �1�)�2 "�3��&���+	,%-/������!�034 (3)

where � is storedin insecurememory, � is the plaintext
datavalue,and � is the privatekey shippedwith the soft-
ware.Operationally, when� is sentoff chip,equation(2) is
used;when� is readfrom memory, equation3 is used.Cal-
culating �2 "�3��&���+

,
-5�2����!.0 is carriedwhile the processoris

waiting for thememory. Let usassumethememoryaccess
latency is 100cyclesandcomputing�2 "�3��&���+�,.-5������!.0 is 50
cyclesasbefore.When � is loadedfrom memoryandarrives
at theprocessor, �2 "�3��&���+	,.-5������!.0 is alreadyready. With an
additionalone-cycleXOR, � canbeobtainedandsentto the
processorfor execution.Thus,insteadof having100+50cy-
clesdelay, wenow reduceit to 101(i.e. MAX(100, 50)+1).

3.3 Encryption Strength
Using the one-timepad encryption(equation2 and 3)

achieves the samestrengthas a normal data encryption
where �6�7�� "�*��&��8+

,
-9�:0 . This can be seenthrough the

analogyof theproposedschemeandthestreamciphers[20].
Thestreamcipheris similarto one-timepad.Thedifference
is that it usespseudorandomnumberstreaminsteadof a
genuinerandomnumberstream.Many widely usedencryp-
tion algorithmssuchasAES[1] and3DES[8] arebelieved
to doagoodjob in generatingpseudo-randomnumbers.As
a result,�;�<�� "�*��&��8+�,.-/������!.0 is asrandomas �� "�*��&��8+�,.-=�>0

wheretheselectionof seedis discussednext 3.

3.4 SeedSelection
Thepurposeof encryptinga seedinsteadof valueitself

is to doit in parallelwith memoryreadoperation.Wedonot
considerpenaltydueto memorywrites in this papersince
mostprocessorsareequippedwith write bufferswhich can

3Theseedusedhereshouldnot beconfusedwith theseedthat is used
in randomnumbergenerationfunctionssupportedby many higher level
languages.As anexample,theseedin C functionsram()representa start-
ing pointof in achainof ªsocalledºrandomnumbers.This is not thecase
in ourdesign.Wetreattheseedasaninput to theencryptionfunction.

stealidle buscyclesef�ciently . Therefore,theseedmustbe
availableat the time the readcommandis issuedto mem-
ory. It is alsoimportantto differentiateseedsfor different
encryptionunits, i.e. blocks,to de-correlateprogramdata.
Naturally, a seedderivedfrom thelocation,e.g.address,of
avalueis agoodcandidate.Let usseewhy usingaddresses
alonemight begoodin somecasesandbadin theothers.

Advantage: In the XOM model,every datavalue is en-
crypteddirectlyandstoredin its memorylocation.This im-
pliesthatsamedatavaluesat differentlocationshave same
ciphertexts. It is known that the memorycontainsa lot of
repeatedvalues[16, 25]. Thus even with encryption,the
repetitionpatternstill preserves,creatingpotentialsecurity
holes.

Using addressof a data value as the seed in equa-
tion (2), each �� "�*��&���+�,%-?�.!�!���������0 is different from oth-
ers. Moreover, the propertyof an encryptionfunction as-
suresno patternsexist betweensequentialaddresses,i.e.

�� "�*��&���+
,

-?�.!�!���������0 and �� "�*��&���+
,

-?�.!�!��������A@CB�0 arecom-
pletely unrelated,hencethe neighboringmemorycipher-
text.

Disadvantage: However, for the same location,
�� "�*��&���+

,
-?�.!�!���������0 remainsthesameevery time thevalue

is written into memory. Thus, a seriesof data value 0,
1, 2,... generatedat address�.!
!
� will have a seriesof
ciphertexts �� "�*��&��8+

,
-?�.!�!��D0 , EF�G�2 "�3��&���+

,
-?�.!�!��D0 , HI�

�� "�*��&���+
,

-?�.!�!��D0>J2J�J whichamountsto

K

4LEM�

K

4NHO�

K

J2J�J

where
K

is a constant. With little effort, the ciphertexts
stored in memory can be cracked by a skilled attacker.
Therefore,theseedusedfor sucha seriesof writesshould
not be a constant,i.e. it shouldvary. This is alsopointed
out in the XOM architecturefor saving registervalueson
OS interrupts. In suchcases,a mutatingvalue for vary-
ing theXOM ID is employedfor encryptingregistervalues
on eachinterrupt event. To mutatethe seedsin equation
(2), we chooseto adopta sequencenumberassociatedwith
anaddress.Thesequencenumberis updatedevery time it
is used. Thus, the encryptionbecomes�� "�*��&��8+P,.-/��!�!
��@

����Q�R>�� "�3�S TR:#VU*����0 . The detailswill be fully described
shortly.

At thispoint, it is necessaryto separatesituationsfor en-
crypting instructionsanddata. The above analysison the
disadvantageof using addressdirectly as seedappliesto
datawriting only. For instructions,thereareonly readop-
erationsasthey areonly loadedfrom but neverwrittenback
to memory. Therefore,a constantseeddirectly associated
with instructionaddresscanbeused.



3.4.1 Encrypting Instructions

The instructionsareencryptedby the vendorbut areexe-
cutedon the customer's processor. The vendordoesnot
know theactualaddresseswhentheprogramis loadedinto
thecustomer'smemoryspacefor execution.Therefore,it is
easierfor thevendorto usethevirtual addressstartingfrom,
for example,WYX . Supposethevendorchoosesa symmetric
key Z\[^] , encryptionfunctionDESwith block sizeof 64
bits. Eachinstructionis 32-bit. A sequenceof instructions

_

� ,
_

� ,
_3`

,
_*a

,
_3b

,
_3c

, J�J2J will beencryptedas:

-

_

�
d
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d
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034

-

_.q

d

_�r
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0TJ�J�J

where“ d ” meansconcatenatingtwo 32-bit instructionsinto
a 64-bit datablock. To deciphertheprogram,theprocessor
simply addsto W^X the offset of the current64-bit instruc-
tion block to the �rst instructionblock, obtainingthe seed
for theencryption.Whenthecipheredinstructionis avail-
ablefrom memory, plaintext instructionscanbe computed
throughXORing theencryptedseedin only onecycle.

3.4.2 Encrypting Memory Data

On-chipdataareencryptedwhenthey areevicted out due
to cachecon�icts. We assumea two-level cachestructure
asin mosthigh-performanceprocessors.Similar to XOM,
encryptionanddecryptionaredoneonperL2 cacheline ba-
sis.Sinceweadoptsequencenumbersonwritesto thesame
memorylocation,eachsequencenumberis maintainedfor
eachL2 cacheline. The initial valuesof theseedsarethe
virtual cacheline addresses.It is incorrectto usethephys-
ical line addressessinceprogramsmaybeloadedto differ-
entphysicalmemoryspaceson context switches.As cache
lines are transmittedacrossthe chip boundary, the seeds
areincreasedby thecorrespondingline'ssequencenumber.
Thus,on the uwv?xy-zu|{}E�0 write to memoryfor a line ~ , the
following stepsaretakenin sequence:

�2��Q  TR:#F•€�•����Q  TR:#‚•zƒ
�

@)�2&„�2+…�2# +†uw#F���.‡ (4)

������!
•€�tˆ
uw��+†R>��‰ ‰zuw "� �.!�!��������
-/~M0o@)����Q  TR�#‚•…‡ (5)
K

uŠ�>‹8����+…��Œ8+1�6•Y‰/�
uw T+…��Œ8+T�ney[mgThAikjl-/������!
•50 (6)

where ����Q  TR:#N���ŽX . On a line ~ read:

������!
•€�tˆ
uw��+†R>��‰ ‰zuw "� �.!�!��������
-/~M0o@)����Q  TR�#‚•…‡ (7)

•Y‰?��uw T+…�2Œ�+o�

K

uŠ�>‹8����+…��Œ8+"�ney[mgThAikjl-/������!
•50 (8)

Readinga cacheline mayhappenlong after it waswritten
to thememory. To make sureit is availablewhena line is
beingfetched,we needto rememberthesequencenumber
thatwaspreviously assignedto the line. Next, we give the
detailsof the designof a specialon-chipcachethat stores

thesequencenumbers.Thesequencenumbercacheshould
locatewithin thesecurityboundaryasin theXOM architec-
ture.

4 Ar chitecture Design
As clari�ed earlier, an on-chipsequencenumbercache

(SNC) is neededin order to storesequencenumbersfor
eachcacheline thatgoesoff-chip. Thus,we placetheSNC
below theL2 cacheandmonitorthetraf�c betweenL2 and
thememory. Figure4 illustratesthearchitectureof theab-
stractpartialXOM modelwith our SNC.
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Figure 4. Design of one­time pad encr yption
on data with sequence number cache.

The SNC shouldbe accessedusing the virtual address
(VA) of anL2 cacheline. This is becausephysicaladdress
of a line maybechangedaftera context switch, losingen-
cryptionseedinformation.However, usingVA to index the
SNC may incur synonym problemsin which two different
VAs may map to the samephysicaladdress. The result
is that two different sequencenumbersmay be generated
for thesamephysicalline. Thesynonym problemhappens
wheneithertheOSandtheuser, or two userswantto sharea
memorysegment.TheXOM architectureis very restrictive
in sharingdataamongtasks,includingtheOS.Thesolution
proposedby XOM is to sharea key amongtasksthathave
synonyms,whichis consideredvulnerable.Sincethisis still
openproblemin XOM, we choosenot to performone-time
padencryptionon thoseshareddata. In otherwords,SNC
doesnot storethesequencenumbersfor memorysegments
thatarealiasedby two differentvirtual addresses.

In conventionalcachedesign,the VA will not be avail-
ablebeyondL1 caches,andtheL2 cacheis physicallyad-
dressed.Thus,theVA of eachL2 cacheline shouldbekept



within the L2 cache. The storedVA can be thenusedto
addressSNC on a cachewrite back. The storageincurred
dueto storingVA's in L2 cacheis very modest.For exam-
ple, in a 256KBL2 cachehaving 128Beachline, 40bits of
a 48-bit VA (e.g. in Alpha architecture)needto be stored,
enlargingL2 cacheby 4.0%.

Ideally, theSNC shouldstoreall thesequencenumbers
of memory lines. Take a 1GB memoryand a 128B line
sizeasanexample,8M (1GB/128B)sequencenumbersare
necessaryto beremembered.Having an8M on-chipcache
is unrealisticto ask. We thereforeprovide only a limited
sizedSNC which storessequencenumbersef�ciently . To
remove con�ict missesas muchaspossible,a fully asso-
ciativecacheis desired.A fully associative cachenormally
providesthe besthit rate but occupy larger chip areaand
take longertime to access.Normally, a highly associative
cache,e.g.32-wayor 64-way, would performequallywell.
We will presentmost of our experimentalresultsusing a
fully associativeSNCimplementationin Section5,andalso
show theresultswith a32-waysetassociativeSNC.

With a limited amountof SNCstorage,not all sequence
numberscan be storedon-chip. Thus, when the SNC is
full, no further sequencenumberscan be stored unless
somestoredcontentsareevictedout. If so,wherewill the
evicted sequencenumbersbe stored?Complicationarises
asto whetherareplacementpolicy shouldbeemployed,and
whatmayhappenwith or without a replacementpolicy.

4.1 SNCOperation Policy
With ReplacementIf replacementsarecarriedin theSNC,
we needto solve where thoseevicted sequencenumbers
shouldbe stored. It is clearto seethatwe cannot discard
them since otherwise,their correspondingmemory lines
would not be able to be deciphered.Then the only solu-
tion is to storethemin theinsecurememory. To protectthe
privacy of thesesequencenumbers,we chooseto encrypt
themjust asnormalprogramdata. It shouldbe notedthat
evenwithout encryption,theon-chipone-timepadencryp-
tion remainssecuresincethe privatekey is not revealed.
However, it is not preferredthat thesequencenumbersare
encryptedusingone-timepadagainsincethey themselves
would needsequencenumbers! Therefore,we chooseto
useencryptiononthesequencenumbersdirectly, justasthe
XOM solution.

The advantageof allowing replacementin SNC is to
makeone-timepadencryptionavailableto asmany memory
linesaspossible.If LRU replacementis adopted,theSNC
will catchfrequentlyusedsequencenumbersin thelongrun
so as to reducethe SNC capacitymisses. However, each
replacementincursanothermemoryaccessplustheencryp-
tion latency of thecontents.Althoughthis doesnot neces-
sarily happenon critical path, it imposesadditionalmem-
ory traf�c and may competewith other memoryrequests

thatarecritical. Thus,thenumberof replacementshouldbe
smallenoughto overcometheabove defect.UsingLRU in
this sense,helpsreducetheSNCreplacementfrequency.

With No Replacement An alternative way is to disallow
replacements.In sucha situation,theone-timepadencryp-
tion is carriedaslong astherearevacantslotsin theSNC.
WhenSNCis full, cachelineswhosesequencenumbersare
not storedin theSNCwill not beableto performone-time
pad encryption. Consequently, they shouldbe encrypted
directly andsentto memory. Theadvantageof no replace-
mentpolicy is its simplicity. Thedisadvantageis, however,
only partialmemorylinescanemploy one-timepadencryp-
tion, therestaretreatedthesameway asin XOM. We will
show in Section5 that using LRU is more advantageous
thanthenon-replacementSNC.

4.2 Algorithm
In this section,we discussthe SNC query (i.e. read)

andupdate(i.e. write ) operationsin greatdetails. To be
clear, we categorizevariousoperationsinto queryhits, up-
datehits, querymisses,andupdatemisses.SNC is �lled
with updateoperationsandlookedup throughqueryopera-
tions.

SNC Hits A queryhit in SNC happenswhena readmiss
occursatL2 andthetargetline'ssequencenumberis stored
in SNC.A seedis thencalculatedusingequation7. After
the memoryaccessreturns,the plaintext valueis thenob-
tainedby applyingequation8. Assuminga100-cyclemem-
ory latency and1-cycleXOR, thevalueis readyto theCPU
at the101v?x cycle. An updatehit in SNC happenswhena
L2 cacheline is evicteddown to thememoryandthis line's
sequencenumberis storedin SNC.The sequencenumber
is updatedaccordingto equation4. Seedis formedandline
is cipheredusingequation5 and6 respectively. Note that
theevictedline should�rst go to thewrite buffer (Figure4)
andarelater �ushed to the memoryon certainconditions.
Thus,theencryptioncanbedonewhile they remainin the
write buffer. With SNC,thedelayis nearlythesameasin
XOM exceptthattheXOR takesonemoreadditionalcycle.
Sincewrite operationis not on thecritical path,its impact
onoverallperformanceis notabig concern.

SNC Misses Missesin SNCaremorecomplex, especially
in supportingLRU replacement.We will separatethe no-
replacementandLRU replacementdesignsfor clarity. In
no-replacementSNC,anupdatemissmeansno freeentries
areavailable.At thistime,thecachelinehastobeencrypted
directly like in XOM. A querymissmeansthecorrespond-
ing L2 cacheline's sequencenumberis not storedin SNC.
As mentionedearlier, thoselines wereencrypteddirectly.
Thusaftertheline is fetchedfrom thememory, it shouldgo
throughthe decryptionunit which is another50 cycleson
topof 100cycles.

With LRU replacement,every L2 cacheline hasa se-



quencenumber. For thosethatcannot �t in theSNC,they
arestoredin memory. As pointedearlier, sequencenum-
bersin memoriesshouldalsobe encrypted(directly). On
anSNCquerymiss,amemoryaccessis neededto fetchthe
targetsequencenumber, followedby thedecryption.Thus,
eachquerymissincurs150cyclesbeforetheseedencryp-
tion canstart,becomingthemostexpensive operation.As
such,anupdatemissin SNCalsoneedsto accessmemory
and decrypt the cipheredsequencenumber. Sincethis is
carriedwhile thecacheline is in write buffer, impactis less
signi�cant. Algorithm 1 givesthepseudo-codefor handling
theSNCmisses.

Algorithm 1 Pseudo-codefor handlingSNC missesem-
ploying LRU replacement

1: if SNCquerymissoncacheline ~ then
2: �2 N• readmemoryfor ~ 's sequencenumber
3: e•�†‘••’eS���*��&��8+

hAioj
-5�� €0 ;

4: for eachblock ˆ.�%“/”
, in ~ 's virtual addresŝ.� do

5: [
“/”

,^•’[^ "�*��&���+…hAikjs-zˆ.�
“/”

,•@Le
�†‘

0 ; /* executed
in fully pipelinedengine,in parallelwith line 7 */

6: end for
7:

K

u–�>‹8���2—‚• read ~ from memory
8: for eachblock

K

“/”
, in

K

u–�:‹����2— do
9: •

“?”
,F•˜[

“/”
,™�

K

“/”
, ; /* •

“/”
, 's form plaintext for

~ */
10: end for
11: replacea victim W:�†‘ in SNCwith eS�†‘ ;
12: pushW:�…‘ in write buffer; /* to beencryptedlater*/
13: elseif SNCupdatemissoncacheline ~ then
14: �2 N• readmemoryfor ~ 's sequencenumber
15: e•�†‘••’eS���*��&��8+

hAioj
-5�� €0 ;

16: e
�†‘

@š�t�2&„�2+…��# +†uw#F��� ;
17: for eachblock ˆ.�

“/”
, in ~ 's virtual addresŝ.� do

18: [
“/”

,^•’[^ "�*��&���+…hAikjs-zˆ.�
“/”

,•@Le
�†‘

0 ; /* executed
in fully pipelinedengine*/

19: end for
20: for eachblock •

“?”
, in plaintext ~ do

21:
K

“/”
,^•›[

“/”
,O�C•

“/”
, /*

K

“/”
, 's composeciphertext

of ~ */
22: end for
23: write ciphertext of ~ into memory;
24: replacea victim W:�†‘ in SNCwith eS�†‘ ;
25: pushW:�…‘ in write buffer; /* to beencryptedlater*/
26: end if

4.3 Other Security and Implementation Is-
sues

Context switching Oneof thedif�culties we realizedis to
handlesituationin context switching.On context switches,
XOM architectureemploysexpensiveoperationsnotto leak
informationto potentialmaliciousOSandotherusers.The
contentsof our SNC shouldalso be protectedas the new

usermayuseit for its own purpose.Therearetwo waysof
protectingthe SNC: 1) �ushing it to the memorywith en-
cryption;and2) tageachentrywith XOM ID. Eachmethod
encounterslong latency eitherduringcontext switchingor
after. Fortunately, context switching doesnot occur very
often. Theimpacton theoverall performancein multi-task
systemsis currentlyopen.

Sharedlibrary andprogram inputs. If thesoftwarepack-
agecontainssharedlibrary code,e.g. .dll, they aremeant
for usageby multiple users.Therefore,thoselibrary codes
shouldbeprovidedin plaintext. Similarly, programinputs
arealsoprovidedin plaintext sincethey arebroughtin from
I/O devices. As a result,memoryspacestakenby themdo
notneedsequencenumbersin SNC.

5 Experiment Evaluation
We implementedthe two schemesin order to compare

the one-timepadencryptionschemewith XOM. We used
SimpleScalarTool Set[4] to run11SPEC2000[14] bench-
marks,andcomparedperformancesfor variousalgorithms
andcon�gurations.Thebenchmarksarefastforwardedby
10billion instructionsto warmupthepipelineaswell asL1
andL2 caches,and thencontinuedto executefor another
10 billion instructionsso that they �nish within reasonable
amountof time. Our baselineis a 4-issueout-of-orderexe-
cutionprocessorwith 32KB,4-way, L1 separateinstruction
anddatacaches,plus a 256KB, 4-way, 128B per line, L2
uni�ed cache.We setthememoryaccesslatency asa typi-
cal100cycles,theencryption/decryptiondelayas50cycles
asbefore.All otherparametersaresetasdefaultvaluespro-
videdby SimpleScalar.

5.1 PerformanceComparison
The �rst set of experimentsmeasuresthe performance

lossdueto securityoperations.We comparetheXOM ar-
chitecturewith one-timepadencryptionhaving anSNC.As
describedin Section4, the SNC caneitherallow or disal-
low sequencenumberreplacements.We plot the resultfor
both schemesasshown in Figure5. Here the SNC is set
to 64KB,eachsequencenumbertaking2 bytes.Thus,there
are32K numbersstoredin theSNC,covering32K L2 cache
lines,or 4MB memorydataspace.It is clearlyshown from
thegraphthatour schemedrasticallyreducesperformance
loss—from16.7%to 4.59%for no replacementSNC and
1.28%for LRU SNC.We candraw two conclusionsfrom
theseresults:

1. Usingone-timepadencryptionis anexcellentsolution
to minimize performancedegradationof securepro-
cessors.The1.28%slowdown from theLRU SNCde-
signis notnoticeableto theuserandthusincreasesthe
practicabilityof asecureprocessor.

2. The difference between no-replacementand LRU



provesthatusingthelatteris bene�cial in thelong run
sinceit will catchrelatively frequentlyaccessedcache
lines. For example,the benchmarkgcc shows a big
differencebetweenthe two, sequencenumbers�lled
into theSNCinitially arehardlyusedlater.
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Figure 5. Performance comparison for XOM,
SNC with LRU and no cache replacement.

5.2 SNCof 32KB, 64KB, and 128KB
The secondset of experimentsintendsto answerhow

our schemeis sensitive to SNCsize. To seethis, we tested
32KB, 64KB, and128KB SNCwith LRU. Figure6 shows
theexecutionslowdown in percentageof thebaseline.We
canseethatwith smallerSNC,theschemeunder-performs
the larger SNCs. Sincea 128KB on-chipcachemay be a
highrequirementfor processors,weconcludethatthe64KB
is abetterchoiceamongthethree.
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Figure 6. Performance comparison for diff er­
ent sized SNC. LRU replacement is used.

5.3 SNCof Different Associativity
Thethird setof experimentsis to seeif afully associative

SNCis really necessary. Implementinga 64KB cachewith

full setassociativity might be expensive. We thereforeran
the benchmarkswith a 32-way, 64KB SNC, andcompare
it with thefully associative, 64KB SNC.Figure7 plots the
results.Apart from onebenchmarkammp(which increases
the slowdown from 2.8% to 9.6%), all the rest programs
show anequivalenceof usingthe two caches.Sometimes,
32-way is evenslightly better. Therefore,in mostcases,a
32-waySNCservesasgoodasa fully associativeSNC.
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Figure 7. Performance comparison between
full y associative and 32­way set associative
SNC's.

5.4 Lar ger L2 vs. L2+SNC

Thefourth setof experimentswe conductedis to justify
theaddedon-chipSNCstorageis indeedveryeffective. We
show this by comparingthe executiontime for LRU SNC
with a XOM architecturethat hasa larger L2 cachesize.
A fair comparisonrequiresthat the enlargedL2 occupies
thesameamountof chip areaastheoriginal L2 plusSNC
sincethe increasein cacheareais not linear to its capac-
ity. We usedCACTI 3.2 [5] to obtainthe areaestimation.
We found thata 64KB 32-way setassociative SNC on top
of a 4-way 256KB L2 cacheoccupieschip areabetween
thatof a 5-way 320KB anda 6-way 384KB L2 cache.We
thereforecompareourcon�gurationwith XOM having a6-
way384KBL2 cache.Figure8 plotsthenormalizedexecu-
tion timew.r.t. thebaselinehaving 4-way256KBL2 cache.
With thesameamountof on-chiparea,ourone-timepaden-
cryptionschemestill outperformsXOM onaverage(2%vs.
9%slowdown). Programgcc , mesa andvortex , show a
speedupof 4%, 1% and7% in executiontime comparedto
thebaseline.This is becausewith 50%of capacityincrease
in L2, almosteverythingin thetwo programs�t into L2 and
thustheneedof goingoff chip is greatlyreduced.This ex-
perimentsshow that in general,having a larger L2 cache
cannotmitigatetheperformanceimpactof XOM while us-
ing theone-timepadencryptionis satisfactory.
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Figure 8. Impact of a larger L2 cache.

5.5 SNCInduced Memory Traf�c
The �fth setof experimentsis designedto show the in-

ducedmemorytraf�c dueto SNCLRU replacements.The
resultsare measuredin percentagesof L2 cachememory
traf�c. SeeFigure9. We canseethattheeffect of SNCre-
placementis negligible in termsof memorytraf�c increase.
For quite a few benchmarks,art, equake, vpr , the
increaseis almostzero.On average,thereis only 0.31%of
theL2 memorytraf�c posedonto thesystembus.Thisalso
explainswhy SNCwith LRU performsbesteventhoughre-
placementsareexpensive.
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5.6 Sensitivity to Encryption Latency
Our one-timepadencryptionhasanadvantagein that it

is insensitive to the cryptographylatency. Comparedwith
theXOM memorylatency,#F��# ‰?��+"@C�*��&���+…� ‰?��+ , thenew
memory latency on cacheread misses(which is critical
to speed)isnow MAX( #‚��# ‰?��+ ,�3��&���+…� ‰/��+ ) + 1. There-
fore,weperformedexperimentsthatuseadifferentencryp-
tion/decryptionlatency, 102cycles[12]. Resultsareshown
in Figure 10. It is clearly seenthat the XOM degrades
greatlywith theprolongedencryptionlatency: from 16.7%

to 34.2% slowdown. This is because102-cycle roughly
doublesthe original 100-cycle latency. While in our de-
signwith LRU replacement,theperformanceis almostun-
changed:from 1.28%to 1.3%.Thedifferencebetweenthe
no-replacementpolicy andtheLRU alsoprovesthatthelat-
ter is muchmoreeffective thanthe former. This resulten-
hancestheusabilityandattractivenessof ourproposedone-
timepadencryption.
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6 RelatedWork
The researchclosely relatedto us is the fast hashing

mechanismfor memoryintegrity veri�cation [11]. Defense
of the replay attacksfor XOM type of architectureis ad-
dressed.The solution is to build hashtreesand combine
theminto theon-chipcachesto speedupveri�cation of the
untrustedmemory. Yetdealingwith thedataprivacy andits
computationoverheadis not considered.

Oneof theearlyhardwaretechniquesin protectingsoft-
warecopyright is to usea tamperresistantplug-inmodel—
“dongle”. Softwareissoldtogetherwith adongle.It period-
ically queriesthedonglebasedonanauthorizationprotocol.
If thedongledoesnot respondthesoftwarewill halt. How-
ever, a skilled programmercaneasilyanalyzethemachine
codeanddisablethesoftwareprotectionfunctions.

Anothertypeof secureprocessor, bus-encryptionmicro-
processor, hasbeenusedfor almostadecadein 8-bit micro-
controllerssuchas Dallas SemiconductorDS5000series.
Its applicationrangesfrom credit card termination,ATM
to pay-TV accesscontrol devicesandcommunicationen-
cryption modules[15]. In suchmicroprocessors,software
is storedin encryptedform outsideCPUanddecryptedonly
when it is readinto the chip. Both the dataand address
busesvaluesareencryptedin orderto senddatato external
memory. Bus-encryptionmicroprocessorstarget for single
applicationenvironmentsin which thecodesizeis usually
verysmall.



Fast cryptographicco-processorshave beendeveloped
to supportsecurityapplicationsfor Internetcommunication
andE-commerce[3, 24, 21, 23]. Sucha co-processorcan
supportmultiple ciphersat competitive speedsimultane-
ously. The modelwe areusingin this paperis fundamen-
tally differentfrom thoseco-processorsinceciphersaredi-
rectly implementedon the main processorandwe do not
trustany componentsotherthanthemainCPU.

Many software techniqueshave beenproposedin pro-
viding certainlevel of copyright and intellectualproperty
protection.Obfuscationattemptsto transformthecodeinto
a form that is harderto reverseengineer. Tamper-proo�ng
causesa programto malfunctionwhenit detectsthat it has
beenmodi�ed. Software watermarkingembedscopyright
noticein thesoftwarecodeto allow theownersof thesoft-
wareto asserttheir intellectualpropertyrights[6]. Thesoft-
waretechniquesdiscouragesoftwaretheft,cantracepiracy,
proveownership,but cannotpreventcopying itself.

7 Conclusion
We proposedto usea fastcryptographymethod—one-

timepadcryptography, to speeduptheexecutionof asecure
processor. In our design,the cryptographycomputationis
off loadedfrom theprocessor'scritical pathandis carriedin
parallelwith memoryaccess.We developedthenew cryp-
tographyschemeand its hardware support. Experiments
show thatour techniquereducestheperformanceoverhead
from 16.7%for critical pathcryptographyto 1.28%for one-
timepadcryptography.
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