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ABSTRACT OF THE PROJECT REPORT

Multiple Identities in BitTorrent Networks

by

Jin Sun

Master of Science, Graduate Program in Computer Science
University of California, Riverside, December 2006
Dr. Michalis Faloutsos, Chairperson

Peer-to-peer (P2P) file sharing systems have become ubiquitous these days and at present
the BitTorrent (BT) based P2P systems are very popular and successful. It has been argued
that this is mostly due to the Tit-For-Tat (TFT) strategy used in BT [1] that discourages
free-ride behavior. However, Hale and Patarin [2] identify the weakness of TFT and hy-
pothesize that it is possible to use multiple identities to cheat and the success of BT is
due to other reasons, notably the lack of meta-data search. To test whether this hypoth-
esis is true and also to better understand why BT systems are so successful, we modify
the official BT source code to allow the creation of multiple processes by one BT client.
These processes use different identities and cooperatively download the same file simulta-

neously. They download different pieces of the same file without overlapping using several



piece selection and sharing algorithms. Experiment results show that these approaches may
speed up the download process in a few selected cases. However, no approach can achieve
consistent speedup under any case and simply increasing the number of processes may do
more harm than help. In addition, we show that the multiple-identity exploit is the most
effective when all clients in the network exhibit very selfish behavior. This shows that the
BT protocol is rather resilient to such exploits of using multiple identities and it encourages
self-regulation among BT clients. We argue that if such exploits were easily achievable,

then BT systems would have suffered breakdown long time ago.
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Chapter 1

Introduction

Peer-to-peer file sharing systems enable large-scale content distribution, by allowing users
to cooperate with each other and voluntarily share their resources, mostly files. There are
numerous P2P clients available nowadays, such as KaZaA [3], GNUtella [4], EDonkey [5]
and BitTorrent [1]. P2P applications have contributed a significant portion of Internet traffic
as indicated by some measurements of the Internet backbone traffic recently [6]. Among all
these file-sharing applications, BitTorrent seems to be the most popular one that survives
the test of intensive use by numerous users, and it has evolved to account for a large portion
of the P2P traffic on the Internet [7].

BitTorrent achieves a higher level of robustness and resource utilization than most cur-
rently known cooperative techniques [1]. It works by grouping users, who have common

interests in downloading a specific file, together into swarms to cooperate with one another



to speed up the download process. BitTorrent is distinctive for the “choking/unchoking”
algorithms that promote high-level reciprocation among users. The “Tit-for-Tat” (TFT)
strategy encourages users to cooperate: A such player always uploads more to the peers
that reciprocate and provide more data to itself.

Some people believe that the TFT strategy is the key strength for BT’s success. How-
ever, Hale and Patarin [2] highlight some weaknesses of the TFT policy and state that it
is possible to fake identity in BitTorrent and get free ride because there is no mechanism
to provide trusted identification authentication. This can lead to Sybil Attack as described
in [8,9]. Instead the authors hypothesize that its success is mostly due to the lack of meta-
data search and a few other factors.

Although it has been pointed out in [2] that it is possible to use fake peer IDs in Bit-
Torrent networks, there is no detailed description and implementation of this approach in
the literature according to our best knowledge. In some sense, it is reasonable for a user to
try to get free-rides if possible and the user sometimes would prefer this method for his/her
own benefit at the cost of other users in the swarm. Given the fact that there is no monitor-
ing mechanism in P2P networks [10, 11], no statistics are maintained for each client thus
the selfish user may easily escape from being traced. As a result, a selfish user may try to
find a way to get free ride: Stop uploading file and only download from other users.

In addition to the tendency to get free-riding, a user may also wish to use multiple

identities to speed up the download process. For example, the user may have two different



IPs and want to create two BT processes that can work cooperatively to download the same
file without any overlapping. This is especially attractive when the file to download is very
large. However, this is not currently supported by the official BT client and a few other
compatible implementations. It is interesting to note that this seems to be a legitimate
motive as long as these individual processes still conform to the BT protocol. However,
it is unclear whether this can indeed speed up the download process. Even if so, how can
these processes impact the experience of other users is still unknown.

Motivated by these observations, we have developed and implemented a modified BT
client based on the official BT source code. With the modified BT client, a user can create
multiple processes with different IDs and these processes can cooperatively download the
same file using different piece selection and sharing algorithms. According to our best
knowledge, this is the first implementation that uses the idea of multiple identities.

We have done extensive experiments with the modified BT client in the CS lab of UC
Riverside. From these experiments, we find that the modified client can only achieve lim-
ited speedup under a few selected cases even though we have tried various combinations
of strategies that we can think of. It is only the most effective when all the clients are very
selfish and can download from seeders only who have the complete file because they do
not upload anything to others. In this case, even though the speedup is significant for the
modified client in comparison with other normal clients, the overall performance of the

system degrades a lot so this will not happen often in reality because everyone loses by



cheating. Overall, there is no strategy that the modified client can deploy to achieve con-
sistent speedup. Given the fact that the real-world BT system environments are much more
complex and it would require users a lot of time tinkering with the various settings with-
out guarantee of success, using multiple identities cannot help selfish users gain significant
advantages over others. This shows that the BT protocol is rather resilient to such exploits.
It curbs selfish behavior and encourages users to self-regulate for faster download speed.
This prevents the breakdown of BT systems very effectively.

The rest of the report is organized as follows. In Chapter 2, we provide some more
background information on BitTorrent systems and detailed code analysis of the official
BT client implementation. At the time of writing, there is no detailed documentation on
BT code organization and we believe this will be helpful for people who are interested in
understanding and extending the BT client for research and experimentation. In Chapter 3,
we describe how to create multiple processes with different IDs to download the same
file cooperatively and propose a few different piece selection and sharing algorithms. In
Chapter 4 we describe the detailed changes made to the official BT client implementation.
In Chapter 5, we describe our experiments with the modified client with these algorithms in
the CS lab of UC Riverside and analyze the results. In Section 6 we describe some related

work. At last in Chapter 7, we conclude this report with some directions for future work.



Chapter 2

BitTorrent file sharing system

Before describing our modifications to the BT client, it is necessary to give some more

details on the BitTorrent protocol.

2.1 How BitTorrent works

BitTorrent achieves efficient content distribution by swarm download. The basic idea is
to split a file into equal-size pieces and have clients download pieces from different peers
simultaneously [1]. Each piece is further split into blocks, which is the basic transmission
unit in BitTorrent. Each node sends a request for each block it does not have. To avoid
delay in piece transmissions, BT clients always have some requests pending, typically five.

Each peer advertises what pieces it has by advertising BITFIELD or HAVE messages to



other connecting peers.

To begin downloading a target file, a user needs to find a torrent file which contains
enough information about the file to download, such as file length, hash values of each
piece, and the URL of a tracker. A tracker is a centralized machine that keeps track of all
the peers participating in a swarm. Active peers report their status once a while (e.g. 30
minutes) including the total amount of data they have downloaded and uploaded.

Client finds other peers to download/upload by sending requests for peer lists to the
tracker. Once a client gets the peer list returned by the tracker, it tries to contact them and
download the pieces it needs. At the same time it also uploads the pieces it has to others.
Cooperation among peers shifts the burden of content distribution to the entire swarm.
Even with many simultaneous downloads, the upload burden on the central server remains
quite small, since each new downloader introduces new upload capacity.

In the BitTorrent protocol, individual peer is usually identified by a tuple (IP, Port, Peer
ID). Peer ID is a 20-byte string which contains two parts. The first 68 bytes indicate the
BT client used and its version. For example, “M4-0-4-" represents Bram Cohen’s original
BT client version 4.0.4. The second part is a random number that varies over time. Since
peer IDs can be chosen rather arbitrarily by peers themselves, they cannot be used for
authentication purpose.

In addition, in the current implementation of BT tracker, it cannot differentiate legiti-

mate IDs from faked IDs, because its function is mostly to facilitate peer-to-peer connec-



tions. So it is possible to use multiple peer IDs on behalf of a user without being detected
by either the tracker or other peers.

It should also be noted that peers cannot be differentiated by IP addresses alone in
BitTorrent networks for two reasons. One is that BitTorrent supports multiple connections
behind Network Address Translator (NAT), which means that several peers behind the same
NAT can have the same IP address. The second reason is that connections from behind a
proxy are also accepted in BitTorrent.

In summary, inability to identify a unique peer in BitTorrent networks cannot prevent a
user from launching multiple processes simultaneously to cooperate with each other on the
behalf of the same user. The question is whether users can take advantage of this seeming

weakness.

2.2 BT codeanalysis

The official BitTorrent client from Bram Cohen is open-source written in Python, and it
provides implementation for both BT client and tracker. At the time of writing, there is no
detailed document on its implementation. Because of this, we provide descriptions of some
key libraries and classes implemented in the official BT client 4.0.4 to help people better
understand our extensions later.

Here we focus on the command-line interface provided by BT client only (btdownload-



headless.py).

In btdownloadheadless.py, class HeadlessDisplayer is used to print some run-time
statistics to standard output to notify user of the progress and class DL is used to drive
the download process.

Class DL calls several other classes in download.py through its member function run to
join the torrent and start downloading/uploading. These classes can be divided into several

categories.

2.2.1 Network connection handling

A BT client needs to initiate connections to the tracker and its peers. The communication
between BT clients and tracker is through HTTP and the duration of connection is relatively
short. When a BT client finishes downloading and before it is closed by an end-user, it
serves as a seeder and uses upload rate to decide which peers to upload more instead.
Class RawServer (defined in RawServer.py) is one of the most important classes. It
multiplexes IOs (for both server and client sockets) and is responsible for closing timed-
out sockets. It avoids using multiple threads or multiple processes and thus is much more
efficient. Class SingleSocket is a simple wrapper class around the Python socket library and
is also defined in RawServer.py. It is used to handle data in the buffer and send data through
the socket. In BT client, other socket-related classes depend on the services provided by

both RawServer and SingleSocket to focus on data transmissions and receptions without



being bogged down to network connection handling details.

2.2.2 Datatransmissionsand ratelimiting

With the services provided by RawServer, several classes implement the BT protocol itself,
handling peer-to-peer and peer-to-tracker information exchange and rate limiting. These

classes include

e Connection

Defined in Connecter.py and is used to handle BT protocol handshake between peers.
Its member function data_came_in is called each time the socket receives data from
other peers. Function _read_message is used to analyze each field in the received
messages. A Connection object is created for each peer and tracker.
e Rerequester
Defined in Rerequester.py and is used to handle BT protocol handshake between peer
and tracker, e.g., request for peer list, updating its own status and handling peer list.
e Upload

Defined in Uploader.py and is responsible for uploading pieces/blocks to peers.

¢ SingleDownload



Defined in Downloader.py and is responsible for downloading from peers. A Single-
Download object is also created for each connecting peer. It maintains a list of all the
active requests it sends out, keeps track of download rate from peers and checks if
remote peer has any pieces local client is interested in. Its member functions respond

to different messages received from peers and then act accordingly.

e Choker

Defined in Choker.py and is used to decide which peers to choke or unchoke. The

“TFT” algorithm is implemented here.

2.2.3 Piece sdection

Though this is related to data transmissions, we list it separately because it is the part upon

which we make most of our changes. There are several related classes here:

o Bitfield

Defined in bitfield.py. This is a helper class that provides easy access to bit strings

that identify which pieces a peer already has and which pieces it needs to get.

e PiecePicker

Defined in PiecePicker.py. This implements the piece selection algorithms, e.g., the
rarest first algorithm and the random first algorithm. It also keeps record of which

blocks in a specific piece the client has and needs to request.

10



In fact, we can modify the class such that a BT client only requests the pieces that

we need, for example, the first half of the pieces for a file.

2.2.4 Storagehandling

The Storage class (defined in Storage.py) provides lower-level functions to open, read and
write files and pieces. The StorageWrapper class (defined in StorageWrapper.py) provides
higher-level functions to read and write BT pieces. For example, it is possible to read or
write a piece with a specific index through StorageWrapper.

Besides, StorageWrapper also ensures that pieces are assembled in order when it writes

the file even though these pieces can be received out of order.
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Chapter 3

BT client implementation with multiple

identities

In this chapter, we describe the changes we have made to the original BT client implemen-
tation. These changes enable the creation of /N BT processes (with /V different IDs) for a
user to download one file cooperatively.

The core idea is that the NV concurrent BT processes coordinate with one another. If
one process has already downloaded some pieces, then the other processes do not need to
request and download the same pieces again. We will elaborate on the different approaches
of assigning individual pieces to each process for downloading shortly.

When starting to download a file, a user can specify the total number of processes to

be created. If N processes are created, then the download task can be shared by these

12



N processes. Each process has a unique Peer ID which is generated by the BT client
automatically and used to contact tracker independently.

Because in the current implementation the tracker does not differentiate between several
connections from one IP address by default, each process can register with the tracker
successfully and request for a peer list. Given the fact that tracker randomly picks a number
of peers (usually 50) from its peer database and returns a list of them to every peer, it can be
expected that the chance for each process to get the same peer list is very small, especially
for a large and popular swarm, although we can expect some overlaps.

Once a process receives the peer list from the tracker, it acts as a normal BT client to
ensure that it will not be banned by the tracker or peers. It initiates connections to or accept
connections from peers using its unique peer ID according to the BT protocol. For other
peers, these processes do not exhibit any abnormal behavior other than that they have the
same [P address. As long as the remote peer does not connect to more than one processes
at the same time, it can treat these processes the same way as other peers.

Our approach differs in piece selection when a process sends a new request to its peers:
It only chooses a piece from its own “task list”, instead of from the entire piece list. By
splitting the target file into several parts and assigning different parts to different processes,
we cut down the actual download size by N for individual process. And we can expect that
this approach may reduce the overall download time for one file though later we will see

some BT dynamics prevent this from happening too easily.
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There can also be some variations of the basic scheme. For example, rather than cre-
ating fixed “task lists” for individual processes, it is also possible for these processes to
exchange information among themselves and decide which pieces to download next by
skipping those pieces that have been downloaded or are being downloaded by other pro-
cesses. Another variation is whether these processes can upload to their peers those pieces
that have been downloaded or are being downloaded by other processes.

It should also be noted that we cannot create an arbitrary number of processes without
limit for several reasons. First, the download capacity (bandwidth) is a limited resource
and shared by all the processes concurrently if they run on the same machine. When the
total number of processes increases, the download bandwidth for each process decreases,
thus the download time will be affected. This can be more conspicuous when both upload
and download traffic are multiplexed on the same physical link and the download traffic
is also affected by the upload traffic. Second, BitTorrent protocol is built on TCP and all
the processes have to share the same TCP buffer as is the case in today’s most operating
systems. Because TCP buffer size is usually fixed and cannot be modified at will, too many
concurrent network connections would degrade TCP performance. Third, TCP flow control
might also affect the performance when too many connections are established.

Following we describe the four different algorithms for piece assignment and sharing

among concurrent processes in details and outline our implementation.

14



Algorithm: Piece_Assignment

1: User generates /N processes to download
2: M = total number of pieces

3: X,Y =divmod(M, N)

4:for iin (0 to N — 1):

5 ifY #0:

6: Assign Piece[ X * i, X * (i + 1)] to Process 4

7: Y=Y -1

8: else:

9 Assign Piece[ X i, X * (i + 1) — 1] to Process i

Figure 3.1: Fixed piece assignment algorithm for different processes
3.1 Fixed-range piece assignment with no piece-sharing

among processes

This is the most straightforward approach to share the download task among concurrent
processes. The file to be downloaded (the target file) is divided evenly into /N parts with-
out any overlap. Each process is assigned a part, which is the “task list” that needs to
be accomplished. Our algorithm for picking a piece within a specific range is shown in
Fig. 3.1.

For example, suppose that the target file contains 101 pieces in total, and the user
launches two processes to download the same file together. The file is divided in two parts:
Pieces 0—50 and pieces 51-100. Process 1 will be assigned pieces 0—50 to download and
process 2 pieces S1-100. Such assignment is done automatically by the program without

user intervention other than specifying the number of processes and the process IDs when

15



invoking the BT client.

When a process sends a new request to its peers, it only chooses a piece from its own
“task list”, instead of from the entire piece list. By splitting the target file into several parts
and assigning different parts to different processes, we cut down the actual download size
by N for a single process. This approach is simple and incurs the least overhead and these
processes can run on different machines.

However, in this simple approach, there is no information exchange between different
processes. That is, after successfully downloading a single piece, each process will not
notify other processes about this and neither will it copy this piece to others. Therefore,
there is no piece sharing among processes. When the modified process is to send out a
HAVE message, it will only announce the piece that has been downloaded by itself, and
cannot report the availability of other pieces outside its “task-list”. Thus it cannot upload
any piece downloaded by other processes to its peers. Therefore, one possible problem
with this approach is that each single process may have higher probability of being choked

by others, because it can only offer a subset of the file pieces that others might want.
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3.2 Fixed-rangepieceassignment with piece-sharingamong
processes

In the second approach, when generating a new request, the N concurrent processes still
use the same ranged piece assignment algorithm as shown in Fig. 3.1, however it differs
in that these processes also try to coordinate with one another. They exchange information
among themselves about what pieces have been downloaded as a whole. That is, when
each process announces what pieces they have downloaded, it will also include those pieces
that have been downloaded by other processes. So each modified process is also able to
upload pieces downloaded by other processes. This may help to reduce the chance of these
modified processes being choked by others because they can offer to upload more pieces.

To share pieces among these different processes, there are two ways. One way is to set
up dedicated connections among these processes and then they transfer the actual pieces
they have downloaded to one another. However this incurs more communication overhead
and implementation complexity. The other way to to have all the processes run on the
same machine and each process can copy the pieces it has downloaded as individual files
to a common directory. The common directory is accessible to all the processes so each
process can check the pieces other processes have downloaded and upload these pieces to
its peers even though they are not downloaded by itself.

One caveat with this approach is that since these processes need to run on the same

17



machine, they may be prevented from connecting to the same peer and they also need to
share the available download and upload bandwidth and the available TCP buffer. However,

because of its simplicity we choose to use this approach in our implementation.

3.3 Random pieceassignment with no piece-sharingamong

processes

The third approach differs in its random piece selection algorithm: Whenever one process
is about to find one piece to request, it no longer chooses from the fixed subset of pieces
like the two aforementioned approaches. Instead, it will randomly pick one among all the
pieces that are not requested/downloaded by any other processes. Each process needs to
request the piece which the BitTorrent protocol returns (surely that piece needs to be among
those that other connecting peers can provide), otherwise it may lose the opportunity to get
pieces from others if they stick to the fixed piece assignment discussed earlier. When
they generate less requests to other peers, they may not make the best use of the available
download bandwidth.

Obviously it is necessary for each process to be aware of what pieces other processes
have already had. Each process needs to check (via file) what pieces the other processes
are downloading and avoids downloading the same ones. Therefore we can use the same

approach by copying every piece to a common directory as individual file (e.g., piece0,

18



piecel, ...) and then any process needs to check this directory first before generating a
new request.
Similar to the previous approach, this simplifies implementation although it requires all

processes run on the same machine.

3.4 Random piece assignment with piece-sharing among

Processes

In this approach, the only difference with the previous one is that each process also checks
availability of the pieces that are downloaded by other processes and announces HAVE
messages to its peers. So each process can also upload to its peers pieces downloaded by

other processes and may reduce the possibility of being choked by its peers.
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Chapter 4

Detailed implementation

As discussed earlier, we use the official BT client 4.0.4 as the starting point to make our
changes. We are aware that newer versions of BT client keep coming out. However, the
underlying protocol remains unchanged so we can continue to use this version. To en-
sure compatibility with the original BT client, we have made changes such that the new
BT client just behaves as the original one when invoked with the default arguments. Our
changes are limited to a few files.

First in defaultargs.py we add a few more options. One is to specify the process ID
that the BT client runs with. Second is the number of processes that will be created. In
this way, each process knows which pieces it needs to download for fixed-range piece
assignment approach. Third is to specify the location of log file which we can save the

times when download starts and ends. The fourth option specifies where to save individual
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pieces. The fifth option specifies whether processes upload pieces downloaded by other
processes or not. The six option specifies whether fixed-piece selection or random-piece
selection algorithm is used.

Then we derive a subclass RangedPiecePicker (defined in a new file rangedpiecepicker.py)
from PiecePicker to override the default piece selection algorithm.

For the fixed-range piece selection case, each process can determine the piece range
based on its process ID and the number of total processes created.

For the random-piece selection case, each process needs to check the common directory
to see which pieces have been downloaded or are being downloaded by other pieces and
will not consider them any more. Once the algorithm chooses a piece that is not requested
yet, it will create the piece file exclusively to let other processes know that it will request
to download this piece.

In either case, each process announces its interest in these pieces to its peers (through
INTERESTED messages) and download/upload these pieces like normal BT clients.

When these processes finish downloading their assigned pieces, they will regard this as
task completed and leave the swarm. This is different from the original BT client in that
the latter will stay in the swarm for some time to act as seeder for other peers. It should
be noted that these processes are perfectly legal to leave the swarm. After all, each process
indeed does not have the complete file and it should not act as seeders. Such changes are

made in files download.py and Downloader.py.

21



However, this is not the end of the whole process. When these processes leave the
torrent, the pieces they have downloaded may be saved out of order or other pieces may
be filled with zeros. So it is important for each process to order its pieces correctly and
then write the part it takes charge of to disk. Then a separate process can assemble these
parts correctly. Such changes are made in the file StorageWrapper.py. In the case when a
common directory is used, it is also possible to skip the reordering part and just concatenate
all the pieces together to get the complete file.

We will soon make our source code and commentary available through our web site to

benefit the research community.
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Chapter 5

Experiments and Discussions

To validate our methodology, for each of the aforementioned approaches, we conduct ex-
periments in a swarm created in the CS lab of UC Riverside. In all experiments, we run
both the modified clients and the original BT clients side by side and compare their per-
formance. In this chapter, we describe our experiment setup and present the results with

analysis.

5.1 Experiment Setup

Experiments in UCR intranet are conducted in a more controllable manner, so they can help
us to assess the impact of different approaches precisely. We deploy 40 nodes to download

a 30MB target file. In the swarm, there is one tracker and multiple seeders that vary from 1
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to 6. Only one leecher runs our modified client (which creates actually multiple processes
as described in Chapter 3), other leechers and seeders use the original BT client. We use

BitTorrent’s default parameter settings for all nodes except the following

e Node Degree

This parameter determines the neighborhood size, that is, the number of concurrent

connections a node will maintain. In our experiments, node degree is set to 10.

e Maximum upload rate

We only change it for the modified client. For normal clients and seeders, this pa-
rameter defaults to 20 Kbps. We will vary the maximum upload speed of modified

client in specific experiments, as noted in later chapters.

e Number of processes created: This parameter applies to the modified BT client only.
One modified BT client can create 2—5 processes to download the same file cooper-

atively.

5.2 Experiment Resultsand Analysis

Although we have experimented with four different approaches, we first show the results
for the two approaches that do not do piece-sharing and then later we discuss the results for

the approaches that use piece-sharing.
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5.2.1 Ranged pieceassignment with no piece-sharing among processes

To evaluate this approach, we compares the performance of our modified client with the
original BT client in terms of download completion time by varying the number of seeders
in the swarm, maximum upload speed for the modified client and the number of concurrent
processes in the modified client respectively. The results are shown in Figs. 5.1, 5.2 and
5.3 respectively.

Fig. 5.1 compares the download time between normal BT clients and the modified BT
client. The latter uses two concurrent processes to download the file cooperatively. We
vary the number of seeders to see how it can affect the download speed. In this set of
experiments, both normal BT clients and the modified BT client have the same default
upload speed of 20Kbps.

This graph clearly shows that when there is only one seeder in the swarm, the modified
client can hardly download faster than the original client. When the number of seeders
increases to 2, there is a significant speedup achieved by the modified client. However,
when the number of seeders increases further, the speedup is more level for the modified
client.

It is easy to explain the speedup for the original client because more seeders means
more upload capability offered to the swarm. For the modified client, the case is a bit

more complicated. When there is only one seeder in the swarm, the effect of the rarest-first
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piece selection algorithm is the most conspicuous: The availability of any piece is mostly
limited by the upload capability of the seeder which is only 20 Kbps. Most of the time
the two processes that are created by the modified client are blocked by the availability of
the requested pieces and they in fact spend much time waiting for the pieces to become
available in the swarm.

When there are more than one seeders in the swarm, the modified client can achieve
much higher speedup than the original client. The reason is that the availability of the
pieces is much less constrained by the upload capacity of the seeders and that each process
only needs to download one half of the file so the download time is much shorter.

When more seeders are available, they do not help the modified client much because
the upload capacity of seeders are shared by both original clients and modified client and
increasing one seeder does not increase the capacity much.

Because modified client benefits from more than one seeders as discussed above, in
later experiments we focus on the case when there are three seeders in the swarm.

In Fig. 5.2, we show the effect of varying upload speed for the modified client. It can be
observed that for the modified client the download time curve follows three stages. When
the modified client decreases its upload speed below the norm, its download time increases
even though each process only needs to download only one half of the file. The reason is
that these processes can offer only half of the pieces that other peers are interested in and

they may be choked more often by other peers. When they are unwilling to upload more
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Average Download Time with Different Number of Seeders (upload = 20kbps)
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Figure 5.1: Average download time with different number of seeders in the swarm (upload
rate = 20 Kbps)

data to other peers, then they are punished more severely. So it is no good for the modified
client to decrease its upload speed below the norm.

When modified client increases its upload rate, the benefit of the need to download
only one half of the file is more conspicuous so the download time decreases sharply. This
also partially compensates for the deficiency of the limited availability of pieces from these
processes. They can increase their upload rate to help reduce the possibility of being choked
by others. However, further increasing the upload rate will not help much beyond a certain
point because by that time these processes cannot necessarily achieve the maximum upload
rate as they have limited pieces to offer and other peers will not request pieces from them

so often.
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Average Download Time with Different Max Upload Rate in Modified Client
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Figure 5.2: Average download time with different maximum upload speed in our modified
BT client.

It is also interesting to notice that increasing upload rate may negatively affect the
download speed as shown from the slight tip at 40 Kbps. This is due to the reason that
these processes have their upload and download traffic multiplexed and too much upload
traffic can reduce their download speed and seeders may also reduce upload rate to these
processes further.

This shows that the modified client should not cheat by decreasing upload rate below
the norm and it should not be too generous either. This also demonstrates BT protocol’s
resilience to cheating and everyone benefits by being honest and reciprocative.

It can also be noted that the download times for two processes are not always equal,

but the difference between them is always less than 5%. This is as expected because their
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Average Download Time with Different Number of Concurrent Processes
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Figure 5.3: Average download time with different number of concurrent processes in our
modified BT client. Processes number varies from 2 to 5

workload is almost identical and the difference is mostly due to the variation of the pieces
that are available.

Fig. 5.3 compares the results when we vary the number of processes created by the
modified client. As usual, here the number of seeders is fixed to three.

We can see that for normal clients, the download time decreases slightly with the in-
crease of processes created by the modified client. This is easy to explain because with
more processes participating in the swarm, they offer more upload capacity and normal
clients can benefit from this.

However, for the modified client the benefit is not so clear-cut. Increasing processes re-

duces the workload of individual processes, however this also reduce the number of pieces
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that these processes can offer to others in exchange for higher download speed. This also
increases the possibility that these processes are choked by others. So it is not to the mod-
ified client’s advantage to increase the number of processes arbitrarily and creating two
processes has already helped a lot.

An interesting extension of this set of experiments is to simulate possible greedy behav-
ior of users. In this scenario, all the peers do not upload data to other peers and therefore
can only download from seeders. This situation can reflect the performance of BitTorrent
system in a bad swarm which is full of free-riders. To achieve this, we simply set the
maximum upload speed to O for every leecher.

In this set of experiments no one in the swarm uploads data to others except seeders.
Therefore, everyone downloads from the seeders only and the choking/unchoking algo-
rithm has no effect on the leechers. From the results shown in Fig. 5.4, we can see that the
modified client achieves better performance. When the number of seeders increases, the
average download time for both clients also decreases. However when running two con-
current processes, the modified client outperforms the normal client by cutting down the
completion time by about 50%. This shows clearly that if many leechers in a swarm adopt
selfish behavior, the modified client will have a much better chance of achieving better
performance and that can hurt these selfish leechers.

It should also be noted that even though the modified clients can download faster than

other clients, the overall download time for all the clients in the swarm increases a lot and
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Figure 5.4: Average download time with different number of seeders in a swarm full of
free-riders.

every one suffers. In reality, users have to behave to avoid the slowdown. So BT protocol

effectively curbs selfish behavior and encourages self-regulation among users.

5.3 Random pieceassignment with no piece-sharingamong

pProcesses

In this approach, each process does not stick to a fixed-range of pieces to download, instead
it randomly picks one piece that are not requested by other processes. Please note that in

this approach the processes created by the modified client need to run on the same machine
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Average Download Time with Different Number of Seeders
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Figure 5.5: Average download time with different number of seeders.
and have to share the available download and upload bandwidth.

To evaluate this approach, we also vary the number of seeders, maximum upload speed
for the modified client and the number of concurrent processes and compare the download
time between the modified client and the original BT client. The results are shown in
Figs. 5.5, 5.6 and 5.7.

Comparing Fig. 5.5 with Fig. 5.1, we can observe that the download time varies a lot
more in this approach. The main reason is that the load for the two processes may be
uneven: One process may download more pieces than the other process because once it
starts downloading the rarest piece according to BT’s piece selection algorithm, the other
cannot request it and have to wait for the next available one. The other process may be

choked more often by other peers. However, when there are more seeders in the swarm,

32



Average Download Time with Different Max Upload Rate in Modified Client
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Figure 5.6: Average download time with different upload speed in our modified BT client.

Average Download Time with Different Number of Concurrent Processes
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Figure 5.7: Average download time with different number of concurrent processes in our
modified BT client.
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then the other process may still benefit a lot from the increased upload capability offered
by these seeders and the download time is shortened.

Fig. 5.6 shows that this approach benefits more by increasing the upload rate in com-
parison with Fig. 5.2. This can be explained as follows. Because these two processes may
have uneven load, one process that has less pieces to offer may need to increase its upload
rate to offer more data to its peers to reduce the possibility of being choked by others.

Fig. 5.7 shows that with the default upload rate, the download time cannot be reduced
by increasing the number of processes. This is easy to explain because when there are more
processes, the load of each process is even less evenly distributed and usually one process
may shoulder most of the load and other processes have little to download and hence cannot

contribute much to the download task.

5.3.1 Approachesthat do piece-sharing

Earlier we have shown the results for the approaches that do not do piece-sharing. We
have also experimented with approaches that do piece-sharing. That is, for each process
that is created by the modified client, it also uploads to peers pieces that are downloaded
by other processes. However, these piece-sharing approaches also yield only satisfactory
results under a few cases, for example, when there are more seeders in the network or when
maximum upload rate is increased. The speedup is limited due to the following reason.

Although these processes may upload more pieces to their peers, this does not increase the
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number of pieces that are available to themselves even though their peers are willing to
reciprocate with more pieces. In this case, their upload and download rate are unbalanced
and they end up with faster uploading but without faster download.

To summarize, there is no easy way to achieve consistent speedup under any case by
using multiple identities with either piece selection and sharing algorithm. The TFT strat-
egy, optimistic unchoking and rarest-piece selection algorithm are quite resilient to such
potential exploits. It is the BT protocol’s technical strength that makes it difficult to cheat

in such systems, otherwise BT systems would have suffered breakdown long time ago.
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Chapter 6

Related Work

The success of BitTorrent file sharing system has sparked great interest in studying its
dynamics and possible exploits of such a system in the recent years.

The BitTorrent creator Bram Cohen [1] describes the Tit-for-Tat (TFT) strategy, the
optimistic unchoking and rarest-first piece selection algorithm in detail. Since then, quite a
few studies have been done to evaluate BT systems specifically.

In one of the most comprehensive studies, Pouwelse et al. [12] study the BitTorrent/Suprnova
system in detail which was a defunct system that were mirrored globally and provided com-
prehensive lists of files to share. Their measurements and analysis are very comprehensive
in that they study the availability, integrity, flashcrowds and download performance in a
total system perspective, including site mirroring, torrent file distribution and maintenance,

tracker, seeder and leecher uptime. They show that performance is influenced by global
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components of the system and argue that decentralization is very important. The authors
also show that the arrival process is not Poisson and oftentimes exhibits flashcrowd effect.
This calls for more work on BT workload characterization. Since the authors have also
published all the data online anomynized for further study [13], it may be possible to use
the data to generate more realistic workload and evaluate various modifications to the BT
protocol.

Liogkas et al. [14] proposes three exploits that selfish leechers may use to cut their
download time. The first one is to download from seeders only. The second one is to
download from the fastest leechers. The third one is to advertise false pieces to peers to
cheat them into uploading more data to themselves. With these three exploits, the authors
show that selfish leechers may get some advantages but cannot actually degrade the robust-
ness of the BT system even though they may violate the fairness property of the system to a
certain degree. The authors contribute this mostly to the TFT strategy, optimistic unchoking
and rarest-first piece selection algorithm.

Our multiple process approach is orthogonal to the exploits proposed by Liogkas et
al. and may combine with the first two exploits. However, the third exploit is generally
infeasible: In addition to the Azureus BitTorrent client [15], the official BitTorrent client
also downloads blocks belonging to the same piece from the same peer. So using the third

exploits can easily get the selfish leechers black-listed.

37



Chapter 7

Conclusion and Future work

In this report, we have described the seeming weakness in BT systems, i.e., the possibil-
ity of using multiple identities to cheat which was first identified by Hale and Patarin [2].
However, there was no implementation that exploit such weakness. Then we describe our
modification to the official BT client implementation to allow the creation of multiple pro-
cesses in one BT client to download the same file cooperatively. Our extensive experiments
with different piece selection and sharing algorithms show that it is possible to achieve
speedup in a few selected cases including increasing the number of seeders and choosing
a moderate maximum upload rate. However, no strategy can achieve consistent speedup in
any case. In some cases, increasing the number of processes may even hurt the performance
of the modified client. The modified BT client is only the most effective when all clients in

the network exhibit very selfish behavior, however then the overall download speed of the
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network degrades a lot and in reality users will not cheat because they cannot achieve any
gain by doing this. This shows that the BT protocol is rather resilient to the exploit of using
multiple identities. We argue that if such exploits were easily achievable, then BT systems
would have suffered breakdown long time ago.

In our future work, we plan to augment the multiple identities approach with the strate-
gies proposed by Liogkas et al. [14]. We want to explore whether it is possible to exploit
the BT system further with more complex strategies and if so any counter-measures can be

devised.
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