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ABSTRACT OF THE THESIS

Dynamic Relay Node Placement in Wireless Networks

by

Jorge Mena

Master of Science, Graduate Program in Computer Science
University of California, Riverside, December 2007
Dr. Vana Kalogeraki, Chairperson

With the current technology, wireless devices have fouradrtplace in the life of the
average person. These devices are present in almost eymgt ad people's lives to such a
degree that they have become indispensable for businessin@portant capability that the
user demands is the ability to transmit data in real-timemthese devices have limited re-
sources such as short battery life, limited bandwidth, lomputational resources and short
transmission ranges. When the usage for such devices s&sgea large amount of traf c is
generated to the point that the user experiences long dafad/sr response times that he or
she may nd uncomfortable or unacceptable; the sharednn&gsion medium becomes over-
loaded and congestion results. One solution to the comgeptoblem is the placement of
wireless relays that use distinct portions of the radio spet currently unused to divert the
traf c to a different direction. We present an on-demandoaithm that attacks the problem
of placing relay nodes in regions where high localized catiga is identi ed. We de ne the
Expected Transmission Delay (ETD) metric as a weightedaaeeof both the current and

past delay observations over a window of time and is useddéydldes to measure the noise



levels in the local environment of the node. Our algorithrss a dissemination probing
mechanism to exchange statistical local information phcially and measure the channel
load in the local environment. We provide a theoretical gsial algorithm description, and

results with observations.
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Chapter 1

Introduction

Recent advances in embedded computing and wireless tegytwdve led to the widespread
use of wireless devices and have found their way into almeestyeaspect of everyday life.
These include, but are not limited to, cell phones, recsieételevision sets, remote control
garage openers, remote controls for home entertainmeterags and sensor devices with
radio communication capabilities. An increasing numbegnpplications are being devel-
oped on these platforms. Such applications include emeygesponse systems, medical
systems, command and control systems, military and silemei applications. For exam-
ple, in a battle eld surveillance scenario, a network of elgss sensor devices with radio
communication and sensing capabilities can be deployetsfeeict a geographical zone and
identify potential threats in the territory. In a retail staor warehouse environment, RFID
devices can be deployed for ef cient supply chain managem&ensors or RFID readers
can be used to detect certain events, identify alarms améafdrthe information to a central
server or to some business application.

It is becoming clearer that the use of a variety of wirelessadss will radically in uence
our lives. However, an increasing usage of wireless comoatioin devices has increased
demand for the communication resource that they all shéreradio spectrum Unfortu-

nately, given the limited spectrum resource and the inangatemand for the radio spectrum



by the users, there is an urgent need to improve the spectiloocation and use. In the
United States, the Federal Communications Commission JF@€ already identi ed this
problem and taken action by recently releasing to the pudaine portions of the restricted
radio spectrum as a measure to allocate more resources. dgwieis measure is still not
enough to ef ciently satisfy the demand. For example, in Buta network we often expe-
rience “dropped calls” during high-demand periods in anrlmagled network. How we cope

with these problems is the primary motivation of our work.

1.1 Scope of our work

We concentrate on wireless networks that are already degdland functioning. There are
three types of wireless networks that we consider in thiskw@ensor networks, ad hoc
networks, and cellular networks; however, these threestyae their own distinct charac-
teristics and needs.

In the sensor network on Figutel.1, we have low-cost dewvigds limited resources,
such as short battery life, limited computational chanasties and short transmission ranges.
These networks work under the idea of disposable hardwara f&rdware failure is not an
issue of major importance. A major limitation of these netkgois the high demand of the
wireless bandwidth particularly close to the sink, a welblvn problem referred to as the
“funnel effect.” In a sensor network, the sink node is theggrdestination of all the traf c
generated at the sensors in the entire network. For thisneaghen the sensors generate a
large amount of traf ¢, the network experiences a large dednef the frequencies close to
the sink, provoking a decrease in the transmission rateeadata approaches its destination.
This problem has been identi ed and studied in several wetah asll2, 42, 43].

Ad hoc networks, FigureTl.2, are wireless networks that docoacentrate on battery
life and usually have better computational resources thansensor networks; they have

been widely studied in[41, 3, 118,116,132,] 80] 48| 17,25, 2/Mer€ are two types of ad
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Figure 1.1: A sensor network covered with relays In this network, the sensors are the
white nodes, the sink is thielack node, and the relays are tjeay nodes. With two relays
we connect the isolated sensors to the northwest and theeastt with the lightly dashed
links. Assuming that the sink may have at least two intesa@me interface is used to
connect with the network of relays denoted by the boldly éddinks with the assistance of
a third relay node.
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Figure 1.2:An ad hoc network. On this network, we can see that this neighborhood can
make a multi-hop network with their wireless devices. Sitieedevices have more resources,
their coverage range also is more powerful. Ad hoc networly ®ven cover an entire
metropolitan region or may also be restricted to a oor of @ding.



Figure 1.3: A cellular network. In this network, users may travel around the cells with-
out disconnecting from the network. The main problem witis thetwork is how one use
switches from one antenna to another. Also, this networkgnablems when users over-
load an antenna with an increasing number of connectionesggu This is when we have
“dropped calls.”

hoc networks, static and mobile (MANet). An ad hoc networkssially a self-organizing
multi-hop network that does not require a xed infrastruetuFor example, there are many
“Internet hot spots” in several public places, such as eofleops or shopping malls, where
the users connect wirelessly to the service. Other exangpéethe broadcasting companies
that utilize both microwave antennas for the transmissfdhair signals and satellite links to
communicate over a larger distance. Ad hoc networks aldersinbm connection interrup-
tion or disconnection, mainly caused by a network overlaaal lsardware failure, especially
if the network is mobile.

A third kind of wireless network is the cellular network; semgure[1.B. A cellular net-
work resembles a large infrastructure type network as de imethe IEEE 802.11 protocol,
where a group of wireless devices connects to an accessgogged into a wired network
[6,16,[4,[37]. The main problem with this type of network is tivaited communication
medium (the radio spectrum). To allocate the spectrum ehdy, the network carriers par-

tition their licensed spectrum into smaller portions calfeequencies or channels that users
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may utilize. The wireless devices that participate in tresanork are equipped with single
multi-channel radios that allow them to use any of the chentiat the network may cur-
rently have available. In an infrastructure network withlthohannel devices, a network
overload may occur during rush hours when there is a largeaddnfor frequencies in the
cell area covered by the tower (the access point). Sincapteutthannels are used, a careful
assignment of the frequencies per cell must be done in oodelirhinate inter-cell interfer-

ence caused by the wireless devices on an adjacent cell.

1.2 Context and Motivation

Our work is motivated by the poor channel access in wirelet&orks. Most of the home
or enterprise wireless networks operate under the singgeyvtel, single-radio infrastructure
wireless network using the IEEE 802.11 protocol. This iatks that the wireless device
competes for the shared frequency to communicate with gsspgsing the CSMA/CA stan-
dard protocol for channel contention. These design coraiides were acceptable in the
past due to the unreliable state of the networks, the poterydife and the expensive com-
ponents used to produce the radios. However, this radio amitypnhardware has become
cheaper due to the high advances of the digital signal psaogsesearch developed in in-
dustry nowadays; therefore, it is now feasible to design pestocols that make better use
of the spectrum resources using a larger number of thesp@msive radio interfaces.

Recent works in the literature propose new protocols baseth® assumption of inex-
pensive hardware, such as[10] B3, 23,2124 14, 22140, @jeker, we do not intend to
provide a new protocol. We providetamporal solutiorthat can be usedn-demangdas a
tool for networks that have congestion problems.

We aim to provide an on-demand mechanism that detects ant rieaa congested re-
gion, allocates resources, and reroutes traf ¢ to templyranitigate the problem. Congestion

refers to the network slowdown caused by excess concurtempgts of wireless devices to
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access the common shared channel. Congestion can be cgusedeal factors such as
resource unavailability (channels, queues, access peitat3, topology designs or hardware
failures. We focus on how to identify congestion in the netwand then we act on it.
The problem we encounter is the following: given the dynab&havior of the users' traf c
and the unexpected events of a hardware failure, it is plesgiat the network may develop
changes in its load that lead to the formation of bottlerﬂackﬁe approach this problem by
providing a distributed mechanism that collects localig&tistics from the network that are
used to placeelay nodesn the region capable of establishing communication link®ag
themselves in a non-interfering manner. Our idea is simpiewant to add additional re-
sources to a congested region in the network in order to rerdbe traf c and alleviate
congestionWe want to give a fast solution to the problem while a more @eremt solution
can be implemented using additional hardware. Therefanework is intended for wireless
networks currently deployed in an application setting. Wendt make many assumptions,
but we assume that the devices are organized in an ad hocrkeina use the 802.11 proto-

col to operate.

1.3 The need for relay node placement

A relay node, or a node that attempts to provide the additiesources to the network,
is a powerful node equipped with several wireless inte&eﬂﬂd able to tune to distinct
wireless frequencies that do not interfere with one anofileese relays may collect statistics
observed in a region and act accordingly. A network of relagies is capable of establishing
several fuII-dupIeB connections with other relay nodes and provides bettazatibn of the

available wireless spectrum because it uses the undeedibr unused frequencies in the

1Data traf ¢ jam due to a large volume of traf c.

2We use the termsadio andwireless interfacénterchangeably.

3A full-duplex connection is one that a node establishes waithther node or nodes in which it may send
and receive at the same time.



region. Clearly, we believe that relaying technologies rmeeded to solve the congestion
problem in wireless networks.

In a sensor network, relays can be used to eliminate comgebyi creating additional
paths to reroute traf c. Relay nodes self-organize into pasate network, changing the
topology of the network and forming links with sensor nodesminimize congestion and
improve network performance. Take Figlrel1.1 as an exariple black node is the sink, the
sensors are white and the relays are gray; the sensor netsweska single channel to connect
itself with the sensors while the relays may use orthogohahoels to make the sensor
network fully connected. The dark dashed lines represeminconication using orthogonal
channels and the light dashed lines represent the entramus mjto the relay network. The
relay nodes may act as virtual sinks|[43] that relay traf arfr the origins of the data into the
sink using an orthogonal channel.

Similarly, in the case of a cellular network, a network ofaghodes is useful if the relays
can take a partial role of the cell tower to pick up traf ¢ aretaute the voice and data trans-
fer from one busy cell to another, less utilized one. Usuydtilg cell area is represented as a
hexagonal shape, see Figlrd 1.3, so the entire licensettigpds divided into seven groups
of frequencies: one for the cell and the other six for the ri@mg neighboring cells. The re-
lay network can take the measurements of the environmeradayok its channel assignment

so it uses channels that are not interfering in this region.



Chapter 2

Background

2.1 Related Work

The literature has several approaches on how to use the elsaanmd interfaces in a wireless
network. Wan in[[48B] utilizes virtual relay nodes to attatle t'funneling effect” generated
at the sink. With an in-band signaling system encoded orgg#tkets, sensors may dis-
cover new routes through the relays rooted at the sink. Ifthk is equipped with several
interfaces, then the created overlay may become complieigdpendent of the existing net-
work, thus eliminating interference. We have a similar dy@behavior with the difference
of the encoding signature byte, which requires a change dénlying protocols and makes
the setting non-standard. We prefer to adopt an improvetingalgorithm than change the
underlying packet structure. Zharig [51] studies four ealdault-tolerant relay node place-
ment problems and offers a constant polynomial time comiyl@xth a small approximation
ratio. Their work is based on Steiner minimum trees wherg theto minimize the number
of relay nodes into a xed location placement; since we wankler a dynamic environment
where the network traf ¢ varies with time, we found that thisproach is not appropriate for
our setting. Instead, we focus on covering the regions wigh kletected localized conges-

tion, rather than maximally cover the entire network. LiIgyodposes relay node coverage at
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the initial setup of the network where all the nodes are nexglio have a path to all the relay
nodes in the overlay network [26]. Lloyd also uses Steinee$rito minimize the number of
relay nodes. We adopt his method of placing the relay nodéisatdhey are evenly placed
on the straight line that connects two points, but we perftimnis1 x dynamically, as opposed
to at the initial setup. Tang et al address our same problef89h except that they look
for a fault-tolerance relay network that is 2-connectedr @aals are congestion avoidance
and on-time response, rather than fault-tolerance. Waogggses a placement of relay nodes
with the characteristic of changing the transmission pasieheir radios to save energy and
prolong the life of the nodes in [45]. We assume that relayesoare powerful enough to
outlast all the sensor nodes before they run out of energgnsmnergy-ef cient mechanism
for relay node placement is not considered in this work.

Florea argues in favor of the use of relays in a cellular nektwo [11]. He looks for
an optimal number of relay nodes to maximize the aggregaetapn ef ciency of the fre-
guencies. He concludes that relay nodes are an essentipboamt to handle congestion in
a network but the number of relays must be minimized to aehéfciency. We do not focus
on nding the minimum number of relays, but we do take thiseaggn consideration by
comparing our approach by a random placement of nodes. CA\icbmplete architecture
in which relay nodes are located on the boundary regions ofteils that try to move traf ¢
from the nodes that are located in one cell onto a neighbar@tlg The work by Bhargava
in [5] creates chains of relay nodes that start in highly @stgd cells and end in cells with
underutilized resources. He focuses more on security sslated to this type of architec-
ture than on the relay placement of the nodes. Sreng in [3bjighes a study of peer-to-peer
relaying strategies in cellular networks, similar to Bhearg.

Gupta et al. make a pioneering capacity analysis on a suoigdenel network in[113]
and their work is extended by others In[25] 22,140, 9,/41, 3% b&se our capacity analysis

on the observations and the work done in the literature. kaseet al. [[19] provide an



analysis of congestion based on a queuing model and provitktric. Our metric is based
on environment readings performed by the nodes based centannd historical data. Draves
et al. in [10] de ne the Expected Transmission Time in a pep basis. This metric is
based on the Expected Transmission Count (ETX) from De Couf9], who measures
the forward and reverse delivery ratios in order to computdehbvery probability at any
time t. Our Expected Transmission Delay (ETD) is also a derivatbETX and differs
from ETT in which we compute the exponential weighted sumathlihe present and past
delivery observations, rather than the calculated prdiisi We use a probing mechanism
to measure the delays of the transmitted packets and we ese ttansmissions to calculate
our ETD values. CODA is a channel load measurement mechaéesloped for sensor
networks in [42] by Wan. This work is a milestone in the congesdetection techniques
used. We based our congestion detection techniques plyntarithe ideas presented in
CODA.

Yanikomeroglu [[50] provides an overview of the charactassof having both a xed
and a mobile relaying technology for the cellular networkgang presents a study in_[46]
on the effect of relay nodes in a sensor network in terms ofggnand extension of the
lifetime of sensors. In[[34], Sreng studies a coverage erdraent methodology of relay
nodes in a cellular network. He focuses more on channel@s&gt in the relays where they
are placed where needed. [n]49], Wu works on the channalrasgnt problem in cells
that experience a large demand of resources. Warig In [44jg®@e an interesting method
of sensor deployment at the beginning of its setup usinghaltagrams. Voroni diagrams
provide an interesting approach that may lead to the reoluctirelay nodes in our algorithm.
We left his as future work. Srinivasan provides a study ofdbetour estimation of a region
of mobile sensors that adapt to the events in the environimnej#6]. In our congestion
detection scheme, we also are required to determine the stiaur region; our work differs

from Srinivasan's in that we use a message mechanism thaitjzes its packets and our

10



nodes are static, rather than mobile. All these approacimesaaprovide a solution to the
placement of relays in a network considering distinct cbmastics such as channel usage,
energy or geometrical dimensions of the eld; we would ratfeeus on the traf ¢ behavior
and the congestion generated to identify regions where aeepbur nodes. Therefore, our

work complements and not substitutes that of the previomggtioned researchers.

2.2 Operations Research

The problem of ef cient resource allocation and manageneatso relevant to Operations
Research. Operations Research is an area of investigatorstarted with World War 11
in Britain. During wartime, the British were looking for ilnpved ways to solve operating
problems such as convoy deployment, anti-submarine apaegtstrategic bombing, and
other problems relating to the optimum allocation of resesr During the post-war period,
many researchers found that they could apply the technithesshad developed to solve
similar problems in both industry or civil development @cis.

We based our historical and introductory material on OpenatResearch from [28, 38,

31,[47]1]. In[4Y], Operations Research is de ned as follows

Operations research is concerned with scienti cally deegdhow to best design
and operate man-made machine systems usually under comslrgquiring the

allocation of scarce resources

There exist many problems in industry that may be modeledheydchniques developed
in Operations Research. For example, in nance we nd inwemtt portfolios and credit
policies; in manufacturing we nd product scheduling; in rketing we nd advertising
strategies; in human resources we nd the proper assignofgobs to company workers. In
general, Operations Research provides models for probéeived in a particular industry

that could be used to solve similar problems in another|lyodéferent one.
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The problem of bandwidth allocation may be modeled also btaimces studied in Opera-
tions Research [28, 88,147]. The problem that we are tryirgptee deals with the allocation
of resources in areas where there is congestion. We carpiatdhis as nding saturated
edges in a network with ows. The relay node placement is alemm composed of two
smaller problems. One is the detection of congestion anatier one is the actual place-
ment of the relay node. The latter problem depends on thedibane, so it is important to
solve the rst correctly. Operations Research provides B-la@wn model that can describe
the congestion detection problem: the maximal- ow networidel.

The maximal- ow model describes the problem of how to alkea@sources in a weighted
network in order to maximize the throughput delivered betwéwvo destinations. We can
adapt this model to solve the congestion problem as folldfwvge set up the network that we
study as de ned in the maximal- ow model, we can look for Iticas where an excess ow
injecting data nds no more resources. The model uses catstieasure the total amount
of traf ¢ that can cross the cut. Cuts that are overloadedc(ds that must allocate more re-
sources to move data across the cut than the resourcesttueesilable) can be considered
as a bottlenecks of the network; therefore, their locat®saved. If the ows are known a
priori (by studying the traf c patterns of the network), & possible to anticipate congestion
at locations prone to form bottlenecks. The relay node phesse follows the model provided
above. Our algorithm requires only knowing the congestgibrethat we need to “patch”;

the placement problem is based on geometrical analysis.
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Chapter 3

Network Model

In this section we present our system model and the assunsptie used in our approach.

3.1 The System

We consider a wireless ad hoc network withnodes that are arbitrarily located in a 2-
dimensional plane with known geographical locations. Eaatle is equipped witim in-
terfaces capable of transmitting and receiving data usingda channHl from a pool of
orthogonal channels available in the device's environm&he interfaces are assumed to be
half-duplex with a radius of coverage thus, full duplexity is achieved by using two inter-
faces: one that transmits and another that receives sinadtesly on the same device and
uses distinct frequencies to avoid self-interference. W8 assume that the band of frequen-
cies has a total bandwidth & and it is broken intdC orthogonal channels with equally

individual bandwidthb magnitudes; in other words,

h=B (3.1)

c=1

We use the termshannelandfrequencyinterchangeably throughout the text to refer to the shaoednou-
nication medium used by the wireless nodes.
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Also, we assume that the number of frequencies is boundeldebgumber of channels

from above as

1 m C (3.2)

A node is able to tune its interfaces to any one chaonelgenerate a transmission sig-
nal that another listening interface in the neighboringentathed on the same channel may
receive and decode. However, we prefer that once the cheahagk been assigned to the
interfaces, they remain tuned for an arbitrary long timevoia the accumulated delay in-
troduced during the hardware channel retuning. With taslagmmodity wireless cards, the
time required to retune an interface is on the order of temaitiiseconds|[211]; thus, a high
demand of channel retuning may introduce unnecessary exiyto control a potential in-
ef cient channel-switching behavior. Also, at the setuapé we assume that a node is either
statically assigned channels to its interface, or algorgisuch as thesk [48,130, 29/ 7] 32]
perform the channel assignment. Therefore, we furthemasghat there exists a method for
the initial channel assignment; this is important becausegoal is not the channel assign-
ment but the placement of relay nodes. We take the netwotkitgiexisting initial settings
and traf ¢ behavior, identify the congestion hot spots amdtlenecks, and then divert the
traf ¢, on-demand, to relieve these areas.

Each node is characterized by its transmission ranga)Me de ne thetransmission
range of a node as the distance from the transmitting node to thkefstr point where its
signal may be decoded by another before the signal degrattesdise; we deduce that this
range is xed since we are assuming that the interface carttsal wireless nodes use a xed
power magnitude. We also letbe theguard regionthat surrounds the transmission range to
account for the degraded signal that has become interferavse for local nodes attempting
to perform transmissions in the surrounding environmenter&fore, a transmitting node

introduces interfering noise to the environment in its ifgeence range with radius+
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Figure 3.1:Noise region of a node Two neighbor nodes within their transmission range
distancea and their interference range+ . In this network, node 1 transmits and the noise
produced by this node can be detected within its interfexeagion.
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every time it transmits, as we can see in Figure 3.1. For saityglwe assume that other
physical characteristics such as the transmission powesigmal gain stay xed; thus, the

transmission range and the guard region are also assumsthnts

3.2 Communication Graph

We adopt a similar model as in [40] to represent our wireletsvark of noded An undi-
rected graplG(V; E) represents the network, wheveis the set of vertices, or the nodes of
our network, ancE is the set of edges, or communication links. Also, we asseciaet of
channelC, to each node@ to represent the channels that this node is currently lisgeon,
andC, is a subset o€, the set of channels that the wireless nodes can listen ®so, Ale
abuse the notation a little by saying that the geographieation of a vertex in the graph is
v on the 2-dimensional plane, and the Euclidean distances#gsrates two vertices in the
graph,u andv (or nodes in the network), d(u; v).
To properly model our network, an edge= ( u;Vv) belongs to the sd if the following

is true:
1. d(u;v) <r
2.C,' C,

In other words, two wireless nodes perform a link establishinf they are within their
transmission range and they have a common channel to use.

This model adds more functionality to the network compacsithé traditional infrastruc-
ture model or the single-channel ad hoc network availabmmon commercial products
today. One functionality that we exploit in this work is th&ablishment of full-duplex con-

nections among nodes. Since our model is limited only by tmaer of hardware radio

2We may also use the tern@ommunication Graplandwireless network of nodesr simply networkto
refer to the same concept.
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Figure 3.2:Communication Graph. This multi-channel network may be seen as two single-
channel networks using each one of the non-interfering mbianl and 2. The resulting
networks are (1, 3, 4, 5) transmitting on channel 1 and (2, 8) #ransmitting on channel 2;
nodes 3 and 4 use both channels.

interfaces (and these by the number of channels they cam lig}, it is easy to see that one
node may use one interface to listen to traf c on one chanrngllent transmits using another
interface tuned on a distinct channel. Also, and more ingmily, the use of distinct channels
creates an abstraction of network connections on the nktaistinguished by the channels,
as depicted in Figure 3.2. In this gure, we can see that thidtirchannel network of six

nodes may be broken into two single-channel networks (1,3) dnd (2, 3, 4, 5). Moreover,

these are non-interfering networks since they both trangnder two distinct channels, say

1 and 2, with nodes 3 and 4 listening on both channels.

3.3 Relay Nodes

We de ne arelay nodeas one that is newly introduced into the network to divertdraut
of a region. These relay nodes are multi-interface, mularmel wireless nodes that form
networks on top of an existing network to create an altevegpiath across a geographical

area, with entrance and exit points that connect to the m&twaderneath that uploads and
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Figure 3.3: Communication Graph with bottlenecks. In this graph we have two traf c
sources at nodes 1 and 3 with their respective destinatiamsdes 2 and 4. Node 5 forms a
bottleneck since it has to divide its resources betweenvtbedws that pass through it.

Figure 3.4: Communication Graph with relays. This resulting graph shows a potential
solution for the bottleneck in the previous gure. The owoim node 1 is diverted through a
network of three relay nodes that connect with the undeglyiatwork using channel and
connect among themselves using a non-interfering chdnnel
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downloads traf c. In essence, we are creating detours fertthf c from one region to
another. For example, in Figure 3.3 we have a single-charetelork with two traf ¢ ows:
one from node 1 to node 2 and another from node 3 to node 4. Aaweer, node 5 creates
a bottleneck if the traf c ows are intense; thus, nodes ie thath to node 4 may experience
large delays and drops caused by the competition for theairess of node 5. In Figure 3.4
we show how we can create a detour for one of the traf c owsngsa network of relays.
These relays form a path that connects nodes 1 and 2, withnestrand exit points at the
respective locations of the participating nodes of the dgahg network, but using a distinct
channel to communicate among the relays themselves. Thisocheloes not require any
change of the underlying network because the relay nodestumayone of their interfaces
to the channel that this network uses at its entrance angeiits while it forwards traf ¢
among the relay nodes themselves using another non-intgyf@rthogonal) channel. This
effectively eliminates the bottleneck as well as decrettsshannel interference among the
transmissions. Moreover, it adds more resources to a nktihat shows a high demand of

channel utilization.

3.4 Wireless Node Interference

Two wireless nodes interfere with each other when they bintluléaneously access a com-
mon channel within their interference range, causing ttrairsmissions to collide and forc-
ing the CSMA protocol being used to back off and start agairei/the nodes are within
their transmission range, the CSMA protocol takes care isffitoblem, but when they are
farther apart in their interference range, the hidden nadélpm occurs as described in the

|[EEE 802.11 standard.
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Chapter 4

Metrics

We now introduce the metrics we use in our work. In generalséimetrics are measurements
of local criteria at the node level in the network. This is on@ant because we assume
that there exists no centralized location to provide theral/statistics of the network, so

our distributed algorithm must use the available informiatihat the nodes have currently

detected in their environment.

4.1 Routing

Many routing protocols have been proposed in the literasureh as DSR and AODV. AODV
is a distance vector algorithm that disseminates routiggests onto the network in an at-
tempt to nd the rst path towards its destination, and in hokthe cases, the resulting path
selected is the shortest path. Moreover, AODV maintainsimguables to remember the
currently known paths towards a location; this feature efuisn case of link failures. Since
AODV is a popular routing algorithm, we chose to adopt it ie gelection of routes in the
underlying network.

In networks where we may use distinct channels to estabdishections among the wire-

less nodes (such as the relay node network), the use of oneehaay be preferable to the
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use of another one in any one hop. In such cases, we assun&Qb&t recognizes those
multiple connections at any hop as distinct, so in the eveitd node receives a route request,
it broadcasts the request on all its channels available.

There are more protocols in the literature that may have tebapproach; however, this
constitutes a research question in itself. We do not nd ampfems in the use of a distinct,

more appropriate, routing algorithm in our work.

4.2 Expected Transmission Count (ETX)

The Expected Transmission Count (ETX) is a metric that wepaflom [9] and that has
been adopted by others in [10, 23, 21, 24]. The ETX of a link gcopenmunication graph is
the predicted number of transmissions required to tranewdt this link, including retrans-
missions [9]. Basically, a node may attempt to transmitgisiny channel that it assumes
will be heard by a node; however, it may be possible that tbeigts a “hidden node” in the
neighborhood that collides with the signal. The contenficstocol (CSMA/CA) will detect
the collision and perform an exponential back-off. This aae where the transmitting node
will retransmit; this situation needs to be accounted foe ttuthe excess use of resources
(the channel time) that the transmitting node's peers mayaee or use concurrently.

The calculation of ETX is done by measuring delivery ratits calculate delivery ratios,
the nodes send probe packets at an average periodsetonds. Each node remembers
the number of probes received from each neighbor for a pdnsitry time ofw seconds.
Therefore, the delivery ratio is calculated as follows:

(1) = count(tW w; t) 4.1)

wherecount(t w;t) counts the number of probes received from each neighbor abde

a timet in a window history period ofv. The denominator is the mathematical maximum
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number of probes that can be received in the window timat a rate of one probe per

seconds. The following observations must hold:

<w
¥ is the maximum number of probes that can be sent in the period
delivery ratio = 1 if no retransmissions occur

r(t) 1

With this notion, we can now calculate ETX as follows:

1
df dr

ETX = (4.2)

whered; is the forward delivery ratio and, is the reverse delivery ratio. THerward
delivery ratio is de ned as the measured probability that a data packetesstally arrives
at a receiver Y from X. This measurement is recorded from #mgpective of node X and is

obtained by the following:

di = AVG fry(t) : uis a neighbor of Yy (4.3)

wherer, is thedelivery ratio at any timet, as de ned above. In other wordd;, is the

average measured probability of the advertised probesvestby Y.

dr = r(t) (4.4)

The reverse delivery ratio from a sender Y to X is the probability that an ACK is
successfully received by X. In other words, Y will send anramkledgment packet back
to X when X attempts a transmission; the reverse delivernyp naeasures the number of

times that Y needs to transmit an ACK back to node X. Since Xeetgits probes to be
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acknowledged, then they are also associated with the tiasgm period , so X can easily
measure the number of ACKs received from a neighbor Y.

Some assumptions and observations made with ETX:

Initially, d, andd; are zero.

ETX is the predicted number of required transmissions tesssfully deliver a packet
from node X to Y.

ETX 1

A larger ETX value implies a large number of retransmissjeviich adversely affects
the link's delivery time and throughput.

The following characteristics make ETX a much more des@atétric than shortest path:

1. Based on delivery ratios. This directly accounts for tleeents that affect the link's
throughput.

2. Takes care of asymmetric links. A link's forward transsigs may not be the same as
the link's reverse transmission; ETX takes care of this i delivery ratios.

3. The use of link-loss ratio allows us to identify low-quglhops.
4. ETX penalizes routes with a large number of hops.

5. ETX tends to minimize spectrum use, which maximizes systapacity.

A probe may be delayed due to a large queue utilization or tigitention of the channel.
In this case, actual data or control packets will also beyagla A hop with such character-
istics would have a large ETX value in most of its links; thitsyould be observed as an
undesired hop to connect to in an attempt to discover a rgutath. Also, the 802.11 proto-
col suffers from thénidden node problem This problem may delay the delivery of probes
in case of a collision; however, this fact is an indicatiortlod presence of high demand on

the channel resource in a region.
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The simple use of this metric suggests that a routing patidimave a cost composed of

the arithmetic addition of all the link's ETX values thatst¢composed of:
pc=" ETX; (4.5)
i2pP

Each time the path with the smalld3C will be chosen; therefore, a route would prefer-
ably use a small number of hops since the next hop will addugTiX value ETX 1)
to the route measure. This implies that routes with the leastber of hops will be chosen,
but not all the time, as we may nd cases in which a shorter peghtes a higher end-to-end
delay than a longer one.

The minimal use of spectrum is caused by the reduced use afihdpe routing paths
chosen. This invariably reduces utilization of resourasfinel time), and thus reduces in-
terference. In our work we pretend to add more capacity bythization of those resources
underutilized in the network. Although ETX will help us mimize the spectrum used, we
pretend to utilize temporarily that unused spectrum in goregvith high demand for channel
utilization.

For more information on ETX, we refer the reader to [9].

4.3 Expected Transmission Delay (ETD)

The ETD represents the delay time required to transmit agiaxfkvariable size to a neighbor
hop. This metric is a measure of time with the probability swea of ETX. It is similar to the
ETT metric proposed by Draves et al. in [10], except that theya xed, prede ned packet
size and bandwidth to obtain the expected time to wait forckgiato travel to the next hop.
Our metric assumes that the nodes are time synchronizedx&mple, they can use the
GPS network to synchronize their clocks. Using the probysgesm of the ETX metric above,

the probes contain a time stamp of the time that they werecgghand sent to delivery. When
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the probe arrives at its destination (either broadcast a divect link), the receiver takes a
time stamp on its arrival. The difference in time is what wé t& per-hop delay that the
receiver of the packet had to wait. Notice that this delags$add| the retransmissions, channel
contentions, and queue service delays into consideration.

The metric is calculated as follows: Every time a node rezei®@ packet, be it a probe,
data or control packet, it knows the hop deti{y) that this packet experienced to get to this

node. This delay is kept and averaged on a per-link basidlasv&

De= ———; t<w (4.6)

wherew is the window history time that we use to average the last detayed packet
arrivals on edge; using channat at timet, andk is the number of packets currently received.
This average time tells us the past observations of the dbktyhave occurred. The new
ETD is the weighted average of the sum of the past ETD and threrduaverage delay time

recorded, as follows:

ETDe ()= De +(1 ) ETDg(t 1) (4.7)

In this metric we use both the past observations and the muakeerage delay observa-
tions seen by the node. We prefer this because we are loo&migdications of potential
congestion, and it is the case, as we will see in the nextmsedtiat congestion occurs, in
general, with a period of instability with the delays obsghcaused by the sudden drop of
packets. These events are the ones that we are trying tofideathat our algorithm takes
action. In [9], De Couto argues that delay observation issmotugh to identify a path as bet-
ter than another one because instability may cause osmiltain the decision. With this in
mind, we use the tunable parameteio emphasize the desired parameter. Athat is closer

to 1 puts more weight in the recent history, and thus, a greaght on instability measures;
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with an closer to zero, the metric becomes heavily weighed on thierpaasurements.

4.4 Drop Count

Our nodes also keep a count of the number of dropped packstsw@al over the same history
window timew. We count those packets that were dropped for any reasom abeollision
or queue drop, and we record it. We keep the drop count in @nglidindow, so that as
time progresses, those drops that occurred in a period ef langer than the window, are
outdated and not taken into consideration.

We use the drop count statistic as a supporting indicatioa fmottleneck or a congested
link and that the node that registered is on the path towaidsegion. Usually, when conges-
tion occurs, a ripple effect occurs in the surrounding ragiowhere the congestion is actually
happening. A node that forwards packets might drop them duee liigh contention of a
channel or due to a hidden-node problem, in which case aigepgrformed. Subsequently,
the node may experience an abnormal increase of its queelevdiiich eventually causes it

to over ow, resulting in queue drops.

4.5 Path Cost

To measure the effectiveness of our algorithm, we use the qut calculation to compare
two routes. Our work intends to “patch” an existing routehanélays to move traf ¢ out of
a congestion zone. These relays are placed on the 2-dinmahgilmane where the existing
network is operating and use channels that are currentlyuset in this region. We are
more interested in the location of the relays, as the prol@deahannel assignment is another
research topic that can be looked up in [48, 30, 29, 7, 32] arlld literature.

We rst start by de ning a path. A patt® of lengthk from nodeu to v is a sequence of

verticesf vy, Vo, ... ,Vkgin the graphG = (V; E), such thau =v; andv =vi and {; 1, V)
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2Efori=1,2, ..,k

Let (u, v) 2 E, then the weight (cost) of using this path is

X
PC= ETDe,.;8c2 C (4.8)

e.2P
wheree=(vi;v; +1) 2 P, oreis an edge irG(V; E) or a hop in the patP.
BC. is the cumulative delay of the bottleneck chann&l the path, and it is obtained as

follows:

BCc= MAX o.,p[ETDs,];8€2 P;c2 C (4.9)

In simple wordsBC. is the maximum ETD value recorded in the path for a bajsing
channelc. This value represents the minimum delay time that is sgfethis path is used
on some or all the hops tuned on chanaeT his is important because even if all the other
channels have a considerably smaller vah(, the overall end-to-end delay of the path is
dominated by the channel with the largest cumulative ddkay.example, given a constant
packet size for a ow, the rate of the ow is dominated by theédest delay that the hap
requires to move one packet acro3$ie path cost equation is the cumulative sum of all the
ETD values recorded by the nodes on their links with theirpégat constitute the patR,
and the bottleneck channel provides the minimum delay thafgath will experience in the
transmission of a packet. Therefore, one path is deterntiméed better than another one by

a simple comparison of their values.
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Chapter 5

Problem Formulation

5.1 Description

We address the problem of determining the geographicakepiaat of relay nodes in the
2-dimensional plane on regions identi ed with high localizcongestion. Our goal is to
investigate the actual location of the relay nodes and thgesiof the newly created over-
lay network. The overlay network is a network of relay nodesttis capable of using the
underutilized orthogonal channels in the congested regiitim the use of its several radio
interfaces capable of establishing full-duplex paths. sehgaths are the new resources that
we try to add to the underlying congested network in an attammove some of the traf ¢
that congests it out of the region. We work under the assumjpliat there exists a limited
number of orthogonal channels that any node, be it reguleelay, may tune to at any time.
Also, we assume that we have a large number of relay nodes disposal; although we do
not impose a limit on the number of relays that we have avig|afe try to use the smallest
number of relay nodes possible. When the locations arerdéted, we assume that a robot
or the mobile nature of the relay node can place the node datilmt, but then the relay node
becomes static until it is not used anymore. Overall, thevaet of relay nodes pretends

to introduce new routing paths formed of non-interferinguchels, pick up traf ¢ from the
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entry points of the underlying congested region, and drépraf c at the exit points of this
underlying region.

In order to place a new relay node, we rst need to identifyltdwtion where it is needed.
After the congested regio@R is identi ed, we want to make sure that we cover all the
entry nodesthat participate in adding traf c load to the congested oegiWe assume that
the channet is the congested shared resource that a mpdeses and transmits in a range
of r with an interference disk range of. Therefore, the node will induce its interfering
noise within a radius of + . When a node in the (underlying) network receives more
traf ¢ load than it can handle, we say that this node becombstienecknoden,,. If the
routing algorithm is not capable of nding alternate roytésmay overuse existing routes
formed with bottleneck nodes, thus exacerbating the prolaled creating a larger region of
congestion. With relays, we try to reverse that tendency bying part of the traf ¢ load out
of the region.

When a node transmits data to its destination, a routing isatetermined and a ow of
data is established. A ow that passes through a bottleneden,, is one that has a path

such thany, belongs to this path. For example:
ntolbong! b

Recall thatE T D, is the expected transmission delay of an edge (i;j ), composed
of the transmitting node; and the destination nodg using a channet. This value is an
expected measure of the transmission time required tortrammse data packet from node
n; to n;, including retransmissions due to collisions or queue srdfhe measurement starts
from the moment the data packet is introduced in the outperigto be routed, to the moment
itis received on the other end in the same layer. When chautifiehtion increases, the node
will experience high delays when transmitting a data paoketverage siz¢ on any of its
hops due to queue size or the back-off algorithm of the CSM¥E¢Gntention protocol in the

MAC layer. Each node in the network keeps these values arydhtieeavailable on demand.
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5.2 Relay Nodes

A relay node n is a multi-channel, multi-interface node that can estatfligl-duplex links
and can collect statistics of a region in order to determiméctv channels it should use to
avoid interfering with the existing network. Since a relagde is multi-channel, it may
tune to the currently congested channel to pick up or dropraffc at the entry nodes and
transport it with other relay nodes using an available nongested orthogonal channel. This
way, the relay node network will introduce new routing pathsa congested region in an
attempt to “patch” the network or “detour” the traf c and thdecrease the current levels of

congestion.

5.3 Formulation

We proceed now to formulate our problem. Dt .. be be de ned over the discrete values
[0,1] that indicate if the nod@; is currently tuned to channel We use this variable to
denote what channels are currently used or not used in thavedlso, for a single-channel
network, most of the values are zero, as only one channek imsthe network, but it may
be the case that the network is a multi-channel one. Howmslay, nodes use these values to
establish their routing paths and to identify which nodesieing the congested channel so
that no relay node is placed within their interference range

Let Z be the set of relay nodes that form an overlay network thabimected to the
networkN of nodes.

Letf denote a ow of data from a start noaeg to an end nodey over a patHP of length

Therefore, we want to solve the following problem [27, 1528, 1]:
.. . P
Minimize ¢ ,g ETDg, c2C
Subject to the following constraints:
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L

ETDeC ( a:) (5'1)
Yn,c=0 if dist(n;;CRp,) <r + (5.2)
fn, 2 Z :9Py,.n, AND 9Py, ., 0; f = (No; Ni) (5.3)

whereN is the set of nodes (or the gragh = (V;E)), andc is the currenttongested
channel at the location af;. The value( €;) represents the total channel capacity available
in the neighborhood afi; this value is properly de ned in the Capacity Analysis irthext
section. n, is the bottleneck node that covers the reg®R that we are trying to relieve,
andn; is a new relay node added to the set of relay na@l€er the overlay network) that is
used to form path®r that try to mitigate the congestion @R. The nodes, andny are
thestart andend entry nodes of the regio@R for a passing owf that uses nodsy, in its

path. These nodes meet the following conditions:

dist(ng; np) >r (5.4)

dist(ng; np) >r (5.5)

Notice that we do not have the constraint that all the trahattenters the region must
exit. The reason is that traf c may be dropped along the way @transmission is required
or duplicate packets may be received. We constrain theuabkidte of transmission, which
is the average packet size sent through the hop at an expgemtathission delay dET D,
on the linke tuned on the channel

Basically, we want to add a new route of relay nodes to rerentmugh traf ¢ load that

approache€R before it arrives at the bottleneck node or a congested nafthen the traf ¢
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has crossed the distance  closer ton,, it is already late to reroute the traf c because the
nodes still need to use the shared chamrtelcommunicate with the neighbor relay nodes if
rerouting is attempted. It may be the case that the traf gioates from a node closer g

or inside the regiolCR; in this case, we prefer to reroute other ows and let thistioatar
ow use the network.

The above constraints have the following meaning:

1. Constraint 5.1 refers to the residual capacity of a %'?%Tc The residual capacity is
limited by the capacity of the link( ) from above. With an increase of thel D
in the link, the residual capacity will approach zero EBED increases with a static

average packet size), and thus, the channel will become overloaded.

2. Constraint 5.2 refers to the placement of a relay outdideriterference range of any
congested node. A relay node placed inside any region must bennected(through
a path or relay nodes) to the entry points that participatdlithe owsf 2 CR that
the relay node is trying to reroute such that the relay nogi¢aised at a distance of at

leastr + units away from any congested node in the region.

3. Constraint 5.3 refers to connectivity of the relay nodevoek. For any new relay node
n, 2 Z, there must exist a path that connects an entry sourcempidethe relay node
n, and another path that connects the relay nodi the exit destination nods, for

data that belongs to the oW = (ng; nk):

One last thing that we need to address is the issue of one oélnes becoming a bottle-
neck. We assume that these nodes that become bottleneckseni@ated the same way as
the ones we X in the regular network; thus, we can x them wgthe same approach until
we run out of channels. In this case, the total capacity oh#tevork is completely used with

a high percentage of resource utilization.

32



Chapter 6

ldentifying Congestion

In this section we de ne the tericongestiorand identify the regions where a node or a group

of nodes forms a congested region.

6.1 Capacity Analysis

We work on a wireless network that uses the radio spectrumeqgtiencies as the medium for
link establishment. We initially assume that this is a slassource and has a xed band-
width B. This means that there is only so much data that can be encodedhe frequency
used on the spectrum. We de ne ttewv capacity of a channel as the total bandwidth avail-
able per channel that may be used at any one time by any one fitike means that any
wireless node that gets a slot time to use the channel, thie wil utilize the full capacity
of the channel. However, since this is a shared resourceg thests a competition for the
resource, and the channel utilization starts decreasiefiégrency. For example, if we take
as a reference the throughput perceived by a receiving rrode dnother node that monop-
olizes the channel, we would nd that the raw bandwidth (tlaparcity of the channel) is
always bigger than the magnitude of the observed througkipstis caused by the overhead

of the CSMA/CA protocol to provide fair use of the channeltifier nodes in the vicinity of
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this region want to utilize the same channel as well. If aaptiode does want to utilize the
channel, both the original transmitting node and the nesghbde then use the channel, thus
decreasing further the observed throughput of the orignaalsmitting node.

The problem is exacerbated when we havehigelen-node problem present. This hap-
pens when from the perspective of a transmitting node, ageitngts to utilize the channel to
put a packet on the channel, another node farther away fr®maibsmitting range, but still
within its interference range, attempts to transmit at gr@s time. This can happen because
both these nodes are not within their transmitting rangeheg may never directly contact
the other for an agreement on how to use the channel. Each believing that it is alone,
puts a packet on the channel, but their signals get mixed tpeirair, causing the signals
to become unintelligible; this is what we mean by the teatiision. Collisions set off the
timers of the MAC layer and a back-off algorithm gets trigggtrall this only increases the
overhead, reducing the observed throughput.

Now depending on what speci cations are required in the oektto be maintained, such
as QoS requirements, the capacity of the network may vane¥ample, we may say that the
capacity of the network measures the number of ows that @ssphrough any wireless node
without incurring drops; this de nition obviously depends the rate at which each source
node introduces traf ¢ into the network. Another de nitipas proposed by [13], de nes
the capacity of the network as a relationship between tlee(tatoughput) and the distance
that one bit of data travels on the network. We prefer to useference parameter that
depends on the number of neighbors in the neighborhood.Xaongle, suppose that we have
two nodes establishing a link and transmitting data aciosshannel. Assuming that there
exist no signi cant sources of external noise or tempemathiat degrades the transmission
signal faster, and assuming that both nodes use a perfestldamg for turns to transmit
(thus avoiding the overhead of contention), then these sedrild potentially use all the

bandwidth that the channel may offer. However, there i$ séilf-interference (since the
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link is not full-duplex unless the nodes use at least tworfates where one is dedicated
for sending and another is for receiving), which is inevigalas well as the interference of
the node's remote, hidden neighbors (caused by their atargusignals still present in the
neighborhood) in the network.

Thus, we de necapacity of a channel as the fraction of the total raw bandwidth abéela
for use in the vicinity of the node. The available bandwidépends on the number of nodes

located in the vicinity of the node that is analyzed as foow

(n)= O(qB—) (6.1)
N (n)

whereN (n) represents the neighbors of the nodd& his value indicates that the capacity
available by a node is dependent on the number of neighborsdhat are actively con-
tending for the same channéefhe raw bandwidth has a natural xed capacity that depends
on the physical characteristics and coding of the signalidwver, this xed capacity must be
shared among the nodes that transmit within the interfereange of the area in question,
thus proportionally reducing theerceivedcapacity of the channel. This is an adaptation
from the classic work of Gupta et al. in [13].

With this de nition of capacity, we have obtained a refereqmarameter that we can use
to determine if we have a congested region or a bottleneck.ndf say a node is congested

if all the following is true:

The observed throughput is signi cantly lower than the aapeof the channel.
The drop count readings indicate a large number of retrassons in the area.

There exists a large variance in the ETD metric observed avleop that uses the

channel.
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There exist drops caused either by packet collisions or gjoser ows'.

First, it is important to mention that there exists no xeddshold to make any one point
true or false. All these parameters are user dependent airduhing will re ect on what is
determined as congested or not. The determination dep@&mgsnuch on the requirements
of the network.

The rst bullet point refers to the shared portion of the basdth that the tested node is
actually using. A low utilization caused by high demand & tihannel is a clear indication
that there exist several neighbors that are also requesitingchannel. The second bullet
point refers to the number of retransmissions required tvelea packet from one hop to
the next. The drop count keeps track of the number of retregsssoms done in the sliding
windoww, and as this value increases, the probability that corgesioccurring increases
as well. Instability at the queues is another clear indicathat congestion is occurring.
When a node over ows its transmission queue, it dumps allghekets off its queue and
restarts at normal behavior; this causes long delays orgpsstuck in the queue that are later
dropped. Suddenly, the congested node becomes resouiedbe/and its acceptance packet
latency suddenly drops until the queue lls up again. Thistable behavior is therefore a
clear indication of packet drops and high demand of the chlarirast, as mentioned in the

previous point, is the number of drops, which requires nthierrexplanation.

6.2 Local Congestion

Now we turn to the localized congestiohocal congestionis one that happens in a close

region composed at least of the bottleneck node and its berghThe area is de ned by the

The networkG = (V; E) may also be represented as a network of queues, in which poétiransmission
rate must never exceed the output transmission rate of tte; matherwise, the node will accumulate packets
waiting to be serviced until the queue over ows. For moreoimfiation, we refer the reader to [12, 20].
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Figure 6.1:Localized congestion with bottleneck nodesTwo regions, A and B, exchange
traf ¢ through the region R, where congestion may be preskm to the bottleneck nodes
shown in black.

disk area with radius + . As can be seen in Figure 6.1, the two bottleneck nodes observ
high demand of the channel resource to move data from regitanrégion B. In this area, it
might be preferable to have a third route that can connedibereas with non-interfering
channels and relieve the two bottleneck nodes that coveatiea in an attempt to distribute
the traf c. In this gure, R is the region that we say has local congestion; it is a coedect
component in which all the nodes are congested or are bettkemodes.

Connected components induce interference among thenssetvide transmitting; see
Figure 6.2. Here we have a chain network of ve nodes, wheerbattempts to send data
over the chain to its destination node 5. Since they are botlobrange, node 1 runs its
routing algorithm and nds this route. Immediately, it dsending its data to node 2; this
node in turn forwards the packet to node 3, and so on until #o&gt reaches the destination.
Now if we assume that the value is equal to the range, then the interference range of
the node is at least twice as large as its transmitting rafdes means that when node 1
transmits, both nodes 2 and 3 cannot transmit, thus reddaitiger the throughput of the

network. When node 3 transmits, no other node may transralt;atompare this when node
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Figure 6.2:Congestion in a chain path In this simple chain network, we observe that when
node 4 transmits to node 5, node 1 cannot transmit to node &ibemode 2 is within the
interference range of node 4.

1 transmits and node 4 may also transmit without interfezerihis example demonstrates

how the congestion problem is created in a local region.

6.3 Congestion at the Sources

Another characteristic effect of congestion is the congasat the sources. In Figure 6.3,
we have a network with two regions, namely, regions A and B.p&kated out a path that
connects a sender node 1 with a receiver node 2; howevertiarpof this path is also utilized
by the two regions in their communication paths. This mayllema potential congested
region denoted as region R. Due to high demand of the chanrbis region, neighboring
nodes that connect to some node inside region R may expereelage delay in sending a
packet across this region; therefore, its queue may |l uplihe queue starts dropping its
packets. This may cause a ripple effect back to the sourténijleats these packets onto the
path. One portion of the path has a high number of packet catel trying to get across the

region R while the other portion is scarce of packets. THigpoirse, may cause congestion
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Figure 6.3:Congestion at the source nodesin this network, node 1 transmits to node 2
through a local congested region R. Since node 1 is the samcall the intermediate nodes
between this node and the region R experience large paabes dvhile the nodes from the
region R to the destination node 2 experience a short paakelys

in their regions that may grow bigger if not attended.
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Chapter 7

Relay Node Placement

The placement of relay nodes starts with the detection ottmgested region that will be
“patched”; this task is performed bytead node that collects the region statistics and exe-
cutes the relay node placement algorithm. When a node nalsitiis congested, it assumes
the role of the head of the region. All the nodes that expegehis problem start scanning
their environment as well; that is, they start the localistats they keep and look up their
histories in order to determine the existence of instabihitat can trigger the placement of
relay nodes. The basic idea is to determine the local redionmgestion that forms a bottle-
neck in the network so that we can introduce new resourcdseifiorm of new route paths,
thus “patching” the network with these new relay rout€kis region of congestion is a sub-
network of congested nodes in the overall network, and we teatesignate one of these
congested nodes as a head in charge of the determinationlandment of the relay nodes
using the information received by the rest of the neighbothé region Once we determine

this region, we can proceed to patch it.
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7.1 ldentifying Congestion

Before any placement of relay nodes is done, it is necessanmgtt detect the congested
region. This region is the one that we intend to “patch” byvlong more resources in the
form of routing paths. This task is performed bia@adnode that is selected to be the leader
in charge of the region and which eventually runs the relayendacement algorithm.

When a node is congested, it assumes the role of the head Hloeleit starts a messaging
protocol to identify all its congested neighbors. Every @dlat is congested assumes that
it is the head node of its region; however, as the messagiotpqol continues, congested
regions are merged until no new neighbor is congested. Atghint, the messaging stops
and the remaining head node knows the dimensions of the stedyeegion.

A node is congested if:

There is a large variance in the ETD metric observed whersiréing packets in
the neighborhood. An oscillating ETD metric is a good intima of instability in the
network, which is a clear indication of congestion. The ETEtne is kept in a window

sizew in order to eliminate outdated events.

Drops exist. Drop count is used to corroborate the previdaseovations. When the
channel experiences high traf ¢ load, transmissions uUgwaiffer from collisions and
gueue drops. We keep this value per window svze order to prevent outdated events

from affecting current decisions.

In summary, a node is congested if the spread of its ETD mistiacge during its window

w and if there exist drops.
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Algorithm 1 Relay Node Placement
Input: Region of congested nod€s
Output: None

Compute the Convex Hull of the congested nodes set C.
For each frontier node in the Convex Hull:
— Find the non-congested neighbor nodes of the frontier noateintroduce traf ¢
to the congested region.
— Use theCoverRegionalgorithm to cover with relay nodes the region composed
of the frontier node and all its neighbors. Let this set odyslbeR.

Compute the clusters of the $eusing K-means with a valde= size(ConvexHull).
Let this set of relay clusters &L .

While the size ofCL > 1:

— Get cluster with the smallest sizel]1.
— Get the closest clustei? to cl1.

— Join these two clusters with tH@overW ithRelays algorithm by adding relay
nodes on the straight line that connects the closest twg reddes in these two
clusters.
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7.2 Relay Node Placement algorithm

First, we note that a region of congestion is a sub-netwonkaafes that contain an excess
of data load. We want to place relay nodes at the locatiomssnding thefrontier nodes
(the non-congested nodes that feed this region with datdjesomake connections with the
neighbors of the frontier nodes that aret congested (thentry nodes, see Figure 7.1) and
link these relays together to form the “bridges.” Note tHa telays connect to the entry
nodes and not the actual frontier nodes; the reason is thg reldes that connect to the
underlying network using the congested channel must keégtande of at least+  from
any congested node in order to avoid their interference gaatgthe frontier node. Also
note that these frontier nodes are naturally grouped tegetiith their neighbors, forming
clusters that include some congested node member of theestatyregion. By covering
these clusters (frontier nodes and their neighbors) withyreodes and linking them together
to form a tree, we introduce new routes that connect the meg¥axit points of the frontier

region and thus traf c may be redirected using the newly t@danetwork of relay nodes.

7.2.1 The Convex Hull and the Node Clusters

The relay placement proceeds as follows: We rst calculag ¢convex hull of the set of
congested nodes in line! 2, thus nding the inner frontier of the congested nodes;Rige
ure 7.1. Each node member of this convex hull potentiallyn®a cluster of non-congested
nodes, the neighbors of the frontier nodes (but not the cstegenode); we nd these nodes
in line 4, cover the region with relay nodes by calling thetmoeiC overRegionin line 5, and
save the new positions in the $etfor relay nodes in line 6. After th€ overRegionrou-
tine is completed, the network looks like Figure 7.3. Whealthop in lines 3-7 terminates,
all the clusters that were formed by the members of the cohulixare covered with relay

nodes; in other words, all the neighbors of the frontier nthde form the cluster, except the

IRefer to the detailed algorithms provided in the appenditif@ numbers.
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Figure 7.1:The Convex Hull. Thisis the rst stage of the Relay Node Placement Algorithm
The congested region is a network of congested nodes linkedn-congested nodes that
form a “frontier” region. The convex hull is composed of &bse non-congested nodes that
we callfrontier nodesthe neighbor nodes of a frontier node are calledathiey nodeswhich
are the nodes that feed the congested region with traf c.IGdw frontier nodes and the entry
nodes form the Node Clusters that are covered by relays.

Figure 7.2:Join the Relay Clusters Once the Node Clusters are covered with relay nodes,
the relay nodes form single connected components that smdmatuster; we nally join all
these networks to form one large single connected compa@uehtthat each relay node can

reach any other relay node in the entire network.
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Figure 7.3: Placement of a relay node After the CoverRegionalgorithm is run, relay
nodes are placed such that they are reachable by all theresdgs in the region and no relay
is within a distance +  from any congested node.

congested node, can directly connect with at least one reddg. The last thing we do is
interconnect the relay nodes present in all the clustersrta & singly connected component

(one network); see Figure 7.2.

7.2.2 Joining the Relay Clusters

The previous step gives us a set of neighbor nodes of a framide that we call the cluster
and a set of relay nodésthat contains the locations of the newly placed relays. Nemeed

to nd the formed clusters of this s&® before we proceed to interconnect them. Note that
we have purposely forgotten the nodes that compose thescdustthe underlying network;
this is because these nodes are already covered by the @di@g INR, so we can safely
omit them now. We rst run th&K-means clustering algorithm to associate the node®in

in line 8. This classi cation algorithm generates clustbesed on the euclidean proximity
of the locations of the relay nodes. Also, K-means requinesnumber of clusters that will

be formed beforehand; this value is the size of the Conveks¢til(since each frontier node
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forms a cluster). Alternatively, we can just group the néigts of each member &@H and

form a cluster like so; however, it is possible and also pbdd#hat K-means will generate
clusters closer together within the wireless node comnatitn range, thus potentially sav-
ing some relay nodes. On€&l is populated, we connect them with the loop in lines 9-18.
We think of these clusters as small trees and theCdets a forest of trees. Alternatively,
we can think of the seCL as a set of connected components, and we wish to join all these
components into a bigger, single tree. To join the clustersadd branches composed of
relay nodes that connect two clusters and form one, untilavwe lone nal network of relay
nodes that span the areas of the non-congested frontiesndde proceed as follows: We

pop out two clusters from the s€i_, such that:

1. The cluster that has the smallest size, we dall

2. The nearest cluster th1, we callcl2

Fromcll andcl2 we pick the closest relay nodes so they become the end pdiaténe
that we want to cover with more relay nodes, in line 14; we ttadser 1, r2. We use the
routineCoverW ithRelaysin line 15, which takes the two end points, to cover this lintw
the minimum number of relays so the two end points are coedeandCoverW ithRelays
returns the new clustanl3 composed of the new relay nodes. Finally, we join clusté2s
andcl3into cl3 and we push it back into the set of clust€. Note that this loop does end
because at each iteration, we decrease the number of glirstie seCL by one.

This algorithm is run only by the head node after it receiviéth@ information from the
members of the region, including the members' neighborsyluen another xed timé has
expired in order to avoid inde nite wait.

Overall, we want to patch all the congestion zones in theengtwork in a distributed

manner. It also may be the case that we may encounter relagsrninodhe path of adding
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more relay nodes. In this case, the routldeverWithRelays takes these existing relay
nodes from previous iterations into consideration in otdeavoid creating an unnecessary
number of relays in one particular zone in the network. Bynddihis, it may be possible

that we merge existing bridges (set of relay nodes) with neesaf a close neighborhood is
congested, thus increasing the reach of the relay nodesdteatl global scope.

Another aspect that we must consider is the case when themetavork becomes con-
gested as well. Our algorithm does not discriminate agaimestype of nodes that are used.
The separation of nodes that we use, namely relays, comyesté non-congested nodes, is
based on thelata traf c load amounts currently being handlesb this algorithm may also
be recursively used with relays that are congested. Thisymydéwwever, thainore traf c is
being induced than the original network can hand@ne goal of this paper is to alleviate
congestion, not accommodate traf c load, by providing newte resources. In other words,
a better solution for a network with high traf c intensity is increase the number of nodes,
adding to the number originally used, and use our algorithma reactive protocol in the

occurrence of congestion. Finally, we discuss some of theénmes mentioned above.

7.3 CoverRegion routine

This routine places the necessary relay nodes that covagianrelenoted as the s&t of
nodes. A relay node must be placed in the closest locationetdrontier node in the s&

such that it does not violate the following condition:
d(n;;ne)  r+

wheren, is a newly added relay node angdis a congested node in the $&tThe reason
for this is the relay nodes serve as entry or exit points taanfthe overlay network, and to

communicate they must use the same channel that all the st@ugeodes are listening on.
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The constraint above is applied to prevent the use of thiartlaby a relay node when it

attempts to communicate with the underlying network.

Algorithm 2 CoverRegion
Input: Region of node$
Output: Set of relay nodeR that cover the region spanned by no&s

Find the two extrema points of the s&t
Use theCover algorithm to cover the closest node to any of the extremetpoin
Use theCover algorithm to cover the 2nd closest node to the other extremim.p
For any remaining node uncovered in the Set

— Use theCoveralgorithm to cover this node.

Connect all the newly added relalgsto form one single connected component.

This algorithm uses simple routines that are explained.rférs$t, it separates the region
S? into two sets: inC we have those nodes that are congested in th& setd the non-
congested nodes (frontier node)fplus its non-congested neighbors are grouped into the set
NC (lines 2 and 3, respectively). The détin line 4 contains the nodes currently uncovered
by a relay andU is initially set toNC, since no node has been covered yet. The mydiee
frontier node, is obtained by the intersection®fandS, since it is the only non-congested
node in this region (except for its neighbors).

In line 6 we calculate th&xtrema points of the region. These extrema points are the
intersecting points of the boundaries of the congested lamérontier nodes; refer to Figure
7.4. If there are more than one congested node, the extremes [@we the farthest points
from the frontier node where its boundary is intersected H®y houndary of a congested
node. We obtain the two extrema points and nd the closesenot) to any extreme point.
The idea here is that we want to cover the farthest nqdéat is closest to an extreme point

in the region so that the position of the new relay node thaerit can maximize the relay

2Note that this is a subset of the original set of congeste@siofithe congested region.
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Figure 7.4: Area to place the relay node This graph shows the coverage regions of all
the nodes in the frontier zone. No relay node is allowed tolaeqa within the interference
region of the congested node; this is denoted by the region. The two extreme points are
the intersection of the congested node and the frontier.ndte closest neighbor node of
the frontier node that isot the congested node to any of the extreme points will be cavere
by a relay node using the routifi@over. In the gure, this node is the farthest node located
to the north of the frontier node. Finally, the relay node rbayplaced anywhere inside the
Area for relay node placement
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Figure 7.5:Last stage ofCoverRegion During this stage, the centroid of the nodes is found
in order to connect all the relay nodes in the region to thisitmn. At the end, all the relay
nodes connect to the region centered at this centroid anshieceachable to all the relays
of the cluster.

node's coverage in the region betweenand the frontier nodeClosestin line 7 is just
an implementation of the “Nearest Neighbor” algorithm. ékftnding this noden,, we are
ready to nd the location that covers at least the nadéy calling the routineCoverin line
9. We then nd another node, for the other extreme point and cover it also with the routine
Coverin line 13. Finally, for all the remaining nodes, we c@lbver for each one to cover
all of them using the loop in lines 15-17. Note that since a@gmission range of all the
nodes isr, it is likely that most of the nodes are covered when the ex¢r@odes are rst
covered.

At this point, we have placed relay nodes that cover all thaeson the sell C ; however,
it is possible that the relay nodes are not joined among teems. We proceed now to
assign some relay nodes to join all the relays already plat®l In line 21, we use the
routine CoverW ithRelays to join in a straight line all the nodes to the centroid (agera
center point) of the region of relay nodBs see Figure 7.5. Now that all the relay nodes are

connected, this s& is returned as it covers the regi@n
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7.4 Extrema

The extrema points refer to the closest point on the intérsgedges of the transmission
ranges of both a frontier node and a neighboring congestdd an which an entry node is
located the closest to any congested node. This means Hragtitry node is located closer
to a congested node than this point, then it will become atiftomode because it will be
within the transmission range of the congested node. Treebhedind the extrema points is
that if we can nd the closest entry node to any of these twasithen there will not exist
any other entry node closer to any congested node; theraf@earea of potential points to
place a relay node will move away from the congested nodes.

This is a simple routine that nds the extreme points of thenfrer node and all of its

neighboring congested nodes. We de ne an extreme pointeggdimtp such that:
dist(p®n)=r1 c2C
dist(p®n;)=r1;, c2 C
p0= poo

If there are more than twp values, then the extrema are the farthest two.

7.5 Cover routine

This routine determines thectual placement of a relay node. It takes a nod#hat it tries
to cover, plus some other structures use€wverRegion Since we want to covaer, it is
placed in the currently covered s¥t, in line 2. In line 3, we nd all the neighbors af
that might also get covered and sort them in order of closexiprity to n. We then nd
the closest poinp in thearea of n such that it is the closest point to any of the congested

nodes. in the sefC, and the distance betwearand all then. is at least +  (to avoid the
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Figure 7.6:Cover routine with point p. In this gure, the relay node is located initially at
point p, which is a point with a distance of at least  units from the congested node
that covers the node.

Figure 7.7: Cover routine with point g. A new pointq has been found such that it still
covers the node that belongs to the covered s€t as well as all the elements in the 3et
and also the neighbor noae of n.
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Figure 7.8:The region after Coveris run. This gure shows how the network looks after
the routineCoverhas terminated. Now we have a single connected componésjthas the
area covered by the entry nodes. In the future, this regidiro@ithe entry and exit gateways
for the traf c load on the relays.

interference range of the congested nodes); see Figurdeénext loop tries to cover the
next neighbor noda; of n in N by moving the poinp to a new point delimited by the node
range ofn;. If the new pointg, see Figure 7.7, in line 6 does not cause any of the already
covered nodes itX to be uncovered, then the point is accepted; otherwise, waklthis
loop. Lastly, we update the sBtby removing fromU the newly covered nodes X (line

14), and we update the detwith the newly added relay positioned at pgmnfline 15). We

can see the resulting network formed on top of the re@on Figure 7.8.

7.6 CoverWithRelays routine

This routine takes a s®& of existing relays in the network and two 2-dimensional p®io

create a line segment that is covered with the minimum nummbegually placed relay nodes
such that the two end points are linked together by a pathf-ggpee 7.9. First, in line 7 we
nd the minimum number of relay nodes needed to cover this ks well as their spacing,

sp. We cover one end point with a relay node plaspdinits away towards the second end
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Algorithm 3 Cover
Input: Noden, set of uncovered nodés, congested nodes, relay selR
Output: The new added relayR

Find the neighbor nodds of n that introduce traf c into the congested regi@n
SortN in order of proximity to the nodae.

Find the closest poirginside the transmission rangef n such that the distance from
any congested node > r +

For all the nodes; in N :

— Find the closest poirg to n; such that the distance from any congested node to
q>r+

— If gdoes not cover all the nodes covereddypreak this loop.
— Letp=q

Place a relay node at the locatipand add it to the set of relayg.

Figure 7.9: Routine CoverW ithRelays. This routine takes two points belonging to two
distinct clusters and places the minimum number of relayesdtat cover this straight line.
As a result, two clusters are joined with the Sedf relay nodes.
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point still on the line so that this point is still coveredn@i 8). We iteratively proceed like so
until the entire line is covered and the two end points areuglty linked; for that we use the
loop in lines 9-16. It may be the case that we nd a relay nodi patersected by our line
segment. In such case, if we nd a relay node that lies withasp units from the previous
relay (line 10), we use it rather than place a new relay. Thé&s# relay node positions is

created and returned.

Algorithm 4 CoverWithRelays
Input: End pointgpl, p2 and set of relay nodeR
Output: Minimal set of relay nodeS that evenly cover the ling(,p2).

Calculate the largest inter-relay spacisg between the pointpl and p2 such that
sp<r.

Cover the straight linepl,p2) with relays such that for each needed relay posigioih
there exists arelag, in R, usen, instead of adding a new relay; otherwise, add a new
relay located ap into S.
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Chapter 8

Evaluation

In this section we present the implementation details farsmulation. Then we provide
a run of the relay node placement algorithm over one topglagh a congestion analysis,

relay node placement details, and the results obtained.

8.1 Initial Setup

8.1.1 Implementation

We used the Network Simulator, ns2, to implement the probmeghanism, congestion anal-
ysis, and node placement simulations of our work. Our ndt&/@re set up on the order
of 20 to 30 wireless nodes using a single channel for the lyidgrgraph. The nodes are
con gured to use the 802.11b protocol with a maximum data cdit2Mbps and control rate
of 1Mbps. Their physical characteristics are set up so aliniterface cards have a range of
225m using a xed transmission power. Among other settimgsuse the default channel of
2.472GHz (channel 13) of the spectrum. Relay channels tgperethe other two orthogonal
channels in the range from 2.412GHz (channel 1) and 2.437@htnnel 6), separated at

least by 30MHz to make them non-overlapping.
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8.1.2 Probing

Our probing is based on a ping mechanism where in a periad f1 second, each node
generates a probe packet of 64 bytes that contains the spadeelDand atime stampo
calculate the hop delay of this probe, then it is broadcasiltiis neighbors. In response,
all the neighbors reply back to the source to allow the oagsender to calculate its reverse
delay. All nodes calculate their local statistics in thisywand keep a history of = 10
seconds. We keep a value of= 0:5, which means that we equally weight the observed
average delay and theT D calculated with the expected forwarding and reverse detais
way, we equally weight the statistical observations witl grobabilistic measurement of
delay.

Probing packets are susceptible to large delays and drapsodoongestion effects as
well. In case this happens, the node determines that th&semrblems with the network
and updates its channel statistics accordingly. A sitaatiovhich a node receives delayed
probes followed by probes that arrive on time (oscillatjogasd then by massive drops is an
indication that there is instability in the quetieiie to congestion. We will use these events

recorded by our nodes as an indication that there is corugesti

8.1.3 Data Trafc

In our traf ¢c simulation, we observe the network behaviormeriods of 100 seconds where
we purposely inject excess traf ¢ load at a rate of 10 packetssecond of size 1000 bytes
(plus the packet header bytes of the underlying protocolg€xpand the effects on the net-
work and observe the nodes' behavior. We analyze the imredifects of a sudden con-
gestion caused by the network users' behavior (such as 8telraur in a cellular network

or a re in a forest covered with sensor nodes), but we are nrested in long outdated

lnstability in the queues refers to a situation in which tkeae lls up, over ows, and gets cleared cycli-
cally.
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Figure 8.1:Wireless Network. This is the topology we used to run our experiments. It is
composed of three sub-networks interconnected by a Y-shiapiéieneck path.

network statistics; thus, we nd it appropriate to obserue traf ¢ using this short interval
of time.

We used several topologies in our experiments to both iffeatingestion and run our
algorithm. For example, Figure 8.1 shows a network withetseb-networks connected with

a Y-shaped bottleneck path. This network has three owsitfjatt traf ¢ as follows:

Flow 1: Node 8 Node 24

Flow 2: Node 21! Node 15
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Flow 3: Node 18 Node 10

Each ow has a sending node located in one sub-network coeonith a destination
node located in another sub-network. This means that tkee tbwws must use the bottleneck
path in order to deliver their packets. This is how we (artlty) induce congestion in the
network. With a constant transmission rate, the nodeséalcat the entrance points of their
respective sub-network component are expected to ovetlfwdqueues because these are
the points where they pick up traf ¢ from and drop off traf o the bottleneck path.

Figure 8.1 is the primary network used and presented in #gent; however, when perti-

nent, results from other networks are also introduced aadgnted as well.

8.2 Congestion Analysis

We run several experiments on the network in Figure 8.1. \&&teeach ow presented in
the previous section and we made sure that a single ow ssbtaésdelivers all its injected
packets to its destination. We looked at both the end-todetaly per ow and the hop delay
in all of our experiments.

For our congestion analysis, we started all of our ows atdiim= 5s and we looked
at each individual node statistics to determine the momdrnithe node nds itself con-
gested and starts the relay node placement algorithm. Fdysis purposes, we chose ow
1 without any assumptions.

From Figure 8.2, we observe the statistics recorded by nOGde/Bich forms part of the
path that connects ow 1 from its source to its destinatiod&oNot surprisingly, node 20
also is an entrance node to one of the groups of nodes to tHermatk path. We can observe
the actual delay recorded by the simulation as Transmi€f3aday. Also, we see two metrics
used: one is the Windowed Average Delay, with a window gize 10s, and the Expected

Transmission Delay ETD. We can observe that during the gesfotimet = 17s, node
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Figure 8.2:Metrics at Node 2Q This graph shows the recorded Transmission Delay, Win-
dowed Average Delay, and the ETD that node 20 experiencadgltire experiment. This
gure shows that the windowed average delay is a suf ciemticator of congestion since

it is possible that it falsely suggests the existence of estign well after it occurred (for
example, in the periotd=[19; 21]). ETD does not suffer from this problem.
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Figure 8.3:Drop Rate at Node 20 This graph shows the recorded drop rate at node 20.
At timest = 18; 25, 50; 55,81 and90s, the node experiences massive drops greater than the
packet delivery rate of 10 per second, suggesting instalnlithe queue.
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20 starts experiencing high delays on its arriving packétsis event is correctly captured
by our ETD metric in the same time period, but not with the agerdelay. We say that
at this time, the node might be congested; therefore, weegiato look at the drop count.
Figure 8.3 shows the recorded drops observed at node 20. thisngure we can observe a
massive humber of drops at about the same time period: ajppatedy 65 drops per second.
This means that at a rate of 10 packets constantly arrivimgspeond, the node stopped
delivering packets that arrived about 6 seconds ago. Thiaused primarily by the channel
contention occurring around the neighborhood of node 26,tharefore, a clear indication
of congestion.

Just like in an automobile freeway, congestion occurs intavoix because the network'’s
capacity to deliver the packets is exceeded. This meanghbatontainers of the packets,
or the queues, Il up and eventually over ow. After this, tltpieues are sudden free and
accessible, which creates an illusion of a sudden decoedy@stde until the queue lls up
again. This instability at the queues is an indication ofgastion that we try to identify.

For example, let us examine Figure 8.3. On this graph we gbsatr approximately
t = 18s the node experiences a massive drop rate of almost 70 pgokesecond. This
means that the node is dropping at a greater rate than thatratkich the packets arrive.
This is a clear indication of a queue over ow. Following thige observe no packets dropped
whatsoever, followed by more packet drops. With the odailies shown in Figure 8.2 and
the drops in Figure 8.3, we conclude that the node is condeste

Lastly, we show another topology with a clear indication ohgestion. Figure 8.4 is a
network composed of three regions: A, C, and D, connectedfistlain region B. Among
other ows in the network, we observe one ow from one nodeagion A, namely node 0,
to node 20 in region D.

We look at the average hop delay present in the network patlwvariook for the moment

where the path starts to collapse with the traf c load. Amaitighe hops, we show the statis-
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Figure 8.4:Wireless Network. This topology has three sub-networks connected by a single
path. The observed ow is from node 0 to 20.
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Figure 8.5:Average hop delay from hops 1 to 6 This graph shows several periods of delay
oscillations.
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Figure 8.6:Drop rate at node 6. This graph shows the drop rate and drop count of node 6.
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tics recorded by node 6, the entrance point of the region 8nHfigure 8.5, we observe that
at about time = 36 seconds, the node starts to experience a sudden increade@edse in
delay (oscillations in the observed delay); the node issciggl to be congested. At the point
where the traf c load arrives at node 6, this and other owssnshare the channel to move
their traf c into the queue of node 6, but node 6 must also bsesame channel to move its
traf c onto the next hop, hop 7. This causes a bottleneck enpth where the resources in
this region do not allow node 6 to deliver its traf c at a fastate than the rate at which it
receives; this causes the queue of node 6 to Il up, exacerdptte delay experienced by the
nodes feeding data into node 6, and then causes a suddenfgragkets that can be seen in
Figure 8.6. This drop generates an instant abundance oegpace in node 6 that causes a
sudden decrease of the delay observed. With this occurraeahboring nodes feed node 6
with another portion of load that again causes more drops Stdden increase and decrease
in delay is the instability that we look for and try to x.

We now present some statistics of the main congested nodasgatime three ows from
Figure 8.1. In Figures 8.7, 8.8 and 8.9, we observe the nod&€M \E&lues observed and
we notice that they are normal and not precisely with obvioasllations that may indicate
congestion. However, we observe the average ETD of entmtpaoif the bottleneck path
in Figures 8.10, 8.11 and 8.12, and we see that the hop congeaty region with the
bottleneck path has a high ETD value at several timeausing some instability effects at
the queues. To reach a conclusion, we calculate the stadearation of the data in order
to know the spread of the data. We can see that the high pedlks EBTD values add great
variance to the normal average noted on the graphs. Thigilisbmrated with the observed
drops at the entrance points of the sub-networks, nameljes16, 20, and 13 in Figures
8.13, 8.14 and 8.15. From these three points, we concludé¢hthaode is congested by the
presence of both oscillating delays and instability at theugs.

This analysis is done at the node level with hop-by-hop delmcause we are interested
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Figure 8.7:Average ETD from hops O to 1
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Figure 8.8:Average ETD from hops 0 to 2
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Figure 8.9:Average ETD from hops 0 to 3
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Figure 8.10:Average ETD from hops 6 to 3
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Figure 8.11:Average ETD from hops 20to 5
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Figure 8.12:Average ETD from hops 13to 4
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Figure 8.13:Drop rate at node 6.
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Figure 8.14:Drop rate at node 20
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Figure 8.15:Drop rate at node 13
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Figure 8.16:Probing results. This graph shows a series of tests to nd the optimum probing
period. We found that a period of 1 second provides the bagetoff between the additional
channel load measurement accuracy and bandwidth consumpti

in determining congestion on a local scale, as opposed tokabscale (which is preferable,
but practically more dif cult to obtain). In all these exalep, we can see how we use the
local environment statistics read by the nodes to triggemeessaging mechanism to select
the head nodeand determine the congested region in order to proceed héthetlay node

placement in the region.
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8.3 Placement of Relay Nodes

8.3.1 Probing

In the rst experiment we evaluate our probing mechanism.Figure 8.16 we show the
results of using differentv values; we concluded that a period of 1 second had the best
balance between channel load measurement accuracy angiddndonsumption. From the
graph in Figure 8.16 we can conclude that the shorter thegeve probe, the larger the

bandwidth used.

8.3.2 Congested Region Calculation

After a node nds itself congested, it starts a messaginghaeism (described in the Ap-
pendix) to determine the congested region. The node bretslaacongestion message to all
its neighbors. Each neighbor will determine if it is also gested, and if so, it will reply.
If the neighbor is congested, the congested regions wilggand the nodes will repeat the
same process with their own neighbor nodes. If the neighbdes not congested, this node
becomes a “frontier” node. It responds to the message apd #te dissemination of more
congestion messages as the edge of the congested regioeemafobnd.

From our experiments we observed that the time that the ctedenode took to deter-
mine the extent of the congested region is proportional éosiae of the congested region.
For example, the largest congested region is the one of naed 6t took approximately
1295ms to be calculated (nhode 20 took 1115ms and node 13 6m0&)4 The resulting graph
that shows the congested regions can be seen in Figure 8.&7as§ume that congestion
messages are given the highest priority and that the priogcesme to calculate whether a

node is congested is negligible (table look-ups and stahdieviation calculation).
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Figure 8.17:Congested regions This graph shows the calculated congested regions in the
network. Three regions are formed around the congestedsrgyd0 and 13.
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Figure 8.18:Resulting relay node placementThis gure shows the resulting placement of
relay nodes. The relays form an overlay that can reroutecttafand from any entry point
of a congested region.
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8.3.3 Relay Node Placement

Figure 8.18 shows the resultant relay node placement fotapoiogy in Figure 8.1. From
the graphs in gures 8.10 and 8.11, we observe that at apprabdly timet = 37s and

t = 17s, both nodes 6 and 20 experience traf c instability with arerage ETD of about
600ms; although this number may not be a large delay, thisngpared against the currently
observed past window delay without these unstable traf sestations (oscillations), and
we can see that the increase in delay is dramatic. The nosegairoborate this when we
look at their drop rate measurements, with numbers tallgngbout 15 drops per second
(Figures 8.13 and 8.14, respectively); this is even mora thaingle traf ¢ ow injection,

so this node must be dropping most of the traf ¢ data paclszis)e of the probe messages,
routing messages, and perhaps other data packets fromlathérows.

In this network, two congested regions are identi ed, so wamles (nodes 6 and 20)
trigger the relay node placement algorithm to cover thalejmendent region, since they are
too far apart to be in one congested region. From Figure 84 &an see where the relay
nodes are located. In the congested region from node 6, dhédr nodes located are 4, 5,
7, 8, and 11. These do not have neighbor nodes that are no¢steag but they are also the
entry nodes of this region. A relay node must be placed to ecnto each of these nodes;
four relays are used. Then they all must be linked togettemefore, six more relays are
used for a total of 10 for this congested region. To cover thegested region of node 20,
the following nodes are used: one to cover the entry node 84vem more to connect it with
the other frontier node 5, for a total of three. Finally, nddeeventually gets congested as
well, forming a small congested region by itself. This regiteeds two relays to cover all
the entry nodes of the region plus two more to connect therogéther for a total of four.
Therefore, we use a total of 17 relay nodes to create an gvéréd connects all the entry

nodes of the three congested regions.
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Figure 8.19: Number of relays used This histogram shows the number of relays used
compared to the number of relays placed by random placeméman be seen that our
mechanism beats random placement by resulting in an nunfibelagys used that is nearly
four times less than the number of relays associated witthaianplacement.

8.3.4 Number of relays used

We compare this number of relays used against a random péadegiven the congested re-
gion calculated a priori. Figure 8.19 shows the performatitference of our method against
random placement. In the gure it can be seen that our metlgadsorandom placement by
using an average of four times fewer relay nodes. This is ipdine to the shape of the con-
gested region. For example, the biggest number of relaysasaurs in the congested region
of node 6. If the gure is regular (circular with almost unifa distance from its centroid),

then random placement performs better; however, the shidgpe congested region of node

6 is not regular; thus, more relay nodes are needed to covibieadntry nodes.
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Figure 8.20:Hop on nodes 6 to 3 with relays in place

8.3.5 Local network analysis

Since we do not focus on the routing problem, we staticalyygas ows into one or another
network; however, there exists suf cient work in the literee that can be adapted easily to a
network that uses our work. Our algorithm performs the piaeet of relay nodes and makes
available to the network more resources that are not cuyrdrgting used, and a routing
algorithm such as the ones proposed in [9, 10, 23] can be wseficiently nd the best
routes. Here, our goal is to demonstrate how the placemerksivbowever, we also show
the results after the node placement.

In Figure 8.20, we observe a great improvement in the aveEage from the period

starting at time = 40s until the end, compared against Figure 8.10. After a periostabi-
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Figure 8.21:Drop rate at node 6
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Figure 8.22:Hop on nodes 20 to 5 with traf ¢ rerouted and with relays.
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Figure 8.23:Drop rate at node 20
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Figure 8.24:Hop on nodes 13 to 4 with traf ¢ rerouted and with relays.

86



Figure 8.25:Drop rate at node 13
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Figure 8.26:E2E Delay for ow 1. Congestion on ow 1 between nodes 8 and 24.

lization of the queues, the readings normalize and no marerafal increases and decreases
in ETD readings are observed. We can corroborate this wétltbp rate readings of node 6
in Figures 8.13 and 8.21, where after titne 40s, node 6 stops recording new drops in its
gueues. Figures 8.22 and 8.24 also show the improvemeng iarthironment statistics for

nodes 20 and 13.

8.3.6 Global network analysis

In Figures 8.26 to 8.28, we show the end-to-end delays of eathe three ows in the
network without relays. The high spikes in each gure représclear periods of instability
in the network. Also note the periods of zero end-to-endveeji in each of these three

gures. In Figure 8.26, the zero delivery ait= 10s tot = 35s is caused by the dominant
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Figure 8.28:E2E Delay for ow 3. Congestion on ow 3 between nodes 18 and 10.
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Figure 8.29:E2E Delay for ow 1 with relays. Relays on ow 1 between nodes 8 and 24.

ow 3 in the same period in Figure 8.28. A similar reasoning ¢e derived about the other

two gures. As a result, we observe that only ows 2 and 3 doatiathe entire simulation

time.

We also report the corresponding end-to-end delays of thes after the relay nodes
are introduced. The new position of the relay nodes is oleskiv Figure 8.18, where we
can observe that the overlay network connects to the enintgof all the three congested
regions. Also note that links among relays do not affect tieeulying network because they
use a distinct channel (these links are shown as dottedyv Elenters the overlay at relay
R2 and leaves at relay R1. Flow 3 also uses the overlay via R6&n Flow 2 remained
in the underlying network. The results of the end-to-endveey of these three ows can

be observed in Figures 8.29, 8.30 and 8.31. Once congestibetécted (indicated by high
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End-to-end Delay for flow 21-15
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Figure 8.30:E2E Delay for ow 2 with relays. Relays on ow 2 between nodes 21 and 15.
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Figure 8.31:E2E Delay for ow 3 with relays. Relays on ow 3 between nodes 18 and 10.
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Figure 8.32:E2E Throughput for ow 1 . Throughput on ow 1 between nodes 8 and 24.

spikes), the relay nodes pick up the traf ¢ and thus reroliéettaf ¢ to eliminate congestion.
This shows in the gures with the decrease in the end-to-exidyc.

We also calculated the throughput of each ow measured ik@@alelivered per second,
as shown in Figures 8.32, 8.33, and 8.34. Remember that eaclis injecting 10 packets
per second, so this value is our upper limit and that congesgiinjected at time 5s. From the
three graphs we can observe the increase in packet delieéoyeband after the use of relays
and rerouting. It is interesting to note the high throughgeiivery at times when the ow
is dominating and relays were not being used. For exampleigare 8.34 we can observe
the high throughput delivery at= 25s, which coincides with Figure 8.28 at the same time.

When relays were used, this is also corroborated.
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Figure 8.33:E2E Throughput for ow 2 . Throughput on ow 2 between nodes 21 and 15.
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Chapter 9

Conclusions and Future Work

This work provides a congestion study and a solution to theyreode placement in a net-
work of wireless devices. We also study the related work usgteilar environments and we
found that no one has approached this problem with an on-dém@tocol to identify local-
ized congestion zones and temporarily relieve these regidth relay nodes. In our work we
adopt some metrics, but others were used as basic foundati@ur Expected Transmission
Delay. Our ETD metric is based on the work of De Couto's ETXgcsiwe believe that this
is one of the best approaches that we found in the literaturead the traf c and congestion
statistics in a localized, distributed manner. We use thesricy along with the drop count,
to identify the congestion regions so we can execute ourighgo. Finally, our algorithm
places a number of relays close to the minimum in the condestgon with the constraint
that no relay node that communicates with the underlyingzagt is placed within a distance
of r + , to avoid the introduction of more noise in an area alreadygested. Finally, we
believe that this work can be utilized in situations wherenediate action is required, such
as the rush hour in an ad hoc or cellular network; if the relagles are mobile, then they can
nd their placement using the GPS localization system ongas&te transporting mechanism;
however, whatever the situation, we believe that thereg®gisnarket that we can exploit.

Our results show that our combination of ETD oscillationedéibn and queue instability
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(drop rate) suf ces to identify congestion during an evetourst of traf c. We identify
the congested region in the order of hundreds of millisespddpending on the size of the
region, and the computational time to place the relay nogleggligible. We provide results
in the local region with the hop-by-hop delays as well as todg network with the end-
to-end delays. In both cases, we show signi cant improvetroéthe delay readings in the
nodes. Also, we show an increase in the throughput of thesepti, which is expected when
the end-to-end delivery improves. Finally, we comparedagorithm against the random
placement of nodes in the same congested region calculgtdteinodes and we showed
that in all the cases we beat random placement by using nieanytimes fewer relays than
random placement uses. In general, we showed results orolaetect congestion, how large
the congestion is, where should relay nodes be placed, hast imyprovement is obtained
(in terms of delivered packets per unit of time), and how m@aatgys need to be used.

In this work we have addressed the issue of how to deal witlyestion by placing relay
nodes in the network; however, it is important to investgadw our metrics can work with
different routing algorithms that consider other metrigstsas channel load, throughput, and
transmission delay. Another important line of researcthesdhannel assignment problem.
Relays must choose at some point what channels they mustduared answer questions
such as when do they switch their channel on their interfeaas if they do, how often. Just
as traf ¢ patterns are important in the decision of how toveaihe congestion problem, so
are both the routing metrics used and the channel assignieatefore, for future research
work it is fundamental to consider these aspects in ordesrtmdlate the initial settings of a
fully deployable platform that uses multiple interfacesiwireless network.

Another line of research is related to the placement of theyreodes. In our work, we
concentrate on placing relays at clusters where the traftees and exits the congested re-
gion. Then, we join those nodes with other clusters of retgysimply drawing straight lines.

The use of Voronoi diagrams as a placement mechanism iseneting line of research that
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could lead to the minimal use of relay nodes. Also, given aurent settings, the minimum
number of relay nodes used to cover a given region is a simpitaiolem to the generation
of Steiner Trees in the congested region, which is an NP-peoblem. We may pursue this
avenue in investigating the possible heuristics that maytitieed according to our settings
and determine if the time to compute the resulting locatiali®vs us to provide a viable
solution to the congestion problem.

In the detection of congestion, the incorporation of didtistatistical analysis tools for
the detection of congestion is another future work in pregr&Ve currently use the standard
deviation to detect the spread of the ETD metric values antues; however, we believe
that there is room for improvement in this regard.

Since we work with wireless networks, we may decide to reffexassumption of a static
network so our nodes become mobile. Mobility changes sigamtly the settings and as-
sumptions that we make, especially the validity of the lazeal statistics collected by the
nodes. In the future we might explore to what extent will nlibpaffect our work and ana-

lyze which of our current settings might still hold.
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Appendix A

Detailed Description of the Relay Node

Placement Algorithm

A.1 Finding the Congested Region: a messaging protocol

A.1.1 Generate Message

Algorithm 5 Generate Message
Input: Set of nodedN and set of congested nod€s
Output: None

1: forall i 2 N do
2:  ithead iid
3: idist O

4: end for

5. forall i 2 C do

6: M:head iid
7

8

9

M :dist 0
broadcastM
: end for

First we select thbeadnode of the region as well as determine the members of this con
gestion zone. We use a messaging protocol depicted in toetalgps Generate Message

andHandle Messagefor this purpose; both are an adaptation of the root selgginoce-

100



dure for the Spanning Tree Protocol in the IEEE 802.1 speatians for Ethernet. We use
this messaging scheme to associate those congested rangjriomdes together in the region,
which are distinguished by a node identi cation numbedeid. The message that they ini-
tially generate broadcasts their node id of the currentlgviim head and the hop distance to
that head: (headid, hop); note that we are implicitly assigrthat the node ids are unique. A
node receiving this message knows immediately that one diriéct neighbors is congested
and starts determining if the receiving node itself is alsogested, if it has not already done
so. The node reacts by comparing its currently seen headdithap distance, and it accepts

and updates the new passed information if:

1. The message head id is lower than the currently seen head id

2. If the head ids are tied but the hop distance is shorter.

These two checks ensure that the protocol terminates wighnode as the head broad-

casting messages and the rest of the nodes accepting tle@saddeir head.

A.1.2 Handle Message

Algorithm 6 Handle Message
Input: Set of congested nod€sand messagk
Output: None

1: if this:head > M:head then

2: thisthead M:head

3:  this:dist M:dist +1

4: end if

5. if 1 2 C OR this:dist < M:dist then
6: terminate

7. else

8 M:dist this:dist

9: broadcastM

10: end if
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The Handle Messagealgorithm provides the behavior of the node when it recetves
message. If a node accepts the information in the messagpdates its head id and hop
distance not before increasing the distance by one; thbmddcasts its new information to
all its neighbors. Should the node decide not to accept thesage information because it
knows another head with a smaller id or a shorter distanchisohtead, it just ignores the
message and broadcasts nothing. Now only the congested acel@llowed to broadcast
these congestion messages. If a non-congested node sasbomgestion message, it still
updates its information if it accepts it, but does not furg@pagate the message if the node
is not congested. This means that the non-congested nddelwihg to the congested region
as a non-congested node that belongs to the frontier of tfiermethese are thérontier
nodes This protocol is executed for a xed timestarting at the moment that the rst node
sent the rst message. The protocol for selecting the heatiefegion converges because
once the shortest node id of the region is found, it is just &enaf time before this id is
propagated to the entire region. At the end, only the heatefdgion will be broadcasting

its information.

A.1.3 Message Protocol problems

It is important to note that a messaging system like this magpduce even more load into an
already congested region. We are assuming here that thessages are treated esntrol
messagesor that they may receive a higher priority for handling. Bkes, the size of a
message of this type is on the order of hundreds of bytes,hwtan be quickly handled.
This is a tradeoff that we must make in order to learn distialy the characteristics of the
region that we try to x.

Once the head is selected and the nodes notice that the xexd tias expired, they send
their local load statistics to the head of the region andhriiseir participation in the protocol.

When the head receives all the information of the region,aymproceed to compute all the
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placement of the relay nodes and “patch” the region. Thiensdeady to invoke thRelay

Node P lacementalgorithm.

A.2 Detailed Relay Node Placement Algorithm and Rou-

tines

Algorithm 7 Relay Node Placement
Input: Region of congested nod€s
Output: None

1. R ;

2. CH ConvexHull(C)

3: forall nf 2 CH do
4. NC NonCongestedn;)
5. Re CoverRegionNC)
6: R RJ[ Re
7

8

9

. end for
: CL K-Means(R; Size(CH))
: while CL:size > 1do
10: cll  MinSizeCluster (CL)
11: cl2 Closestcll)
12:  CL:pop(cll)
13:  CL:pop(cl2)
14. Letrlandr2be the nearest relay nodesail andcl2
15:  cl3 CoverWithRelays(r1;r2)
16: cl3 cll+cl2+cl3
17:  CL:push(clI3)
18: end while
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Algorithm 8 CoverRegion

Input: Region of node$
Output: Set of relay nodeR that cover the region spanned by no&s
1: R ;
C CongestedS)
NC  NonCongestedS)
U NC
n C\S
(e1;&) Extrema(C;n)
ne Closesi(U;e)
if ne 6 ; then
Cover(ne)
end if
- ne Closest(U; &)
- if ne 6 ; then
Cover(ne)
- end if
- forall n; 2 U do
Cover(n;)
: end for
:p Centroid(R)
: TMP
- forall r; 2 Rdo
TMP  TMP [ CoverWithRelays(ri; p)
: end for
R TMP[ R
s return R

XN RN

NNNNNRRRRRERERR R
A WNRPOOWO®NODDU N WNEPERO
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Algorithm 9 Cover
Input: Noden, setU of uncovered nodes, congested no@Gegselay seiR
Output: None
1: N Neighborgqn)
X f ng
. Sort(N;n)
p Closestng Area(n)) : dist(p;n;) >r + 8n.2 C
cfori 1toSize(N) do
g Closestn;;n):dist(q;n;)>r + 8n,2C
if Coverdqq; X) then
X X [f ng
P q
else
break
end if
. end for
U U X
R RI[f pg

NI RN

e e ol =
ahrwN PO

Algorithm 10 CoverWithRelays

Input: End pointgpl, p2 and set of relay nodd?

Output: Minimal set of relay nodes S that evenly cover the line
(P1,p2).

1: S ;

2. d distance(pl; p2)

3: num d dist=RANGE e
4: if num =0 then

5. num 1
6
7
8
9

- end if

:sp  dist=num

:p pltsp

: while p <p2do
10: r  R:nearest(p)
11:  ifr = ; then

12: r new relay ap
13:  endif

14: S S+

15 p p+sp

16: end while

17: return S
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