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Abstract

As modernembeddedystemdbecomemore integrated
and comple, it is crucial to be able to representsystems
at multiple levels of abstiaction, so that the designspace
can be effectively explored by successiveefinementand
abstactions.In this paper we presenta formal verification
methodolgy and casestudiesfor property verification of
designgepresentedt differentabstactionlevels. Utilizing
Metropolis meta-mode(MMM), Y-chart Application Pro-
grammers Interface (YAPI), an automatictranslator and
the modelcheder SPIN,we verify propertiesfor both sys-
temlevel representationandrefinedrepresentations.

1 Intr oduction

Electronic productstoday demandhigh performance,
high integration, and a long list of features. As a conse-
guenceembeddeelectronicaarebecomingmorecomplex
anddifficult to design. To combatcomplexity andexplore
designspaceeffectively, it is necessaryo represensystems
atmultiple levels of abstraction.Initial functionandarchi-
tecturespecificationshouldbedoneathigh abstractiorev-
els,soasnotto biasunnecessarilyowardary particularim-
plementatiorj12](seeFigurel). Throughsuccessierefine-
mentsand abstractionsthe designspacecan be explored
effectively and the designdecisionscan be madeintelli-
gently. Synthesiqi.e. stepstakentoward implementation)
is appliedsystematicallyto transformthe specificatiorinto
manufcturedproducts.Synthesistepsmay includestruc-
tural transformationsywherethe designis partitioned,com-
posedpr otherwisealtered;formal refinementsywherepos-
sible behaiors of the designare formally refinedthrough
the useof constraintsor implementationannotations;and
mapping,wherefunctional specificatiomat a particularab-
stractionlevel is mappedo anarchitecturakpecificatiorat
a particularabstractionlevel. A formal groundingfor all
systemrepresentationand operationsis essentialfor the
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ability to performanalysis pptimization,andautomation.

Metropolis [4] designframavork enablesdesignerso
representand manipulatetheir designsat multiple levels
of abstractionand with multiple modelsof computation
(MoC). Centralto the frameawork is the Metropolis Meta-
Model (MMM) representation. Different high-level lan-
guagesmodelsof computationdesignconstraintsaswell
as specificationsof architectureplatforms can be repre-
sentedin MMM while retaining their correct semantics.
Constructsn MMM aredesignedo facilitatethe transfor
mationsandrefinementdetweendifferentabstractioriev-
els. Incorporatednto the Metropolisdesignenvironmentis
a setof backendtools, with which one cansimulate,syn-
thesize andverify the designat hand. A flow diagramfor
metropolisframework is shovn in Figure2. In Metropolis,
designsarespecifiedasnetworksof processewith commu-
nication specifiedby mediaand the overall behaior lim-
ited by the applicationof constraintsschedulingandmap-
ping. At the purely functionallevel, processeare uncon-
strainedand all interleaving are possible,aslong asthey
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satisfydatadependenciesA structuraltransformationfor-
mal refinementor mappingmay be appliedcorresponding
to asynthesisstep. A structuraltransformatiormay be ap-
plied wheremedia/processeare combinedor split. In this
case the propertyof the designmay not be presered. A
formal refinementmay be appliedwherea constraintor a
scheduleis definedto restrictthe possiblebehaiors of the
design. Somepropertiesof the design(e.g. safetyproper
ties) maybepreseredwhile others(e.g. livenesgproperty)
maynot. Mappingoccurswhenthefunctionalspecification
is mappedo thearchitecturakpecification.

Formal property verification can be very powerful for
catchingerrorsearly in the designprocess.Formal verifi-
cationtools, notablymodelcheclers([9, 2, 15]) have been
madeavailableto thedesignersThedesignergandescribe
theirdesignswith thegivenformallanguagendtheproper
tiesthey wantto checkin somelogic. If apropertyis found
to be falsefor the design,an errortraceis provided by the
modelcheclerto the designerso helpthemmodify the de-
sign or the property The stateexplosionproblemrestricts
the usefulnesof exhaustve proving to protocolsor other
higherlevels of abstraction Approximateverification(e.g.
thebitstatetechniquean option availablein SPIN[10]) al-
lows the modelcheclersto automaticallycheckthe prop-
erty with only a portion of the statespaceexplored. Obvi-
ously, the approximateverificationdoesnot prove thatthe
propertyholdsfor all conditions.Thetool providestheesti-
matedpercentagef this partialexploration(i.e. confidence
factor)andreportsa bugif oneis foundon the partial state
spacesearched.

One problemfor formal property verification is that a
verificationmodelneedgo bewritten, oftenmanually from
the specificationmodel. This tediousprocessnultiplies if
the designerswish to verify the propertiesof a designas

it goesthroughvariousabstraction/refinemerdperations.
Metropolis, with its formal semanticsallows full integra-
tion of formal verification tools [6]. Verification models
canbe automaticallygeneratedor all levels of the design
so the designersno longer have to manually re-describe
their designin a formal verificationlanguageasthe design
movesfrom high level of abstractiontoward implementa-
tion. The centralchallengen this approachs thatthe ver-
ification languagessuchas Promelausedby SPIN model
checler [9], allow only simple concurreng modelingand
arenot amenabléo the systemdesignspecificatiorwhere
complex synchronizationand architectureconstraintsare
needed.Our translatorautomaticallyconstructshe verifi-
cationmodelfrom thespecificatiormodel,takingcareof all
the systemlevel constructsThis paperextendsthe ground-
work laid down by [6] by defining translationalgorithms
for advancedconstructssuchas function inlining and dy-
namicobjects presentingacompleteverificationmethodol-
ogy, andcarryingout casestudieso demonstrateumerous
aspect®f theverificationsbeforeandaftersynthesisWhile
we focus on the verification methodologyfor Metropolis
designsthe sameapproachcanbe easily appliedto other
abstraction/refinememtesignframeavorks. Metropolisal-
lows differentModelsof Computation(MoC) to be chosen
whendescribinga design. Our methodologyconcentrates
on verificationat the higherlevels, so systemlevel designs
written in the formal MoC suchasthe popularY-chartAp-
plication Programmersinterface (YAPI) andits morere-
fined counterpart,Task TransitionLevel(TTL) model, are
goodcandidatedor our methodology[13, 7]. We perform
averificationcasestudyfor designausing YAPI library and
TTL library to demonstratéormal verificationof multiple
levelsof abstractiornin anindustrialsetting.

In the next section,we introducethe basic constructs
andsemanticof MMM anddiscussaspect®f thetransla-
tion from Metropolis Meta-Model,an object-orientedsys-
temspecificationanguageo Promelaa proceduraformal
software protocol format [3]. We review the basictrans-
lation mechanismalongwith the explanationof more ad-
vancedconceptssuchas functional inlining and dynamic
objects.Thedesigneneedgo work only atthesystemevel
(i.e. MMM). The constraintsalongwith the systemspeci-
ficationaretranslatecautomaticallyinto the SPIN erviron-
ment. In section3, we presentour verificationmethodol-
ogy andshown how verificationcanbe donealongwith the
synthesigproceduresin section4, we presentasestudies
of the propertyverification of system-l@el specifications.
Thefirst casestudywe useis a prototypicalscenaricof m-
producersn-consumeicommunicatinghrougha medium.
We shav how verification canbe donein the presenceof
constraintsand schedulersand how property verification
canbe performedbeforeand after the compositionproce-
dure. The secondcasestudy dealswith designsbasedon



YAPI andTTL modelsof computationn arealisticindus-
trial setting. Section5 concludesthe paperand gives our
futureresearchdirections.

2 MMM andPromela

In this section,we briefly review the syntacticand se-
mantic featuresof Metropolis Meta-Modeland Promela.
Despitethe similarity betweenthe two languagesMMM
containsmary system-lgel constructswhich needto be
translatedcarefully into semanticallyequivalentcodeseg-
mentsin Promela. A functioningtranslatorhasbeenbuilt
andits effectivenessasbeentested.

2.1 MMM Format

In Metropolis, systemsare representeds networks of
processeshat communicate¢hroughmedia[4]. The syn-
tax of MMM s similar to Java but includesmary system
level extensions.A procesds an active objectand always
definesa function called thread as the top-level function
whereits behaior is specified.A communicatiormedium
implementsa setof functionswhich aregroupednto inter-
faces Processesonnecto mediathroughports Eachport
hasatype,which mustbe aninterfaceimplementedy the
mediumto which the portis connected.

Processesinconcurrentlyeachatits own pace.Therel-
ative speecbf processemayarbitrarily changeatary time,
unlessthey synchronizewith eachotherusingthe synchro-
nization primitive (await statement),or someconstaints
areplacedon systemexecutions. The await statementan
be usedto make a procesawait until someconditionshold
andestablistcritical sectionsthat guaranteenutual exclu-
sion amongdifferent processes.To limit the behaior of
processesa designercanalso put high-level LTL (Linear
TemporallLogic) [14] or LOC (Logic of Constraints)[5]
constrainton the systemspecificationwithout giving ary
specific schedulingalgorithm, and leave the implementa-
tion to thelower-level abstraction.

A schedulers aspecialobjectof MMM thatcanbeused
to implementuserdefinedschedulingalgorithmsto control
thecoordinationof a setof processes anMMM network.
Schedulergonnectto theseprocesseshroughstatemedia
a specialtype of media. Unlike processesschedulersare
not active objects,which meanghatthey implementfunc-
tionsthatarecalledwhenever schedulingneedgo bedone,
but don't have their own runningthreads.With a properly
designedschedulertherunningprocessearesynchronized
in a particularway (e.g. round-robinor priority-based)to
satisfy the constraints. We are currently working on the
translationof otherarchitecturaplatformconstructsvithin
MMM, suchas the conceptof architecturalservicesand

process P1{

active proctype P1_thread()}{
void thread(){

B P1_methodl()
method1(); -

}
void method1() { inline P1_method1(){

}} }

MMM Design

Promela Translation with Funcation Inlining

chan sP1_method1 = [0] of {bool};
active proctype P1_thread(){

sP1_method1 ! invoking_message;
/ sP1_method1 ? notification;

}

Function
Call

Function
Return

active proctype P1_method1(){
do
:: sP1_method1l ? invoking_message;

sP1_method1 ! notification;
od;

Promela Translation without Inlining

Figure 3. Translations of MMM Functions.

guantitymanagersTheir operationsandsemanticareout-
sidethe scopeof this paper

2.2 SPIN and Promela

In SPIN [9, 1], the protocol designsare specifiedby
Promela,a C-style procedurallanguagewith a few proto-
col level extensions. The basicconcurrentexecutionunits
areprocessesyhicharedefinedwith thekeyword proctype
A communicatiorconstructchanne| is usedto implement
both synchronousand asynchronousnessageassingbe-
tweenprocessegwith receiveoperator? andsendoperator
). The processesnay alsoexchangeinformationthrough
global variables. A useful Promelaprimitive is atomig
whereonly oneamonggall theatomicblockscanbeexecuted
at ary giventime. To avoid deadlock,Promelas atomic
statementsare not blockable(e.g. it cannot wait on an
emptychannel).MMM allows a more complex communi-
cationschemewhich will be explainedlaterin this section.
To reducethe the usageof CPU time and memoryspace
during verification, SPIN also provides several optionsfor
memoryreduction(e.g. partial order reduction[11] and
graphencoding[9]) andapproximateverification(e.g. bit-
state[10] andhash-compadtl6]).



2.3 Translation from MMM to Promela

To formally verify an MMM design with SPIN, the
MMM specificationneedsto be translatedo Promelade-
scription. The main constructsof MMM are processes,
media, interfaces,schedulersand await statements.Each
memberfunctionof anMMM processor mediumis trans-
lated to an active Promelaprocessand a function call in
MMM is translatedasinvoking an executionof the corre-
spondingPromelaprocessTheinvocationis accomplished
throughsynchronousnessagassingusing a rendezwous
channel.If we have a processcalled P1 andit hasa mem-
berfunctioncalledmethodl(), whichis invokedin thepro-
cesg(seeFigure3d), thefunctionmethodl() is translatedo
anactive processP1_methodl andtheinvocationis imple-
mentedas messagepassingthrougha rendezwuschannel
(sP1_methodl). To reducethe overall compleity of the
verification, we provide a compilationoption that inlines
all the functionsinto the processthat calls them directly
or indirectly. To performfunctionalinlining, the function
P1_methodl() is declaredusingthe keyword inline. The
translatorsimply pastests translateccodeinto the point of
theinvocationin the calling procesgseeFigure3). No pro-
cessor channelis neededor sucha function. In the situ-
ation of multiple level function calls, all the functionsare
inlined recursvely sothatoneMMM processcorresponds
to only one Promelaprocess. Thus the total numberof
Promelaprocessesanbe shrunk,which reducesheinher
entcompleity of the Promelaprogramaccordingly With
functionalinlining, the verificationbecomesnuchmoreef-
ficientregardingbothtime andmemoryusage.To translate
an await statementthe Promelaconstructssuchasatomig
repetitiondo-odandcaseselectionif-fi areutilized to guar
anteethe exact semanticequialence. Other MMM con-
structsaretranslatedo Promelasimilarly [6].

Anotherinterestingaspecof MMM is the dynamicob-
ject (i.e. the referencetype). For example, an array is
a referencetype in MMM, and its memory spacecould
be allocatedand changeddynamically at runtime. How-
ever, mostmodel checlers (including SPIN) only support
static memoryallocation,i.e. arrayshave to be declared
explicitly at designtime. To solve the problem,we have
to put somerestrictionson the MMM codeat hand. All
thereferencaypeshave to be declaredexplicitly onceand
only once, so that they can be translatedto Promelaas
static objects. If we have an array declarationin MMM,
“int]] a = new int[12];", it canbetranslatedo Promela
asastaticarray“int a[12];". After thearraya is declared
in MMM, its referencecannotbe changecarny more. If the
dimensionof the MMM arrayis dynamic,e.g. “int[] a =
new int [n];” wheren is avariable,it is alsotranslatedo
Promelaasastaticarray“int afARRAY M AX];", where
ARRAY _M AX is aconstantsetby the designerat com-
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pilation time. It is up to the designerto guaranteethat
ARRAY _M AX is alwayslargerthanor equalto the maxi-
mumyvalueof n. Otherdynamicobjectssuchasclasstypes
in MMM are similarly translatedto static dataobjectsof
Promela.

3 Formal Verification Methodology

By using an automatictranslationprocedureto gener
ateverificationmodelfrom systemspecificatiormodel,we
allow designergto perform verification at differentlevels
of abstractionas a designgoesthroughvarioussynthesis
stepswithout the tediousand error-pronestepof manually
re-writing the design. Furthermorethe verificationcanbe
usedto drive the refinementandtransformatiorof system
representation,e. thesynthesigprocedure.

SPIN providestwo powerful waysto specify properties
of a design: Assertionand Linear TemporalLogic (LTL)
[8, 14]. Assertionis an annotationconstructin Promela
usedto “assert”that a particularcondition (e.g. space>3)
musthold. Assertionwritten with variablesin MMM can
be easilytranslatednto Promelasggmentandinsertedinto
the translatedPromelacode. The LTL formulasare con-
structedusingterms,classicalbooleanoperatorsuchas—
(not), v (or), A (and),— (imply), andthe temporalopera-
tors (always),$ (eventually)andU (stronguntil). Terms
areBooleanconditionsonvariablesor processtatesthere-
fore LTL is strictly moreexpressve thanAssertionproper
ties. Without lossof generalitywe will only dealwith LTL
formulasfor therestof the presentation.

Our verificationmethodologyis illustratedin Figure4.
The MMM descriptionis automatically translatedinto
PromeladescriptionandpropertiesarechecledusingSPIN



model checler. The designermay performary synthesis
step(e.g. composition,decompositionconstraintaddition,
scheduleassignmentindanew Promelacodecanbeauto-
maticallygeneratedor verifying theproperty If it doesnot
pass,the error tracemay be usedto help designerdigure
out whetherthe designneedsto be altered. If the verifica-
tion sessiorrunstoo long, approximateverificationcanbe
usedto explore a subsetof the statespaceand reportthe
probability thatthe propertywill pass.Obviously, a partial
explorationcannot prove thata propertyholds. However,
it is our experiencethata lot of “easy” bugscanbe found
within arelatively smallamountof time andmemoryusage
andif a SPIN verification sessioncontinuesto run after a
long time, it is highly likely that the propertywill eventu-
ally pass.

The same methodology can also be used for a
verification-driven synthesiamethodology If the property
doesnotpasgheverification,anerrortraceis generateend
examined.Basedontheerrortrace theoriginal designmay
be incorrect,or refinementmay be appliedto the original
specificatiorfor it to have thedesiredproperty At a higher
level of abstractiongonstraintsnaybeusedto constrairthe
behavior sothe propertymay pass.At alower level of ab-
straction,schedulersvhich coordinatethe interactingpro-
cessesnay be usedto achieve the sameresult. Subsequent
synthesistepsmaythenactuallyimplementthe schedulers
ona particularplatform.

4 Formal Verification CaseStudies

Thefirst setof casestudiesconsidera prototypicalnet-
work of m producersand n consumerscommunicating
througha singlemedium(seeFigure5). The producerge-
ceiveinputsfrom theervironment,procesghe datain some
way, andthenoutputit to a mediumof a singlespace.The
consumerseadin informationfrom thatmedium,process
it, andthenoutputto the ervironment. It is possiblefor all
producersandconsumerso executeconcurrently We ver-
ify propertief thedesignbeforeandaftersynthesisteps.
The secondsetof casestudiesinvolvespropertychecking
of systemslesignedising YAPI modelof computatiorand
its morerefined, TTL, counterpart.

4.1 \Verification of data integrity

Given the networks of consumersand producerswith
onemedium(sed-igure5), we wantto checkthe property:

“Whenever a producerwrites an iteminto the medium,
there mustbe somespacein the mediund.

The propertycanbe expresse@s:

O ((PywriteV ...V Py, _write) - Mj_notfull) (1)

. N
Environment

Figure 5. Example of a bytelink meta-model.

We verify the casewith m = 2 andn = 1, which has102
linesof MMM sourcecodeand1305linesof Promelacode
after translation. The propertyis proven by SPIN within
one minute on our 1.5GHz Athlon machinewith 1GByte
of memory The samesetupis usedfor all casestudiesin
this paper The detailedresourceusageof this verification
is listedin Table 1, wherethe statesgeneratearethe total
numberof uniqueglobalsystemstateghatarestoredby the
verificationalgorithm.

Table 1. Summary of verification of propertyl

Depthreached 180457
Stategyenerated 439274
Statetransitions  2.07419e+06
Memoryused 95.118MB

CPUtimeelapsed 13.31s

Anotherpropertywe wantto checkis:

“When a consumemwantsto read and there is no data
in the mediumand none of the produces has startedto
write, the consumercannotfinish readinguntil somepro-
ducerstartsto write”

In LTL, this propertyis expresseds:

O((Cy-start A My _emptyA
- (Py_start V ...V Py, _start)) —
(- Cpend)U (P _start V ...V Pp,_start))) (2)

wherez € [1,n], and start indicatesthe condition when
a consumeinitiatesa readoperationandwhena producer
initiatesawrite operatiorandendindicatesvhenthey com-
pletethe operations.We verify the casewith m = 2 andn
= 1. Thepropertyis verified by SPINwithin oneminuteof
CPU time on the samemachine. All relevant verification
parametergarelistedin Table2.

Finally, we wantthefollowing property:

“If theconsumesare ableto keepreadingdatafromthe
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Figure 6. Verification error trace produced by
SPIN. The number s indicate the verification
steps and arrows indicate comm unications
between processes through channels.

mediumthenwheneer a producerinitiates a write, it will
eventuallycompletethe write”.
In LTL, the propertycanbe expresseas:

OQ(Crread V ...V Cpread) —
O(Py-start — Py -end) (3)

However, for the casewherem = 2 andn = 1, SPINreports
thatthe propertydoesnot hold. From the error trace(see
Figure6), we canseethatthereis the possibility of stana-
tion. It is possiblefor P, to keepaccessinghe medium,
which prevents P, from ever beingableto write, andvice
versa.

Table 2. Summary of verification of property 2

Depthreached 589790
Stategyenerated 1.65642e+06
Statetransitions  6.34532e+06
Memoryused 317.251MB

(Partial OrderReduction)
CPUtimeelapsed 43.79s

4.2 Constraints and Schedulers

In MMM specificationLTL or LOC constraintanbe
usedto limit the possiblebehaior of a design. However,
downstreamsynthesisproceduremust guaranteethat the

P1_writeByte() P1_thread()

’ mem
(1)

(b)

Figure 7. Example of a refinement.

constraintarecorrectlyimplementedIf we wantthe prop-
erty 3, with m=2, n=1, andx=1, to hold, we may put the
following constraininto MMM design:

P, startA P,_start— - P,_endU P; _end (4)

The constraintis “translated” into SPIN ervironmentas
the left-hand-sideof an implication. Property3 shouldbe
provenonly for the caseswherethe constraintis satisfied.
In otherword, we prove the property:

Constaint(4) — Property(3) (5)

Property5 is proven by SPIN within one minute of CPU
time.

On the lower level of abstraction,constraint4 can be
implementedasa schedulethat hasa static-prioritypolicy
with P; having higherpriority. We useSPINto prove that
property3 holdsin the presenc®f sucha schedulerin ad-
dition, if we assignP, to have higherpriority, the property
fails. Anotherschedulingpolicy thatcanbe provento allow
property3 to hold is theroundrobin schedulingwherethe
producergake turnsaccessinghe medium.

4.3 Transformation and Refinement

Of course systemevel synthesigproceduresnaynotal-
waysbe drivenby theresultof functionalverification. For
example,communicatiomediamaybecombinedo reduce
the cost. MMM canbe usedto formally representhe de-
sign beforeand after a particularsynthesisstep. Consider
the examplein Figure?. In (a), m single-spacenediaare



Table 3. Summary of verification for formula 9

Regular Inlining
Depthreached 13224645 1112111
Stategyenerated 7.27328e+07 1.49894e+07
Statetransitions  9.40072e+08 6.6521e+07
MemoryUsed 464.541IMB  101.626
(Graphencoding)
CPUtime 9h:44m:48s 31m:54s

usedandproducerconsumedatastreamsarerunninginde-
pendentlylt is trivial to verify that

O (C,_start A M, _emptyA - P,_start— - C,_endU P, _start)
(6)
wherez € [1,m].

Now, let's consider(b) where only one single-space
mediumis used.It is derivedfrom (a) througha structural
compositionwith which the following property (which is
derivedfrom property6) is not guaranteedo hold.

O (C,_start A M1 _emptyA — P, _start— — C,_endU P, _start)

(7)
Indeed SPINverifiesthatthe property7 doesnothold. The
errortraceshaws thatfor the propertyto hold, a constraint
mustbe addedsuchthat streamsof datado not mix (i.e. if
P, write, thenno consumercanreaduntil C,, read):

O ( P,-write — /\ (= Cy.readU C, read)) ~ (8)
y#w

With theseconstraintsthe propertymay be verified by
SPINusingtheLTL property:

Constaint( 8) — Property(7) (9)

We verify the designwith m = 2, which has113 lines of
MMM sourcecode and 836 lines of Promelacode after
translation.Theverificationcompletesvithout error. How-
ever, dueto the increaseof compleity, it takesmorethan
9 hourson the 1.5GHzAthlon machine.If we useinlining
translation(sesection2.2), the compleity canbe largely
reducedandonly about30 minutesareneededo complete
the exhaustie verification. Table 3 lists the detailedre-
sourceusageof thesetwo verifications.Fromthetable,we
can seethat the total statestorageof the inlining transla-
tion is muchsmallerthantheoriginal one,which savesboth
memoryandtime usagdor theverification. Thisis because
theinlining translationusesnuchsimplerdatastructurego
capturghesynchronizatiofetweerMMM constructsThe
improvementn efficiency comesata costthatdehuggingis
now moredifficult.

YAPI Channel

YapiChannel

! Refine:.

TTL2yapi @

RdWrThreshold

Figure 8. YAPI Channel and TTL Channel.

We have alsorun a verificationsessionwith a dynamic
schedulerof the following form: “if P, writes, thenno
consumercan consumeuntil C, does”. As expected,
the property passwith similar complexity measurements.
Through experimentation,we have found that no round-
robin schedulingnor ary staticpriority real-timescheduler
allow the propertyto pass.

4.4 YAPI and TTL

Y-chart Application Programmes Interface (YAPI) is
a popularmodel of computationfor designingsignal pro-
cessingsystems. It is basicallya Kahn processnetwork
extendedwith the ability to non-deterministicallyselectan
input port to consumeandan outputport to produce[13].
Within Metropolis, a library ervironmentis set up such
that any YAPI designcan be written using constructsin
the Metropolislibrary. Centralto YAPI MoC is the defini-
tion of communicatiorchannelandits refinemeninto Task
TransitionLevel (TTL) [7]. Figure 8 shows how a YAPI
channels refinedto aTTL channel A YAPI channeimod-
els an unbounded-irst-In-First-Out(FIFO) buffer, similar
to Kahn processetwork. Asynchronouslywriter process
writes the datainto oneendof the channelandreademro-
cessreadsthe datafrom the otherend of the channel. At
thelowerlevel (TTL), the channels modeledoy abounded
FIFO buffer. The mutualexclusionandboundarychecking
of the bounded~IFO buffer is guaranteedby a centralpro-
tocol. As Figure8 shaws, the TTL channelhasa bounded
FIFO(Boundedko) whosesize canbe setat designtime,
and a control mediumRdWrTheshold which enforcesa
protocolto guaranteeorrectlywriting to andreadingfrom
the FIFO buffer. To testthe YAPI channelandits TTL re-
finement,we usea writer procesdDataGen to write a se-
ries of datainto the channelanda readerprocessgun) to
readthe datafrom it. One propertywe wantto checkis



thatthereshouldbe no deadlocksituationwithin the chan-
nel,i.e. oncethewriter startswriting datainto the channel,
it will finish writing eventually This propertycanbe ex-

pressedsanLTL formula:

O (datagen_start — ({ datagen_finish)) (10)
This propertyis verified on the YAPI level with exhaustve
verificationin 9 hourswith the inlining translation. The
relevantverificationparameterarelistedin Table4.

Table 4. Summary of verification for YAPI

channel

MMM sourcecode 199lines

Promelacode 326lines
Depthreached 19195
Stategyenerated  4.48827e+07
Statetransitions 6.97818e+07
Memoryused 507.469MB

(Partial OrderReduction)
CPUtimeelapsed 8h:41m:3s

We thenproceedto verify the TTL channelasit is ex-
actly describedin [13]. Unexpectedly the deadlock-free
propertydoesnt hold. In lessthan1 minutesof CPUtime,
the verificationfails. After the analysisof the error trace
(which is similar to Figure 6), a bug is locatedin the pro-
tocol part of the channelRdWrTheshold in [13]. After
correction(addingone statemento allow the writer to be
awaken explicitly), we re-runthe verificationwith the ex-
isting setup(1.5GHzAtholon and1GB memory). The ver-
ification could not be finishedevenafterit ranfor 40 hours
andusedup the 1GB memory Therefinemenprocesshas
causedhechanneto becomemuchmorecomple(protocol
controlis added).Therefore we usethe approximateveri-
fication,i.e. the bitstatetechnique10], to verify the prop-
ertyonthe TTL channelandreceve the approximatecov-
erageof atleast98%. All relevantverificationparameters
arelistedin Tableb.

SPIN model checler also provides its own particular
mechanisnto detectdeadlocks.In Promela,designersan
explicitly setexpectedend statesand let SPIN searchthe
unreachablendstateshatarecausedy deadlocksIn our
study we detectdeadlockausinganLTL formula, whichis
functionallyequivalentto theendstatesearchput workson
the systemsourcecode(MMM) ratherthanPromela.Our
deadlockcasestudyis consistentvith the ideathatthe de-
signersshouldwork at the systemlevel specificationlan-
guage(MMM) as much as possibleso as not to entangle
themselesin detailedimplementationsr thedetailsof the

Table 5. Summar y of approximate verification
for TTL channel

MMM sourcecode 720lines
Promelacode 2158lines
Depthreached 43149
Stategyenerated 1.00611e+08
Statetransitions 1.55842e+08
Totalmemoryused 728.472MB

(Partial OrderReduction)
Approx.coverage > 98%
CPUtimeelapsed 3h:30m:50s

theverificationmodel(i.e. Promela).An automaticransla-
tor from MMM to Promelaaswell asthe backannotation
proceduresireusedto bridgethegapbetweerthespecifica-
tion modelusedby thedesignerandtheverificationmodel
thatis preferredby thedevelopersof thegeneraformal ver-

ification tools.

5 Conclusionand Futur e Dir ections

In this paper we presenta verificationmethodologyfor
systemlevel designs. This methodologyis uniquein that
it is ableto operateat differentlevels of abstraction.Inte-
gral to the methodologyis a semanticallycorrecttranslator
from a systemlevel languageMetropolisMeta-Model to a
softwareverificationlanguagePromela.Casestudieshave
beenperformedo shawv the powerof suchanapproactboth
in termsof propertyverificationdriving synthesisandfor-
mal verificationof designdeforeandaftera synthesistep.

We are currently working on integrating more system
level constructsinto the translatoy including mapping of
functional specificationto architecturalservices. We are
alsoworking on the formal verification of platform archi-
tectures,wherethe propertiesof a platform, asopposeto
the propertiesof the design,will be verified. This will en-
ablethe formal understandinganalysisandverificationof
the systemdesignfrom high-level specificatiorall the way
down to low-level implementation.
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