CS122A: Embedded System Design

Administrative matter

* Homework #5
— Due Thursday 11/21

» Guest lecture on Tuesday

— Susan/Jason present their research activities in embedded
system design
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Reliability and Fault Tolerance

« Goa
— Tounderstand the factors which affect the reliability of asystem and
how software design faults can be tolerated.
* Topics
— Reliability, faillureand faults
— Failure modes
— Fault prevention and fault tolerance
— N-Version programming
Software dynamic redundancy
— Therecovery block approach to software fault tolerance
— A comparison between n-version programming and recovery blocks
— Dynamicredundancy and exceptions
— Sdfety, reliability and dependability
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Reliability, Failure and Faults

« Reliability

— ameasure whether it conforms to some specification of its behaviour
* Failure

— asystem deviates from that which is specified for it

— result from unexpected problemsinternal to the system

— eventually manifest themselves in the system's external behaviour
« Faults

— mechanical or algorithmic causefor errors

« Systems are composed of components
— >failure -> fault > error -> failure -> fault -> error->
failure -> fault -> error ->
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Characteristics of aRTS

¢ Largeand complex

» Concurrent control of separate system components
« Facilities to interact with special purpose hardware
¢ Guaranteed response times

« Extremerdiability

« Efficient implementation
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Scope

Four sources of faults which can result in system failure:
« Inadequate specification
« Design errorsin software

 Processor failure
« Interference on the communication subsystem
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Fault Types

» Transient fault
— dtartsat aparticular time, remains for some period, and then disappears
— E.g. hardware componentswhich react to radioactivity
— Many faultsin communication systems are transient
» Permanent faults
— remain in the system until they are repaired
— eg., abroken wire or asoftware design error.
« Intermittent faults
— transient faultsthat occur fromtimeto time
— E.g. ahardware component that is heat sensitive,
« it works for atime, stops working, cools down and then starts to work again
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Failure Modes

Fallure mode

T|m|ng domaln Arbltrary

Value domain
/ \ / \\‘(Falluncontrolled)

Constraint  Value Early  Omission

AN

Fail silent Fail stop Fail controlled
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Fault Prevention

« Two stages:
— fault avoidance
— fault removal
« Fault avoidance limitsfaults during system construction by:
— use of the most reliable components
— use of thoroughly-refined techniquesfor interconnection
— packaging the hardware to screen out expected forms of interference.
— rigorous, if not formal, specification of requirements
— useof proven design methodologies
— useof languages with facilities for dataabstraction and modul arity
— use of software engineering environments to help manipulate software
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Failure of Fault Prevention Approach

« Fault will happen!!!
— Inspiteof al the testing and verification techniques

« Thefault prevention approach will be inadequent when
— thefrequency or duration of repair times are unacceptable
— thesystemisinaccessiblefor maintenance and repair activities

« An extreme example of thelatter
— crewless spacecraft Voyager

« Alternative isFault Tolerance
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Approachesto Achieving Reliable Systems

¢ Fault prevention

— attemptsto eliminate any possibility of faults creepinginto a
system before it goes operational

¢ Fault tolerance

— enables asystem to continue functioning evenin the
presence of faults

« Both approaches attempt to produces systems which
have well-defined failure modes
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Fault Removal

 In spite of fault avoidance, design errorsin both
hardware and software components will exist
 Fault removal:
— procedures for finding and removing the causes of errors
« eg. design reviews, program verification
« System testing can never be exhaustive and remove all
faults
— A test can only show the presence of faults, not their absence
— Itissometimesimpossible to test under realistic conditions
— Itisdifficult to guarantee that the simulation is accurate
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Levels of Fault Tolerance

* Full Fault Tolerance

— the system continues to operate in the presence of faults

— with no significant loss of functionality or performance

— foralimited period
¢ Graceful Degradation (fail soft)

— the system continues to operate in the presence of errors

— accepting apartial degradation of functionality or performance

— for alimited period for recovery or repair
* Fail Safe—

— the system maintainsitsintegrity while accepting atemporary halt
« Thelevel of fault tolerance required depends on the application
* Most safety critical systemsrequire full fault tolerance,

— however in practice many settle for graceful degradation
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Graceful Degradationin an ATC System

Full functionality within
required responsetimes

Minimum functionality Emergency functionality to
required to maintain basic provide separation between
air traffic control aircraft only

Adjacent facility backup: used in the advent
of acatastrophicfailure, e.g. earthquake
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Redundancy

« All fault-tolerant techniques rely on extra elements introduced
into the system to detect & recover from faults

« Components are redundant
— they are not required in aperfect system

« Often called protective redundancy

* Aim
— minimize redundancy while maximizing reliability
— subject to the cost and size constraints of the system

« The added componentsincrease the complexity of the system
— Thisitself can lead to lessreliable systems

— E.g,, first launch of the space shuttle failed due to synchronization with
redundant module

* Separate out the fault-tolerant components from the system
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Hardware Fault Tolerance

« Two types of redundancy :
— dtatic (or masking)
— dynamic
o Static
— redundant components are used inside system to hide the effects of faults;
— eg. Triple Modular Redundancy
¢ TMR
— 3identical subcomponentsand majority voting circuits;
— theoutputs are compared
— if one differs from the other two that output is masked out
¢ Assumesthe fault is not common
— Notdesignerror
— transient or due to component deterioration
« To mask faults from more than one component requiresNMR
15
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Hardware Fault Tolerance (Cont.)

* Dynamic redundancy

— supplied inside a component which indicates that the output
isinerror

— provides an error detection facility
— recovery must be provided by another component
— E.g. communications checksums and memory parity bits
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Software Fault Tolerance

» Used for detecting design errors
o Static

— N-Version programming
» Dynamic

— Detection and Recovery

— Recovery blocks
« backward error recovery

— Exceptions
« forwarderror recovery
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N-Version Programming

* Designdiversity

¢ Theindependent generation of N (N > 2) functionally
equivalent programs from the same initial specification

« Nointeractions between groups

« The programs execute concurrently with the same inputs

* Their results are compared by adriver process

¢ Theresults (VOTES) should be identical

o if different

— the consensus result is taken to be correct
* assuming there is one
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N-Version Programming

status

19
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Consistent Comparison Problem
T1 T2 T3
Each version will
produce a differen|
no but correct result
yes yes
no
yes Evenif useinexact
comparisontechniques|
V2 v V3 the problem occurs:
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Software Dynamic Redundancy

Four phases
< error detection
— no fault tolerance scheme can be used ntil the associated error is detected
« damage confinement and assessment
— towhat extent has the system been corrupted?
— Thedelay between afault occurring and the detection of the error means
erroneous information could have spread throughout the system
* error recovery
— techniques should aim to transform the corrupted system into astate
from which it can continue its normal operation
« fault treatment and continued service
— anerror isasymptom of afault
— athough damage repaired, the fault may till exist

23
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Vote Comparison

* To what extent can votes be compared?
» Text or integer arithmetic will produce identical results
* Real numbers => different values
¢ More than one result may be correct
— E.g. Square root
« Need inexact voting techniques
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N-version programming depends on

« Initia specification
— Most software faults stem from inadequate specification
— A specification error will manifestitself inall N versions

* Independence of effort
— Experiments produce conflicting results
— Wherepart of aspecificationiscomplex,
« thisleadsto alack of understanding of the requirements.
* Adequate budget
— The predominant cost is software
— A 3-version system will
« triple the budget requirement
« cause problems of maintenance.

— Would amore reliable system be produced if the resources

wereinstead used to produce asingle version? 22
CS122A: Embedded SystemDesign, Fall 01

Error Detection

¢ Environmental detection

— hardware

« eg.llega instruction
- O.9RTS

« null pointer
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Error Detection (Cont.)

« Application detection

— Replicationchecks
 N-versionprogramming

— Timing checks
« Watchdogtimer

— Reversal checks
* Square root function: square the result to check

— Coding checks
« checksum

— Reasonableness checks
 Range checking

— Structural checks
* oounts

— Dynamic reasonableness check
* causality

25
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Error Recovery

« Two approaches:
— forward
— backward
« Forward error recovery
— continuesfrom an erroneous state by making sel ective corrections
— Thisincludes making safe the controlled environment
« which may be hazardous or damaged because of the failure
— system specific
— depends on accurate predictions of the location and cause of errors
— Examples: redundant pointersin data structures

27
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The Domino Effect

« With concurrent processes that interact with each other, BERis
more complex

Py Py
If the error is detected in R,
P1 rollback to R13 IPC,

If the error isdetected in
P22 IPC, ﬁ;’z—h

(P
i 1
8
Execution time

Terror &_l A o
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Damage Confinement and Assessment

« Concerned with structuring the system so as to minimise the
damage caused by afaulty component
— Firewalling

* Modular decomposition
— provides static damage confinement
— dlowsdatato flow through well-define pathways

* Atomic actions
— E.g.if started, must be able to complete
— E.g. only one process access memory at atime
— provides dynamic damage confinement
— they are used to move the system from one consistent state to aother
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Backward Error Recovery (BER)

» Relieson restoring the system to a previous safe state
— Then executing an aternative section of the program
« This has the same functionality but
— usesadifferent algorithm (c.f. N-Version Programming)
* Recovery point
— The point to which aprocessis restored
« checkpointing (saving appropriate system state)
— theact of establishing it istermed
« Advantage
— the erroneous state s cleared
— it does not rely on finding the location or cause of the fault
 recover from unanticipated faults including design errors
« Disadvantage
— Cannot undo errorsin the environment
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Fault Treatment and Continued Service

¢ ER returned the system to an error-free state;
— however, the error may recur
— thefinal phase of F.T. isto eradicate the fault from the system
* The automatic treatment of faults is difficult
* Some systems assume al faults are transient
— othersthat error recovery techniques can cope with recurring faults

« Fault treatment can be divided into 2 stages:
— faultlocation

— system repair
 Error detection techniques can help to trace the fault
— The component can be replaced
* In non-stop applications
— itwill be necessary to modify the program whileit isexecuting!
30
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The Recovery Block approach to FT

« Attheentrance to ablock is anautomatic recovery point
« At the exitan acceptance test
* Acceptance test
— used to test that the system isin acceptable state after execution
— If theacceptancetest fails,
« the program is restored to the recovery point at the beginning of the block
« an dternative module is executed
« If thealternative module also failsthe acceptance test
— theprogram isrestored to the recovery point
— yet another moduleis executed, and so on
« If all modulesfail then the block fails

31
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Recovery Block Mechanism

Restore

Recovery

Point

Fail
Establish Execute b i
—® Recovery Next Acceptance Recover
Point Alternative \Ts/ Point
o

Fail Recovery Block

33
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Nested Recovery Blocks

ensur e roundi ng_err_has_accept abl e_t ol erance

by
ensure sensibl e_val ue
by
Explicit Kutta Method
el se by
Predictor-Corrector K step Method
el se error
el se by
ensure sensibl e_val ue
by
Inplicit Kutta Method
el se by
Variabl e Order K-Step Method
el se error

el se error 35

CS122A: Embedded SystemDesign, Fall 01

11/14/2002

Recovery Block Syntax

ensure <acceptance test>
by

<primary nodul e>
el se by

<al ternative modul e>
el se by

<al ternative nodul e>

el se by
<al ternative nmodul e>
el se error
* Recovery blocks can be nested

« |If all alternatives in a nested recovery block fail,
— theouter level recovery point will be restored

— an dternative module to that block executed 32
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Example: Solution to Differential Equation

ensur e Roundi ng_err_has_accept abl e_t ol erance
by
Explicit Kutta Method
el se by
Implicit Kutta Method
el se error

« Explicit KuttaMethod

— fast but inaccurate when equations are stiff
* Implicit KuttaMethod

— moreexpensive but can deal with stiff equations
* Theabovewill copewith all equations

« Itwill also potentially tolerate design errorsin the Explicit
KuttaMethod if the acceptance test is flexible enough
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The Acceptance Test

* Acceptance test

— providesthe error detection mechanism

— enablestheredundancy inthe system
There is a trade-off between

— providing comprehensive acceptance tests and

— keeping overhead to aminimum, so fault-free execution is
not affected

* Note that the term used is acceptance not correctness
— thisallows acomponent to provide adegraded service
« Error detection techniques can be used
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N-Version Programming vs Recovery Blocks Dynamic Redundancy and Exceptions
+ Static (NV) versusdynamic redundancy (RB) + An exception can be defined as the occurrence of an
« Design overheads error
— both require aternative agorithms R X )
— NV requiresdriver, RB requires acceptance test « raising (or sgndly or throwing)

« Runtime overheads

— Bringing an exception to the attention of the invoker
— NV requires N * resources, RB requires establishing recovery points

« Diversity of design ¢ handlnjlg (or catching)
— both susceptible to errorsin initial requirements — Theinvoker'sresponse
« Error detection * Exception handling is aforward error recovery
A_t vot_e ni)mpanson (NV) versus tance tes(RB) — thereisnoroll back to aprevious state
. omicity .
— NV vote beforeit outputs to the environment — control is passed to the handler )
— RB must be structure to only output after passing of an acceptan ce test — However, the handler can be used to provide backward ER

37 38
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Exceptions Ideal Fault-Tolerant Component
Exception handling can be used to: sgqﬁz; R’igfprgr?lse Iéz::f)f%er\ Eiilégzn

 cope with abnormal conditions in the environment
* enable program design faultsto be tolerated
* provide general-purpose error-detection and recovery

Return to Normal
Service

Normal Activity Exception Handlers

Internal
Exception

Service Normal Interface Failure

39 Request  Response Exception Exception 40
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Safety and Reliability Safety Vs. Reliability
o Safety

— freedom from those conditions that can

« cause death, injury, occupational illness, damage to (or loss of )
equipment (or property), or environmental harm

« By thisdefinition, most systems which have an
element of risk associated with their use as unsafe
* Rédiahility:
— ameasure of the success with which a system conforms to
specification

« Example

— Measures which increase the likelihood of aweapon firing
when required may well increase the possibility of its
accidental detonation

* In many ways, the only safe airplane is one that never
takesoff however, itis not very reliable.

a1
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Aspects of Dependability Dependability Terminology
Availability
Dependability Reliability
| | Safety
—Attributes Confidentiality
Integrity
Readiness Continuity ~ Non-occurrenceof Non- Non-  Aptitudeto Maintainability
for Usage of Sng| ce Catastrophic occurrence of occurrence of unqergo . Fault Prevention
Delivery Consequences unauthorized improper  repairsof Dependabillty —
disclosureof  aterationif evolutions Fault Tolerance
information information — Means
Fault Removal
Fault Forecasting
v v v o Faults
Available Reliable Safe Confidential Maintainable | . ¢
| ntegral s mparrments Errors s
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