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Who Are We?

e Hackers (but in the “good way”)
e Study information security by understanding “defense in depth”
* Study attack methods
* Develop countermeasures and mitigate

e Adversarial training
* Represent UCR in cybersecurity competitions: WRCCDC, National Cyber
League, UCSB iCTF, other CTF competitions.
* Self study, teach each other

* Many of us have “specialties”: Windows systems, Linux systems, appliances
(firewalls, routers, switches), reverse engineering, penetration testing, etc.



Cybersecurity is a Dangerous Game

* There are not a lot of “legal contexts” to practice information security
(especially attack methodologies).

* Competitions provide a safe space to develop skills.
* (You're likely going to be terrible at this at first.)

* Strict adherence to professional ethics. Matthew Keys sentenced to

» Do not try this at home. prison in L.A. Times hacking

* There are lots of “pranksters” in jail.

atthew Keys was sentenced to two
years in prison on Wednesday after
being convicted of conspiring with

the hacking group Anonymous to break into the

Los Angeles Times' website and alter a story.






Cybersecurity is a Hot Topic

There is a cybersecurity jobs shortage.

The Littl

You do not need to be a computer scientist,

One Million Cybersecurity Job Openings In 2016 engineer, or physicist to get into cyber.

000006

Q SteveMorgan, cowmeuron Many do so with some certifications:
Cisco certifications, CISSP, CompTIA certifications,
etc.

More than 209,000 cybersecurity jobs in the U.S. are unfilled, and postings are
up 74% over the past five years, according to a 2015 analysis of numbers from the
Bureau of Labor Statistics by Peninsula Press, a project of the Stanford
University Journalism Program.

How do I learn “hacking?” A report from Cisco puts the global figure at one million cybersecurity job
openings. Demand is expected to rise to 6 million globally by 2019, with a

You Google it. (This sounds like a joke, projected shortfall of 1.5 million, says Michael Brown, CEO at Symantec, the
but it’s true.) world’s largest security software vendor.



Cybersecurity is a Hot Topic

Inside the hacker underworld of ISIS 3 Angeles college
Democratic House Candidates Were
Hacker activated all Dallas emergency ”
sirens with a radio signal 0000

Jacob Kastrenakes
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Hillary Clinton's
Campaign Turns
Email List To DN

Huffington Post




Types of Threats

* Two principle attack types that concern you.

 Social attacks (Social engineering)
* Phishing
* Vishing
* Hacking you, the user.

e Technical attacks
* Most often victim-initiated

* Using pirated software, out of date browsers, opening email attachments, etc.

* Some “malware” (malicious software) may attempt to route your connection through a third party proxy
server, allowing an attacker to capture your web traffic.

* Sometimes caused by misconfiguration
* Failing to update software (note: pirated software is rarely updated)

* Bad settings at the network level
* This is your sysadmin’s problem.

* Exploits targeting insecure WiFi access points, lack of encryption.



Social Engineering

* Phishing and Vishing

®eeee Sprint 3G 18:00 % 13%0 >
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we have temporarily disabled your email
Account.  inbox

RIVERSIDE

email.ucr.edu

The University of California, Riverside

Due to a recent security issue your email
account is temporary deactivated.

You are required to reactivate your University
of California, Riverside email account in less
than

24 hours.follow below link and reconfirm
your University of California, Riverside email
account details.

Click here to reconfirm your email account

Thank You
© 2017 Regents of the University of
California




Technical attacks

* Technical attacks are usually victim initiated!
* You are tricked into downloading malicious software.

* You used pirated software or files that contain malicious
software as a component.

* Be careful using public WiFi
* Some access points are unencrypted.
* Evil Twin attacks

BU Wireless Help
pU-U -IN

* Use only trusted, encrypted connections for your
most private transactions. Create Network..

Open Network Preferences...
* Banking, etc.




Technical attacks

Certificate

General Details Certification Path

Certificate Information

This certificate is intended for the following purpose(s):
§ Facebook X

« Ensures the identity of a remote computer
« Proves your identity to a remote computer
*2.16.840.1.114412.1.1

©2.23.140.1.2.2

@ Secure | https://www.facebook.com

* Refer to the certification authority's statement for details.

Secure connection

Issued to: *.facebook.com
Your information (for example, passwords or credit
card numbers) is private when it is sent to this site.
Details

Issued by: DigiCert SHA2 High Assurance Server CA

Valid from 12/8/2016 to 1/25/2018

Issuer Statement




Technical attacks

w Untitled) - Wireshark
File Edit View Go Capture Analyze Statistics Help
Y Le»>TF2I([EE Qaan @#B®m
o H 7) H
Bipresion.._ Cler Aol Hackers can “sniff” (intercept and

Protocol I .
(767200 192.168.0. 2.168.0 SNWP  Get-rasponse SNMPV2-SWI:ienterprises.1i.2.3.9.4.2,1.4.1.5.7.1 observe) network traffic sent over
. 768865 5 B0 .168.0. SNMP get-request SNMPV2-SM enterprises.11.2.3.9.4.2.1.4.1.5.8.1.
. 775952 E .0. .168.0 SNMP get-response SNMPV2-SMI::enterprises.11.2.3.9.4.2.1.4.1.5.8.1
0

1260091 192.168.0. Tes. ONS  Standard query A ww.cnn. con _ unsecure connections, such as the

.312727 192.168.0. 64.236.91. TCP 56606 > http [SYN] Seq=0 win=8192 Len=0 MS5=1460 wS=2 .o
386 12.361495 64.236.91.21 192.168.0. TCP http > 56606 [SYN, ACK] Seq=0 Ack=1l win=8192 Len=0 MS5=1460 I I S b k f ﬁ
387 12.361583 192.168.0.28 64.236.91. TCP 56606 > http [ACK] Seq=1 Ack=1 wWin=17520 Len=0 oca tar uc S ree WI °
388 12.361805 192.168.0.28 64.236.91. HTTP GET / HTTP/1.1
389 12.413166 64.236.91.21 192.168.0. TCP http > 56606 [ACK] Seq=1 Ack=845 win=6960 Len=0
390 12.413611 64.236.91.21 192.168.0. TCP [TcP segment of a reassembled PDU]
391 12.414386 64.236.91.21 192.168.0. TCP [TCcP segment of a reassembled PDU]

Your neighbor can do something
I” his or her wifi.

Frame 384 (167 bytes on wire, 167 bytes captured)
Ethernet II, Src: Sparklan_04:d0:9e (00:0e:8e:04:d0:9e), Dst: HonHaiPr_26:66:a2 ( 26:26:66:a2) . . . o
Internet protocol, src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.28 (192.168.0.28) S|m||ar |f you stea
User Datagram Protocol, Src Port: domain (53), Dst Port: 62872 (62872)
Domain Name System (response)
Request In: 381
[Time: 0.02 1000 seconds]
Transaction ID: Oxcfif
Flags: 0x8180 (standard query response, No error)
Questions: 1
Answer RRs: 6
Authority RRs: 0
Additional RRs: 0
-] Queries
cnn.com: type A, class IN
Name : cnn. com
Type: A (Host address)
Class: IN (0x0001)
vers
cnn.com: type A, class IN, addr 64.236.91.21

EFoio sy SJI.. 8 anes ik oo

26 26 66 8e 04 dO
00 40 b8 e6 c0
00 f5 98 5a cf
6 00 00 7 03
00 01 01
04 ec 01
04 ec 7 01
7 04 40 ec - 01 ..
response to the DNS qu € played: 909 Mark Profile: Default




Best Practices

* Don’t provide login information. To anyone.

* If they have a legitimate reason to access information in an account you
control, then that organization will give them the access.

« Remember: Security Questions, key numbers (like SID)

* Use an encrypted connection (https) wherever possible.

* |f https is not working for you, then consider the possibility that you’ve been
infected by malware.

* Don’t download software from untrusted sources.
* Piracy, email attachments, etc.

* Keep software up-to-date.
* Exploits target out of date software.



Best Practices

* Watch out for malware
* Computer behaves strangely.

* Weird proxies redirecting you to sites other than the one you typed in.
* Pop up ads.

* Unusual ads integrated into web pages that weren’t there before (and aren’t on other
computers) .

% Extensions
€« c

Your Mac Computer has (13) infections!

1-844-858-0916

Please call Tech Support as soon as possible.

Acer Aspire V5-122P-
42154G50nss 11.6"

B Touchscreen LED Notebook -
AMD

Apple has found (13) viruses that pose a serious threat.
Browser.Hijacker.Spy / Trojan.BankPass-Download

Your computer is at a very high risk.
Your financial and personal information is NOT secure.
Please call 1-844-858-0916 NOW for emergency support.




Best Practices

e Use a Strong Password
* Use common sense here.
e LastPass and 1Password

~ 28 BITS OF ENTROPY
UNCOMMON ORDER

(NON-GIBBERSH) | ) (kNOWN
2%= 3 Davs AT
1000 GUESSES/se¢

BASE WORD
( PLAUSIBLE. ATTACK ON A WEAK REMOTE.

TF@Ubﬁrdor &3

CAPS? COMMON N RA HASH 19 FRSM s NOT WHAT THE
SORGTITUTONS | hiy | | oo S BRlamies
DIFACOLTY T0 GUESS:

(YO AN AOD A FEW MORE BTs TO mg(

ACOUNT FoR THE FACT THAT THIS
~ Y4 BITS OF ENTROPY

PONCTUATION

15 ONLY ONE OF A FEW CoMmoN FORMATS)

correct horse battery staple

2" =550 YEARS AT

1000 GUESSES/SEC
FOUR RANDOM /
COMMON WORDS

HARD

DIFFICOLTY TO0 GUESS:

WAS IT TROMBONE? NO,
TROUBADOR. AND ONE OF
THE Os WAS A ZERQ?

\
AND THERE WAS
SOME SYMROL...

'\

DIFFICULTY TO REMEMBER:

DIFFICOLTY TO REMEMBER:

YOUVE ALREADY
MEMORIZED |IT

THROUGH 20 YEARS Of EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS T GUESS.




Conclusion

* Hackers are scary, but remember

that most attacks are victim initiated.

* Black belts and mixed martial artists
exist, but you’re normally not worried
about meeting one in a parking lot.

 Have a sensible threat model.

* |t's impossible to stop a determined,
persistent threat, but basic best
practices make you harder (and
therefore less worthwhile) to attack.

By RANDY JEFFRIES / Woekly World News
WASHINGTON — Right now,
computer hackers have the ability to
turn your home computer into a bomb
and blow you to Kingdom Come — and

they can do it anonymously from
thousands of miles away!
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" not look like it, but on innocent home
wis o smithereens! s
e e e B 9 computer like this ene con bo turned into o deodly weepoa.

(no they can’t)

Would you like to know more?
https://decentsecurity.com/

(https all day)



Would you like to know more?

* https://decentsecurity.com

& Decent Security

Start somewhere. Start here.

* https://facebook.com/groups/ucrcyber
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DECEPTION NVISIBILT

Teaches You How to Be Safe
Age of Big Brother and Big

Y
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The Real Stories Behind KEVIN D. MITNIC

the Exploits of Hackers, with Robert Vainos
Intruders & Deceivers
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