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Abstract

We presentan online framework to capture andrecover
from program failuresandpreventthemfrom occurring in
the future throughsafeexecutionperturbations. Theper-
turbationsaresafeasthey respectthesemanticsof thepro-
gram. We usea checkpointing/logging mechanismto cap-
tureaprogramexecutionto aneventlog. If theexecutionre-
sultsin a failure, theframeworkautomaticallysearchesfor
perturbationof theexecutionby altering theeventlog and
replayingthe executionusing the altered log to avoid the
failure. If found,theperturbationis recordedasa dynamic
patch, which is later appliedbyall future executionsof this
applicationto preventthefailurefromoccurringagain. Our
experimentsshowthat the proposedframework is very ef-
fectivein avoidingconcurrencyfaults,heapmemoryover-
�ow faults,andmaliciousrequests.Theentailedoverhead
for normalexecutionis verylow (2-18%).

1. Intr oduction

A largenumberof failuresthatoccurin today'ssoftware,
includingthosecausingsystemcrashesor producingwrong
visible outputs,aredueto theexecutionenvironment. In a
studyby ChandraandChen[9], 56%of failuresin Apache
server are dependenton the environment. Thesefailures
are often �xable by safeexecutionperturbationssuchas
changingthreadscheduling,paddingmemoryallocations,
anddroppinguserrequests.Theseperturbationsaresafeas
they donot changethecorrectbehavior of asoftware.

We presentanonline framework to captureandrecover
from failures causedby execution environment and pre-
vent themfrom occurringin the future. As thesefailures
couldbenon-deterministic,weuseacheckpointing/logging
mechanismto capturetheexecutionin anevent log. If the
executionresultsin a failure,theframework triesto �x the
faulty programexecutionthroughsafeperturbation,which
is performedby alteringtheeventlog andreplayingtheex-
ecutionusingthealteredlog. Theperturbation,if found,is
recordedandlater referredto andappliedby futureexecu-
tionsto preventthefailureor similar failurescausedby the
samefault from occurringagain. The framework hasthe

potentialof improving systemavailability without waiting
for theof�cial patchesfrom thedeveloper.

Previously, checkpointing/logging/replaying has been
usedto deterministicallyreplay sharedmemoryprograms
[12, 22] andalsoin recovery[14]. Mostof thesetechniques
rollbackexecitionto apreviouscheckpointandreplaywith-
outany perturbation.Whilesuchschemescouldavoidsome
non-deterministicbugs,it cannotrecover from determinis-
tic ones.Also, they cannotavoid similar failuresfrom hap-
peningin the future. In our framework, we usethecheck-
pointing/loggingschemefor two reasons.First,weuseit to
capturethe faulty executionto allow deterministicreplay,
even in thecaseof non-deterministicfailures. Second,we
try to avoid failuresthroughsafely perturbingexecutions
by changingthe replay log. Rx [20] is a systemdesigned
to help applicationsrecover from failuresdueto the envi-
ronment,by removing the“allergen” thatcausedthebug to
manifest.Whena failureoccurs,theRx systemrolls back
theapplicationto a recentcheckpointandexecutesit under
a modi�ed environment. Repeatedenvironmentmodi�ca-
tionsandre-executionsaredoneuntil thefailureis avoided
or a time thresholdis passed.If the failure is avoided,the
executionis resumed.However, sinceRx re-executesthe
programfrom a checkpointwith changesappliedandwith-
out followinganylog �le , theperturbedexecutionmightde-
viatefrom theoriginalexecutionandincurwrongdecisions
on whetherthe failure hasbeensuccessfullyavoided. To
applychanges,variousaspectsof thesystemenvironment,
suchas the OS scheduler, needto be modi�ed. Further-
more,lacking a script thatdictateshow the systemshould
behavein certainsituationsentailsrepeatedsearchesfor the
same�x for repeatedfailures.In contrast,ourwork relieson
logging. Theperturbedexecutionis harnessedby a largely
unalteredlog �le. Theframework residescompletelyin the
userspacewithout the needof changingthe OS because
perturbationsare conductedthroughchangingthe log �le
insteadof the environment. Finally, the �x of a failure is
easilyappliedto futureexecutionsthroughthelog �le.

In our system,eachapplicationthat runsgoesthrough
three main phases: Logging Phase; Failure Avoidance
Phase; andPrevention-LoggingPhase. Figure1 shows the
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Figure 1. The various phases that an applica-
tion goes thr ough in our system.

variousphasesthatanapplicationhasto go throughin our
system.TheLoggingPhasecorrespondsto theoriginalpro-
gramrun during which the checkpointingand logging in-
frastructureis turnedon. Thisphaseproducestherecordof
all theevents,i.e., the eventlog. The setof loggedevents
can be usedto exactly replay the executionwhen neces-
sary, like whena faulty executionis encountered.Oncea
failure is detectedat any point during the executionor at
the end, the applicationis taken to the Failure Avoidance
Phase. In this phase,theapplicationis analyzedto correct
the failure. If the applicationwasa long-runningprogram
like a server, thentheclientsexperiencenon-availability of
theapplicationuntil thefailureis correctedandtheapplica-
tion is movedoutof thisphase.In thisphase,theframework
inspectstheevent log of the faulty executionandsearches
for correctiveperturbations,whichresultsin alteringtheex-
ecutionenvironmentwhile ensuringsafety. For example,to
avoid atomicityviolation errors,thesystemchangestheor-
derin which threadsarescheduledin thenew executionby
shuf�ing the threadsin the event log. If the failure does
disappearafter a certainnumberof tries, the correspond-
ing perturbationis recordedin aEnvironmentalPatch (EP),
which is indeedin theform of a log �le. SuchEP�les are
enforcedat runtime by the framework in the Prevention-
LoggingPhaseto avoid futureoccurrencesof thesamefail-
ure or similar failuresof the samefault. Note that a fault
might resultin multiple failures(e.g.,a atomicityviolation
fault mayleadto wrongoutputat differentplaces).In fact,
normalprogramsexecutionalwayshappensin the logging
phase,andalsotheprevention-loggingphaseif theEP �le
is notempty.

Weconsiderthreedifferenttypesof faults:atomicityvio-
lation faults,avoidedby changingtheschedulingdecisions;
heapbuffer over�ow faults,avoidedby paddingmemoryre-
quests;andmalformeduserrequestfaults,avoidedby drop-
ping the request.Thesefaultswerechosenasthey arethe
most commontypesof environmentalfaults [20, 9]. We
have appliedour systemto a setof bugsthatbelongto one
of thethreetypesandfoundthatour systemcanavoid fail-
urescausedby thesefaultsin all thecasesandtheoverhead
is very low. Thekey contributionsof this paperareasfol-
lows:

� We presenta schemethat can captureandavoid en-

vironmentbugsby usinga checkpointing/loggingsys-
tem.Thepresenceof loggingenablesthetechniqueto
completelyresidein theuserspaceandhave lesscom-
plexity. It alsoharnessesthe perturbedexecutionand
focusesthechangeson thefaulty region.

� Our schemealso prevents the capturedfailure and
somefailuresof the samefault from occurringagain
by supplyingEPs,without requiringadeveloperto de-
bug theprogram.Our systemcanhandlethreediffer-
ent typesof faults,namely, atomicity violation, heap
buffer over�ow, andmalformeduserrequest.

� We have testedour schemeon a setof realbugs. The
resultsshow it to beeffectiveandef�cient.

2. Moti vating Example

MySql ver. 4.0.12has an atomicity violation bug [4]
which is asfollows. A threadthat tries to closeandopen
a new log �le atomicallyin orderto �ush thepreviouslog
gets interruptedjust after closing the old log by another
threadthat doesan insert operationinto a database.The
secondthreaddoesnot �nd any openlog �les anddoesnot
recordthe insertoperation.Theselogs areusedto restore
databasesandincorrectlogscanresultin inconsistency.

Logging Phase. To begin with, the server is run with
light weight loggingenabled,that is, theeventsarelogged
andcheckpointsareperformedat �x ed intervals. Figure2
shows the eventsrecordedin the original event log. T1,
T2, T3, andT4 refer to four uniquethreadsthatarecreated
during the execution. The event log alsoshows the points
wherea threadis descheduledandanotherthreadis sched-
uled. We refer to a region in the log correspondingto the
maximalsetof consecutiveeventsfrom thesamethreadas
athreadexecutioninterval(TEI). Thelog in Figure2 shows
9 threadexecutionintervals.

The queries and the activities of the corresponding
threadsareasfollows:

� ThreadT1 is thestartupthreadthathandlesnew con-
nectionsandcreatesthreadsto servicerequests.

� ThreadT2 is createdby T1 to handlesignals.

� ThreadT3 is createdby T1 to handlea user. This user
issuesa“�ush log” commandthatclosestheold mysql
log andopensanew mysqllog �le.

� ThreadT4 is createdby T1 to handleanotheruser. This
userdoesaninsertionoperationinto table`b'.

Figure3 shows thecodethat is executedby ThreadsT3

andT4. T3 is interruptedat thepoint just after it closesthe
binlog, correspondingto TEI 7 in the event log. At TEI
8, threadT4 performstheinsertoperationbut doesnot �nd
any log openandhencedoesnot recordit. At TEI 9, a new
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Figure 2. Motiv ation - MySql Atomicity Violation Error. The �gure sho ws the original log correspond-
ing to the failure and the modi�ed log where the failure is avoided by switc hing the thread schedules.
The �nal log where the failure (or similar failures of the same fault) has been avoided is also sho wn.
The threads (T1,. . . ,T4) are sho wn and the TEIs(1,. . . ,9) are marked.

binlog is openedbut the insertoperationis not foundto be
recordedin any of the logs. Hence,a failure is discovered
and the programis taken to the next phaseof the frame-
work. The executioncould have proceededmuch further
beforethis failureis actuallydetected,likewhenanadmin-
istrator runssanity checks. However, sincethe event log
is present,the executioncanbe reproducedandthe exact
pointatwhichthefailureoccurredcouldbetracked.Notice
that this bug is non-deterministicas the schedulingdeci-
sionscouldbedifferentin anotherexecutioninstance.Also
noticethatthelog capturesthefailuresuccessfully.
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Figure 3. Source code of the mysql atomicity
violation fault.

Failur e AvoidancePhase. In this phase,thesystemtries
to avoid thefailureby safelyperturbingtheoriginal execu-
tion. The faulty executionis �rst replayed. An oracleis
providedby theuserto testif the failure occursby testing
whetheran insertoperationis presentin a TEI. TEI 8 was
identi�ed asbeingfaulty sincethe insertoperationis done
at this point but is not recordedin the binlog. The system
triesto perturbtheoriginal executionby cancelingsomeof
theschedulingactions.WenotethatTEI 8 correspondingto
threadT4 interruptedtheexecutionof threadT3. Therefore,
cancelingthe schedulingat the boundaryof TEIs 8 and9
resultsin swappingTEIs 8 and9 in the event log. Doing
so, the interruptiondisappears.The modi�ed event log is
shown in Figure2. Now, replayingtheexecutionwith the
modi�ed log resultsin theinsertoperationbeingpresentin
thenew binlog.

While replayingfrom theeventlog,executingthe“insert
operation”correspondingto TEI 9 in theoriginal log causes
the executionpathto change.This is clearfrom Figure3,
where,originally, theconditionin theif statementevaluated
to false, it now evaluatesto true. Hence,theeventsneces-
saryto replaythis is not presentin the log of the original
execution.So,whenthis happens,we switchtheexecution
modefrom replayto normalexecution(andrecording).The
�nal log showsthesetof capturedeventsfor thecorrectex-



ecution.Noticethat thereis anentrynow in the�nal event
log correspondingto loggingtheinsertoperation.

Now that the failurehasbeenavoided,let usshow how
thefailureor similar failuresof thesamefaultareprevented
permanentlyin the future. From the log, the systemiden-
ti�es that threadT3 wasinterruptedby T4 just whenit was
performingthe close()eventof the old bin log, whosePC
valueis 0xB B asshown in Figure3. A safeperturbation
is to avoid schedulingat this codelocationwhich hasthe
effect of enlarging the atomic region of the code. Hence,
an entry of the form “< 0xB B > : Don't Scheduleout”
is addedto theEnvironmentPatch (EP) �le. We will show
how thishelpsin avoidingfuturefailures.Now, theserveris
readyto moveto thenext phaseandstartservicingrequests
normallyasthefailurehasbeenavoided.

In Rx [20], logging is absentandchangesareenforced
by changingtheOS,which is morecomplex. A mechanism
to enforcethe�x in thefutureis alsolacking.

Prevention-LoggingPhase. In thisphase,theapplication
runsnormallywith loggingturnedonjust likein thelogging
phase.Wheneachevent is beinglogged,control is trans-
ferredfrom the applicationto the logging system.At this
point, theEP�le is checkedto seeif thePCof thecurrently
executingeventcorrespondsto afaultyregion. For instance,
if somethreadTi is executingthepieceof codecorrespond-
ing to PC0xB B , theloggingsystemdetectsthat it is a po-
tentially faulty region by looking up theenvironmentpatch
andalsoseesthatno schedulingmusthappenat this point.
Hence,thepriority of theexecutingthreadis raisedbefore
theapplicationgainsfurthercontrol. Now, this threadcon-
tinuesexecutingpastthiseventwithoutbeingscheduledout
andthefailureis preventedfrom happening.Thepriority of
the threadis resetafter a predeterminednumberof events
have beenexecuted.Sincethe logging infrastructureis ac-
tive,any new failurescanstill becapturedin thelog. When
anew failureoccurs,theapplicationmovesbackto thefail-
ureavoidancephase.

3. Faults and the Corr espondingPerturbations

We identify threetypesof faultswhich aredescribedin
detail in thesection.We discusshow we discover thepoint
at which the environmentchangesmustbe madeto avoid
failures.Wealsoshow how weusetheinformationwehave
gatheredto prevent future occurrencesof the fault in each
case.Notethatin orderto usethemethods,classi�cationof
observedfailuresmustbecarriedout. Oursystem�rst gath-
ersinformationabouttheapplication– is it multithreaded,
shouldit satisfycertaininvariants,andhow doesit termi-
natewhenit is successful.Now, if theexecutionresultsin a
failure,thesystemusestheinformationgatheredto classify
the failure andapply the appropriateavoidancetechnique.
If a programis multithreaded,all threetechniqueswill be
tried oneafteranothertill onetechniquesucceeds.Speci�-

cally, if aninvariantviolation is observed,reschedulingand
droppinguserrequestswill betriedby oursystemin thator-
der. In thecaseof singlethreadedprograms,thereschedul-
ing doesnot apply andhencethe systemwill try to avoid
the failure by droppingrequests.In the caseof abnormal
termination,the systemwill try to avoid the failure by us-
ing buffer over�ow techniques�rst andif necessaryfollow
thatby droppinguserrequests.In thiswork weconsiderthe
scenarioin which applications,singleor multithreaded,are
executedona uniprocessor.

3.1. Handling Synchronization Faults
To avoid failuresdue to synchronizationerrorsamong

threads,like the examplein Figure2, threadsthat are in-
volved in the failure are�rst detected.A synchronization
error occursbecausethe executionof a thread,which we
call interuptee, is interruptedby anotherthread,which we
call interrupter, while atomicity is expected.For instance,
in Figure 2, threadT3 is the interupteeand T4 the inter-
rupter. After theinterupteethreadis descheduled,thethread
thatis executednext is theinterrupter.

Now let us discussthe conditionswhich mustbe satis-
�ed for a threadto beconsideredinterrupted.Eventbound-
ariesat which threadschedulingdecisionstake placecould
be synchronousor asynchronous.A threadis interrupted
if and only if it is scheduledout after it executeda syn-
chronousevent. For example,if a threadafter performing
a �le readevent (synchronous)is scheduledout, it is con-
sideredinterrupted,whereas,a threadwhichwasscheduled
out whenexecutinga polling event (asynchronous)is not
consideredinterrupted.Thelattercaseis becausetheasyn-
chronouseventcanblock the threadfor anarbitrarily long
interval of time, dependingon whenthepolling is success-
ful, andhencea different threadmustbe scheduledif ex-
ecutionof the applicationmustproceed.Note that all in-
terruptionsdonot leadto synchronizationerrorsbut weuse
this asthe basisto decideif a synchronizationerror could
havetakenplace.In Figure2, threadT4 did interruptthread
T3 atTEI 8 astheeventatwhichT3 wasscheduledoutcor-
respondedto closinga �le, which is synchronous.Also at
TEI 5 in Figure2, threadT1 did not interruptT3 aspolling
is anasynchronousevent.

In the failure avoidancephase,oncethe TEI wherethe
failureoccurredis identi�ed, thesystemstartssearchingfor
a safeperturbationby eliminatinginterruptions.Thestrat-
egy is to searchbackward from the failure residenceTEI
and let a interrupteeexecutefurther by combiningit with
thenext TEI from thesamethread.Theprocessis iterative
until the synchronizationerror is avoided or all combina-
tionsareexhausted.Again, in theexamplein Figure2, the
failure occuredin TEI 8, which correspondto threadT4.
ExtendingTEI 7 by combiningit with TEI 9 avoidsthefail-
ure.Notethatif wechangetheschedulerin suchawaythat
all threadsexecutewithoutinterruptionsuntil blockedby an



asynchronousevent, theerrorwould go away. Doing so is
however not desirablein termsof performanceas threads
stuckin expensiveI/O operationsarenot scheduledout.
3.2. Handling Heap Bu�er Ov er
o w Faults

Upon the occurrenceof systemcrashesthat arepoten-
tially causedby a heapbuffer over�ow fault, theexecution
entersthefailureavoidancephase,in which theheapbuffer
that hasbeenover�owed is detected.In order to do so, a
dynamicmemorychecker is used,which is built uponthe
valgrind instrumentationengine. A hashtable is usedto
maintainfor eachvirtual memoryaddresstheEIPof thein-
structionthatperformedamemoryallocation.Theprogram
is instrumentedat eachheapmemoryallocationinstruction
thatallocatesarangeof addressesto updatethecorrespond-
ing entriesin the hashtable with its EIP. The programis
thenreplayedfrom theeventlog. Duringexecution,for ev-
ery load andstoreto a heapaddress,the memorychecker
checksif theaccessedaddresshasa correspondinghashta-
ble entry. If anentry is not present,anunallocatedaddress
is touched.Now, neighboringaddressesaresearchedto see
if they have an entry in the hash. If so, this, very likely,
correspondsto theEIP of the instructionthatallocatedthe
heapbuffer whichhasover�owed.

Oncethe EIP of the instructionthat allocatedthe heap
buffer, denotedasEI Pmem , is obtained.Thesystementers
thefailureavoidancephase.In thisphase,theprogramis re-
playedagainbutwith asafeperturbation,whichis topadthe
memoryreturnedto theover�owedheapbuffer by doubling
it. If the failure is avoided,an entry will be addedto the
EP�le with theform : “< EI Pmem : DoubleMemory> ”.
Now, the applicationentersthe �nal phaseand all future
executionsavoid failurescausedby this fault permanently
as follows. During a memoryallocationcall, the EIP of
the instructionis checked to seeif it matchesan entry in
theenvironmentpatch.If so,thememoryto beallocatedis
paddedby doublingit. Thedecisionto doublethememory
to bepaddedis a heuristicbasedon thefaultswe lookedat.
3.3. Handling Bad User Request Faults

Faultsbelongingto thiscategorycouldbemalicioususer
requeststhat are intendedto exposea bug in a server and
not do anything useful otherwise. It could also be a set
of userrequeststhat aremalformed. Thesefaultsusually
endup crashingtheserver by over�owing a stackbuffer or
even a heapbuffer. Our strategy to avoid failurescaused
by thesefaults is to ignoresuchrequests.This is the last
resortasdroppingrequeststhatarenot maliciousis a form
of denialof request. However, it is still betterthanstarving
all theusersby bringingdown theserver. Beforedropping
a request,the systemchecksif the failure canbe avoided
by paddinga over�owed heapbuffer or modifying thread
schedules.If they all fail, thesystemstartsto droprequests
one by one in the backward order. If the failure can be
avoided,the EIP of the instructionwherethis requestwas

accepted,E I Pr ead , along with the userrequest,r eq, are
recordedin theenvironmentpatch�le as: “< E I Pr ead ; r eq
: Drop Request> ”. In theprevention-loggingphase,when
thesamerequestturnsup at this EIP, it is not servicedand
thefailureis averted.

4. SystemDescription

In this section,we describethe implementationof our
systemthat incorporatescheckpointing/loggingand a dy-
namicinstrumentationcapability. Wehaveusedthissystem
to avoid repeatedoccurrencesof environmentalfaultsin dif-
ferentapplications.
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Figure 4. Implementation of our system
sho wing each step of the frame work

Logging and Checkpointing Infrastructur e. We have
usedthe jockey user level library [23] to perform check-
pointing and logging for replay. Jockey works on most
singleandmultiple threadedprograms.We have modi�ed
jockey to passthe EIP of eachsystemcall andmalloc in-
struction in the applicationas an argumentto the jockey
systemcall andmallochandler, respectively. This informa-
tion will beusedby jockey in theprevention-loggingphase
to determineif anentryin theEPis applicable.

Dynamic Instrumentation Engine. Thedynamicinstru-
mentationtool is usedin the failure avoidancephase.It is
usedto instrumenttheapplicationandcontrolits execution
so that the systemcandetectwhena failure happens.For
synchronizationfaults, the userhasto provide a small or-
aclefunction to decideif the output is correct– suchasa
particularentryneedsto presentin thebinlog. Thiscompo-
nentis built uponthevalgrind [18] system.It is capableof
replayinga programexecutionfrom the log �le generated
by jockey. It alsodetectsillegalheapmemoryaccesses.

5. CaseStudies
5.1. A tomicit y Violation Fault in mysql

Accordingto thebug report[2], MySqlver. 3.23.56has
anatomicityviolation errorwhich is asfollows. For some
table`t' in thedatabase,whenonethreaddoesa row delete
from it and anotherthreaddoesan insert into it in quick
succession,thoughthe operationstake place in the order
they arecalled,they areloggedin themysqlbinlog asdone
in the reverseorder. The mysqlbinlog doesnot re�ect the
truesequenceof operationson thesametableandhenceit



is inconsistentwith thestateof thetableasshown below.
—–Log File —–
SETTIMESTAMP=1151980120;
insertinto b values(1);
SETTIMESTAMP=1151980107;
deletefromb;
—–Endof Log File —–
Noticethatalthoughthedeleteoperationis done�rst it gets
loggedafter the insert operation. The reasonis that line
109 in Figure5 which performsthe write to the binlog is
not insidethecritical section.So,thethreadcorresponding
to the insertoperationgetsscheduledbeforethis point and
hence,this inconsistency occurs. Figure5 shows theevent
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Figure 5. Mysql atomicity violation fault.
log correspondingto thefaulty execution.Whenwe replay
theprogramusingthelog, we caneasilydetectthatTEIs 1
and2 aredirectly involved in the failure asthe deleteand
insert operationstake placeduring thesepoints. We can
alsodetectthatTEI 2 interferedwith theexecutionof thread
T1. We now extendtheexecutionof threadT1 by swapping
TEIs 2 and3 andthe failure is avoided. We alsonotethe
PC at line 108, which is 0x81023AC , in the environment
patchwith thecommandnot to scheduleat this point. The
patchis hence“< 0x81023AC : Don't schedule> ”. In the
prevention-loggingphase,whentheexecutionreachesthis
point, the thread's priority is raisedso that it doesnot get
descheduled.After applying the patch,we run the server
andperformthesamesequenceof operationsto ensurethat
failurescausedby thefault areindeedprevented.
5.2. Heap Bu�er Ov er
o w Fault in mutt

Mutt [8] is a text basedmail useragent(MUA) for Unix
basedOperatingSystems.It hasmany featuresincluding
customizability, POP3and IMAP support,and ability to
handlemultiple mailbox formats. According to the bug
report[5], muttversion1.4hasaknown memorybugwhich
is asfollows. The Mutt Mail UserAgent (MUA) hassup-
portfor accessingremotemailboxesthroughtheIMAP pro-
tocol. Whenmutthasto convertthenameof thefolderfrom
its internalUTF-8representationto UTF-7 it callsthefunc-
tion utf8 to utf7 in moduleimap/utf7.c. Whenthis function
doestheconversion,it miscalculatesthe lengthof theout-
put string, line number152 in Figure6. To form a faulty
execution,we executemutt for sometime andthensupply

aUTF-8 foldernamethatcontainssomespecialcharacters.
The heapbuffer is over�owed anda segmentationfault is
�agged. The jockey event log capturesall the eventsnec-
essaryto replaythefailure. We thentake theapplicationto
thefailureavoidancephase.
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Figure 6. Mutt -
heap buff er over-
�o w.
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Figure 7. Pine -
bad user request.

We detecttheheapbuffer over�ow, line number199 in
Figure6, usingvalgrind.Wealsodetecttheallocationpoint
for this heapbuffer, line number152. We capturethe PC
of the malloc call at this point, 0x80A9F B A. Whenwe
replay the programdoublingthe memoryallocatedat this
point, the failure goesaway. We recordthis in the envi-
ronmentpatch with the entry : “< 0x80A9F B A : Pad
Allocation> ” andnow continuetheprogramexecutionwith
the failure avoided. We run the applicationfor sometime
andagainpresentthefailure-inducingrequest.Thejockey's
mallocwrappersuccessfullymakestheenvironmentchange
andpreventsthefault from happeningagain.

5.3. Bad User Request Fault in pine
Accordingto [6], pinever.4.44hasa bug thatwhentrig-

geredcan over�ow a heapbuffer causinga crash. This
canoccur whenpine processesthe “From” �eld of email
headers.Certainspecialcharactersin theheadercancause
thebug. Figure7 shows thesourcecodewherethebug is
present.Theheapbuffer destover�owsin line 260in func-
tion rfc822 cat() as the amountof memoryallocatedto it
is miscalculatedin line 7269 in function estsize(). After
capturingtheevent log correspondingto this fault, we �rst
try to avoid the failure by paddingmemory. We track the
heapbuffer that wasover�own anddoublethe memoryat
this point but thebug doesnot disappear. Hence,we detect
the requestthat causedthe bug to occur andobserve that
therequestis unusualasit is full of specialcharactersin it.
Hence,we decideto dropsuchrequestsandaddanentryto
the environmentpatchwith the contents,“< 0x3A976422,



Table 1. Overheads involved in each of the three phases - log ging, avoidance and prevention-log ging.
Bug LoggingPhase FailureAvoidancePhase Prevention-LoggingPhase

Orig. Logged Logged/ Trials Valgrind Jockey Environment Potential Logged Prevention Prev. /
(secs.) (secs.) Orig. (secs.) (secs.) Change Trials (secs.) (secs.) Logged

mysql-1 15.5 15.9 1.03 1 116 15.8 Scheduler 186 16.0 16.1 1.01
mysql-2 7.8 8.0 1.03 1 58 8.0 Scheduler 36 8.0 8.5 1.06
mysql-3 7.2 7.4 1.04 1 59 7.3 Scheduler 138 8.7 8.9 1.02
mysql-4 7.9 8.1 1.02 2 454 15.2 IgnoreReq. 284 8.7 9.0 1.03
pine-1 6.1 6.8 1.11 2 314 13.2 IgnoreReq. 55 8.1 8.4 1.04
pine-2 4.3 4.9 1.14 2 262 9.0 IgnoreReq. 2624 6.1 6.2 1.02
mutt 6.7 7.9 1.18 1 197 7.7 PadMem. 11653 9.0 9.2 1.02
bc-1 6.5 7.4 1.14 1 285 7.4 PadMem. 6555 10.1 10.1 1.0
bc-2 4.3 4.5 1.05 1 190 6.2 PadMem. 533 6.2 6.3 1.02

pattern-string: Drop> ”, where the patternstring is the
stringof specialcharactersthatcausedthefailure.

6. Experiments
Table2 showsthelist of buggyversionsof programsthat

we have usedto evaluateour system. Eachof the bugs
belongsto oneof the threepossibletypesof environment
faultswehavelookedat. Wetookthebuggyversionof each
programandcreatedanexecutionthat runsfor sometime,
between4 and15 seconds,andthenintroducedthefailure.
For example,in mysqld, we createda few clientsandpro-
cesseda setof standardrequestsfrom eachclient andthen
triggeredthefailureby issuingthefailureinducingrequest.
Sincetheexecutionswerenot too long, checkpointingwas
not triggered. After patchingthe failure by applying the
appropriateenvironmentchange,we thenrun the applica-
tion againfor sometime andtry to introducethefailureas
before.Weensurethatthefailureis indeedavoidedby con-
tinuing executionbeyondthepoint for a coupleof seconds
beforeterminatingit. Now, let usdescribethevariousex-
perimentswehaveconducted.

Table 2. Benc hmarks and the bugs
Program Description LOC Descriptionof bugsused

mysqld Database 508K a) Atomicity bug[4] (mysql-1)
(ver. 4.0.12) b) Atomicity bug[2] (mysql-2)
(ver. 3.23.56) c) Atomicity bug[3](mysql-3)
(ver. 4.00) d) BadReq.bug [1] (mysql-4)

pine Mail client 212K a) BadReq.bug [6](pine-1)
(ver. 4.44) b) BadReq.bug [7](pine-2)

mutt Mail client 454K a) HeapOver�ow [5](mutt-1)
(ver. 1.4)

bc Calculator 14K a) HeapOver�ow [15] (bc-1)
(ver. 1.06) b) HeapOver�ow [15] (bc-2)

Logging Phase. In Table 1, under Logging Phase,we
presenttherunningtime of theapplicationwithout logging
(Original)andwith logging(Logged).Theoverheadof log-
ging, shown underLogged/Orig., is between2% and18%
andthis shows that the logging mechanismis lightweight
enoughto berun alongwith theapplicationat all times.

Failur e AvoidancePhase. Under the Failure Avoidance
Phasein Table1, thenumberof triesto avoid eachbug,un-
der thecolumnTrials, is alsoshown whereeachtry corre-
spondsto adifferentenvironmentalchange.All failuresthat
were triggeredby malformedrequestsneededmore than

onetrial aswe �rst checked if we could �x the failure by
paddingmemoryor changingthreadschedules.We failed,
andhencedroppedthe request.The columnjockey shows
the total time spentto replay the programusing jockey,
with the environmentchanged,to detectif the failure was
avoided. The datashows that the jockey time for onetrial
is almostequalto the original time. The columnvalgrind
shows the time taken to replaythe programin valgrind to
detecttheregionscorrespondingto thefailureandthetime
takento performanalysis,likedetectingtheallocationpoint
given a heapover�ow. This incursa slowdown of 7x-44x
per trial. Note that this cost is incurredonly in this phase
dueto the expensive analysisthat is performedusingval-
grind. This overheadwill not bepresentin theprevention-
logging phasewhen the applicationruns normally. The
columnEnvironmentChange shows thepatchthatavoided
the bug andusedto prevent it from occurringagain. The
column Potential Trials shows potentially the numberof
changesthathave to betried by anad-hocscheme.For in-
stance,for mysql-1, 186differentschedulingdecisionswere
madeduringtheexecution.In thecaseof mutt, memorywas
allocatedat 11653differentpointsin theexecution.Hence,
an ad-hocschemethat doesnot useany techniqueto �nd
theregionof theerrorhasto potentiallytry all 186schedul-
ing pointsbeforetheatomicityviolationcanbenailed.This
numberof possibletrials could be overwhelmingfor such
a system.Sinceour systemfocusesthe failure to a region,
only a few trials areneeded.

Prevention-LoggingPhase. Finally, wepresenttheover-
heads,of performinglogging andpreventingfailures,that
areincurredin this phase.Table1 shows thesecostsunder
Preventionphase.ThecolumnLoggedshows theoverhead
of logging the executionin this phasewith the bug �x ed
in the sourcecodeand the prevention mechanismturned
off. The columnPreventionshows the time taken to per-
form logging and prevention on the applicationwith the
bug present. The additionaloverheadof preventing fail-
uresbeyond the logging overheadis shown underthe col-
umnPrev./Logged. Theoverhead,whichrangesfrom 0%to
6%, is low andis dueto thefactthatwe couldsuccessfully
mergetheoperationof checkingtheenvironmentpatchwith
the logging. The combinedoverheadof the logging with



preventionmechanismis between2% and19%andis low
enoughthatit canberun alongsidetheapplicationalways.

7. RelatedWork
Loggingtechniquesfor applicationsexecutingonamul-

tiprocessorhave beenproposed[17, 24] which usehard-
ware supportto capturesharedmemorydependenciesof
threadsexecuting simultaneously. Thesetechniquesare
very lightweight andcanbe usedin our systemto further
reducetheoverheadof logging. Our techniquescanbeap-
plied to theeventlogsof thesesystemstherebymakingour
systemfeasibleeven for applicationsrunningon muticore
systems.

Recently, an execution fast forwarding (EFF) system
was proposed[25] that uses logging to capture non-
deterministicfaulty executions,like our system.The EFF
systemthenprunestheeventlog, to removeportionsof ex-
ecutionthat did not contribute to the failure, and applies
expensive techniqueslike programtracingto theshortened
executionto reducethecostof debugging. Sinceour tech-
niqueproducesthe log of the faulty execution,the log can
begivento theEFFsystemto debug theprogramoff-line.

A numberof dynamicfaultdetectiontechniques[10, 11,
13, 19] exist thatinstrumenttheprogramto checkfor illegal
memoryaccesses,deadlocksanddataracesat run-timeand
alsohavereasonableoverhead.Suchtechniquescanbeused
in oursystemto �ag a faultwhenit occurs.

Avio [16] is a techniqueto detectatomicity violation
bugs in programs. The main idea of the techniqueis to
useanumberof correctruns,with differentinterleavingsin
eachrun,of theapplicationon thesameinput anddiscover
atomicregionsof theprogram.Oncewe have detectedthe
point at which atomicity is possiblyviolated,we canpass
this informationto sucha systemthatcanuseit to detectif
aninvariantexists.

Failure-Obliviouscomputing[21] is a techniquethatby-
passesfailuresin applicationsbyalteringthebehavior of the
applicationwhenit detectsaccessesto unallocatedmemory.
It manufacturesvaluesfor incorrectreadsandignoresille-
gal writes to let the applicationcontinuefurther execution
withoutcrashing.This approachneedsmodi�cationsto the
applicationandthecorrectnessof theapplicationcannotbe
guaranteed.

8. Conclusions
In this paper, we have presenteda schemethatuseslog-

ging andenvironmentpatchingto captureandavoid envi-
ronmentfailuresasandwhenthey occurandpreventthem
from occurringagain. We have also shown throughcase
studiesthatourschemecanbesuccessfulagainstthreetypes
of environment faults and we have veri�ed this on nine
known bugsin real-world applications.We have alsopre-
senteddatawhich shows that the overheadof the logging
andpreventionmechanismis low enough,2% to 19%, to
justify it beingrunalongsidetheapplicationat all times.
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