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Abstract

We presentan online frameavork to capture and recover
from program failuresand preventthemfrom occurring in
the future through safe executionperturbations. The per
turbationsare safeasthey respecthe semanticof the pro-
gram. We usea chedkpointing/lagging medanismto cap-
turea programexecutionto aneventlog. If theexecutiorre-
sultsin a failure, the framevork automaticallyseachesfor
perturbationof the executionby altering the eventlog and
replayingthe executionusing the altered log to avoid the
failure. If found,the perturbationis recodedasa dynamic
patch, which is later appliedby all future executionof this
applicationto preventthefailurefromoccurringagain. Our
experimentsshowthat the proposedframevork is very ef-
fectivein avoidingconcurencyfaults, heapmemoryover-

ow faults,and maliciousrequests.Theentailedoverhead
for normalexecutionis verylow (2-18%).

1. Intr oduction

A largenumberof failuresthatoccurin today's software,
includingthosecausingsystemcrashesr producingwrong
visible outputs,aredueto the executionenvironment.In a
studyby ChandraandChen[9], 56% of failuresin Apache
sener are dependenbn the ervironment. Thesefailures
are often xable by safe execution perturbationssuchas
changingthreadscheduling,paddingmemoryallocations,
anddroppinguserrequestsTheseperturbationsresafeas
they do not changethe correctbehavior of a software.

We presentan online frameawork to captureandrecover
from failures causedby execution ervironmentand pre-
ventthemfrom occurringin the future. As thesefailures
couldbenon-deterministicywe useacheckpointing/logging
mechanisnto capturethe executionin aneventlog. If the
executionresultsin afailure, the framework triesto x the
faulty programexecutionthroughsafeperturbationwhich
is performedby alteringthe eventlog andreplayingthe ex-
ecutionusingthe alteredlog. The perturbationjf found,is
recordedandlater referredto andappliedby future execu-
tionsto preventthefailure or similar failurescausedy the
samefault from occurringagain. The framewvork hasthe
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potentialof improving systemavailability without waiting
for theof cial patchedrom the developer

Previously, chedpointing/lagging/replaying has been
usedto deterministicallyreplay sharedmemoryprograms
[12, 22] andalsoin recovery[14]. Mostof theseechniques
rollbackexecitionto a previouscheckpointandreplaywith-
outary perturbation While suchschemesouldavoid some
non-deterministidugs,it cannotrecover from determinis-
tic ones.Also, they cannotavoid similar failuresfrom hap-
peningin thefuture. In our framework, we usethe check-
pointing/loggingschemdor two reasonsFirst, we useit to
capturethe faulty executionto allow deterministicreplay
evenin the caseof non-deterministidailures. Secondwe
try to avoid failuresthroughsafely perturbingexecutions
by changingthereplaylog. Rx[20] is a systemdesigned
to help applicationsrecover from failuresdueto the ervi-
ronment by removing the “allergen” thatcausedhebugto
manifest. Whena failure occurs,the Rx systemrolls back
theapplicationto a recentcheckpointandexecutest under
a modi ed ervironment. Repeatecervironmentmodi ca-
tionsandre-executionsaredoneuntil thefailureis avoided
or atime thresholdis passed.f thefailureis avoided,the
executionis resumed. However, sinceRx re-executesthe
programfrom a checkpointwith changesppliedandwith-
outfollowinganylog le , theperturbedexecutionmightde-
viatefrom theoriginal executionandincurwrongdecisions
on whetherthe failure hasbeensuccessfullyavoided. To
apply changesyariousaspect®f the systemervironment,
suchasthe OS schedulerneedto be modi ed. Further
more, lacking a script that dictateshow the systemshould
behaein certainsituationsentailsrepeatecgsearche$or the
samex forrepeatedailures.In contrastpurwork relieson
logging. The perturbedexecutionis harnessethy a largely
unalteredog le. Theframework residescompletelyin the
userspacewithout the needof changingthe OS because
perturbationsare conductedhroughchangingthe log le
insteadof the ernvironment. Finally, the x of a failureis
easilyappliedto futureexecutionghroughthelog le.

In our system,eachapplicationthat runs goesthrough
three main phases: Logging Phase Failure Avoidance
Phase andPrevention-La@ging Phase Figurel shavsthe



Figure 1. The various phases that an applica-
tion goes through in our system.

variousphaseghatan applicationhasto go throughin our
system.ThelLogging Phasecorrespondto theoriginal pro-
gramrun during which the checkpointingand logging in-
frastructures turnedon. This phaseproducegherecordof
all the events,i.e., the eventlog. The setof loggedevents
can be usedto exactly replay the executionwhen neces-
sary like whena faulty executionis encountered Oncea
failure is detectedat any point during the executionor at
the end, the applicationis taken to the Failure Avoidance
Phase In this phasethe applicationis analyzedo correct
thefailure. If the applicationwasa long-runningprogram
like a sener, thenthe clientsexperiencenon-availability of
theapplicationuntil thefailureis correctedandtheapplica-
tion is movedoutof thisphaseln this phasetheframeawork
inspectsthe eventlog of the faulty executionandsearches
for corrective perturbationswhichresultsin alteringthe ex-
ecutionervironmentwhile ensuringsafety For example,to
avoid atomicityviolation errors the systemchangegheor-
derin which threadsarescheduledn the new executionby
shufing the threadsin the eventlog. If the failure does
disappealafter a certainnumberof tries, the correspond-
ing perturbatioris recordedn a ErvironmentalPatch (EP),
whichis indeedin the form of alog le. SuchEP les are
enforcedat runtime by the framework in the Prevention-
Logging Phaseto avoid future occurrencesf the samefail-
ure or similar failuresof the samefault. Note that a fault
might resultin multiple failures(e.g.,a atomicity violation
fault mayleadto wrong outputat differentplaces).In fact,
normalprogramsexecutionalwayshappensn thelogging
phase andalsothe prevention-loggingphaseif the EP le
is notempty

We considethreedifferenttypesof faults: atomicityvio-
lation faults,avoidedby changingheschedulinglecisions;
heapbuffer over ow faults,avoidedby paddingmemoryre-
guestsandmalformeduserrequestaults,avoidedby drop-
ping the request.Thesefaultswere chosenasthey arethe
most commontypesof ervironmentalfaults [20, 9]. We
have appliedour systemto a setof bugsthatbelongto one
of thethreetypesandfoundthatour systemcanavoid fail-
urescausedy thesefaultsin all thecasesandthe overhead
is very low. Thekey contributionsof this paperareasfol-

lows:
We presenta schemethat can captureand avoid en-

vironmentbugsby usinga checkpointing/loggingys-
tem. The presencef loggingenableghetechniqueto
completelyresidein theuserspaceandhave lesscom-
plexity. It alsoharnessethe perturbedexecutionand
focuseghe change®n thefaulty region.

Our schemealso prevents the capturedfailure and
somefailuresof the samefault from occurringagain
by supplyingePs withoutrequiringa developerto de-
bug the program. Our systemcanhandlethreediffer-

ent typesof faults, namely atomicity violation, heap
buffer over ow, andmalformeduserrequest.

We have testedour schemeon a setof realbugs. The
resultsshaw it to be effective andef cient.

2. Motivating Example

MySqlver. 4.0.12hasan atomicity violation bug [4]
which is asfollows. A threadthattriesto closeandopen
anew log le atomicallyin orderto ush the previouslog
getsinterruptedjust after closing the old log by another
threadthat doesan insert operationinto a database.The
secondhreaddoesnot nd arny openlog les anddoesnot
recordthe insertoperation. Theselogs are usedto restore
databaseandincorrectlogscanresultin inconsistenyg.

Logging Phase. To begin with, the sener is run with
light weightloggingenabledthatis, the eventsarelogged
andcheckpointsare performedat x edintenals. Figure?2
shaws the eventsrecordedin the original eventlog. Ty,
T,, T3, and T, referto four uniquethreadshatarecreated
during the execution. The eventlog alsoshows the points
whereathreadis descheduledndanotherthreadis sched-
uled. We referto aregion in the log correspondingo the
maximalsetof consecuiie eventsfrom the samethreadas
athreadexecutioninterval (TEI). Thelog in Figure2 shavs
9 threadexecutionintervals.
The queries and the actvities of the corresponding

threadsareasfollows:

ThreadT; is the startupthreadthat handlesnew con-

nectionsandcreateghreaddo servicerequests.

ThreadT,, is createdby T; to handlesignals.

ThreadTj; is createdby T; to handleauser This user

issuesn“ ush log” commandhatclosegheold mysql
log andopensanen mysqllog le.

ThreadT, is createdy T, to handleanotheuser This
userdoesaninsertionoperationinto tableb'.

Figure 3 shaws the codethatis executedby ThreadsTs
andT,. Tj isinterruptedat the pointjust afterit closesthe
binlog, correspondingo TEI 7 in the eventlog. At TEI
8, threadT, performsthe insertoperationbut doesnot nd
ary log openandhencedoesnotrecordit. At TEI 9, anew



* o+ ! #
& V#HD

%

& ) 10
18,

:5&&’ ) 0 @

1& -
&

() m0

) * (
!

198

) *
% +

%8, = 0

Figure 2. Motiv ation - MySql Atomicity Violation Error. The gure shows the original log correspond-

ing to the failure and the modi ed

log where the failure is avoided by switc hing the thread schedules.

The nal log where the failure (or similar failures of the same fault) has been avoided is also shown.

The threads (Ti,...,T4) are shown and the TEIs(1,..

binlog is openedout theinsertoperationis not foundto be
recordedn ary of thelogs. Hence,a failureis discovered
and the programis taken to the next phaseof the frame-
work. The executioncould have proceedednuch further
beforethisfailureis actuallydetectedlik e whenanadmin-
istrator runs sanity checks. However, sincethe eventlog
is presentthe executioncan be reproducecand the exact
pointatwhichthefailureoccurredcouldbetracked. Notice
that this bug is non-deterministicas the schedulingdeci-
sionscouldbedifferentin anotherexecutioninstance Also
noticethatthelog captureghefailure successfully
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Figure 3. Source code of the mysqgl atomicity
violation fault.

.,9) are marked.

Failur e AvoidancePhase. In this phasethe systemtries

to avoid thefailure by safelyperturbingthe original execu-
tion. The faulty executionis rst replayed. An oracleis

provided by the userto testif the failure occursby testing
whetheraninsertoperationis presentin a TEIl. TEI 8 was
identi ed asbeingfaulty sincethe insertoperationis done
at this point but is not recordedn the binlog. The system
triesto perturbthe original executionby cancelingsomeof

theschedulingactions.We notethat TEI 8 correspondingo

threadT 4 interruptedthe executionof threadTs. Therefore,
cancelingthe schedulingat the boundaryof TEIs 8 and9

resultsin swappingTEls 8 and9 in the eventlog. Doing

so, the interruptiondisappears.The modi ed eventlog is

shawvn in Figure2. Now, replayingthe executionwith the
modi ed log resultsin the insertoperationbeingpresenin

thenew binlog.

While replayingfrom theeventlog, executingthe“insert
operation”correspondingo TEI 9in theoriginallog causes
the executionpathto change.This is clearfrom Figure 3,
where,originally, the conditionin theif statemenévaluated
to false it now evaluatego true. Hence the eventsneces-
saryto replaythis is not presentin the log of the original
execution.So,whenthis happenswe switch the execution
modefrom replayto normalexecution(andrecording).The

nal log shavsthesetof capturedeventsfor thecorrectex-



ecution.Noticethatthereis anentrynow in the nal event
log correspondingo loggingtheinsertoperation.

Now thatthe failure hasbeenavoided,let us shav how
thefailureor similarfailuresof thesamefaultareprevented
permanentlyin the future. Fromthe log, the systemiden-
ti es thatthreadT; wasinterruptedby T4 justwhenit was
performingthe close()event of the old bin log, whosePC
valueis 0xB B asshawn in Figure3. A safeperturbation
is to avoid schedulingat this codelocation which hasthe
effect of enlaiging the atomicregion of the code. Hence,
anentry of the form “< OxBB > : Don't Scheduleout”
is addedto the EnvironmentPatch (EP) le. We will showv
how thishelpsin avoiding futurefailures.Now, theseneris
readyto moveto thenext phaseandstartservicingrequests
normallyasthefailure hasbeenavoided.

In Rx [20], logging is absentandchangesare enforced
by changinghe OS,whichis morecomple<. A mechanism
to enforcethe x in thefutureis alsolacking.

Prevention-LoggingPhase. In thisphasetheapplication
runsnormallywith loggingturnedonjustlikein thelogging
phase.Wheneacheventis beinglogged,control is trans-
ferredfrom the applicationto the logging system. At this
point,theEP le is checledto seeif thePCof thecurrently
executingeventcorrespondto afaultyregion. For instance,
if somethreadT; is executingthe pieceof codecorrespond-
ing to PCOxB B, thelogging systemdetectghatit is a po-
tentially faulty region by looking up the environmentpatch
andalsoseeghatno schedulingnusthappenat this point.
Hence the priority of the executingthreadis raisedbefore
the applicationgainsfurther control. Now, this threadcon-
tinuesexecutingpastthis eventwithoutbeingscheduleaut
andthefailureis preventedfrom happeningThe priority of
the threadis resetafter a predeterminechumberof events
have beenexecuted.Sincethelogginginfrastructureis ac-
tive, any new failurescanstill be capturedn thelog. When
anew failureoccurs theapplicationmovesbackto thefail-
ureavoidancephase.

3. Faults and the Corr espondingPerturbations

We identify threetypesof faultswhich aredescribedn
detailin the section.We discusshow we discover the point
at which the ervironmentchangesnustbe madeto avoid
failures.We alsoshov how we usetheinformationwe have
gatheredo preventfuture occurrence®f the faultin each
case Notethatin orderto usethemethodsclassi cationof
obsenedfailuresmustbecarriedout. Oursystemrst gath-
ersinformationaboutthe application— is it multithreaded,
shouldit satisfy certaininvariants,andhow doesit termi-
natewhenit is successfulNow, if theexecutionresultsin a
failure,the systemusegheinformationgatheredo classify
the failure and apply the appropriateavoidancetechnique.
If a programis multithreadedall threetechniqueswill be
tried oneafteranothettill onetechniquesucceedsSpeci -

cally, if aninvariantviolationis obsened,reschedulingnd
droppinguserrequestsvill betried by oursystemin thator-
der. In the caseof singlethreadegrogramsthereschedul-
ing doesnot apply and hencethe systemwill try to avoid
the failure by droppingrequests.In the caseof abnormal
termination,the systemwill try to avoid the failure by us-
ing buffer over ow techniquesrst andif necessaryollow
thatby droppinguserrequestsin thiswork we considetthe
scenaridn which applicationssingleor multithreadedare
executedon a uniprocessor

3.1. Handling Synchronization Faults

To avoid failuresdue to synchronizatiorerrorsamong
threads ike the examplein Figure 2, threadsthat arein-
volvedin the failure are rst detected.A synchronization
error occursbecausehe executionof a thread,which we
call interuptee is interruptedby anotherthread,which we
call interrupter, while atomicity is expected.For instance,
in Figure 2, threadTj; is the interupteeand T, the inter
rupter After theinterupteghreads descheduledhethread
thatis executednext is theinterrupter

Now let us discussthe conditionswhich mustbe satis-
ed for athreadto be considerednterrupted Eventbound-
ariesat which threadschedulingdecisiongake placecould
be synchronousr asynchronous A threadis interrupted
if andonly if it is scheduledout after it executeda syn-
chronousevent. For example,if athreadafter performing
a le readevent(synchronous)s scheduledut, it is con-
siderednterruptedwhereasathreadwhich wasscheduled
out when executinga polling event (asynchronousijs not
considerednterrupted.The latter caseis becaus¢he asyn-
chronousevent canblock the threadfor anarbitrarily long
interval of time, dependingon whenthe polling is success-
ful, and hencea differentthreadmustbe scheduledf ex-
ecutionof the applicationmustproceed. Note that all in-
terruptionsdo notleadto synchronizatiorerrorsbut we use
this asthe basisto decideif a synchronizatiorerror could
havetakenplace.In Figure2, threadT, did interruptthread
T3 at TEI 8 astheeventatwhich T3 wasscheduledutcor-
respondedo closinga le, whichis synchronousAlso at
TEI 5in Figure2, threadT; did notinterruptT; aspolling
is anasynchronousvent.

In the failure avoidancephase oncethe TEI wherethe
failureoccurreds identi ed, the systenstartssearchindor
a safeperturbatiorby eliminatinginterruptions.The strat-
egy is to searchbackward from the failure residenceTEl
andlet a interrupteeexecutefurther by combiningit with
thenext TEI from the samethread.The processs iterative
until the synchronizatiorerror is avoided or all combina-
tionsareexhausted Again, in the examplein Figure?2, the
failure occuredin TEI 8, which correspondo threadT;,.
ExtendingTEI 7 by combiningit with TEI 9 avoidsthefail-
ure. Notethatif we changeheschedulein suchaway that
all threadsxecutewithoutinterruptionauntil blockedby an



asynchronousvent, the errorwould go away. Doing sois
however not desirablein termsof performanceasthreads
stuckin expensve I/O operationsarenot scheduledut.

3.2. Handling Heap Buer Overo w Faults

Upon the occurrenceof systemcrasheghat are poten-
tially causedy a heapbuffer over ow fault, the execution
enterghefailure avoidancephasejn which the heapbuffer
that hasbeenover owedis detected.In orderto do so, a
dynamicmemorychecler is used,which is built uponthe
valgrind instrumentatiorengine. A hashtable is usedto
maintainfor eachvirtual memoryaddresshe EIP of thein-
structionthatperformedamemoryallocation. Theprogram
is instrumentedit eachheapmemoryallocationinstruction
thatallocatesarangeof addresset updatethecorrespond-
ing entriesin the hashtable with its EIP. The programis
thenreplayedrom the eventlog. During execution for ev-
ery load and storeto a heapaddressthe memorychecler
checksf theaccessedddres$iasa correspondindpashta-
ble entry. If anentryis not presentanunallocatecaddress
is touched.Now, neighboringaddressearesearchedo see
if they have an entry in the hash. If so, this, very likely,
correspondso the EIP of theinstructionthatallocatedthe
heapbuffer which hasover owed.

Oncethe EIP of the instructionthat allocatedthe heap
buffer, denotedasE | Ppen , is Obtained. Thesystementers
thefailureavoidancephaseln this phasetheprogramis re-
playedagainbut with asafeperturbationwhichis to padthe
memoryreturnedo theover owedheapbuffer by doubling
it. If thefailureis avoided, an entry will be addedto the
EP le with theform: “< EIl Ppem : DoubleMemory>".
Now, the applicationentersthe nal phaseand all future
executionsavoid failurescausedy this fault permanently
asfollows. During a memoryallocationcall, the EIP of
the instructionis checled to seeif it matchesan entry in
the ervironmentpatch.If so,thememoryto beallocateds
paddedby doublingit. The decisionto doublethe memory
to bepaddeds aheuristichasedn thefaultswe lookedat.
3.3. Handling Bad User Request Faults

Faultsbelongingto this category couldbemalicioususer
requestghat are intendedto exposea bug in a sener and
not do anything useful otherwise. It could also be a set
of userrequestghat are malformed. Thesefaults usually
endup crashingthe sener by over owing a stackbuffer or
even a heapbuffer. Our strateyy to avoid failurescaused
by thesefaultsis to ignore suchrequests.This is the last
resortasdroppingrequestghatare not maliciousis aform
of denialof request However, it is still betterthanstarving
all the usersby bringingdown the sener. Beforedropping
a requestthe systemchecksif the failure canbe avoided
by paddinga over owed heapbuffer or modifying thread
scheduleslf they all fail, the systemstartsto droprequests
one by onein the backward order If the failure can be
avoided, the EIP of the instructionwherethis requestwas

acceptedE | P;eaq, alongwith the userrequestreq are
recordedn theervironmentpatchle as: “< El P;eaq;req
: Drop Request”. In the prevention-loggingphasewhen
the samerequesturnsup at this EIP, it is not servicedand
thefailureis averted.

4. SystemDescription

In this section,we describethe implementationof our
systemthat incorporatescheckpointing/loggingand a dy-
namicinstrumentatiorcapability We have usedthis system
to avoid repeatedccurrencesf ervironmentafaultsin dif-
ferentapplications.
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Figure 4. Implementation system

Logging and Checkpointing Infrastructur e. We have
usedthe jockey userlevel library [23] to perform check-
pointing and logging for replay Joclkey works on most
singleand multiple threadedprograms.We have modi ed
jockey to passthe EIP of eachsystemcall andmallocin-
structionin the applicationas an argumentto the jockey
systemcall andmallochandlerrespectiely. Thisinforma-
tion will beusedby jockey in the prevention-loggingphase
to determindf anentryin the EPis applicable.

Dynamic Instrumentation Engine. Thedynamicinstru-
mentationtool is usedin the failure avoidancephase.lt is
usedto instrumentthe applicationandcontrolits execution
sothat the systemcandetectwhena failure happens.For
synchronizatiorfaults, the userhasto provide a small or-
aclefunctionto decideif the outputis correct— suchasa
particularentry needdo presentn thebinlog. This compo-
nentis built uponthevalgrind [18] system.It is capableof
replayinga programexecutionfrom the log le generated
by jockey. It alsodetectsllegalheapmemoryaccesses.

5. CaseStudies

5.1. Atomicit y Violation Fault in mysql

Accordingto the bug report[2], MySqlver. 3.23.56has
an atomicity violation error which is asfollows. For some
table’t' in thedatabasewhenonethreaddoesarow delete
from it and anotherthreaddoesan insertinto it in quick
successionthoughthe operationstake placein the order
they arecalled,they areloggedin the mysqlbinlog asdone
in the reverseorder The mysqlbinlog doesnot re ect the
true sequenc®f operationson the sametableandhenceit



is inconsistentvith the stateof thetableasshowvn below.
—Log File —

SETTIMESTAMP=1151980120

insertinto b values(1);

SETTIMESTAMP=1151980107

deletefromb;

——Endof Log File —

Noticethatalthoughthe deleteoperatioris done rst it gets
logged after the insert operation. The reasonis that line
109in Figure5 which performsthe write to the binlog is
notinsidethe critical section.So,the threadcorresponding
to theinsertoperationgetsscheduledeforethis pointand
hencethisinconsisteng occurs. Figure5 shovstheevent
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Figure 5. Mysgl atomicity violation fault.

log correspondingo thefaulty execution.Whenwe replay
the programusingthelog, we caneasilydetectthat TEIs 1
and 2 aredirectly involvedin the failure asthe deleteand
insert operationstake place during thesepoints. We can
alsodetecthatTEI 2 interferedwith theexecutionof thread
T1. We now extendthe executionof threadT; by swapping
TEls 2 and3 andthe failure is avoided. We alsonotethe
PC at line 108, which is 0x81023AC, in the ervironment
patchwith the commandnot to scheduleat this point. The
patchis hence'< 0x81023AC : Don't schedule ”. In the
prevention-loggingphase whenthe executionreacheghis
point, the threads priority is raisedso thatit doesnot get
descheduled After applyingthe patch,we run the sener
andperformthe samesequencef operationgo ensurehat
failurescausedy thefaultareindeedprevented.
5.2. Heap Buer Overo w Fault in mutt

Mutt [8] is atext basedmail useragent(MUA) for Unix
basedOperatingSystems. It hasmary featuresincluding
customizability POP3and IMAP support,and ability to
handle multiple mailbox formats. Accordingto the bug
report[§, muttversionl.4 hasa known memorybugwhich
is asfollows. The Mutt Mail UserAgent(MUA) hassup-
portfor accessingemotemailboxesthroughthe IMAP pro-
tocol. Whenmutthasto corvertthenameof thefolderfrom
its internalUTF-8 representatioto UTF-7 it callsthefunc-
tion utf8_to_utf7 in moduleimap/utf7.c Whenthis function
doesthe corversion,it miscalculateshe lengthof the out-
put string, line number152in Figure6. To form a faulty
execution,we executemutt for sometime andthensupply

aUTF-8folder namethatcontainssomespecialcharacters.
The heapbuffer is over owed and a segmentationfault is
agged. The jockey eventlog capturesall the eventsnec-
essanyto replaythefailure. We thentake the applicationto
thefailureavoidancephase.
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bad user request.

We detectthe heapbuffer over ow, line number199in
Figure6, usingvalgrind. We alsodetectheallocationpoint
for this heapbuffer, line number152. We capturethe PC
of the malloc call at this point, 0X80A9F BA. Whenwe
replay the programdoubling the memoryallocatedat this
point, the failure goesaway. We recordthis in the envi-
ronmentpatchwith the entry : “< Ox80A9FBA : Pad
Allocation>" andnow continuetheprogramexecutionwith
the failure avoided. We run the applicationfor sometime
andagainpresenthefailure-inducingequestThejockey's
mallocwrappersuccessfullynakestheervironmentchange
andpreventsthe faultfrom happeningagain.

5.3. Bad User Request Fault in pine

Accordingto [6], pinever.4.44hasa bug thatwhentrig-
geredcan over ow a heapbuffer causinga crash. This
canoccurwhen pine processeshe “From” eld of email
headersCertainspecialcharactersn the headercancause
thebug. Figure7 shows the sourcecodewherethe bug is
presentTheheapbuffer destover owsin line 260in func-
tion rfc822 cat() asthe amountof memoryallocatedto it
is miscalculatedn line 7269in function estsize() After
capturingthe eventlog correspondingo this fault, we rst
try to avoid the failure by paddingmemory We track the
heapbuffer that was over own and doublethe memoryat
this point but the bug doesnot disappearHence we detect
the requestthat causedthe bug to occurand obsene that
therequesis unusualsit is full of specialcharactersn it.
Hence we decideto dropsuchrequestandaddanentryto
the ervironmentpatchwith the contents,'< 0x3A976422



Table 1. Overheads involved in each of the three phases - logging, avoidance and prevention-log ging.

Bug LoggingPhase Failure AvoidancePhase Prevention-LoggingPhase
Orig. | Logged | Logged/ || Trials | Valgrind | Jocley | Environment | Potential || Logged | Prevention Prev. /
(secs.)| (secs.)| Orig. (secs.)| (secs.)| Change Trials (secs.) (secs.)| Logged
mysql-1 155 15.9 1.03 1 116 15.8 | Scheduler 186 16.0 16.1 1.01
mysql-2 7.8 8.0 1.03 1 58 8.0 | Scheduler 36 8.0 8.5 1.06
mysql-3 7.2 7.4 1.04 1 59 7.3 | Scheduler 138 8.7 8.9 1.02
mysql-4 7.9 8.1 1.02 2 454 15.2 | IgnoreReq. 284 8.7 9.0 1.03
pine-1 6.1 6.8 111 2 314 13.2 | IgnoreReq. 55 8.1 8.4 1.04
pine-2 4.3 4.9 1.14 2 262 9.0 | IgnoreReq. 2624 6.1 6.2 1.02
mutt 6.7 7.9 1.18 1 197 7.7 | PadMem. 11653 9.0 9.2 1.02
bec-1 6.5 7.4 1.14 1 285 7.4 | PadMem. 6555 10.1 10.1 1.0
bc-2 43 45 1.05 1 190 6.2 | PadMem. 533 6.2 6.3 1.02

pattern-string: Drop>", wherethe patternstring is the
stringof specialcharactershatcausedhefailure.

6. Experiments

Table2 shawvsthelist of buggyversionof programsghat
we have usedto evaluateour system. Each of the bugs
belongsto one of the threepossibletypesof ervironment
faultswe have lookedat. We took thebuggyversionof each
programand createdan executionthatrunsfor sometime,
betweem and15 secondsandthenintroducedthe failure.
For example,in mysqld we createda few clientsandpro-
cessed setof standardequestdrom eachclient andthen
triggeredthefailure by issuingthefailureinducingrequest.
Sincethe executionswerenot too long, checkpointingvas
not triggered. After patchingthe failure by applying the
appropriateervironmentchange we thenrun the applica-
tion againfor sometime andtry to introducethe failure as
before.We ensurehatthefailureis indeedavoidedby con-
tinuing executionbeyondthe point for a coupleof seconds
beforeterminatingit. Now, let us describethe variousex-
perimentsve have conducted.

Table 2. Benchmarks and the bugs

[ Program| Description | LOC [ Descriptionof bugsused |

mysqld Database 508K | a) Atomicity bug[4] (mysql-1)
(ver. 4.0.12) b) Atomicity bug[2] (mysql-2)
(ver. 3.23.56) ¢) Atomicity bug[3](mysql-3)
(ver. 4.00) d) BadReq.bug[1] (mysql-4)

pine Mail client 212K | &) BadReg.bug[6](pine-1)
(ver. 4.44) b) BadReq.bug[7](pine-2)

mutt Mail client 454K | @) HeapOver ow [5](mutt-1)
(ver. 1.4)

bc Calculator 14K | & HeapOver ow [15] (bc-1)
(ver. 1.06) b) HeapOver ow [15] (bc-2)

Logging Phase. In Table 1, under Logging Phase,we
presentherunningtime of the applicationwithoutlogging
(Original) andwith logging(Logged).Theoverheadf log-
ging, shavn underLogged/Orig, is between2% and18%
andthis shaws that the logging mechanisnis lightweight
enoughto berun alongwith theapplicationatall times.

Failur e Avoidance Phase. Underthe Failure Avoidance
Phasen Tablel, thenumberof triesto avoid eachbug, un-
derthe columnTrials, is alsoshovn whereeachtry corre-
spondgo adifferentervironmentakchangeAll failuresthat
were triggeredby malformedrequestsneededmore than

onetrial aswe rst checledif we could x the failure by
paddingmemoryor changingthreadschedulesWe failed,
andhencedroppedthe request. The columnjockey shavs
the total time spentto replay the programusing jockey,
with the ervironmentchangedto detectif the failure was
avoided. The datashaws thatthe jockey time for onetrial
is almostequalto the original time. The columnvalgrind
shaws the time takento replaythe programin valgrind to
detecttheregionscorrespondingo thefailureandthetime
takento performanalysislik e detectingheallocationpoint
givena heapover ow. This incursa slovdown of 7x-44x
pertrial. Note thatthis costis incurredonly in this phase
dueto the expensve analysisthatis performedusing val-
grind. This overheadwill not be presenin the prevention-
logging phasewhen the applicationruns normally. The
columnEnvironmentChange shows the patchthat avoided
the bug and usedto preventit from occurringagain. The
column Potential Trials shavs potentially the number of
changeghathave to betried by anad-hocscheme For in-
stancefor mysql-1 186differentschedulinglecisionsvere
madeduringtheexecution.In thecaseof mutt memorywas
allocatedat 11653differentpointsin the execution.Hence,
an ad-hocschemethat doesnot useary techniqueto nd
theregion of theerrorhasto potentiallytry all 186schedul-
ing pointsbeforetheatomicityviolation canbenailed. This
numberof possibletrials could be overwhelmingfor such
a system.Sinceour systemfocuseshe failure to aregion,
only afew trials areneeded.

Prevention-LoggingPhase. Finally, we presentheover
heads,of performinglogging and preventingfailures,that
areincurredin this phase.Table 1 shavs thesecostsunder
Preventionphase.The columnLogged shovs the overhead
of logging the executionin this phasewith the bug x ed
in the sourcecode and the prevention mechanisnturned
off. The column Preventionshows the time taken to per
form logging and prevention on the applicationwith the
bug present. The additional overheadof preventing fail-
uresbeyond the logging overheads shovn underthe col-
umnPrev./Logged Theoverheadwhichrangedrom 0%to
6%, is low andis dueto the factthatwe could successfully
meigetheoperatiorof checkingheenvironmentpatchwith
the logging. The combinedoverheadof the logging with



preventionmechanisms between2% and 19% andis low
enoughthatit canberun alongsidehe applicationalways.

7. Related Work

Loggingtechniquedor applicationsexecutingon a mul-
tiprocessothave beenproposed17, 24] which usehard-
ware supportto capturesharedmemory dependenciesf
threadsexecuting simultaneously Thesetechniquesare
very lightweight and canbe usedin our systemto further
reducethe overheadf logging. Our techniquesanbe ap-
pliedto the eventlogs of thesesystemgherebymakingour
systemfeasibleeven for applicationsrunningon muticore
systems.

Recently an execution fast forwarding (EFF) system
was proposed[25] that useslogging to capture non-
deterministicfaulty executions like our system. The EFF
systemthenpruneshe eventlog, to remove portionsof ex-
ecutionthat did not contribute to the failure, and applies
expensve techniquedik e programtracingto the shortened
executionto reducethe costof dehugging. Sinceour tech-
nigue produceghe log of the faulty execution,thelog can
be givento the EFF systemto dehug the programoff-line.

A numberof dynamicfault detectiontechnique$10, 11,
13, 19] existthatinstrumentheprogramto checkfor illegal
memoryaccessesleadlocksanddataracesatrun-timeand
alsohavereasonableverhead Suchtechniqueganbeused
in oursystemto ag afaultwhenit occurs.

Avio [16] is a techniqueto detectatomicity violation
bugsin programs. The main idea of the techniqueis to
usea numberof correctruns,with differentinterleavingsin
eachrun, of theapplicationon the sameinput anddiscover
atomicregionsof the program.Oncewe have detectedhe
point at which atomicity is possiblyviolated, we canpass
thisinformationto sucha systenthatcanuseit to detectif
aninvariantexists.

Failure-Oblviouscomputing[21] is atechniquethatby-
passesailuresin applicationsdy alteringthebehavior of the
applicatiorwhenit detectsaccesset unallocatednemory
It manufcturesvaluesfor incorrectreadsandignoresille-
gal writes to let the applicationcontinuefurther execution
without crashing.This approacmeedsmodi cationsto the
applicationandthe correctnessf theapplicationcannotbe
guaranteed.

8. Conclusions

In this paper we have presente schemehatusesog-
ging and ervironmentpatchingto captureand avoid envi-
ronmentfailuresasandwhenthey occurandpreventthem
from occurringagain. We have also showvn throughcase
studieghatourschemeanbesuccessfuagainsthreetypes
of ervironmentfaults and we have veri ed this on nine
known bugsin real-world applications.We have alsopre-
senteddatawhich shows that the overheadof the logging
and preventionmechanisnis low enough,2% to 19%, to
justify it beingrunalongsidethe applicationatall times.
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