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ABSTRACT 
L7-f ilter  is a sig nif ic ant c om ponent in Linu x ’ s Q oS 
f r am ew or k  that c lassif ies netw or k  tr af f ic  based on 
applic ation lay er  data. It enables su bsequ ent distr ibu tion of  
netw or k  r esou r c es in r espec t to the pr ior ity  of  applic ations. 
C onsider able r esear c h has been r epor ted to deploy  m u lti-
c or e ar c hitec tu r es f or  c om pu tationally  intensiv e 
applic ations. U nf or tu nately , the pr olif er ation of  m u lti-c or e 
ar c hitec tu r es has not helped f ast pac k et pr oc essing  du e to:  
1) the lac k  of  ef f ic ient par allelism  in leg ac y  netw or k  
pr og r am s, and 2) the non-tr iv ial c onf ig u r ation f or  sc alable 
u tiliz ation on m u lti-c or e ser v er s. 
In this paper , w e pr opose a hig hly  sc alable par alleliz ed L7-
f ilter  sy stem  ar c hitec tu r e w ith af f inity -based sc hedu ling  in a 
m u lti-c or e ser v er . We star t w ith an analy tic al stu dy  of  the 
sy stem  ar c hitec tu r e based on an of f line desig n. Sim ilar  to 
R ec eiv e Side Sc aling  ( R SS) in the N IC , w e dev elop a 
m odel to ex plor e the c onnec tion lev el par allelism  in L7-
f ilter  and pr opose an af f inity -based sc hedu ler  to optim iz e 
sy stem  sc alability . Per f or m anc e r esu lts show  that ou r  
optim iz ed L7-f ilter  has su per ior  sc alability  ov er  the naiv e 
m u ltithr eaded v er sion. It im pr ov es sy stem  per f or m anc e by  
abou t 50%  w hen all the c or es ar e deploy ed. In addition, this 
m odel also am elior ates the per f or m anc e deg r adation in a 
v ir tu aliz ed env ir onm ent du e to ou r  dir ec t m apping  
m ec hanism . 

Ca t e g o r i e s a n d  Su b j e c t  De sc r i p t o r s 
C .1 .2 [Multiple Data Stream Architectures (Multiprocessors)]:  
Multiple-in s tr uc tio n -s tr ea m ,  m ultiple-d a ta -s tr ea m  pr o c es s o r s  
( MI MD ) ; C .2.0 [ C omputer C ommun ication  N etw ork s]:  Ge ne ral 
– S ec ur ity  a n d  pr o tec tio n  ( e. g . ,  f ir ew a lls )   

G e n e r a l  Te r m s 
Desig n, Measu r em ent, Per f or m anc e 

K e y w o r d s 
Af f inity , L7-f ilter , Mu lti-C or e, Pac k et C lassif ic ation, 
Par allelism , Q oS, Sc alability , Sc hedu ling .  

1 .  I N TRO DU CTI O N  
    N etw or k  r esou r c e c om petition bec om es inc r easing ly  
intense as m or e and m or e applic ations dem and hig h 
bandw idth and m or e c om pu ting  c apability . The Q u ality  of  
Ser v ic e ( Q oS) in netw or k  dom ain r equ ir es pow er f u l 
c lassif ier s to distr ibu te r esou r c es based on applic ation 
pr ior ities. Tr aditional pac k et c lassif ic ations m ak e the 
dec ision based on pac k et header  inf or m ation. Bu t m any  
applic ations, su c h as P2P and H TTP, hide their  applic ation 
c har ac ter istic s in the pay load. They  r equ ir e dy nam ic  
assig nm ent of  por t nu m ber s du r ing  c onnec tion 
establishm ent. U nder  su c h c ir c u m stanc es, Deep Pac k et 
Inspec tion ( DPI) is u sed to identif y  the pr otoc ol/ applic ation 
inf or m ation and im pr ov e Q oS.  
A lay er -7 c lassif ier  r equ ir es m assiv e pr oc essing  

c apability . The em er g enc e of  hig h speed netw or k s, su c h as 
10 G ig abit Ether net ( 10G bE), inc r eases the intensity  of  
netw or k  tr af f ic , w hic h c onsequ ently  elev ates the dem and 
f or  f ast DPI pr oc essing . Tr aditional sing le c or e ser v er  is 
insu f f ic ient to satisf y  DPI f u nc tionality . H ow ev er , m u lti-
c or e ar c hitec tu r es c an boost pac k et pr oc essing  by  ex ec u ting  
c onc u r r ent pr oc esses/ thr eads on dif f er ent c or es. Ther ef or e, 
they  ar e w idely  deploy ed as ser v er  platf or m s to pr ov ide 
m or e c om pu ting  pow er  and to m atc h I/ O  pr oc essing  
r equ ir ed by  hig h bandw idth netw or k . C isc o’ s Applic ation 
O r iented N etw or k  ( AO N ) tec hnolog y  also em ploy s m u lti-
c or e ar c hitec tu r es [4]. 
In spite of  its enhanc ed pr oc essing  pow er , ef f ic ient c or e 

u tiliz ation in a m u lti-c or e ar c hitec tu r e r em ains a c halleng e. 
The lac k  of  ef f ic ient pr og r am  lev el par allelism  in leg ac y  
netw or k  applic ations g r eatly  lim its the u tiliz ation of  m u lti-
c or e ar c hitec tu r es, and they  of ten per f or m  no better  than 
sing le c or e sy stem s. F u r ther m or e, inter -pr oc essor  
c om m u nic ation in m u lti-c or e ar c hitec tu r es ham per s sy stem  
sc alability . Ex per im ents [25] show ed that the 8-c or e test 
ser v er  r u nning  a m odif ied SPEC w eb2005 w or k load 
ac hiev ed only  a 4.8X speedu p in thr ou g hpu t ( c om par ed to 
the ideal 8X). 
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T o  addre ss th e  i ssu e s ab o v e , w e  p ro p o se  a h i g h ly sc alab le  
p aralle li z e d L 7-f i lte r syste m  arc h i te c tu re  w i th  af f i ni ty-b ase d 
sc h e du li ng  f o r a m u lti -c o re  se rv e r. T h e  o ri g i nal L 7-f i lte r i s a 
se q u e nti al D P I  p ro g ram  th at i de nti f i e s p ro to c o l i nf o rm ati o n i n a 
g i v e n c o nne c ti o n. I t re ads i n ne tw o rk  traf f i c  th ro u g h  N e tf i lte r’ s 
QUEUE i n th e  k e rne l, and w as f i rst de si g ne d as a c o m p o ne nt i n 
L i nu x ’ s Q o S  f ram e w o rk . H o w e v e r, w e  p aralle li z e  th e  L 7-f i lte r 
o p e rati o ns b ase d o n a u se rsp ac e  v e rsi o n. O u r te c h ni q u e  i s i n li ne  
w i th  m any re c e nt p ro du c ts w h i c h  h av e  m o v e d N e tf i lte r p ro c e ssi ng  
f ro m  th e  k e rne l le v e l to  ap p li c ati o n le v e l [3 , 4 ]. P re v i o u s re se arc h  
f ro m  b o th  ac ade m i a and i ndu stry [2, 9, 1 1 ] h av e  de m o nstrate d 
th at th e  p e rf o rm anc e  o f  L 7-f i lte r i s b o u nde d b y th e  c o st o f  p atte rn 
m atc h i ng . T h e re f o re , w e  h av e  de v e lo p e d a de c o u p le d m o de l to  
se p arate  th e  p ac k e t arri v al h andli ng  and f o c u s o n o p ti m i z i ng  th e  
p atte rn m atc h i ng  o p e rati o ns at th e  ap p li c ati o n laye r.   
Based on the u nder standing  of  this m odel, w e ex plor e 

potential c onnec tion lev el par allelism  in patter n m atc hing , 
and pr opose an af f inity -based sc hedu ler  to enhanc e the 
sc alability  of  m u ltithr eading . Essentially , w e assig n pac k ets 
belong ing  to the sam e c onnec tion to the r u nqu eu e of  the 
sam e thr ead, w hic h is dispatc hed to a dedic ated c or e in 
m u lti-c or e ser v er . Sim ilar  to R ec eiv e Side Sc aling  ( R SS) 
[20] f or  the N IC , ou r  sc hedu ler  w or k s in sof tw ar e and 
pr ov ides f aster  pac k et c lassif ic ation w ith g ood sc alability  in 
the m u lti-c or e ar c hitec tu r e.  
C onsider ing  that DPI eng ines alw ay s r eside in a bac k  end 

ser v er  or  a c ontent-aw ar e r ou ter / sw itc h, one shou ld be 
c onc er ned w ith the m em or y  lim it f or  the m atc hing  pr oc ess. 
We m easu r e the nu m ber  of  c onnec tions u nder  pr oc essing  
and dec ide the m inim u m  bu f f er  siz e w ith eac h thr ead 
r u nning  independently  on a separ ate c or e. The m easu r em ent 
r esu lts dem onstr ate stor ag e ef f ic ienc y  ( bou nded by  K By te 
sc ale) and im pr ov ed pr ac tic ality  of  ou r  m u ltithr eaded L7-
f ilter  ar c hitec tu r e. 
O u r  c ontr ibu tions in this paper  c an be su m m ar iz ed as 

f ollow s:  
• Dev eloped a tr ac e-dr iv en of f line L7-f ilter  DPI sy stem  

m odel to stu dy  its pr oc essing  r equ ir em ents in a w ell-
c ontr olled env ir onm ent w ithou t noises f r om  netw or k  
inf r astr u c tu r e and k er nel stac k .  

• Desig ned and im plem ented L7-f ilter  par allel 
alg or ithm  at the c onnec tion lev el and pr oposed an 
af f inity -based sc hedu ler  to ac hiev e hig her  
per f or m anc e sc alability .  

• Per f or m ed a u niqu e “ lif e-of -a-pac k et”  analy sis to 
illu str ate the L7-f ilter  per f or m anc e bottlenec k  and 
dem onstr ate the optim iz ation adv antag es of  ou r  
desig n. 

The r em ainder  of  the paper  is or g aniz ed as f ollow s:  In 
sec tion 2, w e pr ov ide bac k g r ou nd inf or m ation and 
m otiv ation of  the paper . In sec tion 3, w e dem onstr ate the 
sy stem  ar c hitec tu r e in a pr og r essiv e f ashion. We pr esent the 

per f or m anc e m easu r em ents in sec tion 4. In sec tion 5, w e 
disc u ss r elated r esear c h. F inally , in sec tion 6, w e c onc lu de 
the paper  and pr opose f u tu r e r esear c h dir ec tions. 

2 .  BACK G RO U N D AN D MO TI V ATI O N  
2 . 1  P a c k e t  I n sp e c t i o n  a n d  L 7 -f i l t e r  

T h e  u ni v e rsal i nte nti o n o f  p ac k e t i nsp e c ti o n i s to  p ro v i de  
Q u ali ty o f  S e rv i c e  ( Q o S )  i n th e  ne tw o rk  do m ai n. Ac c o rdi ng  to  
v ari o u s p ri o ri ti e s o f  ap p li c ati o ns, ne tw o rk  re so u rc e s m u st b e  
di stri b u te d i n a m anne r su c h  th at c ri ti c al ap p li c ati o ns are  
g u arante e d b e tte r se rv i c e s i n te rm s o f  b andw i dth  and late nc y. I n 
re tro sp e c t, p ac k e t i nsp e c ti o n h as e v o lv e d f ro m  si m p le  m atc h i ng  o f  
p ac k e t h e ade r i nf o rm ati o n to  i nte nsi v e  c o m p u tati o n w i th  p aylo ad 
data. 
In spite of  the sim plic ity  and pr ac tic ality  of  the c lassic al 

por t-based pac k et inspec tion, DPI is m or e and m or e w idely  
u sed to m eet the r equ ir em ent of  c lassif y ing  f ile shar ing  
ser v ic es su c h as P2P in r ec ent y ear s. DPI c hec k s pac k et 
pay load inf or m ation w her e ser v ic e c har ac ter istic s ar e 
deliber ately  hidden in som e m alic iou s applic ations. An 
ac c u r ate and ef f ic ient c lassif ic ation of  pac k et pay load 
pr ev ents these m alic iou s applic ations f r om  ac qu ir ing  lar g e 
bandw idth, and ther ef or e g u ar antees netw or k  Q oS. 

Am ong  m any  sig natu r e-based pr otoc ol par sing  sof tw ar e, 
L7-f ilter  [2] is m ost w idely  u sed f or  c onnec tion-based DPI 
in Linu x . By  m atc hing  ag ainst sig natu r e f ields of  v ar iou s 
pr otoc ols, L7-f ilter  u ses G N U  R eg u lar  Ex pr ession ( R E) 
m atc hing  to obtain pr otoc ol ty pe assoc iated w ith the 
applic ation lay er  data in the pac k et. Dif f er ent f r om  
sig natu r e-based Intr u sion Detec tion Sy stem s ( IDS), w hic h 
hav e thou sands of  c om plex  netw or k  sec u r ity  r eg u lation sets, 
sig natu r e-based pr otoc ol par sing  sc hem es ar e 
c om par ativ ely  sim ple w ith only  hu ndr eds of  pr otoc ol 
m atc hing  r u le sets, and thu s c an be easily  im plem ented and 
deploy ed in sof tw ar e w ithou t any  spec if ic  har dw ar e 
ac c eler ator s. That said, the c om pu tation c ost of  the L7-f ilter  
sof tw ar e still r em ains hig h f or  r eal-tim e pr oc essing  of  
pac k ets [2, 9, 19]. Thu s, optim iz ation ef f or t is needed. 

2 . 2  Mu l t i -c o r e  Ar c h i t e c t u r e  
M u lti -c o re  arc h i te c tu re  du p li c ate s h ardw are  re so u rc e s su c h  

as AL U , L 1  c ac h e , e tc . o n th e  sam e  di e , and h e nc e  allo w s m u lti p le  
p ro c e sse s to  ru n c o nc u rre ntly o n di f f e re nt c o re s. I nte l m u lti -c o re  
arc h i te c tu re , as sh o w n i n F i g u re  1 , p ro v i de s sh are d L 2 c ac h e  f o r 
c o re s i n th e  sam e  g ro u p . T h i s si m p li f i e s i nte r-c o re  c o m m u ni c ati o n 
b y e li m i nati ng  c ac h e -c o h e re nc y p ro to c o ls as u se d i n m u lti -c ac h e  
syste m s. 

Mu lti-c or e ar c hitec tu r es ar e deploy ed m or e and m or e to 
satisf y  the r equ ir em ent of  f aster  pac k et pr oc essing . In 
addition, m u ltithr eading  dir ec tiv es su c h as Pthr ead and MPI 
hav e ex plor ed pr og r am  lev el par allelism . [8, 15, 21, 22] 
pr opose O S lev el heu r istic s to distr ibu te heter og eneou s 
w or k loads am ong  c or es to im pr ov e ef f ic ienc y  in sy stem  
u tiliz ation. U nf or tu nately , m ost of  su c h av ailable desig ns 



r equ ir e a lar g e am ou nt of  c hang e in the O S.  
Sinc e k er nel 2.6, Linu x  pr ov ides af f inity  c onf ig u r ation 

API f or  SMP platf or m . The u ser  ( w ith r oot ac c ess) c ou ld 
c hang e the C PU  af f inity  to inter r u pt and u ser spac e 
applic ations. F oong  [6] show s the ef f ic ienc y  of  C PU  
af f inity  w ith m u ltiple N IC s. C om par ed to pr ev iou s w or k s, 
w e believ e tu ning  u p af f inity  setting s f or  Linu x  is easier  and 
m or e r eliable, espec ially  w hen k er nel m odif ic ation bec om es 
c u m ber som e in a v ir tu aliz ation env ir onm ent. 

2 . 3  F r o m  K e r n e l  t o  U se r sp a c e  
M o st o f  th e  D P I  so f tw are  o p e rati o ns are  c o ndu c te d i n th e  O S  

k e rne l sp ac e . Grante d th at o p e rati o ns i n th e  k e rne l so m e ti m e s 
p ro v i de  p e rf o rm anc e  b e ne f i ts, c o m p u tati o n i nte nsi v e  o p e rati o ns 
are  no t su i tab le  i n th e  k e rne l sp ac e . T h e  de v e lo p e rs o f  L 7-f i lte r 
re ali z e d th i s p ro b le m  and adm i tte d i n 2006 th at, “B y D e c  2006, 
w e  h ad re ali z e d th at w o rk i ng  anyw h e re  i n k e rne l sp ac e  w as no t 
th e  b ri g h te st i de a, so  w e  re le ase d a v e rsi o n th at ru ns i n u se rsp ac e  
and g e ts i ts data th ro u g h  N e tf i lte r' s QUEUE.” [2] 

That u ser spac e v er sion of  Linu x  L7-f ilter  is sing le-
thr eaded. Ev en thou g h the c om pu tation-intensiv e oper ations 
ar e m ov ed ou t f r om  the k er nel spac e to the u ser spac e, this 
sing le-thr eaded L7-f ilter  c annot u tiliz e the m u lti-c or e 
pr oc essing  r esou r c es.  H enc e, a m u ltithr eaded L7-f ilter  that 
applies pr oper  c or e af f inity  c an better  u tiliz e m u lti-c or e 
ser v er  r esou r c es and sig nif ic antly  im pr ov e L7-f ilter  
per f or m anc e. 
2 . 4  Co n n e c t i o n -b a se d  P a r a l l e l i sm  

C o nne c ti o n-b ase d p aralle li sm  w as p ro du c ti z e d b y M i c ro so f t i n 
th e i r R e c e i v e  S i de  S c ali ng  ( R S S )  N I C  te c h no lo g y. I n th at 
te c h no lo g y, a p arti c u lar c o re  i n th e  syste m  i s assi g ne d to  p ro c e ss 
all th e  p ac k e ts i n th e  sam e  c o nne c ti o n. C o m p are d to  th e  de f au lt 
lo ad-b alanc e  sc h e du li ng  i n L i nu x  k e rne l ( w i th  i r qb a l a n ce  
e nab le d) , R S S  b alanc e s th e  w o rk lo ad o n a c o nne c ti o n rath e r th an 
p ac k e t b asi s [20].  

The sam e idea c an be applied to ou r  L7-f ilter  
par alleliz ation ef f or t. Bec au se pac k ets in the sam e 
c onnec tion shar e not only  IP lay er  inf or m ation in the header , 
bu t also potential c om m on sec tions in the pay load, 
pr oc essing  pac k ets of  the sam e c onnec tion in the sam e C PU  
c an im pr ov e I/ O  per f or m anc e by  m aintaining  a better  c ac he 
loc ality . Sinc e L7-f ilter  c lassif ies pac k ets based on 
c onnec tions, an im plem entation of  c onnec tion-based 
par allelism  is ex pec ted to pr ov ide ef f ic ienc y  in m u lti-c or e 
u tiliz ation. 

3 .  DE SI G N  AN D O P TI MI Z ATI O N  O F  AN  
MU L TI TH RE ADE D L 7 -F I L TE R 
    In this sec tion, w e pr esent ou r  optim iz ed L7-f ilter  sy stem  
ar c hitec tu r e to addr ess the issu es r aised abov e. We f ir st 
dev elop a dec ou pled of f line m odel to f oc u s on optim iz ing  
the per f or m anc e bottlenec k  in the L7-f ilter .  We then 
pr opose a c onnec tion lev el m u ltithr eaded L7-f ilter  sy stem  

ar c hitec tu r e and an af f inity -based sc hedu ler  to ef f ic iently  
u tiliz e a m u lti-c or e ser v er . As an ex tension, w e also 
pr opose a pr oc essor  m apping  m ec hanism  in Xen hy per v isor  
and disc u ss the im pac t of  v ir tu aliz ation on ou r  new  m odel. 

3 . 1  De c o u p l i n g  L i n u x  L 7 -f i l t e r  O p e r a t i o n s 
    N etw or k  tr af f ic  in or ig inal L7-f ilter  is c aptu r ed by  

N etf ilter , w hic h c onsists of  a set of  hook s inside the Linu x  
k er nel that allow s k er nel m odu les to r eg ister  c allbac k  
f u nc tions w ith the netw or k  stac k . A r eg ister ed c allbac k  
f u nc tion is then u sed f or  ev er y  pac k et that tr av er ses the 
r espec tiv e hook  w ithin the netw or k  stac k . Inside the 
netw or k  stac k  of  the k er nel, a ser ies of  oper ations ar e 
ex ec u ted to establish a c onnec tion bu f f er  based on 5-tu ple 
c onnec tion inf or m ation in the pac k et header . Af ter  su c h a 
pr epr oc essing  stag e inc lu ding  TC P/ IP pac k ets c hec k su m  
v er if ic ation, TC P/ IP r eassem bling , IP r ef r ag m entation, etc ., 
L7-f ilter  star ts to m atc h all the applic ation lay er  data of  the 
ar r iv ing  pac k ets in the sam e c onnec tion ag ainst the pr otoc ol 
database in a sequ ential f ashion. 
It is k now n that the patter n m atc hing  oper ation at the 

applic ation lev el c onsu m es m ost of  the tim e in DPI sy stem  
[2, 9, 19]. We ex pec t the sam e to be tr u e in an L7 f ilter , 
both intu itiv ely  and by  the ex per im ent data to be pr esented 
in sec tion 4.5. 
To c onc entr ate on optim iz ing  the patter n m atc hing  

oper ation, w e dev eloped an of f line tr ac e-dr iv en m odel in 
ou r  stu dy . We c hoose libnids [10] as a u ser spac e m odu le. 
Libnids r eads tc pdu m p tr ac e f iles and sim u lates k er nel 
netw or k  stac k  behav ior s in u ser spac e. In the r eal-w or ld 
situ ation, pac k et ar r iv al and patter n m atc hing  oper ations ar e 
tig htly  c ou pled.  H ow ev er , in ou r  stu dy , w e u se an of f line 
tr ac e inpu t to r eplac e the handling  of  netw or k  pac k ets 
ar r iv al. This dec ou pled m odel has the f ollow ing  
adv antag es:  1) It f r ees u s f r om  dealing  w ith c om plex  and 
c or ner  c ase oper ations in the low er  lay er  netw or k ing  and 
k er nel stac k s, so that w e c an c onc entr ate on optim iz ing  the 
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hot-spot patter n m atc hing  oper ations. 2) It pr ov ides 
r epeatable and w ell-c ontr olled r esear c h env ir onm ent, 
enabling  testing  and v alidation on v ar iou s appr oac hes. 3) It 
also allow s u s to sim u late and m easu r e L7-f ilter  
per f or m anc e on r eliable c onnec tions w ithou t any  pac k et 
loss or  r etr ansm ission.  

3 . 2  Mo d e l i n g  Si n g l e -Th r e a d e d  L 7 -f i l t e r  
O nc e a pac k et is pr oc essed by  libnids, L7-f ilter  c lassif ies 

the pac k et in the steps desc r ibed in F ig u r e 2. Pac k ets ar e 
f ed into the sy stem  at the optim al speed ( as in a TC P 
c onnec tion w ith no pac k et dr opped).   

T h e  o ri g i nal o nli ne  L 7-f i lte r i s su b sti tu te d b y a c o m b i nati o n o f  
a P re p ro c e ssi ng  T h re ad ( P T )  and a M atc h i ng  T h re ad ( M T ) . T h e  
P T  f u nc ti o ns as a re al ne tw o rk  stac k  i n th e  k e rne l and sc h e du le s 
th e  p ac k e ts. At any p o i nt o f  p ro c e ssi ng , a c o nne c ti o n c an o nly 
h av e  o ne  o f  th e  th re e  statu se s:  1 )  M A TC H ED ;  2)  N O _ M A TC H  
and 3 )  N O _ M A TC H _ Y ET.  F o r any i nc o m i ng  p ac k e t, L 7-f i lte r 
f i rst de c i de s th e  h o st c o nne c ti o n b ase d o n th e  5 -tu p le  o f  th i s 
p ac k e t. I t i s th e n p re p ro c e sse d b ase d o n th e  c o nne c ti o n statu s i n 
o ne  o f  th e  f o llo w i ng  tw o  w ays:   

• F or  1) or  2):  L7-f ilter  alr eady  m ar k s a f inal r esu lt 
to the c onnec tion. N o f u r ther  ac tion is nec essar y . 

• F o r 3 ) :  th i s p ac k e t i s ap p e nde d to  th e  c o rre sp o ndi ng  
c o nne c ti o n i n th e  asse m b li ng  b u f f e r, and th e  ne w  b u f f e r 
i s p lac e d i n th e  ru nq u e u e  o f  th e  M T .  

    F o r b o th  c ase s, th e  P T  g o e s b ac k  to  f e tc h  th e  ne x t p ac k e t f ro m  
th e  trac e  f i le  o nly af te r th e  c u rre nt p ac k e t h as b e e n p re p ro c e sse d. 
O n th e  o th e r h and, th e  M T  k e e p s m atc h i ng  th e  c o nne c ti o n i n i ts 
ru nq u e u e  u nti l th e  q u e u e  i s e m p ty. I f  th e  nu m b e r o f  p ac k e ts i n a 
c o nne c ti o n e x c e e ds a p re de f i ne d th re sh o ld b e f o re  th e  c o nne c ti o n 
i s c lassi f i e d, th e  c o nne c ti o n i s m ark e d as “ N O _ M A TC H ”. 
As show n in F ig u r e 2, one MT is handling  the 

c om pu tation-heav y  patter n m atc hing  oper ation. Mor e MTs 
shou ld be deploy ed to handle this oper ation, espec ially  on 
m u lti-c or e based sy stem s. 

3 . 3  P a r a l l e l i z i n g  L 7 -f i l t e r  a t  Co n n e c t i o n  L e v e l  
w i t h  a n  Af f i n i t y -b a se d  Sc h e d u l e r  
A str aig htf or w ar d optim iz ation to the sing le-thr eaded L7-

f ilter  is to c r eate m or e MTs in the thr ead pool. 
Theor etic ally , m u ltithr eading  c an im pr ov e sy stem  
per f or m anc e in pr opor tion to the nu m ber  of  additional 
pr oc essing  u nits. H ow ev er , in r eal pr ac tic e, the sc alability  
issu e of  m u ltithr eading  depends heav ily  on the O S 
sc hedu ler  and the desig n of  m u ltithr eading . 
In Linu x  k er nel 2.6, an O ( 1) sc hedu ler  tak es the plac e of  

the O ( n) sc hedu ler  in k er nel 2.4 in or der  to im pr ov e 
per f or m anc e on hig hly  thr eaded w or k loads. Pr oc esses 
c r eated in an SMP sy stem  ar e plac ed on a g iv en C PU ' s 
r u nqu eu e. In the g ener al c ase, it is im possible to pr edic t the 
lif e of  a pr oc ess. Ther ef or e, the initial alloc ation of  

pr oc esses to C PU s is v er y  lik ely  to be su boptim al. To 
m aintain a balanc ed w or k load ac r oss C PU s, ev er y  200m s, 
Linu x  2.6 sc hedu ler  c hec k s to see w hether  a c r oss-C PU  
balanc ing  of  task s is nec essar y . O n the other  hand, w hen a 
thr ead bloc k ing  f or  I/ O  is sig naled, it w ill be aw ak ened on 
the c or e ( m ig r ation oc c u r s, if  nec essar y ) w her e the ev ent 
oc c u r r ed [13, 16].  This ensu r es that applic ation pr oc essing  
of  a f low ’ s pac k ets is lik ely  to be ex ec u ted on the sam e c or e 
as its netw or k  pr otoc ol pr oc essing . 
Despite the adv antag e of  r esolv ing  load im balanc es and 

im plem enting  I/ O  af f inity , the O ( 1) sc hedu ler  intr odu c es an 
u ndesir able ov er head f or  per iodic  C PU  statistic  c ollec tion 
and additional c ac he m isses du e to inter -c or e data c opies. 
Stu dies [23, 24] hav e show n load-balanc ing  to be an issu e 
f or  edg e ( e.g . r ou ting ) w or k loads. As a r esu lt, w e need to 
f ind an alter nativ e to solv e the m u ltithr eading  sc hedu ling  
pr oblem . 
O nc e m or e MTs ar e c r eated, eac h MT ex ec u tes on a 

c onnec tion bu f f er  basis. When a new  pac k et is r eassem bled 
f or  a c onnec tion, r andom ly  selec ting  a non-em pty  r u nqu eu e 
of  a thr ead intr odu c es additional c ac he ov er head by  
c opy ing  pac k ets of  the sam e c onnec tion to dif f er ent c or es. 
In addition, it also w astes the thr ead r esou r c es. C onsider  the 
c ase w hen MT #t is m atc hing  f or  c onnec tion #c w ith p 
pac k ets in the bu f f er . Du r ing  ex ec u tion of  MT #t, another  
pac k et of  c onnec tion #c ar r iv es. Sinc e no m atc hing  r esu lt is 
r epor ted y et, this new  pac k et is r eassem bled w ith all the p 
pac k ets in MT #t ’ s bu f f er  and the p+ 1  pac k ets of  
c onnec tion #c is dispatc hed to another  MT #t+ 1 ’ s bu f f er  
f or  f u r ther  ac tion. When MT #t+ 1  star ts to c lassif y  f or  
c onnec tion #c, MT #t m ig ht r etu r n that c onnec tion #p 
belong s to pr otoc ol #q. Sinc e MT #t+ 1  is u naw ar e of  the 
statu s, it has to g o thr ou g h the sam e pr oc ess and thu s w astes 
v alu able c om pu tation r esou r c es and inc u r s c ac he pollu tion 
if  it is load-balanc ed to a dif f er ent C PU  f r om  w her e MT #t 
ex ec u tes or ig inally . 
To attac k  the c halleng es disc u ssed abov e, w e pr opose an 

af f inity -based sc hedu ling  m ec hanism  f or  ou r  m u lti-c or e 
ser v er , as show n in F ig u r e 3. We af f initiz e the PT in c or e 
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#0* and bind an MT f or  eac h of  the c or es lef t in the m u lti-
c or e ser v er . O n the one hand, m u ltiple MTs am elior ate the 
lac k  of  pr oc essing  pow er  f or  patter n m atc hing . Ev en thou g h 
O S sc hedu ler  c an balanc e the w or k load to all the c or es w ith 
only  one MT, w e believ e dispatc hing  an independent thr ead 
to a dedic ated c or e sav es the c ost of  sc hedu ling  ov er head 
and r edu c es c ac he m isses intr odu c ed by  liv e m ig r ations of  
u nbalanc ed w or k loads. O n the other  hand, in or der  to av oid 
c old-c ac he-line ef f ec t, w e dev elop ou r  ow n sc hedu ler  f or  
thr ead dispatc hing , w hic h w ill be disc u ssed shor tly .  With 
ou r  sc hedu ler , the c ac he and r esou r c e ef f ic ienc y  as 
pr ev iou sly  disc u ssed ar e both g r eatly  im pr ov ed. 
F ig u r e 4 illu str ates the data f low  in ou r  sc hedu ler . 

Essentially , all the assem bling  bu f f er s f or  the sam e 
c onnec tion ( w ith dif f er ent nu m ber  of  pac k ets) w ill be 
sc hedu led to the sam e MT. Sim ilar  to the baseline m odel in 
F ig u r e 2, the optim iz ed sc hedu ler  initially  dec ides w hether  
an inc om ing  pac k et needs c lassif ic ation based on the statu s 
of  its host c onnec tion. If  no pr ev iou s r esu lt has been 
r epor ted f or  the c onnec tion, the sc hedu ler  tr ies to append 
the new  pac k et to the c onnec tion bu f f er  and add this new  
bu f f er  to the MT r u nqu eu e that alr eady  c ontains assem bling  
bu f f er s of  the sam e c onnec tion. In c ase the desir ed MT 
r u nqu eu e is f u ll, the sc hedu ler  w ill sleep u ntil the r u nqu eu e 
is av ailable f or  new  entr ies. 
Ther e ar e tw o heu r istic s in the optim iz ed m u ltithr eaded 

m odel f or  r esou r c e c ontention. F ir st, if  an inc om ing  pac k et 
belong s to a new  c onnec tion, the sc hedu ler  w ill tr y  to 
balanc e the w or k load by  look ing  f or  an MT that has the 
shor test r u nqu eu e. This load balanc e m ec hanism  inc u r s no 
ex tr a ov er head c om par ed to the def au lt O S sc hedu ler  
bec au se the new  c onnec tion has to su f f er  f r om  c old c ac he 
line any w ay . In addition, bef or e c lassif y ing  eac h entr y  in 
the r u nqu eu e, the MT c hec k s w hether  the c onnec tion statu s 
has been c hang ed. If  L7-f ilter  su c c essf u lly  c lassif ies the 
c onnec tion w ith an assem bly  bu f f er  of  less nu m ber  of  
pac k ets, the MT w ill g iv e u p f u r ther  attem pt f or  this 
c onnec tion and g et the nex t c onnec tion to be c lassif ied f r om  
its r u nqu eu e. 
By  ser v ing  c onnec tion bu f f er  to the sam e MT in a F IF O  

f ashion, w astag e of  MT r esou r c es du e to inf or m ation 
asy m m etr y  of  the c lassif ic ation statu s is av oided. Mor eov er , 
w hen pr ev iou s instanc e f ails to c lassif y  the c onnec tion, the 
u sed pac k ets ar e still k ept in the c ac he that hosts the MT. 
C onsequ ently , f u r ther  c onnec tion c lassif ic ation c ou ld enj oy  
the w ar m  c ac he and ex ec u tes m or e ef f ic iently  c om par ed to 
the or ig inal c ase. 

                                                                 
* T h i s i s an arb i trary se le c ti o n. P T  c an b e  af f i ni ti z e d to  any c o re .  

4 .  E X P E RI ME N TAL  RE SU L TS 
4 . 1  E x p e r i m e n t  P l a t f o r m  
We c hoose Intel C lov er tow n ( Dell Pow er edg e 2900) as 

ou r  test bed ser v er  m ac hine. This ser v er  sy stem  has tw o 
C PU  soc k ets, eac h em beds a qu ad-c or e Xeon X5355 
2.66G H z  pr oc essor s, and 16G B of  667MH z  DDR 2 
SDR AM. The lay ou t of  the c or es is pr esented in F ig u r e 1. 
As w e c an see f r om  the f ig u r e, eac h soc k et has tw o 4MB 
shar ed L2 c ac hes.  
We u se Linu x  k er nel 2.6.18 as ou r  def au lt O S. The 

baseline u ser spac e sequ ential L7-f ilter  is of  v er sion 0.6 w ith 
pr otoc ol def inition u pdated by  04/ 23/ 2008. We c hoose the 
m ost r ec ent v er sion 1.23 libnids as the pr epr oc essing  
c om ponent. We also u se PAPI 3.6 [17] to m easu r e c ac he 
m isses. We har d-c ode tim e stam ps into the L7-f ilter  sou r c e 
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to obtain ec lipsed tim e of  dif f er ent c om ponents of  the 
sy stem . 
F or  the pac k et tr ac e, w e selec t an intr u sion detec tion 

ev alu ation data set f r om  the MIT DAR PA pr oj ec t [11].  

4 . 2  P e r f o r m a n c e  Me t r i c s 
In or der  to v er if y  the per f or m anc e of  ou r  m odel, w e 

c om par e ou r  optim iz ations f or  m u ltithr eading  sc alability  
w ith the def au lt O S sc hedu ler  in ter m s of  thr ou g hpu t, C PU  
u tiliz ation and c ac he m isses. We def ine the sy stem  
thr ou g hpu t as the siz e of  the total pac k ets in the tr ac e f ile 
div ided by  the ex ec u tion tim e. In addition, w e also pr ov ide 
a lif e-of -pac k et analy sis to m easu r e v ar iou s ov er head 
du r ing  pr oc essing . As an im por tant m etr ic  f or  r eal 
r ou ter / sw itc h, m em or y  r equ ir em ent of  ou r  m odel is also 
disc u ssed. 
We pr esent below  the ev alu ation of  ou r  optim iz ed L7-

f ilter  in c om par ison to the or ig inal v er sion. F or  the or ig inal 
c ase, w e u se the def au lt O S sc hedu ler  to dispatc h MTs w ith 
per iodic  load balanc ing . O u r  af f inity -based sc hedu ling  f or  
c onnec tion lev el par allelism  is then im plem ented and 
c om par ed w ith the or ig inal sc hedu ler . The ex per im ental 
r esu lts pr ov e the ef f ic ienc y  of  ou r  desig n. 

4 . 3  Th r o u g h p u t  a n d  Co r e  U t i l i z a t i o n  
F ig u r e 5 illu str ates the thr ou g hpu t and C PU  u tiliz ation of  

L7-f ilter  in nativ e Linu x . F or  all the ex per im ents, w e u se 
one thr ead f or  pr epr oc essing , inc lu ding  disk  I/ O , TC P/ IP 
r eassem bling  and def ag m entation, c onnec tion bu f f er  
r eassem bling  and sc hedu ling . The nu m ber  of  thr eads f or  
patter n m atc hing  is v ar ied as r epr esented by  the X-ax is in 
the f ig u r e. The bar s r epr esent the thr ou g hpu t and c u r v es 
r epr esent the C PU  u tiliz ation. T-o r i  and T-a f f  illu str ate 
thr ou g hpu ts of  the or ig inal O S sc hedu ling  and ou r  af f inity -
based sc hedu ling , r espec tiv ely . Sim ilar ly , U-o r i  and U-a f f  
dem onstr ate C PU  u tiliz ation w ithou t and w ith ou r  
optim iz ation. The af f inity -based m u ltithr eading  show s its 
su per ior ity  in sc alability  c om par ed to the def au lt O S 
sc hedu ler . With 7 c onc u r r ent thr eads, the sy stem  thr ou g hpu t 
inc r eases by  51%  c om par ed to the naiv e O S sc hedu ling . 
The sy stem  sc ales near  linear ly  ( a speedu p of  6.5X w hen 7 
thr eads ar e applied.) to the nu m ber  of  MTs. Additionally , 
the C PU  u tiliz ation is also less in the af f inity -based 
tec hniqu e w ith m or e ef f ic ient c ac he per f or m anc e.  A 
sig nif ic ant r edu c tion of  last lev el c ac he m isses is obser v ed 
and w ill be pr esented in the nex t su bsec tion. We obser v e 
the ef f ec t of  pr ov iding  m or e than 7 MTs in the 8-c or e 
m ac hine in the last set of  bar s in F ig . 7. Sinc e c or e #0 is 
alw ay s r u nning  PT, the ex tr a MT has to c om pete r esou r c e 
w ith the PT on c or e #0. The sy stem  per f or m anc e is 
ther ef or e deg r aded. 

4 . 4  Ca c h e  P e r f o r m a n c e  
As w e  di sc u sse d i n se c ti o n 3 , th e  af f i ni ty-b ase d m u lti -th re ade d 

L 7-f i lte r i s e x p e c te d to  p ro v i de  p e rf o rm anc e  i m p ro v e m e nt b y 
e nsu ri ng  e f f i c i e nt c ac h e  u ti li z ati o n. F i g u re  6 sh o w s th at th e  
c o nne c ti o n-b ase d m u lti th re adi ng  m e c h ani sm  w i th  th e  p ro p o se d 
sc h e du le r re du c e s L 2 c ac h e  m i sse s b y ab o u t 5 0% .  B y de f au lt, 
th re ads are  m i g rate d b y th e  O S  sc h e du le r to  av o i d i m b alanc e d 
lo ad at th e  p ri c e  o f  c o ld c ac h e  m i sse s. O u r sc h e du le r di sp atc h e s 
all th e  p ac k e ts o f  th e  sam e  c o nne c ti o n to  th e  sam e  th re ad, w h i c h  i s 
af f i ni ti z e d to  a de si g nate d c o re , k e e p i ng  th e  c ac h e  w arm  f o r 
p atte rn m atc h i ng .  
4 . 5  A L i f e -o f -P a c k e t  An a l y si s 
    I n th i s su b se c ti o n, w e  de c o m p o se  th e  tu ne d L 7-f i lte r to  stu dy 
th e  b e h av i o r o f  e ac h  c o m p o ne nt w i th  di f f e re nt nu m b e r o f  
m atc h i ng  th re ads. T h e  e x e c u ti o n ti m e  f o r e ac h  e x p e ri m e nt i s 
sc ale d to  1 00%  to  b e tte r re p re se nt th e  f rac ti o nal c o ntri b u ti o n. 
N o te  th at all th e  m e asu re m e nts i n F i g u re s 7 and 8 are  b ase d o n th e  
li f e ti m e  o f  o ne  p ac k e t rath e r th an th e  c o m p le te  trac e  f i le  b e c au se  
o f  th e  ti m i ng  o v e rlap  i n p re p ro c e ssi ng  th re ad and m atc h i ng  
th re ad. W h i le  th e  P T  ru ns th e  li b ni ds ro u ti ne s, i t also  di sp atc h e s 
p ac k e ts to  th e  p ro p e r M T  ru nq u e u e . I n th e  m e an ti m e , th e  de si re d 
M T  i s also  c lassi f yi ng  c o nne c ti o ns i n i ts ru nq u e u e  i n a F I F O  
m anne r. T h e re f o re , i t i s ne c e ssary to  u se  p e r p ac k e t p ro f i le s to  
e x p lai n th e  i nte r-re lati o ns am o ng  di f f e re nt c o m p o ne nts i n th e  
syste m . D u e  to  p ag e  li m i tati o n, w e  p ro v i de  th e  li f e -o f -p ac k e t f o r 
th e  af f i ni ty-b ase d syste m  i n F i g u re  7 and o nly add th e  stati sti c s f o r 
7 M T s i n th e  o ri g i nal no n-af f i ni ty-b ase d L 7-f i lte r as a 
c o m p ari so n.  
O u r  f ir st obser v ation f r om  F ig u r e 7 is that pr epr oc essing  

inc u r s v er y  lim ited ov er head, w hile m ost of  the ex ec u tion 
tim e is f or  the sc hedu ler  and patter n m atc hing . The 
ex ec u tion tim es inc lu de qu eu ing  tim es at indiv idu al 
c om ponents. With a lim ited nu m ber  of  MTs, the sc hedu ler  
is v er y  lik ely  to stall du e to the c apac ity  lim itation of  the 
r u nqu eu es, henc e tak es a lar g e pr opor tion of  the ex ec u tion. 
O n the other  hand, w hen the nu m ber  of  MTs inc r eases, 
m or e r u nqu eu es ar e pr ov ided to the sc hedu ler . A pac k et is 
c onsequ ently  r eassem bled into its c onnec tion bu f f er  sooner , 
w hile m or e tim e is spent in MT. A lar g e tim e shar e f or  MT 
in F ig u r e 7 m eans it either  g ets m or e oppor tu nity  f or  
c onnec tion c lassif ic ation, or  it sleeps f r equ ently  bec au se it 
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r u ns so f ast that its r u nqu eu e is em pty  v er y  of ten. F ig u r e 8 
show s that f or  eac h pac k et, it alw ay s tak es long er  to m atc h 
than sc hedu ling , w hic h dism isses the c hanc e of  MT 
sleeping . Ther ef or e, w e c onc lu de that the sy stem  distr ibu tes 
m or e tim e f or  patter n m atc hing  in MT and r edu c es the 
latenc y  of  sc hedu ling  stall. This obser v ation is in line w ith 
the thr ou g hpu t r esu lts dem onstr ated in F ig u r e 5.  
As F ig u r e 7 only  pr esents r esu lts in per c entag e, w e g iv e 

the absolu te ex ec u tion tim e f or  the tw o lar g est c ontr ibu tor s 
in the sy stem  in F ig u r e 8. A c onsistent obser v ation f r om  the 
f ig u r e is that af f inity -based L7-f ilter  sc ales better  than the 
def au lt c ase, on a per  pac k et basis. R ec all that pac k et 
pr oc essing  by  libnids inc u r s v er y  lim ited ov er head to L7-
f ilter  and that PT r eads in a pac k et as soon as the pr ev iou s 
pac k et w as sc hedu led to a r u nqu eu e, w ith no u nnec essar y  
inter -pac k et latenc y  intr odu c ed. We c an ther ef or e pr oj ec t 
the data patter n in F ig u r e 8 to the sy stem  thr ou g hpu t, as 
dem onstr ated ear lier  in F ig u r e 5. 

4 . 6  Me m o r y  Re q u i r e m e n t  ( 8  t h r e a d s) :  
Asse m b l i n g  Bu f f e r  Si z e  
A sig nif ic ant c onc er n abou t applic ation per f or m anc e in a 

r ou ter / sw itc h is m em or y  r equ ir em ents. A lar g e m em or y  

r equ ir em ent not only  inc u r s ov er head f or  intensiv e m em or y  
ac c esses, it also c osts ex tr a sof tw ar e and/ or  har dw ar e u nit to 
pr ov ide m em or y  m anag em ent. We ther ef or e c ondu c t 
ex per im ents to m easu r e the m em or y  bou nd f or  ou r  af f inity -
based m u ltithr eading  sy stem . 
In the ex per im ent, w e m easu r e the total siz e of  

c onnec tion bu f f er s ev er y  tim e a new  c onnec tion bu f f er  is 
sc hedu led to a r u nqu eu e of  an MT. We u sed all the c or e 
r esou r c es w ith 1 c or e spec if ied f or  PT, and the other  7 
c or es eac h r u nning  1 MT. The last sec tion of  the tr ac e is 
pr u ned to sim u late the r eal sc enar io in the netw or k  ( pac k ets 
k eep c om ing , so that ther e is no sy stem  dow n tim e). As 
F ig u r e 9 illu str ates, despite som e sc ar c e g r ow th to 12 K B, 
the r equ ir ed m em or y  is ar ou nd 2 K B. Sinc e a m ag nitu de of  
K B in m em or y  is ac c eptable f or  a r ou ter  applic ation, w e 
believ e ou r  m odel is v er y  pr ac tic al to be im plem ented in a 
r ou ter .  
5 .  RE L ATE D W O RK  
5 . 1  O p t i m i z a t i o n s f o r  DP I  
Ther e ar e a r ic h set of  liter atu r e on ac c eler ating  DPI f or  

edg e ( e.g . r ou ter / sw itc h) nodes. Most of  these liter atu r es 
f oc u s on the alg or ithm  of  r eg u lar  ex pr ession patter n 
m atc hing , f r om  both sof tw ar e and har dw ar e per spec tiv es. 
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F or  sof tw ar e solu tions, [7, 18, 26] f oc u s on optim iz ing  the 
r epr esentation of  r eg u lar  ex pr ession. They  dev eloped 
dif f er ent tec hniqu es to tak e adv antag e of  the spatial loc ality  
of  N on-deter m inistic  F inite Au tom aton ( N F A) and tem por al 
loc ality  of  Deter m inistic  F inite Au tom aton ( DF A).  F or  
har dw ar e solu tions, F or  har dw ar e solu tions, [12] 
im plem ents an N F A-based r eg u lar  ex pr ession eng ine on an 
SG I Altix  4700 w or k station w ith F PG A su ppor t, and 
sig nif ic antly  im pr ov es the thr ou g hpu t of  N F A w hile 
m aintaining  a c om pac t m em or y  r equ ir em ent. Piy ac hon et al. 
[19] c hose N etw or k  Pr oc essor  ( N P) as the deploy m ent 
platf or m  f or  f ast DPI.  
H ow ev er , ou r  w or k  f oc u ses on the ef f ic ient u tiliz ation of  

m u lti-c or e ser v er s to im pr ov e ov er all sy stem  per f or m anc e 
and sc alability . L7 F ilter  u ses N F A-based G N U  R eg u lar  
Ex pr ession eng ine. The stateless N F A r equ ir es du plic ated 
pac k et c opies to m aintain the statu s of  patter n m atc hing  f or  
a g iv en c onnec tion.  H enc e, the ef f ic ienc y  of  c ac he 
u tiliz ation dir ec tly  inf lu enc es sy stem  per f or m anc e. O u r  
optim iz ations ar e based on the u nder standing  of  pr og r am  
c har ac ter istic s and O S su ppor t f or  m u lti-c or e ar c hitec tu r es. 
The solu tions w e hav e pr oposed ( c onnec tion-lev el 
par allelism  plu s the c or e af f inity ) c an be easily  deploy ed on 
indu str ial pr odu c ts, independent of  patter n m atc hing  
m ec hanism s. 

5 . 2  Sc h e d u l i n g  i n  O S 
Aside f r om  ou r  baseline O ( 1) sc hedu ler , c osc hedu ling  [1, 

5, 14] also f av or s SMP per f or m anc e. With c osc hedu ling , 
pr oc esses of  a par allel j ob r u n at the sam e tim e ac r oss 
pr oc essor s in either  an ex plic it or  im plic it m anner , 
depending  on w hether  sy nc hr oniz ation is c ondu c ted 
g lobally . The latenc y  of  inter -pr oc ess sy nc hr oniz ation and 
c om m u nic ation is the m aj or  bottlenec k  f or  c osc hedu ling . 
Despite that im plic it c osc hedu ling  allev iates this pr oblem  
w ith su boptim al loc al k now ledg e, it sac r if ic es the ac c u r ac y  
of  sc hedu ling  dec isions.  
C om par ed to c osc hedu ling , ou r  c onnec tion af f inity  based 

sc hedu ling  m ec hanism  inc u r s v er y  little per f or m anc e 
ov er head. This is bec au se ou r  sc hedu ler  only  idles w hen 
MTs ar e bu sy . When ou r  sc hedu ler  r u ns, it only  polls f or  
the depth of  the r u nqu eu e in eac h MT. In f ac t, the m or e 
MTs r u n f or  c lassif ic ation, the less ov er head the sc hedu ler  
intr odu c es. 

6 .  CO N CL U SI O N  AN D F U TU RE  W O RK  
In this paper , w e dev eloped a m u ltithr eaded pr og r am m ing  

m odel f or  L7-f ilter  to ex ploit the c onnec tion lev el 
par allelism  in pac k ets. We pr oposed a thr ead sc hedu ling  
tec hniqu e on a m u lti-c or e ar c hitec tu r e based on c ac he 
af f inity  and show ed that the thr ou g hpu t is inc r eased by  51%  
and c or e u tiliz ation is r edu c ed by  15%  c om par ed to nativ e 
Linu x . O u r  ex per im ental r esu lts w er e based on the 

c onf ig u r ation w ith one pr epr oc essing  thr ead r u nning  on 
c or e #0 and one m atc hing  thr ead on eac h of  the r em aining  
c or e. O u r  m ax im u m  thr ou g hpu t is c lose to linear  speedu p 
c om par ed to the sequ ential v er sion. We also c ondu c ted a 
lif e-of -a-pac k et analy sis to analy z e latenc ies du e to 
dif f er ent stag es of  L7-f ilter  pr oc essing . This u niqu e analy sis 
show ed that C PU  tim e is m or e ef f ec tiv ely  distr ibu ted to the 
patter n m atc hing  thr eads in ou r  desig n, w hic h c onsequ ently  
elim inates the latenc y  of  sc hedu ling  stalls. 
In the f u tu r e, w e plan to apply  ou r  desig n to the r eal-

w or ld netw or k  pr odu c ts. O u r  im m ediate deploy m ent 
c andidates w ill be on a C isc o sw itc h and a C isc o applianc e. 
We w ill f u r ther  optim iz e ou r  m u ltithr eaded L7-f ilter  on 
non-x 86 based m u lti-c or e pr oc essor  ar c hitec tu r es. We also 
plan to m ak e ou r  m u ltithr eaded L7-f ilter  sof tw ar e av ailable 
to the open sou r c e c om m u nity . 
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