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Abstract. We consider the problem of detecting host-level attackseiwork
traffic using unsupervised learning. We model the normakin of a host’s
traffic from its signature logs, and flag suspicious tracéering from this norm.
In particular, we use continuous time Bayesian networkenksd from historic
non-attack data and flag future event sequences whosétikeliunder this nor-
mal model is below a threshold. Our method differs from poesi approaches in
explicitly modeling temporal dependencies in the netwaodffic. Our model is
therefore more sensitive to subtle variations in the sece®f network events.
We present two simple extensions that allow for instantas@wents that do not
result in state changes, and simultaneous transitions @fvariables. Our ap-
proach does not require expensive labeling or prior exmosuthe attack type.
We illustrate the power of our method in detecting attackihwomparisons to
other methods on real network traces.
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1 Introduction

Network attacks on computers have become a fact of life fowork administrators.
Detecting the attacks quickly is important in limiting thecope and destruction. Hu-
mans cannot analyze each and every connection or packetdoriee if it might be
part of an attack, so there is a need for an automated systgaifiorming such checks.
In this paper, we look at the problem of detecting such agatithe host level. Instead
of constructing a detector for the network as a whole, we tansa method that can
be employed at each computer separately to determine whethbarticular host has
been compromised. While we lose global information, we gaieed, individual tun-
ing, and robustness. A network under attack may not be aldggoegate information
to a central detector.

We focus on an automatic approach to detection. While humtamiention can
improve security, it comes at the cost of increased time dfaiteWe would like a
method that can adapt to the role and usage patterns of thewtuke still detecting
attacks automatically.

We approach this problem from the point-of-view of anomadtetttion. Attacks
vary greatly and new types of attacks are invented frequentierefore, a supervised
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learning method that attempts to distinguish good from beaivark traffic based on
historic labeled data is necessarily limited in its scopattrermore, the acquisition of
such labeled data is time-consuming and error-prone. Byrast) gathering normal or
good network traffic is relatively simple. It is often podsilto designate times when
we can be reasonably certain that no attacks occurred arall$ehe data during that
span. For an attack to be successful, it must differ in somefrean normal network
traffic. Our goal is to detect such abnormalities.

Our approach differs from previous approaches in a numbkepfvays. It is adap-
tive and constructed at the host level. It does not treat Hukgts or connections as
i.i.d. sequences, but respects the ordering of the network tré&fimally, it does not
model the traffic features as normal or exponential distidims. Many features of net-
work traffic are distinctly non-Gaussian and often multidgab

A network flow for a given host machine is a sequence of cootiisuand asyn-
chronous events. We employ a generative probabilistic itodiescribe such dynamic
processes evolving over continuous time. Furthermoresettevents form a complex
structured system, where statistical dependencies rakgttgork activities like pack-
ets and connections. We apply continuous time Bayesianank$WCTBNSs) [1] to the
challenge of reasoning about these structured stochastwork processes. CTBNs
have been successful in other applications [2, 3], but hat@meviously been used for
network traffic modeling.

In Section 2 we relate our method to prior work on this prohlémSection 3
we briefly describe continuous time Bayesian networks. IctiSe 4 we describe our
CTBN model and its use. In Section 5 we describe our expetiahegsults.

2 Related Work

As a signature-based detection algorithm, we share mangeohssumptions of [4].
In particular, we also assume that we do not have access totdraals of the ma-
chines on the networks (which rules out methods like [5] [@]dr [8]). However, we
differ in that our approach does not rely on preset valuegjire human intervention
and interpretation, nor assume that we have access to retwde traffic information.
Network-wide data and human intervention have advantdmgdhey can also lead to
difficulties (data collation in the face of an attack and @esed human effort), so we
chose to leave them out of our solution.

Many learning, or adaptive, methods have been proposedetwrank data. Some
of these (for example, [9] and [10]) approach the problemeassification task which
requires labeled data. [11] profiles the statistical charégtics of anomalies by us-
ing random projection techniques (sketches) to reduce &t dimensionality and a
multi-resolution non-Gaussian marginal distribution tdract anomalies at different
aggregation levels. The goal of such papers is usually ndetect attacks but rather
to classify non-attacks by traffic type; if applied to attaddtection, they would risk
missing new types of attacks. Furthermore, they frequdrglgt each network activity
separately, instead of considering their temporal context

[12] has a nice summary of adaptive (or statistical) methtbdslook at anomaly
detection (instead of classification). They use an enttmgsed method for the entire
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network traffic. Many of the other methods (such as [13]) uteee statistical tests or
subspace methods that assume the features of the consemtipackets are distributed
normally. [14] model the language features like n-grams andds from connection

payloads. [15] also uses unsupervised methods, but the@gotnate on clustering traffic
across a whole network. Similarly, [16] build an anomalyea¢dr based on Markov
models, but it is for the network traffic patterns as a whold does not function at the
host level.

[10] is very similar in statistical flavor to our work. Theysal fit a distribution (in
their case, a histogram modeled as a Dirichlet distribQttometwork data. However,
they model flow-level statistics, whereas we work at thelle¥adividual connections.
Additionally, they are attempting network-wide clusteyiof flows instead of anomaly
detection. [17], like our approach, model traffic with grageth models, in particular,
Naive Bayes networks. But their goal is to categorize netwiaaffic instead of de-
tecting attacks. [18] present a Bayesian approach to theetieg problem as an event
classification task while we only care about whether the tsoshder attack during an
interval. In addition, they also use system monitoringestdd build their model, which
we do not employ.

[19]is very similar to our work. It is one of the few papers ttempt to find attacks
at the host level. They employ nearest neighbor, a Mahalamtidtance approach, and
a density-based local outliers method, each using 23 fesinfrthe connections. Al-
though their methods make the standiird. assumption about the data (and therefore
miss the temporal context of the connection) and use 23res{aompared to our few
features), we compare our results to theirs in Section Shaslbsest prior work. We
also compare our work with [20]. They present an adaptiveatet whose threshold is
time-varying. It is similar to our work in that they also redy model-based algorithms.
But besides the usage of network signature data, they lobbksttinternal states like
CPU loads which are not available to us.

While there has been a great variety of previous work, oukkvi®novel in that it
detects anomalies at the host level using only the timintufea of network activities.
We do not consider each connection (or packet) in isolation rather in a complex
context. We capture the statistical dynamic dependeneiggden packets and connec-
tions to find sequences of network traffic that are anomadmua group CTBNSs are
a natural modeling method for network traffic, although thaye not been previously
used for this task.

3 Continuous Time Bayesian Networks

We begin by briefly reviewing the definition of Markov processand continuous time
Bayesian networks (CTBNS).
3.1 Homogeneous Markov Process

A finite-state, continuous-time, homogeneous Markov medg is described by an
initial distributionP< and, given a state spaveal(X ) = {x1;::;; Xn}, ann x n matrix
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of transition intensities:
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Ox;x; is the intensity (or rate) of transition from statgeto statex; ando, = ?qxixj.

The transient behavior of  can be described by follows. Variab¥e stays in state
x for time exponentially distributed with parametgr The probability density function
f for X remaining atx is f (ax;t) = ok exp(—agxt) fort = 0. The expected time of
transitioning isl=gc. Upon transitioningX shifts to statex“with probability o=
Ohexc -+ k-

The distribution over the state of the proc&sst some future time, Px(t), can be
computed directly fronQx . If P is the distribution oveX at time 0 (represented as
a vector), then, letting exp be the matrix exponential,

Px () = P exp(Qx - t):

3.2 Continuous Time Bayesian Networks

[1] extended this framework to continuous time Bayesiamneks, which model the
joint dynamics of several local variables by allowing tharsition model of each local
variableX to be a Markov process whose parametrization depends on sainset of

other variable®) as follows.

Definition 1. A conditional Markov procesX is an inhomogeneous Markov process
whose intensity matrix varies as a function of the currerit@sa of a set of discrete
conditioning variabledJ. It is parametrized using a conditional intensity matriXQ

— Qxu — a set of homogeneous intensity matri@gg,,, one for each instantiation
of valuesu to U.

Definition 2. A continuous time Bayesian netwoid over X consists of two com-
ponents: an initial distributiorP, specified as a Bayesian netwdkover X, and a
continuous transition model, specified using a directed$fay cyclic) graptt whose
nodes areX [Xt Ux denotes the parents &f in G. Each variableX [Xlis associ-
ated with a conditional intensity matriQxy.. -

The dynamics of a CTBN are qualitatively defined by a grapte ifistantaneous
evolution of a variable depends only on the current valuésgiarents in the graph. The
quantitative description of a variable’s dynamics are gibg a set of intensity matrices,
one for each value of its parents.

[21] presented an algorithm based on expectation maxiiniz8EM) to learn pa-
rameters of CTBNs from incomplete data. Incomplete dataetsof partially observed
trajectoriesD = { [1];:::; [w]} that describe the behavior of variables in the CTBNs.
A partially observed trajectory [0 can be specified as a sequence of subsystems
Si, each with an associated duration. The transitions in$idestibsystems are wholly



Continuous Time Bayesian Networks for Host Level Networtkugion Detection 5

Router ——
Host
?
H

Onormal

abnormal

Attack
Processing Machine Learning
For Network

Intrusion Detection

Learned Model of
Normal Behavior
Fig. 1. The architecture of the attack detection system. The msdebrned from normal traces.

Anomaly detection compares the model to current networfficral he output is the predicted
labels for each time window.

unobserved. A simplest example of incomplete data is wheariahle is hidden. In
this case, the observed subsystems are the set of statésteonwith the observed
variables.

4 Approach

Figure 4 shows an overview of our host-based network attad&ation system. In our
work, we only focus on a single computer (a host) on the ndtwde use unsupervised
learning to build a model of the normal behavior of this hibased on its TCP packet
header traces, without looking into its system behavidedes like resource usages and
file accesses. Those activities that differ from this norefagged as possible intrusion
attempts.

4.1 CTBN Model for Network Traffic

The sequence and timing of events are very important in néttaffic flow. It matters
not just how many connections were initiated in the past teinbut also their timing:
if they were evenly spaced the trace is probably normal,fithiely all came in a quick
burst it is more suspecious. Similarly, the sequence is mapd If the connections were
made to sequentially increasing ports it is more likely toabs&canning virus, whereas
the same set of ports in random order is more likely to be nbtraffic. These are
merely simple examples. We would like to detect more compbgierns.

While time-sliced models (like dynamic Bayesian netwotk®]] can capture some
of these aspects, they require the specification of a timse-glidth. This sampling rate
must be fast enough to catch these distinctions (essgnfigait enough that only one
event happens between samples) and yet still long enouglake the algorithm effi-
cient. For network traffic, with long delays between burdtsativity, this is impractical.
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PORT DESCRIPTION PORT DESCRIPTION

80 World Wide Wed HTTP 80 World Wide Web HTTP

139 NETBIOS Session Service |8080 HTTP Alternate

443  HTTP protocol over TLS/SSL| 443  HTTP protocol over TLS/SSL

445  Microsoft-DS 113  Authentication Service

1863 MSNP 5101 Talarian TCP

2678 Gadget Gate 2 Way 995  pop3 protocol over TLS/SSL
1170 AT+C License Manager 51730 unknown

110 Post Office Protocol - Version| 359822 unknown

Fig. 2. Ranking of the most frequent ports on LBNL dataset (left) WIDE dataset (right).

@, 0 e

Fig. 3. CTBN port level submodel; the whole model contains 9 of sudinsodels.

As described in Section 3, CTBNs are well suited for desnglsuch structured
stochastic processes with finitely many states that evalgeeapntinuous time. By using
a CTBN to model the network traffic activities, we can captinecomplex context of
network behaviors in a meaningful and hierarchical way.

A typical machine in the network may have diverse activitiéth various service
types €.9.HTTP, mail server). Destination port numbers describe ype bf service a
particular network activity belongs to. Some worms usuphypagate malicious traffic
towards certain well known ports to affect the quality of #ervices who own the
contact ports. By looking at traffic associated with diffgrports we are more sensitive
to subtle variations that do not appear if we aggregate tirsfcemation across ports.
Figure 2 shows the most popular ports ranked by their fregiesrin the network traffic
on the datasets we use (described in more depth later). Heggiees are, to some
extent, independent of each other. We therefore model eaxtls praffic with its own
CTBN submodel.

Inside our port-level submodel, we have the fully observedaC — the number
of concurrent connections active on the host — and nodesepéitle; and packet-out
P, — the transmission of a packet to or from the hdit.and P, have no intrinsic
state: the transmission of a packet is an essentially itestaous event. Therefore they
have events (or “transitions”) without having state. Wecdss this further in the next
subsection.
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Fig. 4. The equivalent CTBN port level submodel

To allow complex duration distributions for the states ofiahles, we introduce
another two nodeld andU. U is a partially observed variable which we call the mode
whose state indicates whether the model can next send atpestaive a packet, start
a new connection, or terminate a connection. It therefosefbar states, and we limit
the conditional rates of the observed variablés®,, andP;) to be zero if the current
mode differs from the variable’s activity type. Therefotkjs observed when an event
in C, P, and orP; occurs, but is unobserved between events.

H is a hidden variable that models the internal state andnsitrifeatures of the
host machine. For the experiments we show later, wkl e a binary process. While
the arrival times for events across an entire CTBN are thisted exponentially (as
the entire system is Markovian), once certain variablesum@bserved (likeH ), the
marginal distribution over the remaining variables is noder Markovian. These nodes
make up the structure shown in Figure 3. The results in thigpare for binary hidden
variables. We feel this model represents a good balancesleetdescriptive power and
tractability.

4.2 Adding Toggle Variables to CTBNs

As mentioned above, the variables andP; do not have state, but rather only events.
To describe such transitionless events, wdgetndP; to be “toggle variables.” Thatis,
they have two indistinguishable states. As a binary vagigibley have two parameters
for each parent instantiation (the rate of leaving statedtha rate of leaving state 1)
and we require these two parameters to be the same. A paehkst gwerefore, consists
of flipping the state of the corresponding packet variable.

The concurrent connection count varialils,also poses a slight modeling problem
for CTBNSs. As originally presented, CTBNSs can only deal Wittite-domain variables.
Although most of the operating systems do have a limit on timalrer of concurrent
connections, this number can potentially be extremelyda@ur traffic examples do
exhibit a wide range of concurrent connection counts. WagltquantizingC into fixed
bins, but the results were fairly poor. We instead note @afan only increase or de-
crease by one at any given event (the beginning or endingdfrmeonnection). Further-
more, we make the assumption that the arrival of a new coiumeagnd the termination
of an existing connection are both independent of the numit@her connections. This
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implies that the intensity with whickomeconnection starts (stops) is same as any other
connectionsC is thus a random walk constrained to the non-negative insege

Let Qinc be the intensity for the arrival of a new connection, & be the inten-
sity for the termination of a new connection. l@¢hange = Qdec + Qinc. The resulting
intensity matrix has the form:

L1 L1
8 Qdec _Qchange Qinc 0 T
QC|m = 0 Qdec  —Qchange  Qinc 0
e 0 Qdec _Qchange Qinc 0

Note that the only free parameters in the above matrixgsg andQqec. Therefore,
this model is the same as one in which we repl@aeith two toggle variable€in. and
Cgec- Cinc andCyec Operate likeP, andP; above: their exact state does not matter, it
is the transition between states that indicates an evemtexfast. The model structure
is shown in figure 4.

4.3 An Extended CTBN Model

CTBN models assume that no two variables change at exaetlyaime instant. How-
ever, we might likeJ andH to change at the same time. As they both represent abstract
concepts, there is no physical reason why they should naigeghsimultaneously (they
represent different abstract attributes about the mathinternal state).

The model in Figure 4 has 36 independent paramététowing U andH to
change simultaneously requires introducing 24 new parmsdbr each of the 8 states
for U andH there are 3 new transition possibilities.

Equivalently, we can use the CTBN model shown in Figure 5 wh&mow has
8 states. However, this diagram does not demonstrate atleotructure. The toggle
variables P,, Pj, Cinc, andCgyec) are each allowed to change only for 2 of the states of
H (the two that corresponded td from the previous model having the correct mode)
and they are required to have the same rate for both of thatesst

We have also considered other extensions to the model. Sarice, it might be nat-
ural to allow the packet rate to have a linear dependenceenumber of connections.
However, in practice, this extension produced worse resiiliseems that the rate is
more of a function of the network bandwidth and the curretrtipsmitting application
can generate packets than the number of concurrent coonsan a port.

4.4 Parameter Estimation

A CTBN is a homogeneous Markov process over the joint staeespf its constituent
variables. Our partially observed trajectoly (s unobserved)) is partially observed)

! Each toggle has only 1 because it can only change for onagettiU. An intensity matrix
for U has 12 independent parameters for each of the two values arfid similarlyH has 2
independent parameters for each of the four values.of
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Fig. 5. The extended CTBN port level submodel

specifies a sequence of subsystems of this process, eachrwithsociated duration.
We use the expectation maximization (EM) algorithm to eatarthe parameters [21].
In short, this algorithm estimates the posterior distiitnutover the hidden variables’
trajectories. The sufficient statistics (summaries of thechecessary for learning) de-
pend on the value of the hidden variables. EM calculates thagiected value (using
the posterior distribution) and then treats these expestéfitient statistics (ESS) as
the true ones for selecting the parameters that maximizikelnood of the data. This

repeats until convergence.

The ESS for any variablX in a CTBN areTx u[x|u], the expected amount of
time X stays at state given its parentinstantiatiom, andM x y[X; X Qu], the expected
number of transitions from staseto x “givenX ’s parent instantiationi.

For our new types of variables (toggle variabl&s) Py; Cinc and Cgec, We need
to derive different sufficient statistics. They are quitmigir so we just také®; as an
example. LeUUp, be its parent)’s instantiation when evef; can happen. The ESS we
need aréM p, |Up, : the expected number of tim&; changes conditioned on it parent
instantiationUp,. Since evenP; can only occur whetd = Uy, the ESSMp, |Up, is
justM p,, the total number of timeB; changes. We also need the total expected amount
of time that packet-in occurred whild = Uy,.

In EM, we use the ESS as if they were the true sufficient siegish maximize the
likelihood with respect to the parameters. For a “regulafBBl variableX (such as
our hidden variabléd andM ), the following equation performs the maximization.

M [x; x Ju]

Qx|u(x;xy = Tl

For our new toggle variable, i.€;, the maximization is

Mp,

Qe = Tu =4

The above sufficient statistics can be calculated usingxheténference algorithm
of [21].
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4.5 Online Testing using Forward Pass Likelihood Calculatin

Once the CTBN model has been fit to historic data, we deteatlkstby computing
the likelihood of a window of the data under the model. If tikelihood falls below a
threshold, we flag the window as anomalous. Otherwise, wé& ihas normal.

In our experiments, we fix the window to be of a fixed time lendth. Therefore, if
the window of interest starts at tiffe we wish to calculate(Y (T; T+Ty) | Y(0; T))
whereY (s;t) represents the joint trajectory &in¢, Cgec, Pi, andP, from s tot. This
involves integrating out the trajectoriesldfandH and can be calculated in an on-line
fashion using the standard forward passing inference ithgof{1].

5 Experiment Results

To demonstrate the effectiveness of our methods, we conqnar€ TBN models to
three existing methods in the literature on two differeat+@orld network traffic datasets
and with three different attack types.

5.1 Data Sets

We verify our approaches on two publicly available reafficarace repositories: the
MAWI working group backbone traffic [23] and LBNL/ICSI inteal enterprise traffic
[24].

The MAWI backbone traffic is part of the WIDE project which leats raw daily
packet header traces since 2001. It collects the netwdfficttarough the inter-Pacific
tunnel between Japan and the USA. The datasettagdamp and some IP anonymiz-
ing tools to record 15-minute traces everyday, and consistsly of traffic from or to
some Japanese universities. In our experiment, we useabestfrom January 1st to
4th of 2008, with 36,592,148 connections over a total timeraf hour.

The LBNL traces are recorded from a medium-sized site, witipleasis on char-
acterizing internal enterprise traffic. Publicly releasedome anonymized forms, the
LBNL data collects more than 100 hours network traces froousiands of internal
hosts. From what is publicly released, we take one hour ¢r&roen January 7th, 2005
(the latest date available), with 3,665,018 total conoesti

5.2 Experiment Setup

For each of the datasets, we pick the ten most active hostgeate a relatively abun-
dant dataset based on the original packet traces, we cotesfra training-testing set
pair for each IP address. We use half of the traces as a tgagginto learn the CTBN
model for a given IP (host). The other traces we save forrtgstince all the traces
contain only normal traffic, we use trace-driven attack datars to inject abnormal
activities into the test traces to form our testing set. Tree types of attack simulators
are an IP Scanner, W32.Mydoom, and Slammer [25]. We selecird pomewhere in
the first half of the test trace and insert worm traffic for aation equal to times the
length of the full testing trace. The shorteis, the harder it is to detect the anomaly.
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We also scaled back the rates of the worms. When runninglatdaéd, a worm is
easy to detect for any method. When it slows down (and thusdlslmto the background
traffic better), it becomes more difficult to detect. We ldbe the scaling ratee(g.0:1
indicates a worm running at one-tenth its normal speed).

For each algorithm (our CTBN algorithm and those below), wmpute its score
on consecutive non-overlapping windowsTgf = 50 seconds in the testing set. If the
score exceeds a threshold, we declare the window a poskam@e of a threat. We
evaluate the algorithm by comparing to the true answer: @etinis a positive example
if at least one worm connection exists in the window.

5.3 Other Methods

We compare against the nearest neighbor algorithms usé@jmNot all of the features
in [19] are available. The features available in our dataaet shown in Figure 6

# packets flowing from source to destination

# packets flowing from destination to source

# connections by the same source in the last 5 seconds

# connections to the same destination in the last 5 seconds

# different services from the same source in the last 5 sexond

# different services to the same destination in the last 6redc

# connections by the same source in the last 100 connections

# connections to the same destination in the last 100 coionsct

# connections with the same port by the same source in th&0@stonnections

# connections with the same port to the same destinatioreitagt 100 connections

Fig. 6. Features for nearest neighbor approach of [19].

Notice that these features are associated with each cooneetord. To apply the
nearest neighbor method to our window based testing framewe first calculate the
nearest distance of each connection inside the window trdimeng set, and assign the
maximum among them as the score for the window.

We also compare with a connection counting method. As mostns@ggregate
many connections in a short time, this method captures thicplar anomaly well.
We score a window by the number of initiated connections @wmtindow.

Finally, we employ the adaptive naive Bayes approach of, j@8jch shows promis-
ing results on similar problems. We also follow the featugkestion presented in this
paper, while not all of them are available in our dataset.ramtthe Naive Bayes net-
work parameters, we use five available features: the nunth@w connections in the
previous three windows and the entropy of the number ofistiestination IPs and
ports in the current window. All the features are discrediz@o six evenly spaced bins.
These features are not exactly the same as those from thesheaighbor. Each method
was tuned by the authors to work as well as possible, so we tigiiow each of their
methodologies as best as possible to give a fair comparissnncludes the selection
of features.
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Fig. 7. ROC curves of testing results on IP scanning attack. Top: MAGttom: LBNL.

5.4 ROC Curves

Figure 7 compares the ROC curve for our method to those oftther snethods for the
IP scanning attack. The curves show the overall performandbe 10 hosts we chose
for each dataset. represents the fraction of time during which the attack espnt and

represents the speed of the attack. The curves demonstsatestthe attack becomes
more subtle ( is smaller), our method performs relatively better comparéth other
methods. Figures 8 and 9 show the same curves but for the Mydoa Slammer
attacks.

Each point on the curve corresponds to a different thresbbttle algorithm. Be-
cause attacks are relatively rare, compared to normaldrafe are most interested in
the region of the ROC curve with small false positive rates.

We note that our method out performs the other algorithmssistently for the
MAWI dataset. For the LBNL dataset, with the Mydoom and Slammaitacks, some
of the other methods have better performance, in parti@uample connection count-
ing method performs the best. We are uncertain of the exasbrg but suspect it may
be due to differences in the traffic type (in particular, tH#NL data comes from en-
terprise traffic). The addition of a hidden variable to ourdaballows us to model
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Fig. 8. ROC curves of testing results on Mydoom attack. Top: MAWIttBm: LBNL.

non-exponential durations. However, the complexity ofrsag@hase-type distribution
depends on the number of states in the hidden variable. ié tae not enough states
to model the true duration distribution, the algorithm mayl @p with an exponential
model (at least for some events). Exponential models doisfanr (in terms of likeli-
hood) many quick transitions, compared to heavier tailstriutions. This might lead
to worse performance in exactly the same situations wheomaeaction-count method
would work well. We hope to add more hidden states in the &tarovercome this
limitation.

6 Conclusions

We developed a new method for detecting network intrusiortee host level. Rather
than treating packets and connectionsiabsequences, we model the network traffic by
a generative probabilistic model that respects the ordasfrevents. The only features
we used were packet and connection timings. We do not relaieded data, thus vastly
improving the automation of the detection.
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