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Abstract

Wedescribe the useof stochastic Petri nets(SPNs)and stochastic reward nets(SRNs)which
are SPNsaugmented with the abilit y to specify output measuresasreward-basedfunctions,
for the evaluation of reliabilit y for complexsystems.The solution of SRNsinvolvesgeneration
and analysis of the corresponding Markov reward model. The use of SRNs in modeling
complexsystemsis illustrated through several interesting examples.We mention the useof
the Stochastic Petri Net Package(SPNP) for the description and solution of SRN models.

1 In tro duction

Combinatorial models such as reliabilit y block diagrams,fault trees and s-t connectednet-
works arecommonlyusedfor systemreliabilit y and availabilit y analysis[17, 6]. Thesemodel
typesallow a concisedescription of the systemunder study and can be evaluated e�cien tly,
but they cannot represent dependenciesoccurring in real systems[15, 20], such as imperfect
coverage,correlated failures, repair dependencies,non-zerodetection/recon�guration time,
performance-reliability dependence,and phased-missionsystemmodels. State space-based
modelssuch asMarkov models,on the other hand, are capableof capturing variouskinds of
dependenciesthat occur in reliabilit y/availabilit y models [8, 9, 18].

� This research wassponsoredin part by the National ScienceFoundation under Grant CCR-9108114and
by the Naval SurfaceWarfare Center.
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One major drawback of Markov models is the largenessof their state space.The sizesof
theseMarkov chainstend to be very largefor complexsystems.Stochastic Petri nets (SPNs)
can be usedto generatethe (large) underlying Markov chain automatically starting from a
concisedescription of the system. In such casesthe SPN provides a high level interface for
the speci�cation of the underlying Markov model.

In the recent years, SPNs have gained much attention as a useful modeling formalism
[1, 4, 16]. They have beensuccessfullyusedin the analysisof several applications [2, 11, 12].
They can easily represent concurrency, synchronization, sequencingand multiple resource
possessionthat are characteristics of current computer systems. Several automated tools
that support the evaluation of SPNsor their variants areavailable. Theseinclude GreatSPN
[3], METASAN [16], UltraSAN [7], and SPNP [5].

Traditionally, performanceanalysisassumesa fault-free system. Reliabilit y and availabil-
it y analysisis carried out separatelyto study systembehavior in the presenceof component
faults, disregardingthe di�eren t performancelevelsin di�eren t con�gurations. Several di�er-
ent typesof interactions and corresponding tradeo�s have prompted researchers to consider
combined evaluation of performanceand reliabilit y/availabilit y [13, 19].

Most work on the combined evaluation is basedon the extensionof Markov chains to
Markov reward models [10], where a reward rate is attached to each state of the Markov
chain. Markov reward models have the potential to re
ect concurrency, contention, fault-
tolerance,and degradableperformance;they canbe usedto obtain not only program/system
performanceand system reliabilit y/availabilit y measures,but also combined measuresof
performanceand reliabilit y/availabilit y [13, 19].

As discussedearlier the Markov chain is generatedfrom a conciseSPN description of
the systembehavior. In order to facilitate the automatic generationof the Markov reward
model, it is necessaryto extend the SPN description languageto facilitate the speci�cation
of the the reward structure in terms of SPN entities. In other words, the SPN becomesa
\SPN reward model" which can be automatically transformedinto a Markov reward model.
We refer to SPN augmented with the reward description as stochastic reward nets (SRNs)
[4].

Steady-stateanalysisof SRNs is often adequateto study the performanceof a system,
but time-dependent behavior is sometimesof greater interest: instantaneous availabilit y,
interval availabilit y, and reliabilit y (for a fault-tolerant system); responsetime distribution
of a program (for performanceevaluation of software); computational availabilit y (for a
degradablesystem). Given the reward rate speci�cation for a Markov reward model, the
expectedreward rate is computed in steady-state,while the expectedreward rate at time t
is an instantaneousmeasureof interest. The expected accumulated reward in the interval
[0; t) and the expectedaccumulated reward until absorption are the cumulative measuresof
interest. The meantime to absorption is a special caseof the expectedaccumulated reward
until absorption.

The Stochastic Petri Net Package(SPNP) [5] allows the speci�cation of SRN models,the
computation of steady-state,transient, cumulative, time-averaged,and \up-to-absorption"
measuresand sensitivities of these measures. E�cien t and numerically stable algorithms
employing sparsematrix techniquesare usedto solve the underlying CTMC.

In the following sectionswe give an informal description of SRN and show how it is
used in modeling large systems. First, we present a simple example to illustrate someof
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the structural and reward rate basedconstructs usedin SRNs. Then, we give an informal
description of SRNs.

2 Sto chastic Reward Nets: A Gentle In tro duction

In this section, we introduce SRNs through a simple example. Let us consider a simple
multipro cessorsystem consisting of two dissimilar processorsP1 and P2. The time to
occurrenceof a failure in the two processorsP1 and P2 is assumedto be a random variable
with the corresponding distributions being exponential with rates 
 1 and 
 2, respectively.
The reliabilit y of the two processorsat time t is then expressedasR1(t) = e� 
 1 t and R2(t) =
e� 
 2 t , respectively.

We considerthe systemto be functioning aslong asoneof the two processorsis function-
ing. If we considerthe failures of the two processorsto be independent, then the reliabilit y
of this system,Rsys(t) can easily be computedas,

Rsys(t) = 1 � (1 � R1(t))(1 � R2(t))

Now supposethat, when both processorsare functioning, there is also a a failure mode
whereboth processorscan fail simultaneously. The time to occurrenceof this event is also
assumedto be exponentially distributed with rate 
 C . Computing the reliabilit y in this
situation is more complicated, becauseof the failure dependencyintroduced between the
two components. Markov models[18] caneasilyhandlesuch interdependenciesasmentioned
earlier. The SRN in Figure 1 models the failure behavior of this system.

1P1up 1 P2up

P1dn P2dn

T1fl T2fl
Tcfl

Figure 1: The SRN model of the system

In Figure 1, the main SRN constructs are shown. Places, shown as large circles in this
�gure, represent the various conditions that hold in the system. In this example, the four
places,P1up, P2up, P1dn and P2dn represent the conditions in which the processorsP1
and P2 are up or down, respectively. Transitions, shown in this �gure asun�lled rectangles,
represent the various events that could occur in the system. In this example, the three
timed transitions, T1f l , T2f l and Tcf l represent the failure of the processorsP1, P2 and
the common-mode failure, respectively. We also notice arcs, shown as directional arrows,
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drawn from placesto transitions and from transitions to places.An arc drawn from a place
to a transition is called an input arc into the transition from the place. Conversely, an arc
drawn from a transition to a placeis calledan output arc from the transition to the place. We
alsonotice somesmall �lled dots that are present in the two placesP1up and P2up. These
are called tokens. The presenceof a token indicates that the corresponding condition holds.
The distribution of tokensin the various placesof the SRN is referred to as the marking of
the SRN.

We considera transition enabled if each of its input placescontains at least one token.
An enabledtransition may �r e removing a token from each of its input placesand depositing
a token in each of its output places.We know that the events associated with the transitions
above take a period of time to happen. For example,the time to failure of P1 is known to
be exponentially distributed with rate 
 1. This is modeledin the SRN by associating a �ring
time with each of the transitions. The �ring time (which is a random variable) is the time
that elapsesfrom the time point at which the transition becomesenabledto the time point
at which the transition actually �res. The �ring of a transition causesthe redistribution of
the tokensin the SRN, perhapsresulting in a new marking.

1010

1001

0101

0110

T1fl

T2fl T1fl

Tcfl

T2fl

Figure 2: The reachabilit y graph for the SRN

The set of all such markings together with the transitions amongthem is referred to as
the reachability graph of the SRN. The reachabilit y graph for the exampleSRN is shown in
Figure 2. In this �gure, each circle represents a uniquemarking of the SRN and the elements
of the vector of 0s and 1s given within each circle is the number of tokens in placesP1up,
P1dn, P2up and P2dn, respectively. The directed arrows show how the systemmovesfrom
onemarking to another with the �ring of the appropriate transition.

This model can be speci�ed to a Petri net basedtool like SPNP [5] and solved. As an
example,we compute the reliabilit y for this systemassumingthat 
 1 = 
 2 = 10� 3 per hour
and 
 C = 5 � 10� 4 per hour. The reliabilit y of this systemas a function of time is plotted
in Figure 3. This �gure shows the reliabilit y of the systemwith and without the common-
mode failure (CMF). We can observe the contribution of the common-mode failure to the
degradationin the reliabilit y of the system. The meantime to failure (MTTF) of the system
with commonmode failure is 1200hours, while the MTTF of the systemwithout common
mode failure is 1500hours.
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Figure 3: The reliabilit y for the system

The reliabilit y is computed by assigningappropriate reward rates to the states of the
SRN. The reward rates are assignedbasedon the output measureof interest, in this case
the reliabilit y. We have already seenthe various statesof the SRN being represented in the
reachabilit y graph. Instead of explicitly identifying the states in the reachabilit y graph, we
can specify the reward rates associated with certain conditions of the system. Whenever a
condition is satis�ed in a state, the corresponding reward rate is assignedto that state.

As an example, in the computation of the reliabilit y of the system,we wish to identify
thosestatesin which the systemis functioning, and assigna reward rate of 1 to thosestates.
We will assigna reward rate of 0 to the other states. In the SRN of Figure 1, the systemis
operational as long as there exists a token in either of the two places,P1up or P2up. Thus
the reward rate assignment can be speci�ed as follows:

r i =

(
1 if (#( P1up) = 1) _ (#( P2up) = 1) in marking i
0 otherwise

Here, r i represents the reward rate assignedto state i of the SRN, and #( p) represents the
number of tokens in place p. The reliabilit y of the system at time t is computed as the
expected instantaneousreward rate E[X (t)] at time t. Expressionsfor the computation of
the expectedreward rates are given later in this paper. The MTTF of the systemcan also
be computedusing the samereward rate assignment as above.

Wewill introducemorecomplexity into the exampleabove,by consideringstate-dependent
failure rates as well as repair of the system. When only one processoris functioning, the
rate of failure could be correspondingly altered to re
ect the fact that a single processor
sharesthe load of both the processors.When only P1 is functioning, we assumeits failure
rate is 
 0

1 and when only P2 is functioning, its failure rate is 
 0
2. We could considerrepair of

the processorswherethe time to repair the processorsis alsoexponentially distributed with
rates � 1 and � 2, respectively. We alsoassumethat when both the processorsare waiting for
repair, P1 haspriorit y for repair over P2.
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1P1up 1 P2up

P1dn P2dn

T1fl T2flTcfl

T1rp T2rp

Transition Rate
T1f l 
 1 if #( P2up) = 1


 0
1 otherwise

T2f l 
 2 if #( P1up) = 1

 0

2 otherwise

Figure 4: The SRN model of the extendedsystem

The corresponding SRN model, shown in Figure 4, contains two additional transitions,
T1rp and T2rp, which represent the repair of the two processors.It alsocontains a newtype
of arc, from P1dn to T2rp, with a small circle instead of an arrowhead: an inhibitor arc. If
an inhibitor arc exists from a place to a transition, then the transition will not be enabled
if the corresponding inhibitor place contains a token. Here, we usethe inhibitor arc to give
priorit y of repair to P1 over P2. The di�eren t failure rates of the processorsare re
ected
by de�ning the �ring rate of the corresponding failure transitions to be a function of the
marking of the SRN.

In this case,it makesmore senseto talk about the systemavailabilit y than the system
reliabilit y, sincewe allow repair from the systemfailure state. We considerthe systemto be
available as long asoneof the two processorsis functioning. We compute the instantaneous
availabilit y of the system(probabilit y that the systemis available at time t) asthe expected
instantaneousreward rate of the systemwith the samereward rate assignment as usedfor
reliabilit y. The expectedinterval availabilit y, i.e., the fraction of time the systemis available
in the interval [0; t), is given by the time-averagedexpectedreward rate.

The instantaneousand interval availabilit y for the system is plotted in Figure 5. We
assume
 1 = 
 2 = 10� 3hr� 1, 
 C = 5:0 � 10� 4hr� 1, and � 1 = � 2 = 1hr� 1 As expected, the
instantaneousand the interval availabilit y decreasewith time and reach a steady-statevalue,
which is equal to the steady-stateavailabilit y of the system.

We can considerone further extensionto this model, by consideringimperfect coverage
of the failure of the processors.Whenever a processorsu�ers a failure, with someprobability
c, called the coverageprobability, the failure is properly detected. With probability 1 � c,
the processorsu�ers an uncovered failure, wherein the failure goesundetected. We assume
that this undetected failure results in the other normal processoralso failing, causingthe
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Figure 5: The availabilit y for the system

systemfailure.
This scenariocan also be handled by appropriately modifying the earlier SRN model of

the system,resulting in the new SRN model shown in Figure 6.
In this �gure, there are four new transitions, T1cov, T1uc, T2cov and T2uc, drawn as

thin bars. They are referred to as immediate transitions. Here, T1cov and T1uc represent
the coveredand uncoverednature of the failure of processorP1, respectively. The other two
transitions T2cov and T2uc represent the samefor processorP2. An immediate transition
can be consideredas the limiting caseof a timed transition, when the �ring rate approaches
in�nit y. Hence,when enabled,it requireszerotime to �re. We associate �ring weights with
thesetransitions. In this model, the weight associated with T1cov and T2cov is c, and the
weight associated with T1uc and T2uc is 1 � c, respectively. We also notice two additional
placesin the �gure, namely P1cov and P2cov. Theseplacesrepresent the condition under
which a decisionis beingmadewhether the failure is coveredor uncovered. The reachabilit y
graph for this SRN is shown in the upper portion of Figure 7, wherethe order of the places
in the description of the markings is P1up, P1cov, P1dn, P2up, P2cov, and P2dn. The
markings surroundedby a dotted line are vanishing, that is the SRN does not spend any
time in them, sincethey enableimmediate transitions which �re assoon asthey becomeen-
abled. When analyzingthe SRN, thesemarkingscan be eliminated, resulting in the reduced
reachabilit y graph shown in the lower portion of the same�gure. Arcs are now labeledwith
sequencesof transitions. For example,it is possibleto go from marking 100100(systemcom-
pletely functional) to marking 001001(systemdown) in three ways: by �ring transition T1f l
followed by immediate transition T1uc, or transition T2f l followed by immediate transition
T2uc, or transition Tcf l . When the labels are replacedby transition rates, the reduced
reachabilit y graph becomesthe continuous time Markov chain that is solved to obtain the
requestedmeasures.

The availabilit y of the systemfor di�eren t valuesof the coverageparameterc is plotted in
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1P1up 1 P2up

P1dn P2dn

T1fl T2fl

Tcfl

T1rp T2rp

T1cov T1uc T2covT2uc

P1cov P2cov

Transition Rate
T1f l 
 1 if #( P2up) = 1


 0
1 otherwise

T2f l 
 2 if #( P1up) = 1

 0

2 otherwise

Figure 6: The SRN model of the systemwith coveredand uncoveredfailures
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001010

T2fl T2cov

100001

T1flT1cov

T1rp T2rp

T1rp

100100

001001

(T1fl,T1uc)
 or Tcfl   or
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T2cov

T1fl,
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Figure 7: The reachabilit y graph for the systemwith coveredand uncoveredfailures
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Figure 8. From the �gure wenotice that with decreasingcoverageprobability, the availabilit y
of the systemalsocorrespondingly decreases.

3 Imp ortan t features of SRNs

In this section, we give a very informal description of the features of SRNs. A formal
description of SRNsand the numerical algorithms employed to solve the underlying Markov
reward modelsmay be found in [4].

3.1 Basic Terminology

A Petri net (PN) is a bipartite directed graph whosenodesare divided into two disjoint sets
calledplacesand transitions. Directed arcsin the graph connectplacesto transitions (called
input arcs) and transitions to places(called output arcs). A cardinality may be associated
with thesearcs. A marked Petri net is obtainedby associating tokenswith places.A marking
of a PN is the distribution of tokensin the placesof the PN. In a graphical representation
of a PN, placesare represented by circles,transitions are represented by bars and the tokens
are represented by dots or integersin the places. Input placesof a transition are the set of
placeswhich are connectedto the transition through input arcs. Similarly, output placesof
a transition are thoseplacesto which output arcsare drawn from the transition.

A transition is consideredenabled in the current marking if the number of tokens in
each input place is at least equal to the cardinality of the input arc from that place. The
�ring of a transition is an atomic action in which one or more tokens are removed from
each input place of the transition and one or more tokensare added to each output place
of the transition, possibly resulting in a new marking of the PN. Upon �ring the transition,
the number of tokens deposited in each of its output placesis equal to the cardinality of
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the output arc. Each distinct marking of the PN constitutes a separatestate of the PN. A
marking is reachablefrom anothermarking if there is a sequenceof transition �rings starting
from the original marking which results in the new marking. The reachabilit y set (graph) of
a PN is the set (graph) of markingsthat arereachablefrom the other markings(connectedby
the arcslabeledby the transitions whose�ring causesthe corresponding changeof marking).
In any marking of the PN, multiple transitions may be simultaneouslyenabled.

Another type of arc in a Petri net is the inhibitor arc. An inhibitor arc drawn from a
place to a transition meansthat the transition cannot �re if the place contains at least as
many tokensas the cardinality of the inhibitor arc.

Extensionsto PN have beenconsideredby associating �ring times with the transitions.
By requiring exponentially distributed �ring times, we obtain the stochasticPetri nets. The
underlying reachabilit y graph of a SPN is isomorphic to a continuous time Markov chain
(CTMC). Further generalization of SPNs has been introduced in [1] allowing transitions
to have either zero �ring times (immediate transitions) or exponentially distributed �ring
times (timed transitions) giving rise to the generalizedstochastic Petri net (GSPN). In this
paper, timed transitions are represented by hollow rectangleswhile immediate transitions
are represented by thin bars. The markings of a GSPN are classi�ed into two types. A
marking is vanishing if any immediate transition is enabledin the marking. A marking is
tangible if only timed transitions or no transitions are enabled in the marking. Con
icts
amongimmediate transitions in a vanishingmarking are resolved using a randomswitch [1].

Although GSPNsprovide a usefulhigh-level languagefor evaluating largesystems,repre-
sentation of the intricate behavior of such systemsoften leadsto largeand complexstructure
of the GSPN. To alleviate someof theseproblems,several structural extensionsto Petri nets
are described in [5] which increasethe modeling power of GSPNs. These include guards
(enabling functions), generalmarking dependency, variable cardinality arcs and priorities.
Someof thesestructural constructsare alsousedin stochastic activit y networks (SANs) [16]
and GSPNs [3]. Stochastic extensionswere also added to GSPNs to permit the speci�ca-
tion of reward rates at the net level, resulting in stochastic reward nets (SRN). All these
extensionsare described in the following subsections.

3.2 Marking dependency

Perhapsthe most important characteristic of SRNsis the abilit y to allow extensive marking
dependency. Parameterssuch as the rate of a timed transition, the cardinality of an input
arc, or the reward rate in a marking, can be speci�ed as a function of the number of tokens
in some(possibly all) places. Marking dependencycan lead to more compact models of
complexsystems.

3.2.1 Variable cardinalit y arc

In the standard PN and in most SPN de�nitions, the cardinality of an arc is a constant
integer value [14]. If the cardinality of the input arc from place p to transition t is k, k
tokensmust be in p before t can be enabledand, when t �res, k tokensare removed from
p. Often, all the tokens in p must be moved to someother place q. This behavior can be
easily described in SRNsby specifying the cardinalities of the input arc from p to t and of
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the output arc from t to q as #( p), the number of tokensin p. This representation is more
natural, no additional transitions or placesare required,and the executiontime (to generate
the reachabilit y graph) is likely to be shorter.

The useof variable cardinality is somewhatsimilar to the conditional caseconstruct of
SANs [16]. We allow variable cardinality input, output arcs,and inhibitor arcs.

When the cardinality of the arc is zero, the arc is consideredabsent. The user of
SRNs must be aware of the di�erence between de�ning the cardinality of an input arc as
\max f 1; #( p)g" or as \#( p)". The former de�nition disablest when p is empty, the latter
doesnot; the correct behavior dependson the particular application.

3.2.2 Priorities

Often, an activit y must have precedenceover another when they both require the same
resource.Inhibitor arcsmay be usedto represent such constraints, but they may clutter the
model. It is more convenient to incorporate transition priorities directly into the formalism.
Traditionally, priorities have been de�ned by assigningan integer priorit y level to each
transition, and adding the constraint that a transition may be enabledonly if no higher
priorit y transition is enabled. This can be generalizedfurther by requiring only a partial
order amongtransitions. Thus a priorit y relationship betweentwo transitions t1 and t2 can
be de�ned, for exampleas t1 > t2, implying that t1 hashigher priorit y comparedto t2. This
added
exibilit y provides a simple way to model the situation wheret1 > t2, t3 > t4, but t1

hasno priorit y relation with respect t3 or t4.

3.2.3 Guards

Each transition t may have an associated (boolean) guard G. The function is evaluated in
marking M when \there is a possibility that t is enabled", that is, when (1) no transition
with priorit y higher than t is enabledin M ; (2) the number of tokens in each of its input
placesis larger than or equalto the (variable) cardinality of the corresponding input arc; (3)
the number of tokensin each of its inhibitor placesis lessthan the (variable) cardinality of
the corresponding inhibitor arc. Only then G(M ) is evaluated; t is declaredenabledin M i�
G(M ) = TRUE. The default for G is the constant function TRUE.

The abilit y to expresscomplex enabling/disabling conditions textually is invaluable.
Without it, the designermight have to add extraneousarcs or even placesand transitions
to the SRN, to obtain the desiredbehavior. The logical conditions that can be expressed
graphically using input and inhibitor arcs are limited by the following semantics: a logical
\AND" for input arcs (all the input conditions must be satis�ed), a logical \OR" for in-
hibitor arcs (any inhibitor condition is su�cien t to disable the transition). For instance,a
guard such as (#( p1) � 3 _ #( p2) � 2) ^ (#( p3) = 5 _ #( p4) � 1) is di�cult to represent
graphically.

3.3 Output measures

For a SRN, all the output measuresare expressedin terms of the expectedvaluesof reward
rate functions. Dependingon the quantit y of interest, an appropriate reward rate is de�ned.
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Suppose X represents the random variable corresponding to the steady-state reward
rate describinga measureof interest. A generalexpressionfor the expected reward rate in
steady-stateis

E[X ] =
X

k2T

r k � k ;

whereT is the set of tangible markings (no time is spent in the vanishing markings), � k is
the steady-stateprobability of (tangible) marking k, and r k is the reward rate in marking k.

Let X (t) represent the random variable corresponding to the instantaneousreward rate
of interest. The expressionfor the expectedinstantaneousreward rate at time t, becomes:

E[X (t)] =
X

k2T

r k � k(t);

where� k(t) is the probability of being in marking k at time t.
Let Y(t) represent the random variable corresponding to the accumulated reward in the

interval [0; t) and Y represent the corresponding randomvariable for the accumulated reward
until absorption. The expressionsfor the expectedaccumulated reward in the interval [0; t)
and the expectedaccumulated reward until absorption are:

E[Y(t)] =
X

k2T

r k

Z t

0
� k(x) dx;

and
E[Y] =

X

k2T

r k

Z 1

0
� k(x) dx;

respectively.
The computation of the quantities � k , � k(t),

Rt
0 � k(x) dx and

R1
0 � k(x) dx usingnumerical

techniquesis described in [4].

4 An embedded system

In this section,we useSRNsto model the reliabilit y of an embeddedsystem.

4.1 System description

Consider a system consisting of an input processor,I , connectedto three sensorsS1, S2,
and S3, an output processorO, connectedto an actuator with a spare,A1 and A2, a main
processor,M , and a bus B (Figure 9).

The input processorpolls its three sensorsand takes three readings, performs some
computation on them, such as taking the averageor eliminating an outlier, then passesthe
result to the main processor. The main processor,in return, elaborates theseresults into
commandsto be passedto the output processor,which controls an actuator.

In a chemicalplant environment, the sensorcould be reading 
uid level, temperature, or
pressure,while the actuator could be controlling a valve. In an avionics system,the sensors
could be reading speed, position, or direction, and the actuator could be controlling the

aps.
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Figure 9: An embeddedsystem.

During the normal operation of the system,the main processorusesa countdown timer
to control the frequencyat which readingsare taken from the input processorand commands
are issuedto the output processor.The timer interval is set to � at the beginning of every
cycle.

The reliabilit y of the systemis a�ected by two typesof faults. Processors,sensors,and
actuators can fail, with rate � p, � s, and � a, respectively (the probability of bus failure is
considerednegligible, hencethe bus is not explicitly modeled). The failure of a processor
is always fatal. The sensorsare usedin triple modular redundancy(TMR), using the input
processoras the voter, hencethe systemcan survive the failure of one,but not two, sensors.
The systemis alsoable to survive the failure of oneactuator, sincea spareis available. The
secondtype of fault is an intermittent, or transient, fault which might be experiencedby
the processors.If an input or output processorexperiencesa transient fault, it will reboot.
During this time, the processoris unavailable, and, if the timer associated with the main
processorexpires,the systemskipsonemonitoring cycle. A counter is usedto keeptrack of
how many consecutive cycleshave beenskipped. If this number exceedsa certain threshold
M axCount, the main processordecidesthat at least one of the other two processorshas
beenunavailable for an excessive amount of time, and shuts the systemdown. We ignore
the possibility of intermittent faults for the main processor,since, if the fault is indeed
intermittent, the timer, which is associated with the main processor,can simply stop until
the reboot is complete. In other words, the main processormust guessthe status of the
input and output processors,but not its own. The processortransient failure rate is � f , and
the reboot rate is � r .

4.2 SRN mo del

The SRN in Figure 10 models the system just described. The meaning of each place and
transition is shown in Table1. PlacesDownP, DownS, and DownA areneededonly because
we want to distinguish betweenthe causeof systemfailure (seeSection4.4). If we wereonly
interested in the probability of the systembeing up, we could eliminate theseplaces,thus
mergingall the absorbing(dead) markings into one,and reducingthe sizeof the underlying
CTMC.

Let's considerhow transition Timer correctly updates the number of tokens in places
Star tCycle, EndCycle, and Count. First of all, Timer is always enabled,unlessthe system
is down. When Timer �res, it removes the token which is either in place Star tCycle or
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Figure 10: The SRN for the embeddedsystem.
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Place Meaning
UpX; X = I ; M ; O; S; A Number of working I / M / O processors,sensors,actuators.
DownX ; X = P; S; A Number of down processors,sensors,actuators.
TransX; X = I ; O I / O processoris experiencinga transient fault.
ReadyX ; X = I ; M I / M processoris ready to forward its results.
Count Number of timeouts sincethe last successfulcycle.
Star t A token heresigni�es that a cycle hasbegun.
End A token heresigni�es the end of a successfulcycle.

Transition Meaning
F ail X ; X = I ; M ; O; S; A Failure of a I / M / O processor,sensor,or actuator.
ComputeX; X = I ; M ; O Computation performedby a I / M / O processor.
BeginT ransX; X = I ; O Occurrenceof a transient fault for a I / O processor.
EndTransX; X = I ; O Completion of the reboot processfor a I / O processor.
Timer Each �ring corresponds to a cycle of the M processor.

Table 1: Meaning of the placesand transitions for the SRN of the embeddedsystem.

in placeEndCycle, and puts it back in Star tCycle. Also, the cardinality of the input and
output arcsbetweenCount and Timer is zeroand one, respectively, if EndCycle is empty.
This ensuresthat Count is incremented if the main processorhas beenunable to perform
its computation by the time the timer elapses.If EndCycle contains a token, however, the
cardinality of the input and output arcsbetweenCount and Timer is the number of tokens
in Count and zero, respectively, thus ensuring that Count is emptied (reset) if the main
processorhassuccessfullycompleteda cycle.

Also, note how the inhibitor arcs from ReadyI to ComputeI and from ReadyM to
ComputeM ensurethat at most one token can accumulate in them. This is essential to
the correct representation of the model, sinceit ensuresthat the number of tokensin these
two placesis either zeroor one.

On the other hand, the inhibitor arcs from TransientI to ComputeI and TransientO
to ComputeO simply model the fact that, while a processoris rebooting, it cannot perform
useful computation.

The systemis up when the following booleancondition holds:

b = #( UpS) � 2 ^ #( UpI ) = 1 ^ #( UpM ) = 1

^ #( UpO) = 1 ^ #( UpA) � 1 ^ #( Count) � M axCount

We can then associate b as the guard for each transition in the SRN, or, in SPNP, simply
de�ne its negationb as a halting condition for the SRN.

4.3 Parametrization

The model is numerically very sti�, sinceit represents both failure events, normally of the
order of months or years,and computation events, normally of the duration of secondsor
even less. Sincewe are focussingon the reliabilit y of this system,we can assumethat the
�ring time for transitions ComputeI, ComputeM, and ComputeO is small comparedto the
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Parameter Value Meaning
M axCount 2 systemis down if there are three consecutive timeouts
� p 1/31536000sec� 1 MTTF for a processoris oneyear
� s 1/2592000sec� 1 MTTF for a sensoris onemonth
� a 1/5184000sec� 1 MTTF for an actuator is two months
� 1/60 sec� 1 timeout is oneminute
� f 1/86400sec� 1 one transient fault per day per processor,on average
� r 1/30 sec� 1 reboot time requireshalf a minute

Table 2: Parametersfor the embeddedsystem.

other activities, hencewe can model thesethree activities with immediate transitions. This
modi�cation has two advantages: it results in a smaller tangible state space,and it reduces
sti�ness for the numerical solution. The approximation introduced is negligible, unlessthe
timeout value � is similar to the time required to perform the computation, but this would
not be reasonable,sincethe timeout should be set so that it might elapseonly when oneof
the processorsis rebooting, not during fault-free operation.

The following parametersmust then beassigneda valuebeforethe SRNcanbeevaluated:

� M axCount, the maximum number of timeouts the main processoris willing to accept
beforedeciding that at least oneof the other two processorsis faulty.

� � p, � s, and � a, the failure rates for the processors,sensors,and actuators, respectively.

� � , the timeout interval for the main processor.

� � f and � r the transient failure and reboot rates, respectively.

We assumethe valuesgiven in Table 2.

4.4 Output measures

We are interested in studying the probability that the systemhas failed by time t, for one
of thesepossiblecauses:

� � c = Prf #( Count) > M axCountg: the number of consecutive timeouts hasexceeded
M axCount.

� � p = Prf #( DownP) = 1g: oneof the processorshas failed.

� � s = Prf #( DownS) = 2g: two sensorshave failed.

� � a = Prf #( DownA) = 2g: both the actuator and the sparehave failed.

To compute theseprobabilities, we can simply de�ne four setsof 0/1 reward rates. For
example,the reward rate for � c is

r i =

(
1 if #( Count) > M axCount in marking i
0 otherwise
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Figure 11 shows the probability of a failure due to the four cases,� c, � p, � s, and � a,
computed using SPNP for t = 0; 1; : : : 24 hours and t = 0; 1; : : : 30 days. The reliabilit y is
given by one minus the sum of these four probabilities. Due to the characteristics of the
TMR behavior, and to their low reliabilit y (MTTF is onemonth), the sensorsare the most
critical components: they account for about 2/3 of the failures. On the other hand, the e�ect
of timeouts is comparableto that of processorfailures � c and � p are within a few percent of
each other, when M axCount = 2. If the risk of allowing the systemto withstand a longer
sequenceof timeouts without shutting down is acceptable,M axCount could be increased.
For example, by doubling its value (M axCount = 4), � c becomesnegligible comparedto
the other causesof failure (seeFigure 12).

5 Conclusions

In this paper we described the use of stochastic reward nets for the study of reliabilit y
models. Several interesting featuresof SRNsincluding marking dependency, guards,variable
cardinality arcsand transition priorities wereintroduced. Wealsoillustrated the speci�cation
of the output measuresfor the SRN models through the de�nition of reward rates.
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