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Abstract—Dense, unmanaged 802.11 deployments tempt sabo-different channels can significantly hurt performance iitesp
teurs into launching jamming attacks by injecting malicious of using frequency hopping [9].
interference. Nowadays, jammers can be portable devices dh In this paper, we ask the questiadow can legacy 802.11

transmit intermittently at low power in order to conserve energy. devi leviate the effects of a i that id th
In this paper, we first conduct extensive experiments on an ighoor evices alleviate the efiects or a jammer that resides on the

802.11 network to assess the ability of two physical layer fictions, Same channel used by a legitimate communicating pair, ih rea
rate adaptation and power control, in mitigating jamming. In time? We address this challenge by developing ARES,

the presence of a jammer we find that: (a) the use of popular novel measurement driven system, which detects the presenc
rate adaptation algorithms can significantly degrade netwdk of jammers and invokes rate adaptation and power control
performance and, (b) appropriate tuning of the carrier sensng . . . .

threshold allows a transmitter to send packets even when beg strategies to f”l_”ev'at_e ]amm'ng_ eﬁeCt_S' _Clearly, not mF’ah
jammed and enables a receivecapture the desired signal. Based Pe done to mitigate jammers with unlimited resources in germ
on our findings, we build ARES, an Anti-jamming REinforcement  of transmission power and spectrum efficiency. Note however
System, which tunes the parameters of rate adaptation and that in a plurality of cases the jamming device can be resourc
power control to improve the performance in the presence of .,nqirained, with capabilities similar to that of the legte

jammers. ARES ensures that operations under benign conditins ) . .
are unaffected. To demonstrate the effectiveness and gemity of d€ViCe® Portable, battery-operated jammers are typically con-

ARES, we evaluate it in three wireless testbeds: (a) an 8024 figured to transmit intermittently and sometimes at low powe
WLAN with MIMO nodes, (b) an 802.11a/g mesh network with in order to conserve energy and harm the network for extended
mobile jammers and (c) an 802.11a WLAN with TCP traffic. We periods of time. In addition, misconfiguration of “legitite&
obsgr\i;a tgat ARES Improves the network throughput across dl jeyices can transform them to resource-constrained jasmer
testbeds by up to 150%. [3]. In such cases, ARES can effectivefight against the

rity and Protection C.2.3 [Computer - Communication Nefollowing: _ _ _ _
works]: Network Operations. 1. Understanding the impact of jammers in an 802.11

p_etwork with rate/power control. First, we perform an in-
depth measurement-based experimental study on our indoor
testbed, to quantify the impact of jamming when employirtg ra
Keywords: IEEE 802.11, Rate Control, Power Control, Jamand/or power control. To the best of our knowledge, theramare
ming such studies to date. With rate control, a transmitter carease
or lower its transmission rate depending on the observekigpac
delivery ratio (PDR) at the receiver. With power controldes
may increase their transmission powers and/or clear cthanne

The widespread proliferation of 802.11 wireless networksssessment (CCA) thresholds [10] in order to increase the
makes them an attractive target for saboteurs with jammipgobability of successful packet reception. The design RES
devices [1], [2], [3] [4]; this makes the defense againshsat- is driven by two key experimental observations:
tacks very critical. A jammer transmits electromagnetiergy i) Rate adaptation can be counter-productivén the pres-
to hinder legitimate communications on the wireless mediurance of a jammer that is active intermittently (and sleeps in
A jamming attack can cause the following effects in an 802.tetween), the use of rate adaptation is not always beneficial
network: (a) Due to carrier sensing, co-channel transmittef/e conduct experiments with three popular rate adaptation
defer their packet transmissions for prolonged peri@olsThe algorithms: SampleRate [11], Onoe [12] and AMRR (Adaptive
jamming signal collides with legitimate packets at recedve Multi Rate Retry) [13]. With every scheme, we observe that th
Frequency hopping techniques have been previously prdposse of rate adaptation may work in favor of the jammer. This
for avoiding jammers [5] [6]. Such schemes however, are, N _
not effective in scenarios with wide-band jammers [7], [8], ARES [pron. "aris”] was the god of war in Greek mythology; whoose

. . e name as a symbol of the combat with jammers.

Furthermore, given that 802.11 operates on relatively fewsy, implement a jamming utility on a commodity 802.11 NIC asaied
frequency channels, multiple jamming devices operating @hmore detail in Section il

General Terms: Design, Experimentation, Measurement, Pe
formance, Security

I. INTRODUCTION



is because, rate adaptation wastes a large portion of a jgsnme Il. BACKGROUND AND RELATED WORK
sleeping time in order to gradually converge to the “besté.ra

. . . : In this section, first we briefly describe the operations of a
We analytically determine when fixed rate operations may be : e !
) jammer and its attack capabilities. Next, we discuss releva
preferable to the use of rate adaptation.

previous studies.

ii) Tuning the carrier sense threshold is beneficialie col- Types of Jamming Attacks.Jammers can be distinguished
lect throughput measurements with many different transimims in terms of their attack strategy; a detailed discussion lwan
powers and CCA thresholds. We find th@) In the presence of found in [14].

a jammer, legitimate transmissions with maximum power@oul Non-stop jamming: Constantjammers continuously emit
lead to significant benefits, only when operating at low datfectromagnetic energy on a channel. Nowadays, constant
rates.(b) Increasing the CCA threshold can allow a transmittggmmers are commercially available and easy to obtain [1],
that is being jammed to send packets and in addition, fatlit [7]. While constant jammers emit non-decipherable message
the captureof packets in the presence of jamming interferencgeceptivgammers transmit seemingly legitimate back-to-back
together, these effects can significantly reduce the thpug dummy data packets. Hence, they can mislead other nodes and
degradation. monitoring systems into believing that legitimate traffidoeing

2. Designing ARES, a novel anti-jamming systemThe Se€nt. . _

above observations drive the design of ARES. ARES primarily Intermittent Jamming:As the name suggests, these jammers
consists of two modules. Theate control modulechooses are active intermittently; the primary goal is to conseraédry
between fixed-rate assignment and rate adaptation, basedif§nA randomjammer typically alternates between uniformly-
channel conditions and the jammer characteristics. Theguyi  distributed jamming and sleeping periods; it jams Tgrsec-
objective of this module is to effectively utilize the petip ONds and then it sleeps fit seconds. Aeactivejammer starts
when a jammer is asleep. Thewer control moduledjusts the €Mitting energy only .|f.|t detects traffic on the medlum. Th|s
CCA threshold to facilitate the transmission and the reoapt makes the jammer difficult to detect. However, implementing
(capture of legitimate packets during jamming. Care is takefgactive jammers can be a challenge.

to avoid starvation of nodes due to the creation of asymmetri For the purposes of this work, we primarily consider the
links [10]. This module is used to facilitate successful eonfleceptive-random jammer model. Attackers are motivatel in
munications while the jammer is active. Although rate andsing a random jammer because putting the jammer to sleep
power control have been proposed as interference allemiatintermittently can increase its lifetime and decrease ttobdp
techniques, their behavior has not been studied in jammifility of detection [14]. Furthermore, it is the most gener

environments. To our knowledge, our work is the first tglized representation of a jammer; appropriately choogieg
conduct such a study. sleep times could turn the jammer into a constant jammer or

. ) o (with high probability) a reactive jammer. Moreover, réaet
3. Implementing and experimentally validating ARES.We  j3mmers are not easily available since they are harder to

implement and evaluate the modules of ARES on real hardwai[?ﬁplement and require special expertise on the part of the

thereby making ARES one of the few anti-jamming systeyis i er. Nevertheless, we show the applicability of ARE® w
implementations for 802.11 networks. ARES relies on th& . «tant and reactive jammers, in section VIII.

existence of an accurate jamming detection module. It ispbhey Related work. Most previous studies employ frequency

the scope of_ our work to design a new detection s_che bpping to avoid jammers. Frequency hopping, however,aann
and thus we incorporate a mechanlsm proposed pre.V'OUSIVa'Iﬂeviate the influence of a wide-band jammer [7], [8], which
[14]. To demonstrate the effectiveness and generality of Othn effectively jam all the available channels. In additi@eent

system, we applylithon three diﬁglrec';t e>;perimental neta\s}oakl sztﬁdies have shown that a few cleverly-coordinated, narrow
802.11n WLAN with MIMO enabled nodes, an 802.11a/g me nd jammers can practically block the whole spectrum [9].

network with mobile jammers, and a static 802.11a WLAN’hus, ARES does not rely on frequency hopping.
with uplink TCP traffic. Our measurements demonstrate that
ARES provides performance benefits in all the three networlf%
throughput improvements of up to 150% are observed.

Studies based on frequency hoppindNavda et al. [5]
plement a proactive frequency hopping protocol with giseu
random channel switching. They compute the optimal fre-
The remainder of the paper is structured as follows. In sectiquency hopping parameters, assuming that the jammer isawar
I, we provide some background on jamming and discusé the procedure followed. Xwet al. [6] propose two anti-
related studies. In section Ill, we describe our wirelestbied jamming techniques: reactive channel surfing and spatial re
and the experimental methodology. We describe our extensiveats. However, their work is on sensor networks which only
experiments to understand the impact of rate and poweraonsupport very low data rates and transmission powers. Gutnmad
in the presence of a jammer in sections IV and V respectivebt al. [15] find that 802.11 devices are vulnerable to specific
In section VI, we construct ARES based on our observationmtterns of narrow-band interference related to time reggv
We present our evaluations of ARES in section VII. Sectiothynamic range selection and PLCP-header processing. They
VIII discusses the scope of our study. We conclude in sectishow that due to these limitations, an intelligent jammer
IX. with a 1000 times weaker signal (than that of the legitimate



transceiver) can still corrupt the reception of packetartter to (1111
alleviate these effects, they propose a rapid frequencpihgp ﬂ % LDEJ] 1]
i 1]
a7 M

strategy. [v—m

Other relevant work: Xu et al. [14] develop efficient a5 39 J 2
mechanisms for jammer detection at the PHY layer (for all 1 802.11afgi (MIMO) 50 s
the 4 types of jammers). However, they do not propose any ® 802.11alg ne | ¥ =e
jamming mitigation mechanisms. In [16], the same authors " H- Y
suggest that competition strategies, where transceiwdjsta ] R

. .. . ] M | |2
their transmission powers and/or error correction codaght L‘ 134 U — * e
alleviate jamming effects. However, they neither propose a ;1 = 14'E I
anti-jamming protocol nor perform evaluations to validdteir 187 8 a3
suggestions. Lin and Noubir [17] present an analytical -eval T e T

. L . ) 2 (15 8
uation of the use of cryptographic interleavers with digfetr " . "

42
(]

coding schemes to improve the robustness of wireless LANSs.
In [18], the authors show that in the absence of error-ctimec _ .

. . F|g. 1. The deployment of our wireless testbed.
codes (as with 802.11) the jammer can conserve battery power

by destroying only a portion of a legitimate packet. NouBB] Block Coding) support. We use a proprietary version of the

also proposes Fhe use of a comblna_tlon Qf directional amenr? w2200 AP (access point) and client driver/firmware of the
and node-mobility in order to alleviate jammers. ARES ¢

. . . . T . ntel-2915card. With this version we are able to tune the CCA
easily be used in conjunction with directional antennas it w
. . . threshold parameter.
error correction codes. We would like to refer the interéste ) : ) .
) e . Experimental Settings and Methodology:We experiment
reader to our literature survey on anti-jamming system2@j [ . . : . : .
for more details with different rate adaptation algorithms in the presen€e o
. : ) random jammers. We also perform experiments with various
Prior work on rate and power control:Rate and power o i
. . : transmission powers of jammers and powers/CCA threshdlds o
control techniques have been proposed in the literature, as... .
means of mitigating interference (e.g. [21], [11], [10]2]2 legitimate nodes. Our measurements encompass an exleaustiv
gating -9 ' ' ! set of wireless links, routes of different lengths, as welstatic

[23] and t_he _refere_nces thereln). H.ovv_ever, they do not acoy nd mobile jammers. We examine both SISO and MIMO links.
for a hostile jamming environment; with these schemes, 90(&,

cooperate in order to mitigate the impact of “legitimatetein e experiment with three modes of operation: 802.11a/gin (u

: . ess otherwise stated throughout this paper, our obsensatire
ference, thereby improving the performance. As an examplg, . .
. . : . . consistent for all three modes of operation). The expertmen
Zhai and Fang [23] consider the optimal carrier sensing ean

for maximum spatial reuse in MANETS. All nodes are rest(ictegre .performed late .a_t nlght in order to isolate the impact of
; . . the jammers by avoiding interference from co-located WLANs
to the same maximum transmission power and their work

purely based on analysis and simulations. In this study R default, all devices (legitimate nodes and jammers) set

. e eir transmission powers dBm (for our experiments that
follow a purely experimental approach and our results iadic P b ( P

that ARES effectively alleviates the impact of jammers il involve oply the Intel-2915 cards, the maximum power that we
can use is 20dBm).

higher transmission powers. Our scheme is specializedrtisva . . . .
: . . . . Implementing a random jammerOur implementation of a
handling malicious interference of jammers, which attenopt . . . ) X _
random jammer is based on a specific configuration (CCA =

disrupt ongoing communications. 0 dBm) and a user space utility that sends broadcast packets
as fast as possible. For the purposes of research, we have

Ill. EXPERIMENTAL SETUP implemented our own random jammer on an 802.11 legacy
In this section, we describe our wireless testbed and tHgvice, by setting the CCA threshold @odBm. By setting the
experimental methodology that we follow. CCA threshold to such a high value, we force the device to

Testbed Description: Our wireless testbed [24] is deployedgnore all legitimate 802.11 signals even after carriersseg
in the third floor of Engineering Building II, at the Univetgi Packets arrive at the jammer’s circuitry with powers lesmtd
of California, Riverside. Our testbed consists of 37 SaekiiBm (even if the distances between the jammer and the legiti-
net4826 nodes [25], which mount a Debian Linux distributioMate transceivers are very small). An effective random jamm
with kernel v2.6, over NFS. The node layout is depicted ighould be able to transmit packets on the medium, as fast as
Figure 1. Th"’ty of these nodes are each equipped with thSSib'E, during randomctive time intervals. We develop a
miniPCI 802.11a/g WiFi cards, d8MP-8602 6Gwith Atheros user-space software utility with the following functioitiais:
chipset and amntel-2915 The other 7 nodes are equipped with « The jammer transmits broadcast UDP traffic. This ensures
oneEMP-8602 6Gand oneRT2860card that supports MIMO- that its packets are transmitted back-to-back and that
based (802.11n) communications. We use the MadWifi driver the jammer does not wait for any ACK messages (by
[26] for the EMP-8602 6Gcards. We have modified the Linux default the backoff functionality is disabled in 802.11 for
client driver [27] of theRT2860to enable STBC (Space Time broadcast traffic); in other words, this set up allows the



jamming node to defer its back-to-back transmissions faodes and activate the jammer after a random time. We collect
the minimum possible time (i.eDIFS 4+ minpqckoff). throughput measurements on each data link once every 500
Our utility employsraw socketswhich allow the construc- msec. We use the following terminology:
tion of UDP packets from scratch and the forwarding of 1) Fixed transmission rat&: This is the nominal transmis-
each packet directly down to the hardware. Note that théon rate configured on the wireless card.
implementationbypasses the 802.11 protocahd hence, 2) Saturated rateR,: It is the rate achieved wheR; is
the jammer does not wait in the backoff state after eadhosen to be the rate on the wireless card. In order to compute
packet transmission. R,, for a givenRy, we consider links where the packet delivery

« Our utility schedules uniformly-distributed random jamratio (PDR) is 100 % for the particular setting &f;; we then
ming intervals. The jammer is in the active state fomeasure the rate achieved in practice. We notice that foedow
a random period of time, during which it constantlwalues of R, the specified rate is actually achieved on such
transmits packets back-to-back. It then transits to an idieks. However, for higher values dk; (as an examplé?; =
(sleeping) state for a different, randomly chosen periddt Mbps), the achieved data rate is much lower; this has been
of time during which it does not emit energy. The twmbserved in other work e.g. [29]. Table | contains a mapping,
states alternate and their durations are computed anewlatived from measurements on our testbed, betwegrand
the beginning of each cycle (a cycle consists of an active;.
and an idle period). 3) Application data rateR,: This is the rate at which the

We use a set of 4 nodes as jammers on our testbed; thesea@flication generates data.
equipped withintel-2915cards which allow CCA tuning.

Traffic characteristics: We utilize the iperf measurement
tool to generate UDP data traffic among legitimate nodes; the
packet size is 1500 bytes. The duration of each experiment
is 1 hour. For each experiment, we first enalgerf traffic
between legitimate nodes, and subsequently, we activate th

jammer(s). We consider both mesh and WLAN connectivity. |t is difficult (if not impossible) to a priori determine theest

We experiment with different jammer distributions, namé8)  fixed rate on a link. Given this, and if we lét be the set of
frequent jammerswhich are active almost all of the timé))  all possible fixed transmission rates, we set:

rare jammers which spend most of their time sleeping, and Ry = {minger z: > R,},
(c) balanced jammershat have similar average jamming andvhich is the maximum rate that is required by the application

sleeping times. We have disabled RTS/CTS message excha@@€ discuss the implications of this choice later). Our key
throughout our experiments (a common design decision @gpservations are summarized below:

practice [28]).

Ry | 69112182436 48| 54
Rs | 6] 9] 1218|2426 | 27| 27

TABLE |
THE SATURATED-THROUGHPUT MATRIX IN MBPS.

« Rate adaptation algorithms perform poorly on high-
quality links due to the long times that they incur for

IV. SYSTEM GUIDELINES FORRATE ADAPTATION converging to the appropriate high rate.
Rate adaptation algorithms are utilized to select an appro-= On losslesdinks, the fixed rate R, is better, while rate
priate transmission rate as per the current channel conditi adaptation is beneficial onlossylinks.

As interference levels increase, lower data rates are digadlgn We defer defining what constitute lossless or lossy linker lat
chosen. Since legitimate nodes consider jammers as irgesfe this section; conceptually, we consider lossless linksetthiose
rate adaptation will reduce the transmission rate on legit&é links that can achieve higher long-term throughput usingexfi
links while jammers are active. Hence, one could potegtialtransmission raté?, , rather than by applying rate adaptation.

argue that rate control on legitimate links increases béifg 1) Single-hop ConfigurationsOur experiments with one-
by reducing rate and thus, can provide throughput benefitshaop connectivity involve80 sets of sender-receiver pairs and
jamming environments. one jammer per pair. We impose that a jammer interferes with

To examine the validity of this argument, we experiment witbne link at a time and that the legitimate data links do not
three different, popular rate adaptation algorithms, SaRate interfere with each other. Thus, we perform 20 differens st
[11], AMRR [13] and Onoe [12]. These algorithms are alreadgxperiments, with 4 isolated data links and 4 jammers in each
implemented on the MadWifi driver that we use. For simplicityexperiment.
we first consider a balanced random jammer, which selectsRate adaptation consumes a significant part of the
the sleep duration from a uniform distributi@df1, 8] and the jammer's sleep time, to converge to the appropriate rateAs
jamming duration fronT/[1, 5] (in seconds). soon as the jammer “goes to sleep”, the link quality improves

Details on the experimental procesaMe perform exper- and thus, the rate control algorithm starts increasing #te r
iments with both single-hop and multi-hop configurations. Iprogressively. However, since the purpose of a jamminglatta
each experiment, we first load the particular rate-contiolk- is to corrupt as many transmissions as possible, the jamilier w
kernel module (SampleRate, AMRR or Onoe) on the wireleggically not sleep for a long time. In such a case, the sleep
cards of legitimate nodes. We initiate data traffic betwden tduration of the jammer will not be enough for the rate control



to reach the highest rate possible. To illustrate this weosho picks its sleeping period from a uniform distributidi|a, b]
two links on our testbed, one that can support 12 Mbps and ted its jamming period fror|[c, d|, E[ts] and E[t;] are equal
other that can support 54 Mbps. Figure 2 depicts the restlis. to HT“ and dgc, respectively. For simplicity let us assume that
observe thata) irrespective of whether SampleRate or a fixethe link-quality metric employetis the PDR. With application
rate strategy is used, during jamming the throughput dropsdata rateR, and fixed transmission rateR;, the throughput
values close to zero since the jammer blocks the medium fachieved during a jammer’s cycle is:
the sender, ang) the throughput achieved with SampleRate
is qui f we fi Bt Bt
is quite low, and much lower than if we fix the rate to thep =~ _ .PDR:-R j F (1
fized ] f s T ] ) ( )
constant value of 12 MbpsVote that we have observed the Elts] + E[t)] Elts] + E[t)]
same behavior with AMRR and Onoe. h is th f the link Il th
Fixed rate assignment outperforms rate adaptation on w erePDRf. IS t € PDR 0 t e n at ra.tGRf' Repa that
the rate achieved in practice with a specified r&teis R,.

lossless links:As alluded to above, in order to find thestrate ) i
on a link after a period where there is no throughput due to'® COMPute the throughput witrate adaptation we proceed

jammer, the rate adaptation mechanisms gradually incibase@S follows. Let us assume tha(F’, R;) corresponds to the
rate, invoking transmissions at all the lower rates intemtil  COnvergence time of the rate adaptation algorithm (spetfic
the best rate is reached. For links that can inherently suppty'¢ chosen algorithm). We consider the following two cases.
high rates, this process might consume the sleep periodeof 1 #(F, Rs) < E[t;]. This case holds when the jammer’s
jammer (as suggested by the results in Figure 2). If the st rsleep_ duration is sufficient (on average) fqr the rat_e contro
for a link was known a priori, at the instance that the jamméfgorithm to converge to the best raf. In this scenario, the
goes to sleep, transmissions may be invoked at that rats. Tfhievable throughput is:

would utilize the sleep period of the jammer more effectivel

As observed in Figure 3, the throughputs achieved with fixed [E[ts] — 2(Rs)|-Rs + Y _y(Ri)}-Ri + E[t;] - F
rate assignment are much higher than those achieved wéh ratTadapt _ Ri ’
adaptation on such links. Elts] + Et;]

Determining the right transmission rate policy: whereR; € S, S being the set of all intermediate rates frdm

Implications of settingit; = {min,er 2 : = > Ro}: SINCE 19 R, y(R,) is the time that the rate control algorithm spends
the appllc:_altlon does not require the I|nI_< to sustain a highgf the corresponding rate;. The values ofy(R;) are specific
rate, the highest throughput for that application rate &hed 5 the implementation of the rate control algorithm. Notatth
either with this choice ofR; or with some rate that is Iowerx(F’ R,) can be easily computed frop{R;) by adding all the
than R,. If the rate adaptation algorithm converges to a rajfdividual durations for the rates belonging to the Set
that results in a thrpughput that is higher than with the _ehosz) z(F, R,) > E[t,]. In this scenario, the average sleep time
Ry, then the adaptive rate strategy should be used. If instegflyne jammer is insufficient for the rate control algoritha t

during the jammer's sleep period, the rate adaptation {§8Bn ., erge to the desired rate. When the jammer wakes up, the
is unable to converge to such a rate, the fixed rate strategy{g, \yil again drop due to increased interference. Here, th

better. N , _throughput that can be achieved during a jammer's cycle is:
Analytically determining the right ratdn order to determine
whether it is better to use a fixed or an adaptive-rate approac n n
for a given link, we perform an analysis based on the follavin Zy(Ri)RH- E[ts]_z Y(Ri) |-Rnq1 + Efty]- F
parameters: Todapt = i=1 i=1
1) The distribution of the jammer’s active and sleep periods Elts] + E[t;]
(we call this theammer’s distributioi. k
2) The application data raté?,,. wheren = maz{k : Zy(Rz‘) < E[ty] ).
3) The performance metric on the considered legitimate link p -
i.e., PDR, link throughput, etc. Based on the above analysis, we define a link tddssy,

4) The rate adaptation scheme that is employed, i.e., OneenT i eq < Todapt; the links on whichT'y;peq > Tyaapt are
SampleRate, etc. The key scheme-specific factor is tblassified asosslesdinks. Clearly for lossy links it is better to
transition time from a lower rate to the next higher ratejse the rate adaptation algorithm. The analysis can be osed t
under conducive conditions. computePDR}*, a threshold value oP DR, below which,

5) The effectivenesof the jammer F', measured by the a rate adaptation strategy performs better than the fixesl rat
achievable throughput while the jammer is on. The lowetpproach. In particular, by settif;,cqa = Twaapt @and solving
the throughput, the more effective the jammer. this equation, one can compueDR}". Based on this, a

Let us suppose that the expectsidepingduration of the decision can be made on whether to enable rate adaptation or

jammer during a cycle, is given b¥[t,] and the expected use fixed-rate assignment. If the observed PDR is larger than
period for which it is active, byE[t;]. The expected duration
of acycleis thenE[t] + E[t;]. As an example, if the jammer 20Our analysis can be modified to adopt any other link-qualistrio.
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Fig. 2. Rate adaptation algorithms may not find the best rating the sleep period Fig. 3. Fixed rates outperform rate adaptation for high-
of the jammer. We show cases f&, = 12 Mbps (left) andR, = 54 Mbps (right). quality links, under random jammingRg = Ry)

the computed threshold, fixed rate should be used; otherwiaad rare jammers (see section lIll). The distributions that w
rate adaptation should be uskd. use in our experiments for these jammers are shown in Table
Validation of our analysis: In order to validate our analysis, Ill. Note that by choosing the jammer’s sleeping and jamming

we measurePDR?H on 80 different links in the presencetime from distributions like that of the frequent jammer, we
of a balanced jammer. We then compare them against #sentially construct a constant jammer. With frequentjens,
PDR?H values computed with our analysis. Note here that thiee difference in the performance between fixed rate assghm
analysis itself depends on measured values of certainijgant and rate adaptation is larger, while for a rare jammer it is
(such as the jammer distribution and the functigfi?;)). In  smaller. This is because with rare jamming, rate adaptduin
this experiment, we consider the SampleRate algorithm, ambre time to converge and therefore often succeeds in anbiev
measure the values ef F, R;) andy(R;). The jammer’s sleep the highest rate possible; one observes the opposite affext

time follows UJ0,4] and the jamming time followd/[1,6]. we have a frequent jammer. The results are plotted in Figures
Figure 4 plots the values of functian for different values of 6 and 7.

Ry

In Table Il, we compare the theoretically computed PDR
thresholds with the ones measured on our testbed, for \ariou
values ofR;. We observe that th® DR thresholds computed

with our analysis are very similar to the ones measured on

- Sleep time (sec)] Jamming time (sec
Balanced U[1,8] U[1,5]
Rare U[1,5] U[1,2]
Frequent U[1,2] U[1,15]
TABLE Il

our testbed. There are slight discrepancies since our siBaly THE JAMMING DISTRIBUTIONS THAT WE USE IN OUR EXPERIMENTS

is based on using measured average values which may change

to some extent over time. We wish to stress that while we

verify our analysis assuming that the jammer is active atel id 2) Random Jamming in Multi-hop Topologiedext, we

for uniformly distributed periods of time, our analysis éeps examine the impact of a random jammer on the end-to-
only on expected values and is therefore valid for other j@ammend throughput of a multi-hop path. We experiment with 15
distributions. Finally, Figure 5 shows the advantage ohgsi different routes on our testbed. We fix static routes of wasio
fixed rate approach over SampleRate for various PDR valugfgths (from 2 to 4 links per route) utilizing theute Unix
and with Ry = 54 Mbps. We observe that SampleRate providesol in order to modify the routing tables of nodes. We place
higher throughput only for very low PDR values. a jammer such that it affects one or more links. Along each
route, links that are not affected by the jammer consistentl

PDRf THRESHOLDS

RGf Measurgdé;DR?H A”aly“CSISI;D L use a rate adaptation algorithi@n the links that are subject

9 552 OEE to jamming, our analysis dictates the decision on whether to

12 0.40 0.41 use fixed or adaptive rate assignmewe measure the end-to-

18 0.26 0.27 end throughput on the route. We show our results for routes on

;g 8:13 g:gé which, in the absence of a jammer, end-to-end throughput of

48 0.17 0.185 6 and 12 Mbps was observed. From Figure 8 we seethwat

54 0.15 0.185 throughput trend with rate adaptation on multi-hop routestie
TABLE II presence of a random jammer, is the same as that on a single-

hop link In particular, with low data rates a sufficiently high
PDR has to be sustained over the links that constitute thie rou
in order for a fixed rate approach to perform better than rate

Next, we consider two extreme cases of jamming: frequeadaptation. On the other hand, when routes support high data

“Note here that if the jammer temporally varies the jammingd &ming
cycles, our analysis is still valid but for shorter time ssa{cycles over which
these distributions are stationary).

rates, fixing the rate on the individual links (that are aféelcby
the jammer) as per our analytical framework, provides highe
benefits.
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is aligned with our observations for the case
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more than rate adaptation at high rates, with
frequent jammers.R., = Ry)

behavior in multihop links; it provides lower

v put, for various Py, and P; combinations,
throughput at high rates.

and forRy = R, = 6 Mbps.

Choosing the right policy in practice: To summarize our 1 vss
findings, our analysis demonstrates that using a fixed rate ma 1 '
be attractive on lossless links while it would be better te tae 14 o2

adaptation on lossy links. However, as discussed, detargin

when to use one over the other in real time during system

operations is difficult; the determination requires thewlealige s

of z(F, R,), y(R;) and estimates of how often the jammer is

active/asleep, on average. Thus, we choose a simpler gahcti a6 e

approach that we call MRC for Markovian Rate Control. We

will describe MRC in detail later (in section VI) but in aFig. 10. Percentage of the isolated throughput, for varidys and P

nutshell, MRC induces memory into the system and keeps tri@kbinations, and foR; = Rq = 54Mbps.

of the feasible rates during benign jamming-free periods; a

soon as the jammer goes to sleep, legitimate transmissienswith lower power jammers, can potentially increase the netw

invoked at the most recent rate used during the previoupslewide interference. However, as we will see in the following,

ing cycle of the jammer. We also perform offline measureme&RES includes a CCA tuning mechanism that avoids starvation

by directly using our analytical formulation (with knowlgel effects caused from legitimate interference [10].

of the aforementioned parameters); these measurements serWe vary the transmission powers of both the jammer and

as benchmarks for evaluating the efficacy of MRC (discusskagitimate transceiver, as well as the CCA threshold of éttet.

in section VII). Note that the jammer’s transmission distribution is notyver

relevant in this part of our study. Our expectation is thaing

the power of legitimate transceivers will provide benefitsles
Next, we examine whether tuning power levels can help cofft€ jammer is activein other words, one can expect that the

with the interference injected by a jammer. If we considdtenefits from power control will be similar with any type of

a single legitimate data link and a jammer, incrementing ti@mmer. We define the following:

transmission power on the data link should increase the SINRe RSSIrr : The RSSI of the signal of the legitimate

(signal-to-interference plus noise ratio) of the receidzata transmitter at its receiver.

packets. Thus, one could argue that increasing the tragiemis « RSSIgrr: The RSSI of the signal in the reverse direction

power is always beneficial in jamming environments [17].&Not (the receiver is now the transmitter).

here that, increasing the transmission power in envirotnen « RSSI;r and RSSIjr: The RSSI values of the jam-

P (dBm)
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ming signal at the legitimate transmitter and receiver, The above observations can be explained by taking a careful

respectively. look at the following two cases:
e« RSSI;: The minimum of{RSSI;r, RSSIr}. Strong jammer Let us consider a jammer such thabS1;
e Pr andCCAyL: The transmission power and the CCA> CCAj. This can result in two effects(a) The sender
threshold at legitimate transceivers. will sense that the medium is constantly busy and will defer
o Pj;: The transmission power of the jammer. its packet transmissions for prolonged periods of tir(i®.

The signals of both the sender and the jammer will arrive at

the receiver with RSSI values higher thafC' Ay. This will

result in a packet collision at the receiver. In both cases, t

« Mitigating jamming effects by incrementing P is throughputis degraded. Our measurements showittligmnot
viable at low data rates. It is extremely difficult to possible to mitigate strong jammers simply by increasitig
overcome the jamming interference at high rates, Weak jammer Let us suppose that the jammer’s signals
simply with power adaptation arrive with low RSSI at legitimate nodes. This may be ei-

« Increasing CC Ay, restores (in most cases) the isolated ther due to energy-conservation strategies implementeithdoy
throughput (the throughput achieved in the absence of jammer causing it to use lowP; (e.g., 2 dBm), or due to
jammers). poor channel conditions between a jammer and a legitimate

We present our experiments and the interpretations the-moftranscelver. At high trgnsm|35|on rates,_the SINR requiced .
what follows. the successful decoding of a packet is larger than what is

3) | inaPr t iih i ing interf o required at low rates (shown in Table 1V) [10]. Our throughpu
) Increasing I’,, to cope with jamming interferencein- measurements show that even in the presence of weak jammers,

crgasmgPL will Incréase the SINR and_one_ might expect the}he SINR requirements at high transmission rates are tipica
this would reduce the impact of jamming interference on the

throughput. In our experiments we quantify the gains fro not satisfied. However,. since the SINR _requirements at lower
employing .such a “brute-force” approach Wata rates are Iess_str!r)gerhe combination of_hlgrPL and
, ) : low rate, provides significant throughput benefits
Details on the experimental proces¥Ve perform measure-

ments on 80 different links and with 4 jammers. We consider [ DataRate|[ 6 | 9 | 12| 18 | 24| 36 | 48| 54
different fixed values forP; (from 1 dBm to 18 dBm). For SINR(dB) [6 | 78] 9 | 108] 17 | 188 ] 24 | 246
each of these values we vaf, between 1 and 18 dBm and TABLE IV

observe the throughput in the presence of the jammer, for all SINRLEVELS REQUIRED FggzsgiSESSFULPACKET DECODINGN
possible fixed transmission rates. For each chosen paituéva ' ’

{Pr, P;}, we run 60-minute repeated experiments and collect

a new throughput measurement once every 0.5 seconds. Both) TuningC'C A, on single-hop settingsNext, we investi-
end-nodes of a legitimate link use the same transmissio®povyate the potential of adjustingC'A;, in conjunction withP;,.
The combination of high P, and low data rate helps Implementation and experimental detail$zor these exper-
mitigate the impact of low-power jammers. We experiment iments we exclusively use thmtel-2915 cards; these cards
with many different locations of the jammers. Our measuredlow us to tune the CCA threshold. We have modified a pro-
ments indicate that when high transmission rates are uststype version of the AP/client driver, in order to perically
increasingP;, does not help alleviate the impact of jammersollect measurements fd&tSSIrr, RSSIrr andRSSI;. We
Our results are depicted in Figures 9 and 10. In this figure, wensider80 AP-client data links, with traffic flowing from the
plot the percentage of the isolated throughput achievetien tAP to the client. As before, we divide the 80 data links into
presence of jamming, for two representative combinatidns 20 sets of 4 isolated links. Most of these links are strong,
Pr, and P; and for 2 different rates. The isolated throughpwiith min[RSSIrgr, RSSIrr] > —56 dBm, as depicted in
is the throughput achieved without the presence of jammetise histogram in Figure 17. We use Intel's proprietary rate
In our experiments on the 80 considered linksere were no adaptation algorithm, which has been implemented in the
links where incrementing’., increased the throughput at highfirmware of thelntel-2915cards. We measure the achieved data
data rates, even with very low jamming powe¥ghile there throughput for different values dP, andCC Ar. Both nodes
could exist cases where incrementiffg could yield benefits of a data link use the same power and CCA threshold values.
at high rates, this was not observed. In contrast, we observ@uning the CCA threshold is a potential jamming mit-
that with low data rates and wheR; is low, data links can igation technique. To begin with, we perform throughput
overcome jamming to a large extent by increasihg Figure measurements with the defadltC A;, value (-80 dBm), and
11 depicts another representative subset of our measutenveth various RSSI; values. We observe from Figure 12 that
results where all legitimate nodes uBg=18 dBm, whileP; is when RSSI; < CCAy, data links achieve high throughput.
varied between 1 and 18 dBm. We observe that the combinatibimis is because signals with RSSI CC A, are ignored by
of high P, with low data rate helps overcome the impact ahe transceiver’s hardware. In particul@a) such signals do
jamming, whenP; is low. Note also that whe®; is high, it not render the medium busy, arfd) receivers are trying to
is extremely difficult to achieve high average throughput. latch onto signals with RSSt CC A, while other signals

Our main observations are the following:
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Fig. 14. Percentage of the isolated through-  Fig. 15. Careful CCA adaptation signif- Fig. 16. MRC outperforms current rate
put, for variousCC Ay, values and various icantly improves the end-to-end throughput ~ @daptation algorithms, especially for high
Py, values.P; = 20 dBm. along a route. values of K.

are considered to be background noise. Moreover, even whexpect, ifRSS1; > CC Ay, there are no performance benefits.
RSSI; is slightly larger thanCC A, we still observe decent  Qur observations also hold in some scenarios whEre;>
throughput achievements for the cases wherein data links. Figure 14 presents the results from one such scenario.
operate at high SINR regimes. This is because the reportgg observe that appropriate CCA settings can allow legtéma
RSSI value is an average and the jammer signal could be belggdes to exchange traffic effectively, even whgn> P;,. This

the threshold even here, in many cases. These measuremgni®ssible if the link conditions between the jammer and the
imply that the ability to tuneCCA,, can help receive datalegitimate transceivers are poor and result in IBW.S ;. Note

packets correctly, even while jammers are active. here that one cannot increaS&' A, to arbitrarily high values
on legitimate nodes. Doing so is likely to compromise cornec
50 tivity between nodes or degrade the throughput due to failur
. 40 of capturing packets as seen in Figure 14 Ryr= 5dBm and
£ . Py, =10dBm.
g 5, 5) TuningCC A, in multi-hop configurationsWe perform
§ experiments with various CCA thresholds along a route. iPrev

10 ous studies have shown that in order to avoid starvation due t

0 65 56 a8 -0 asymmetric links, the transmission power and the CCA thresh
min(RSSlr, RSSIgr) (dBm) old need to be jointly tuned for all nodes of the same conmecte

(sub)network [10]. In particular, the produ€t= Py, - CCAp,
must be the same for all nodes. Given this, we ensure(hat
the same for all nodes that are part of a route. In particular,

In order to further explore the potential of such an approacket P;, to be equal to the maximum possible value of 20 dBm
we varyCC Ay, from -75 to -30 dBm on each of the consideredn all nodes of a route; for each rufiC' Ay, is therefore set to
80 links. Figure 13 depicts the results for the case whred; be the same on all of the nodes on the route. Throughout our
is equal to -50 dBm.We observe thatreasingCC Ay, results experiments with multi-hop traffic, nodes on one route do not
in significantly higher data throughput, even with quite hig interfere with nodes that are on other routes. In scenarfesev
RSS1; values.More specifically, from Figure 13 we observenodes belonging to different routes interfere with eactegth
that whenRSS1I; is lower thanCC Ayr, links can achieve up if all nodes use the samg;,, their CC Ay, values must be the
to 95% of the throughput that is achieved when the mediumsame [10], [30]. However, we did not experiment with such
jamming free. WhemRSS1; =~ CC Ay, data links still achieve scenarios given that our objective is to isolate the impdct o
up to 70% of the jamming-free throughput (capture of datjammer and not to examine interference between coexisting
packets is still possible to a significant extent). As onehmigsessions in a network.

Fig. 17. Histogram withRSSI1r and RSSIrr values on legitimate links.



We experiment with the same multi-hop settings as in sectiosite immediately upon the detection of the next transitiomf
IV-2. Figure 15 presents the results observed on one of dahe jammer’s active period to the sleeping period.
routes. We observe that careful CCA tuning can provide sig-Figure 16 presents a set of measurements with MRC, with
nificant average end-to-end throughput benefits along a& fouintermittent SampleRate invocations (once evargycles) for
K = {3,30}. We observe that MRC outperforms pure Sam-
pleRate in jamming environments, especially with largéuea

VI. DESIGNINGARES of K. With small K, the rate adaptation algorithm is invoked

In this section, we design our system ARES based on th#ien and this reduces the achieved benefits. Furthermd€ M
observations from the previous section. ARES is composedbvides throughput that is close to the maximum achievable
two main modulesta) arate modulethat chooses between fixedon the link (which may be either with fixed or adaptive rate,
or adaptive-rate assignment, aftg) a power control module depending on whether the link is lossy or lossless).
that facilitates appropriate CCA tuning on legitimate rede Power Control Module in ARES: As discussed in section

Rate Module in ARES: As discussed in section IV, ourV, increasingP;, is beneficial at low rates; while at high rates
experiments with three popular rate adaptation algoritbinosv this is not particularly useful, it does not hurt either. &rour
that the convergence time of the algorithms affects the lirgoal in this paper is to propose methods for overcoming the
performance in random-jamming environments. This conveffects of jamming (and not legitimate) interference, wepase
gence time is largely implementation specific. As an exampl#&e use of the maximun®;, by all nodes in the presence of
our experiments with both SampleRate and Onoe show thati@nmers. The design of a power control mechanism that in
many cases it takes more than 10 sec for both algorithmsaddition takes into account the imposed legitimate interfee
converge to the “best” rate; [31] reports similar obsensasi (due to highPy) is beyond the scope of this paper.
The rate module in ARES decides on whether a fixed or anMore significantly, our power control module overcomes
adaptive-rate approach should be applied. jamming interference by adaptively tunia” A;. The module

MRC: Markovian Rate Control:MRC is an algorithm—patch requires the following inputs on each link:
that can be implemented on top of any rate control algorithm.. The values of RSSIrgr, RSSIgrr, RSSIjgr, and
MRC is motivated by our analysis in section IV. However, RSSI;r. These values can be easily observed in real time.
as discussed earlier, it does not directly apply the arglysi « An estimation for the shadow fading variation of the
since this would require extensive offline measurements (th  channel A. Due to shadow fading, the above RSSI values
collection of which can be time-consuming) and estimates of can occasionally vary byA. The value ofA is dependent
the jammer active and sleep periods. The key idea that drives on the environment of deployment. One can perform
MRC is that a rate adaptation algorithm need not examine the offline measurements and configure the valueXofin
performance at all the transmission rates during the steepi ARES.

period of the jammer. The algorithm simply needs to rememb@Je determine the variations in RSSI measurements via exper-
the previously used transmission rate, and use it as sodreasjfents on a large set of links. The measurements indicate tha
jammer goes to sleep. Simply put, MRC introdueesmory A is approximately 5 dB for our testbed (a less conservative
into the system. The system keeps track of past transmissigilue than what is reported in [32]). The value@E A, has
rates and hops to the stored highest-rate state as soonpage at leastA dB lower than bothRSSIrr and RSSIkrt,

the jammer goes to sleep. Since the channel conditions mgyguarantee connectivity at all times. Hence, ARES sets:
also change due to the variability in the environment, MRC

invokes the re-scanning of all rates periodically, onceeve CCAL = min(RSSIrr, RSSIgr) — A, i

consecutive sleeping/jamming _cycles. WhEn:_l we do not maz(RSSIyr,RSSI;r) <min(RSSIrr,RSSIpr) — A.

expect to have any benefits, since the scanning takes place in

each cycle. Otherwise CC' Ay, is not changed.This ensures that legitimate
Note here that the appropriate value &f depends on the nodes are always connected, while the jammer’s signal is

environment and the sleep and active periods of the jammighored to the extent possible. Our experiments indicaa, th

One could adaptively tune th& value. As an example, anespecially if

additive increase additive decrease strategy may be userewh .

one would increase the value &f until a degradation is seen. maz(RSSLyr, RS1y5) <min(RSSIrr, RSSIpr) = 24,

The K value would then be decreased. The implementation t#bfe data link can operate as if it is jamming-free.

such a strategy however, is beyond the scope of this paper. In order to avoid starvation effects, the tuning of the CCA
Implementation details of MRCThe implementation(a) threshold should be performed only when nodes that paatieip

keeps track of the highest transmission rate used over gferin power control belong to the same network [30]. Unless

time period (when the jammer is asleep) aftu), applies this collocated networks cooperate in jointly tuning their CCA

(as per our scheme), our power control module will not be

SWe wish to point out that state of the art routing protocols).(§28]) pick
routes with links of high quality. If instead, shortest patluting is used, links SWe choose not to tun€’C Ay, unless we are certain that it can help
tend to be of poor quality and CCA tuning may not be easy to émgint. alleviate jamming interference.
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Fig. 18. ARES: our Anti-jamming Reinforcement System.

used. Note that when jamming attacks become more prevalenARES applies the power control module first, since with

cooperation between coexisting networks may be essentialthiis module, the impact of the jammer(s) could be completely
order to fight the attackers. Hence, in such cases collocatactrcome. If the receiver is able to capture and decode all
networks can have an agreement to jointly increase the CQ@Ackets in spite of the jammer’s transmissions, no further
thresholds when there is a jammer. actions are required. Note that even(tCA; > RSS1y, the

Implementation detailsOur power control algorithm can bejammer can still affect the link performance. This is beeaus
applied in acentralized manner by having all legitimate nodeswith CCA tuning the jamming signal’s power is added to the
report the required RSSI values to a central server. Thealenfi0ise power. Hence, even though the throughput may increase
server then applies the sari& A, value to all nodes (of the the link may not achieve the “jamming-free performance”tehi
same connected network). The chose@'A4;, is the highest the jammer is active. If the jammer still has an effect on the
possible CCA threshold that guarantees connectivity betwenetwork performance after tuningC' Ay, (or if CCA tuning
legitimate nodes. This reporting requires trivial modificas IS infeasible due to the presence of collocated uncooperati
on the wireless drivers. We have implemented a centralizBgtworks) ARES enables the rate module. Note that the two

functionality when our network is configured as a multi-hopiodules can operate independently and the system can bypass
wireless mesh. any of them in case the hardware/software does not support th

In a distributed setting, our algorithm is applicable as IonfIoeCiﬁC functionality.

as legitimate nodes are able to exchange RSSI information.
Each node can then independently determinetigd ;, value. VII. EVALUATING OUR SYSTEM
To demonstrate its viability, we implement and test a distied We first evaluate ARES by examining its performance in
version of the power control module in a 802.11a/g WLANhree different networks: a MIMO-based WLAN, an 802.11
configuration. In particular, we modify the Intel prototyd® mesh network in the presence of mobile-jammers, and an
driver, by adding an extra field in the “Beacon” template.sThign2.11a WLAN setting where uplink TCP traffic is considered.
new field contains a matrix of RSSI values of neighboring ARES boosts the throughput of our MIMO WLAN under
jammers and legitimate nodes. We enable the decoding jghming by as much as 100%:Our objective here is twofold.
received beacons in the AP driver (they do not read these jiyst, we seek to observe and understand the behavior of MIMO
default). Assuming that a jammer imposes almost the samétworks in the presence of jamming. Second, we wish to
amount of interference on all devices (AP and clients) withimeasure the effectiveness of ARES in such settings. Towards
a cell, the AP of the cell determines the firdCA,, after a this, we deploy a set of 7 nodes equipped viRthlink RT2860
series of iterations in a manner very similar to the appreachminiPCI cards.
in [30], [10]. Experimental set-up:We examine the case for a WLAN
Combining the modules to form ARES: We combine our setting, since theRT2860driver does not currently support
rate and power control modules to construct ARES as showntie ad-hoc mode of operations. MIMO links with Space-Time
Figure 18. The goal of ARES is to apply the individual moduleBlock Codes (STBC) are expected to provide robustness to
as appropriate, once the jammers are detected. For the lagignal variations, thereby reducing the average SINR that i
ARES relies on already existing jamming detection schemesjuired for achieving a desired bit error rate, as compared
and inherits their accuracy. For example, the mechanisin thaa corresponding SISO (Single-Input Single-output).liR@r
was proposed in [14] can be used; this functionality perfornour experiments, we consider 2 APs, with 2 and 3 clients each,
a consistency check between the instantaneous PDR and R&®I two jammers. Fully-saturated downlink UDP traffic flows
values. If the PDR is extremely low while the RSSI is mucfrom each AP to its clients.
higher than the defaul®C Ay, the node is considered to be Applying ARES on a MIMO-based WLANMWe first run
jammed. We want to reiterate, that it is beyond the scope of aexperiments without enabling ARES. Interestingly, we obse
work to design a new, even more accurate, detection schentlat in spite of the fact that STBC is used, 802.11n links



present the same vulnerabilities as 802.11a or g links.Herot ARES, for an arbitrarily chosen link and~ 200. The use of
words, MIMO does not offer significant benefits by itself, et ARES tremendously increases the link throughput during the
presence of a jammer. This is due to the fact that 802.11iilis gamming period (by as much as 150 %). We have observed the
employing CSMA/CA and as a result the jamming signals camme behavior with a distributed implementation of the gowe
render the medium busy for a MIMO node as well. Moreovecontrol module in an 802.11a WLAN setting.

for STBC codes to work effectively and provide a reduction oARgS improves the total AP throughput by up to 130%
in the SINR for a desired bit error rate (BER), the signalgith TCP traffic: Next, we apply ARES on a 802.11a WLAN.
received on the two antenna elements will have to experienggy this experiment, we use nodes equipped with Ititel-
independent multipath fading effects. In other words, @ i 2915 cards. We consider a setting with 1 AP and 2 clients,
sight or dominant path must be absent. However, in our indaghere clients can sense each others’ transmissions. We plac
testbed, given the proximity of the communicating trangeei 3 palanced jammer (jamming distributiéf{1, 5] and sleeping
pair, this may not be the case. Thus, little diversity is aztd /(1 8]) such that all 3 legitimate nodes can sense its presence.
[33] and does not suffice in coping with the jamming effectsye enable fully-saturated uplink TCP traffic from all clierio
Next, we apply ARES and observe the behavior. The logicdle AP (usingiperf) and we measure the total throughput at
set of steps that ARES follows (in Figure 18)lis- 5 — 7 — the AP, once every 0.5 sec. In this scenario, ARES follows the
8 — 9. Since the CCA threshold is not tunable with R€2860 logical stepsl1 - 2 -3 -4 — 6 — 7 — 8 — 9. From
cards, ARES derives decisions with regards to rate contigl o Figure 21, we observe th#te total AP throughput is improved
Figure 19 depicts the results. We observe that the configaratby up to 130% during the periods that the jammer is active
with ARES outperforms the rate adaptation scheme that Tike benefits are less apparent when the jammer is sleeping
implemented on theRT2860 cards in the presence of thebecause TCP’s own congestion control algorithm is unable to
jammer, by as much as 100%. Note that higher gains wouldly exploit the advantages offered by the fixed rate state

be possible, if ARES was able to invoke the power control Applying MRC on an AP improves the throughput of
module. neighbor APs by as much as 23%:With MRC, a jammed

In Figure 19 we also compare the throughput with MR@ode utilizes the lowest rate (when the jammer is active) and
against the suggested settings with our analysis (theiagset highest rate (when the jammer is sleeping) that provide the
allow us to obtain benchmark measurements possible wittaximum long-term throughput. With this, the jammed node
global information). The parameters input to the analysés aavoids examining the intermediate rates and, as we showed
the following: (a) The jammer is balanced with a jammingabove, this increases the link throughput. We now examime ho
distribution U[1,5] and a sleep distributio/[1,6]. (b) We this rate adaptation strategy affects the performance ighne
examine fourR, values: 13.5, 27, 40.5, 54 Mbpg&) F = bor legitimate nodes. We perform experiments on a topology
0 Mbps. (d) We input estimates of thg(R;) values which consisting of 4 APs and 8 clients, with 2 clients associatid w
are obtained via comprehensive offline measureméa}S’he each AP, all set to 802.11a mode. A balanced jammer with a
offline measured® DR ;. We observe that the performance witjamming distributionU[1, 5] and a sleep distributiofy[1, 6] is
MRC is quite close to our benchmark measurements. Thgdaced such that affectsly one of the APs. Only the affected
results show that in spite of having no information with nefga AP is running MRC; the rest of the APs use SampleRate. We
to the jammer distribution or the convergence times of the raactivate different numbers of APs at a time, and we enable
adaptation algorithms, MRC is able to significantly helphe t fully-saturated downlink traffic from the APs to their clisn
presence of a random jammer. Figure 22 depicts the average total AP throughput. Intierglst

ARES increases the link throughput by up to 150% in an We observe thathe use of MRC on jammed links improves the

802.11a mesh deployment with mobile jammersNext, we performance of neighbor APs that are not even affected by the
apply ARES in an 802.11a mesh network with mobile jammei@mmer This is because the jammed AP does not send any
and UDP traffic. We consider a frequent jammer (jammin@ackets using intermediate bit rates (such as with the tefau
distribution U[1,20] and sleeping distributiori/[0,1]). The OPeration of rate adaptation algorithms). Since MRC avtids
jammer moves towards the vicinity of the legitimate nodefansmission of packets at lower (that the highest susiaine
remains there fok seconds, and subsequently moves away. Foit rates, the jammed AP does not occupy the medium for as
the mobile jammer we used a laptop, equipped with one of dfolonged periods as with the default rate control techesgu
Intel cards, and carried it around. The power control modiilethe transmission of packets at the high rate (while the jamsne
implemented in a centralized manner. ARES increa3€s!,, asleep) takes less time. Hence, this provides more opptiesin

in order to overcome the effects of jamming interference, 8" neighbor APs to access the medium, thereby increasimg th
the extent possible. In this case, due to the aggressivaries&P throughput. Specifically, we observe that the throughput
the considered jammer (prolonged jamming duration), the r&f one neighbor AP is improved by 23% (when the topology

adaptation module does not provide any benefits (since oate cconsists of only 2 APs, one of which is jammed). As we further

ARES follows the stepst —2 —3 -4 —6—7—8 — 9. areless pronounced, due to increased contention (Figyre 22
Figure 20 depicts throughput-time traces, with and without ARES converges relatively quickly:Finally, we perform ex-
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Fig. 19. ARES provides significant through-  Fig. 20. ARES provides significant through- ~ Fig. 21.  ARES improves the client-AP

put benefits in a MIMO network in the  putimprovement in mobile-jamming scenar- link throughput by 130% with TCP traffic
presence of jammers. ios. scenarios.

periments to assess how quickly the distributed form of AREShd/or mobile jammers, these results show that in a static
converges to a rate and power control setting. In a nutshétipology the power control module converges relativelycklyi

our implementation has demonstrated that the network-withepractical settings. Note here that, the convergence ¢ihtiee
convergence time of ARES is relatively small. With MRCpower control module appears to be larger as compared to that
the rate control module can very rapidly make a decision witif the conventional rate control algorithms. However, ¢hisr
regards to the rate setting; as soon as the jammer is detectetlindamental difference between the two functionalities t
MRC applies the appropriate stored lowest and highest.ratemakes the slower convergence time of the distributed power

With regards to the convergence of the power control moduf@ntrol module less harmful. In particular, once ARES has
recall that our implementation involves the disseminatign identified theright CCA settings, it can quickly apply them
the computed CCA value through the periodic transmission i €V€ry consequent jamming cycle. On the contrary, the rate
beacon frames (one beacon frame per 100 msec is transmii@@trol algorithms (e.g., SampleRate) will need to stairth
with our ipw2200 driver) [30]. As one might expect, the jam;search for the best rate in every jamming/sleeping cycle.
mer’s signal may collide with beacon frames, and this makes
it more difficult for the power control module to converge.
Note also that as reported in [30], [34], beacon transnissio
are not always timely, especially in conditions of high load
and poor-quality links (such as in jamming scenarios). We
measure the network-wide convergence time, i.e., the time
elapsed from the moment that we activate the jammer until all o
legitimate devices have adjusted their CCA threshold as per 1Azumber02f:::hborAssAPS
our power control scheme. First, we perform measureme

on a multi-hop mesh topology consisting of 5 APs and
clients (2 clients per AP). In order to have an idea about

whether the observed convergence time is significant, we als

perform experiments without jammers, wherein we manually VIIl. ScopPeE OFARES

invoke the power control module through a user-level socketgrgm our evaluations, it is evident that ARES can provide

interface on one of the APs. We observe that the convergeng&iormance benefits in the presence of jamming, even with

time for the specific setting is approximately 1.2 sec. The®, her wireless technologies, and both in static and dynaliyic
activate a continuously transmittinigceptivéammer in a close changing environments. In this section, we discuss sonmigrdes

proximity to 2 neighbor APs (MRC is disabled; the jammegpsices and the applicability requirements of ARES.
affects only the 2 APs). Table V contains various average pRgs requires a driver/firmware update, but does not

convergence times for the specific setting and for diffelnt ecessitate changes in 802.1The two modules that constitute
values. ARES are relatively easy to implement in the driver/firmware
We observe that although the convergence time increasécommodity wireless cards, and do not require any hardware
due to jamming, it still remains short. Furthermore, we pechanges. The only software modification needed in the firrmwar
form extensive experiments with 8 APs, 19 clients and ifivolves the CCA tuning functionality. Specifically, it shid
balanced jammers witl®; = 3 dBm, all uniformly deployed. be possible to change the CCA threshold as per the commands
We observe that in its distributed form the power contra@ent through a driver-firmware socket interface. To feaatiit
module converges in approximately 16 sec in our network-distributed WLAN implementation of ARES, the AP driver
wide experiments. Although one may expect different (lowereeds to be modified to read the new Beacon template from
or higher) convergence times with different hardwarefgafe the Beacons received from neighbor co-channel APs. Finally

20
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With ARES

15

10

Average AP throughput (Mbps)

S
II«'-ltg. 22.  MRC improves the throughput of neighbor legitimdevices, as
mpared to SampleRate.



clients need to apply the power and CCA settings determingdprovide benefits, since the continuous jamming interfeee

by their affiliated AP. Deployment of ARES, will require adoes not allow the use of high rates. Nevertheless, rateaont
driver/firmware upgrade of wireless NICs; this involves théven as atandalonanodule) is expected to provide benefits in
cooperation of both vendors and users of the existing cartlse presence of reactive jamming. In particular, let us cars
Note here that devices that have not performed the ARESlink consisting of legitimate nodes A and B. The reactive
firmware update can still operate with those with the updatammer J needs to sense the ongoing transmission and quickly
however the performance gains of our system will diministransmit its jamming signal. If we denote By;; 4., the flight
Finally, note that, our system does not require any charmgedtime of the legitimate packet and with.,, .. the time needed for

the 802.11 standard. In particular, the standard, (i) da®s 1 to sense this packet, then the probability of successtikgia
specify values for the CCA, transmission power and rate andrruptiorf can be calculated aPjam = P(tsense < triight)-

(i) leaves space in the Beacon’s template for communigatidssuming that c,.ing is uniformly distributed at the interval
additional information required. Thus, ARES is compliaiitrw [0, DIFS]® we get:

802.11 operations.

tfiight
1 tflight #bytes/packet
P; (dB) | Convergence time (sed Piom = dt = = 2)

T 18 ) DIFS DIFS rate - DIF'S
2 2.4
3 2.8 From Eqg. 2 it is clear that through the use of high bit
4 35 rates and/or reduced packet sizes the probability of safides

TABLE V reactive jamming can be decreased. However, there is aoffade

AVERAGE CONVERGENCE TIMES(IN SEC) FOR DIFFERENTP; VALUES. between successful reception and decreased jamming proba-

bility that needs to be examined more carefully. Finallye th

On the effectiveness of MRCOur analysis provided in power control module of ARES, can be useful in the presence
section IV is an accurate tool that decides between the wsfeboth constant (as shown in the previous section) andiveact
of a fixed rate or a rate adaptation strategy. However, apglyijjamming.
the analysis in a real system is quite challenging, for wewio Rate control algorithms dealing with hidden terminals
reasons. In particular, as discussed earlier the analggisres cannot mitigate jamming attacks: There are a few rate
a set of inputs which may not be readily available. If theontrol algorithms that try to deal with hidden terminal eed
analysis were to be applied in real time, ARES would neéd WLANSs. Their key feature is distinguishing between packe
to observe these values on the fly and invoke the rate modseteors due to (i) channel effects and (ii) collisions. As an
whenever significant, non-temporal changes are obsertedexample Kimet al [36] propose CARA (Collision-Aware Rate
is also difficult to derive the jammer's distribution accielg Adaptation), which makes use of the RTS/CTS exchange to
and quickly. Such requirements make the application of thifferentiate between a channel error and a collision. lafpa
analysis somewhat infeasible in real-time systems. Furthee, packet loss after a successful RTS/CTS exchange will be most
the analysis can account for the presence of one jammer omlyobably due to channel errors. However, even if the opmrati
In scenarios with multiple jammers, it cannot decide betweef a jammer cause effects that resemble those due to hidden
fixed or adaptive rate. terminald®, CARA is not particular useful. The reason is that

In contrast, our more practical scheme MRC does not ne#ét? jammer does not follow the rules specified by the 802.11
any inputs. It can operate efficiently even with multiple jamstandard. As a result even if it listens the RTS/CTS exchange
mers. Note that MRC in its current form takes into account th{@hich can be successful even under jamming due to theit shor
time’ that has elapsed since the last time that rate control wasrations), it will not backoff and thus, there will still be
invoked. The policy is to invoke the rate adaptation strategacket collision. CARA will assume that this is due to chdnne
after periodic intervals. The optimal rate at which ratemdaerrors and a less aggressive modulation scheme will be used,
tation should be invoked depends on the temporal varigbiliteducing the transmission rate. Similar techniques ard@rag
of the channel. In particular, to perform this optimally, BR by RRAA [21], and thus even this scheme cannot efficiently
would need to measure (or estimate) the coherence tirmE cope with jamming attacks. In addition, RRAA is implemented
the channel (time for which the channel remains unchangesing specialized, programmable hardware platforms wdth c
[35]) and invoke the rate control algorithm everysecs. While pabilities that most of the commodity APs do not have.
this is not possible with current 802.11 hardware, it may be Limitations of ARES: ARES’s design principles are based
possible in the future [35]. Alternatively ARES could emplo on the operations of the 802.11 protocol. Thus, its appiiitab
a learning strategy as discussed in Section VI.

ARES with reactive and constant jammer&or the most 8We assume an optimal reactive jammer, i.e., one which is bjam at

part in this work we considered various types of random jarfg_e exact time instance when it senses a legitimate packst (flase scenario

) ’ - . r the adversary). In reality, this will not be the case.
mers. With constant jammers, rate adaptation is not expectesrhis is a reasonable assumption to make since the protolvisafor a
DIFS period in order to sense any transmission.
7In its current form, this time is in terms of the number of jamgicycles; 10Both ignore ongoing transmissions; the jammer becausemiplgi wants
this can be easily modified to use more generic time units. to, while the hidden terminal because it cannot listen tanthe



is limited to this "class” of networks. Extending our systenu2]
to broadly support any wireless network is not straightfamy  [13]
However, our goal in this work is the design of a jamming
countermeasure for 802.11. In addition, we acknowledgg tha4]
ARES utilizes functionalities that are currently unavii&in
commercial NICs. In particular, CCA tuning (and in geneha t [15]
carrier sensing functionality of the protocol) is implerteshin
the firmware of the cards, which is generally closed source,
. SR . 116
Therefore, its adoption is limited to systems that provm{e
access to these operations. However, we expect that gisen[it]
benefits (and the emergence of software defined radios) this
functionality will be made available as a tunable feature.
[19]
IX. CONCLUSIONS

We design, implement and evaluate ARES, an anti-jammil#§!
system for 802.11 networks. ARES has been built based on
observations from extensive measurements on an indobetest[21]
in the presence of random jammers, and is primarily composed
of two modules. Thepower control modulgunes the CCA
thresholds in order to allow the transmission and capture of
legitimate packets in the presence of the jammer’s signals, (23]
the extent possible. Theate control moduledecides between
fixed or adaptive-rate assignment. We demonstrate the-effga)
tiveness of ARES in three different deploymefda¥a 802.11n
based MIMO WLAN, (b) an 802.11a network infested with,:
mobile jammers, andc) a 802.11a WLAN with uplink TCP [26]
traffic. ARES can be used in conjunction with other jamming7]
mitigation techniques (such as frequency hopping or doeat (28]
antennas). Overall, the application of ARES leads to sicgmifi
performance benefits in jamming environments.
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the source of theRT2860AP driver, and Dr. Konstantina [30]
Papagiannaki from Intel Research for providing the praiety
version of theipw2200driver.

[29]

[31]
[32]
REFERENCES

(1]
(2]

SESP jammers. http://www.sesp.com/.
Jamming attack at
http://findarticles.com/p/articles/mmOEIN/
is_2005 August 2/ai n14841565.
Techworld news.
news/index.cfm?newsid=10941.
RF Jamming Attack. http://manageengine.adventnet/cproducts/wifi-
manager/rfamming-attack.html.

V. Navda, A. Bohra, S. Ganguly, and D. Rubenstein. Usirttathel
Hopping to Increase 802.11 Resilience to Jamming Attacks.|EEE
INFOCOM mini-conference2007.

W. Hu, T. Wood, W. Trappe, and Y. Zhang. Channel Surfing Spdtial
Retreats: Defenses Against Wireless Denial of ServicAQM Workshop
on Wireless Securify2004.
ISM Wide-band Jammers.
catalog1.0.4.html.

ISA: Users fear wireless networks
http://lists.jammed.com/ISN/2007/05/0122.html.

K. Pelechrinis, C. Koufogiannakis, and S.V. Krishnathyr Gaming the
Jammer: Is Frequency Hopping Effective? WiOpt June 2009.

V. Mhatre, K. Papagiannaki, and F. Baccelli. Interfeze Mitigation
through Power Control in High Density 802.11 WLANs. IEEE
INFOCOM, 2007.

J. Bicket. Bit-rate Selection in Wireless Networks. M8 Thesis, Dept.
of Electr. Engin. and Comp. Science, MI005.

[33]
conference.
[34]

hacker

(3]
(4]
(5]

http://www.techworld.com/mobility/ [35]

[36]

(6]

[7]
(8]
[9]
(10]

http://69.6.206.229/e-conu@eaolutions-

for control.

[11]

Onoe Rate Control. http://madwifi.org/browser/triatk_rate/onoe.
S. Pal, S. R. Kundu, K. Basu, and S. K. Das.
Control Algorithms: Experimentation and Performance Ha#bn in
Infrastructure Mode. IPAM, 2006.

W. Xu, W. Trappe, Y. Zhang, and T. Wood. The FeasibiliLaunching
and Detecting Jamming Attacks in Wireless Networks. AtM MOBI-
HOC, 2005.

R. Gummadi, D. Wetheral, B. Greenstein, and S. Seshaletstanding
and Mitigating the Impact of RF Interference on 802.11 Nekso In
ACM SIGCOMM 2007.

W. Hu, K. Ma, W. Trappe, and Y. Zhang. Jamming Sensor Ideta:
Attacks and Defense Strategies. IEFEE Network May/June 2006.

G. Lin and G. Noubir. On Link Layer Denial of Service in 2aaWireless
LANSs. In Wireless Communications and Mobile ComputiMay 2003.

18] G. Noubir and G. Lin. Low-power DoS Attacks in Data Wess LANs

and Countermeasures. ACM MOBIHOC (poster)2003.

G. Noubir. On Connectivity in Ad Hoc Network under Janmgi
Using Directional Antennas and Mobility. [Wired/Wireless Internet
Communications, Vol. 2957/2004, pp. 186-22004.

K. Pelechrinis, M. lliofotou, and S. V. Krishnamurthy. Denial of

Service Attacks in Wireless Networks: The case of JammarslEEE

Communication Surveys and Tutorials*® quarter, 2011.

S.Wong, H.Yang, S.Lu, and V.Bharghavan. Robust Ratepfation in

802.11 Wireless Networks. IMOBICOM, 2006.

] V.Shah and S.V.Krisnamurthy. Handling Assymetry inv@o Heteroge-

neous Ad hoc Networks: A Cross Layer Approach. IREE ICDCS
2005.

H. Zhai and Y. Fang. Physical Carrier Sensing and Sp&®use in
Multirate and Multihop Wireless Ad Hoc Networks. IEEE INFOCOM
2006.

I. Broustis, J. Eriksson, S. V. Krishnamurthy, and M.|dtasos. A
Blueprint for a Manageable and Affordable Wireless Testh@dsign,
Pitfalls and Lessons Learned. IEEE TRIDENTCOM 2007.

] UCR Wireless testbed. http://networks.cs.ucr.ezhilted.

The MadWiFi driver. http://madwifi-project.org/.

RT2860 wireless driver. http://www.ralinktech.camlink/Home /Sup-
port/Linux.html.

D. S. J. De Couto, D. Aguayo, J. Bicket, and R. Morris.
Throughput Path Metric for MultiHop Wireless Routing.
MOBICOM, 2003.

J. C. Chen and J. M. Gilbert. Measured Performance oHz-802.11a
Wireless LAN Systems. Iiitheros Comm. White PapeAugust 2001.

I. Broustis, K. Papagiannaki, S. V. Krishnamurthy, Maléutsos, and
V. Mhatre. MDG: Measurement-Driven Guidelines for 802.11.AM
Design. INnACM MOBICOM 2007.

SampleRate Bug. http://madwifi.org/ticket/989.

S. Zvanovec, P. Pechac, and M. Klepal. Wireless LAN Neks Design:
Site Survey or Propagation Models? Radioengineering, Vol. 12, No.
4, Dec. 2003.

H.Jafarkhani. Space-Time Coding: Theory and PracticecCambridge
University Press, 2005.

S. Vasudevan et al. Facilitating Access Point Selectio IEEE 802.11
Wireless Networks. IIPACM IMC, 2005.

J. Camp and E. W. Knightly. Modulation Rate AdaptationUrban and
Vehicular Environments: Cross-Layer Implementation anxgefimental
Evaluation. INnACM MOBICOM 2008.

J. Kim, S. Kim, S. Choi, and D. Qiao. CARA: Collision-Ana Rate
Adaptation for IEEE 802.11 WLANSs. IfEEE INFOCOM 2006.

AgHli
IACM

IEEE 802.11eRat



Konstantinos Pelechrinis Konstantinos Pelechrinis
received his PhD from the Computer Science de-
artment of University of California, Riverside, in
2010. Previously he obtained his MSc degree from
he Computer Science department of University of

| - California, Riverside in 2008 and the diploma of

£ Electrical and Computer Engineering from the Na-
{& tional Technical University of Athens, Greece, in

e 2006. He is an Assistant Professor at the SIS faculty
of the University of Pittsburgh since Fall 2010. He
has also held research positions at LANL, Thomson
Research Labs Paris and MSR Cambridge. He was a visitingrodse at the
University of Thessaly during Fall 2008. His research ie$¢s include wireless
networking, especially security - related issues that sparfull protocol stack.
He is involved in protocol design, real world experimeratand performance
analysis. He is also interested in mathematical foundstmicommunication
networks.

loannis Broustis loannis Broustis received the M.Sc.

and Ph.D. degrees in computer science and engineer-

ing from the University of California, Riverside, and
the Diploma in electronics and computer engineering
from the Technical University of Crete, Greece. He

is with Alcatel-Lucent, USA, since January 2010.

During 2009 he was a Researcher with the University

of California, Riverside. During 2008, he was a Re-

! searcher with the Center for Research and Technology
Hellas, Thessaloniki, Greece, as well as an Adjunct
Assistant Professor with the University of Thessaly,

\olos, Greece. During 2006, he was an intern with Intel Reseim Cambridge,

U.K., while during 2005, he was an intern with Nokia R&D, Baist MA. His

research interests include cross-layer network protoesige, development,

and testbed experimentation for wireless networks.

Srikanth V. Krishnamurthy Srikanth V. Krishna-
murthy received his Ph.D degree in electrical and
omputer engineering from the University of Cali-
ornia at San Diego in 1997. From 1998 to 2000,
e was a Research Staff Scientist at the Information
Sciences Laboratory, HRL Laboratories, LLC, Mal-
bu, CA. Currently, he is a professor of Computer
Science at the University of California, Riverside. His
esearch interests are primarily in wireless networks

and security. Dr. Krishnamurthy is the recipient of the

NSF CAREER Award from ANI in 2003. He was the
editor-in-chief for ACM MC2R from 2007 to 2009. He is a seniaember of
the IEEE.

Christos Gkantsidis Christos is a researcher in
the Systems and Networking Group in Microsoft
Research, Cambridge, UK. He holds a Ph.D. from
Georgia Institute of Technology, Atlanta, GA, USA,
and a bachelors from University of Patras, Greece,
both in computer science. He is interested in con-
tent distribution networks, peer-to-peer technologies,
analysis and modelling of complex communication
networks, and wireless mesh networking. Christos is
a member of IEEE and ACM.




