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Abstract

Conventional methods supporting Java binary security mainly rely on thetgeaf the hosts Java
Virtual Machine (JVM). However, malicious Java binaries keggoging the vulnerabilities of JVMs,
escaping their sandbox restrictions and allowing attacks on end usemsysf@ministrators must
confront the difficulties and dilemmas brought on by security upgradesth® other hand, binary
rewriting techniques have been advanced to allow users to enforce sgmiiéigs directly on mobile
code. They have the advantage of supporting a richer set of securitepalid self-constrained written
code. However, the high administrative and performance overhead causedunity configuration and
code rewriting have prevented rewriters from becoming a pracealrity tool.

In this paper, we address these problems by integrating binary cod#erswwvith web caching
proxies and build the security system called PB-JARS, a Proxy-BAsedRewriting System. PB-JARS
works as a complimentary system to existing JVM securitiganitns by placing another line of defense
between users and their end user systems. It gives systénistrdbors centralized security control and
management for mobile code and security policies. We evaluated BBy a real Java binary

traffic model derived from analyzing real web trace records. Gagults show that adding binary

rewriting to web caching system can be very efficient in impgoehd host security at low cost.

Keywords:  Security and Protection, Binary Rewriting, Web 8esy Traffic Analysis,

Performance Evaluation



1. Introduction

Java binaries have two forms: Java applets and apphcptograms [27]. Java applets are
typically downloaded from the web and can only be run frathin a web browser, while Java
applications are stand-alone programs. Both kinds of Qamzaties can only be executed within
the JVM supported by most current computers and embedded syska binary security is
ensured by JVM security mechanisms, which include type-safguhge, sandbox models,
bytecode verifiers and security managers [7]. Howeverysi@s is one hundred percent secure.
Flaws and bugs have been frequently found in JVM impleatiens. For example, in 2002 the
Microsoft Virtual Machine (Microsoft VM) was found to @ applets write access to the Java
security manager [25]. In 2005, a Sun Java Plugin was founde&tectemporary files with
predictable names [26]. As JVM becomes more complexnandversions of JVM continue to
be released, implementation errors and security vulrigieiare inevitable as history has
shown.

In case of security threat events or security upgradesy elient system within a same
enterprise environment has to be updated separately bechukse JVM's current isolated
security management. However, the discrepancy among ahacih system and shortage of
enough security knowledge often makes a uniform and timedyrigy upgrade difficult. In
addition, JVM enforces a sandbox security model, wheseurce access requests are either
granted or prohibited. Therefore, administrators and useen diave to disable useful
functionalities to prevent a rarely happening but ciit&ecurity threat. For example, a Java
binary’s network access might be disallowed to prevemtoih disclosing the content of an

important local file.



On the other hand, recent developments in binary riegritechniques allows arbitrary
checking code to be inserted into the binary code to momga@xecution and terminate itself
when it is about to violate specified security polici&% Jts major advantages include: 1) It
allows administrators to define more flexible security @es. For the previous example, the
policy “no sending of messages after reading specifgs™fican be enforced and meanwhile
preserve the binary’s normal network operation. 2) Theecafter being rewritten is self-
constrained by its internal checking code and does notomlyhe host security monitoring
system [6]. However, binary rewriting systems were desigto work with standalone
computers, the administrative overhead caused by configaridgmanaging the complicated
security policies and the performance overhead [10,11] causeddayrewriting prevent this
technique from being used in large scale.

In this paper, we address these problems by integrating ieamting into web caching
proxies and build the security system called PB-JARSJRBS does not replace JVM security
systems but is used ascomplimentary system to relieve administratorsnfisecurity upgrade
difficulties to enforce security policies which can’'t sepported by the current JVM security
model. All Java binaries passing through the proxy serveraatematically rewritten with
specified security policies and guaranteed to be securerebéfey reach the recipients. This
paper later shows a comprehensive performance evaluatider the realistic Java binary traffic
model, where the binary rewriting overhead is significantiguced by web caching and PB-
JARS adds no significant performance overhead to the [sexgr.

The rest of paper is organized as follows: Section 2 givessirvey on binary rewriting
techniques to security. Section 3 illustrates, througkxample about how PoET rewrites Java

binary code to conform to given specifications. Sectiatis¢éusses the issues when applying



binary rewriting as a security tool. Section 5 describesJRBS, its architecture and
implementation details. Section 6 first presents a stoidyava binary Internet traffic by
analyzing raw Internet access log files and then givesp#rformance evaluation under the
derived traffic model. Section 7 discusses related wolkwed by conclusions in Section 8.
2. Binary Rewriting Techniques to Security

A binary rewriting system transforms a binary program intdiféerent but functionally
equivalent program [3]. Because it requires no knowledgbeotource code, binary rewriting
has been widely used in the area of code migrations sadifferent processor architectures,
performance instrumentation and program optimizationh g optimizations on code speed,
size and power consumption [17,18,19,20,21,22,23]. Applicatiobsafy rewriting techniques
in the computer security area mainly focused on dealing eathmonly seen and dangerous
attacks, such as the buffer overflow problem [16]. Befogal binary rewriting security
techniques have appeared, there has been substantivepmpdsed based on compile time
analysis and transformation such as RAD [15], which ptsteuffer overflow attacks by adding
protection code into the prologue and epilogue of the progtathe compile time. Another
technique is based on run-time interception and checkingasuthbsafe [12], which is based on
a dynamically loadable library that intercepts all fumctcalls made to library functions that are
known to be vulnerable. Sandboxing techniques such as Softvaaite Isolation (SFI) [13],
which use the idea of Address Sandboxing to enforce systamty has also been explored.

The Binary-Rewriting RAD [2] extends the work of RAD dlirdt applies the security directly
on binary code without requiring access to program source, syd®ol tables or relocation
information. It uses a combined disassembly technique taifglethe boundary of every

procedure in the input program. The protection code is appewnddte end of the original



binary. It inserts the code at the function prolog to sawepy of the return address and the code
at the function epilog to check the return address ensthck with the saved copy. Some
instructions at the function prolog and epilog are replamga JMP instruction to redirect the
control to the inserted code at a function’s prolog andb@pPurify [4], detects run-time
memory leaks and access errors by inserting checkingiatistns directly into the object code
and before every load or store. To detect memory a@resrs, Purify maintains a state code for
each byte of memory and a run-time check is enforcedebghtcking instructions whenever the
program makes memory access. To make binary analysiseamding efficient, SELF [14]
proposed a transparent security enhancement to ELF lsinari@dding an extra section. The
extra section contains information specifically nekeder binary analysis and hence it is
convenient to perform many security-related operatiorth@iinary code.

Comprehensive binary rewriting security systems appeared kihary rewriting techniques
were used to enforce security policies specified by hgstes requirements. The benefit
provided by such security systems is the flexibility to srdosecurity policies that are not
supported by the standard security mechanisms. Notable suemsyate Naccio [8], SASI [9]
and PoET [6]. Naccio[8] allows the expression of gafetlicies in a platform-independent high
level language and applies these policies by transformirgygmmocode. A policy generator takes
resource descriptions, safety policies, platform interfacd the application to be transformed
and then generates a policy description file. This §leised by an application transformer to
make the necessary changes to the application. The applitcransformer replaces system calls
in the application to functions in a policy-enforcingréiry. Naccio has been implemented for
both Win32 and Java platforms. Security Automata SFI Impleation (SASI) [9] uses a

security automaton to specify security policies and eld¢he idea of software fault isolation by



merging security policy into the application itself. Téecurity automaton acts as a reference
monitor for the code. In relation to a particular eyst the events that the reference monitor
controls are represented by the alphabet, and thetivanselationship encodes the security
policy enforced by the reference monitor (so called IRMine Reference Monitor [5]). The
security automaton is merged into application code by &hbRary rewriter. It adds code that
implements the automaton directly before each instmcilihe rewriter is language specific: x86
SASI is the implementation for x86 machine code and J\BWSI is for Java virtual machine.

PoET (Policy Enforcement Toolkit) [6] is an implemematof IRM for Java applications.
Superior to Naccio and SASI, which requires the sourde @aformation or binaries generated
with special compiler, POET does not require any sowde mformation available and the code
after being rewritten can be executed on any versiofYbf. Jt uses a relatively higher level,
event-oriented, Java-like language to specify securitycips|i which is called PSLang.
Specifying a security policy involve defining [Becurity event® be mediated by the reference
monitor; Security statehat is stored about earlier security events and usedi¢éomdee which
security events can be allowed to proceége;urity updatethat update the security state, signal
security violations and/or take other remedial actiorenwthe related security event happens.
POET adds the security enforcement according to the instnecpecified in the security policy.
3. An Example: How PoET Rewrites Java Binary Code

We selected PoET in our work because of its availakalitg intrinsic simplicity. In this
section we illustrate through a concrete example hoTRewrites Java binary code to conform
to the given policies.

Figure 1 shows the example polibglloWorld taken from PoOET source code package. It

only allows Java binaries to print strings starting Witkello World!™. In this policy, theLOAD



STATEsection (line 5~8) defines the security staterint, which specifies the starting string the
binary call be allowed to print. THELOBAL STATESection (line 10~12) traces the string that
has already been printed. TR¥ ENT ACTIONsection (line 14~27) specifies that whenever the
print function is invoked and the string to be printed dagsstart with the security statePrint,

the application will be terminated.

1. IMPORT LIBRARY JVNL;

z /¢ The parameters to our policy:

3 i 1) what i= allowed to be printed

4. i 2] what interface are we restricting

5. LOAD STATE!

[ Chject toPrint = "Hello World!":

7 Chjiect printFunc = "javasio/Print3tream/print (Lijavas lang/String;)v";
=1 H

9. f4 Keep track of everything printed so far to stdout
10. GLOBAL STATE |

11. Chiject printed = "'";

12, %

13. /4 Capture all usezs of the printing interface, before it iz used

14. EVENT begin instruction

15. COHDITIOH Event.instructionls("invokevirtual™) £&
JVNL,.strEgiReflect.instrRefdtr (Event.instruction() ), printFunc)

16. ACTIOH {

17. /{ get stream being printed to

15. Chject out = JVML.classGetField("javas lang/System™, fout™,

"Liavaio/PrintStresm: ") ;

19. /4 if printing to stdout, ensure we are printing right thing

20. if | State.mwethodGetObject ("finstrlirgl™) == out | {

z21. printed = JVML.striCat (printed, 3State.methodGetObject ("iinstrArgz™)):
22.

23. if( ! JVML.str3tartsWith(toPrint printed) | {

4. FATL[ JVML.strcCat ("Only allowed to print ",toPrint) 13

Z5. ¥

Z6. H

27. %

helloWorld.psl

Figure 1. Security policy “helloWorld” (taken from the POET source code package)

Given a security policy and Java binary code, POET wifoper the following steps to merge

the security policy into the Java binary code:

a. preload the specification file, generate the correspgndipecification class, and
identify the events to be monitored; Events cancdtegorized into 8 levels: program,
classlinit, instancelnit, instanceFree, method, exceptiadigigrblock, instruction;

b. load and disassemble the Java binary code; Rewritedéssssembled components by

inserting constraint code in the order of the abovelev



c. Reassemble the disassembled components to formvihigee code with enforced
security policies.
Therefore, given a Java binary code (of which the sazode is shown in Figure 2a), Figure
2b shows the code after being rewritten with the secpaticy helloworld The code in red is

the constraint policy which has been added before theguamt.

1. tmport PoET runtime. ¥,
2. import javain PrintStream,
3. public class Main
4 {
5. public Maind)
fi.
I. import java io. PrintStream, g }Eubhc static void man(String args(])
2. public class Bam 9 Frar
309 10. int j;
4 ublic Main S
3 IE } 0 12. 1= args length;
’ . . : : : 13. goto _L1
fi public static void mam{String args[]) 14 L3 Print3tream printstream:;
7 { 15. String s,
3. mt1=10; 16. g =args[i];
et — 3 2 T, 17 printstreatn = System. out;
9, for{int 1 args.lengt}}, 1<y, i Y I e
1. Systerm. out print(args[i]); 1o, .
11. System. out. printhlo; 20. PrintStream printstream] = System. out;
12. 1 21. iffprintstream = printstrearm)
13} 2 _ _
23. Spec.printed = JVML. funclstrCat{Spec. printed, 5);
24. i IVHL. funcdstrotarts With(" Hello World! ", Spec. printed))
25, System FAIL"Only allowed to print Hello World!"),
a. Source code of which o I}JﬁmO'
the binary code to be rewritten B itk
29, _LLafi1 = 1) goto _L3; else goto _L2
30, _L2: System. out println);
31, return;
320 )
33}

b.The code after being rewritten
(geatrd by JAD Java decompiler)

Figure 2 Code rewriting: before vs after
4. Issues When Applying Binary Rewriting Security System
Binary Rewriting Security Systems have the advantagespporting a richer set of security
policies and self-constrained written code. Howeves, litard to apply them directly as one
convenient security application system.
The first reason is the high administrative overhe@gpically this includeshe complexity of

composing security policies and configuring and managing th8irari) is defined in the high-



level language that extends JVML, however in order to iflemkie security events to be
monitored, administrators are required to be very famuligin the JVM Library. For example,
Figure 3 shows a part of the security policy “Only allolesfin a certain directory to be read”,
which is taken from PoOET source code package. To monitoeuést offile read it requires
administrators to determine all the possibilities whbeefile read can be invoked.

Binary rewriters allow users to define more flexiblewséyg policies. Despite this, they can
increase the complexity to effectively configure and mamagieies. Considering that even the
simple “yes-no” security policies under thecess control lissecurity model [35] can cause a lot
of confusion, it's impractical for administrators to mage those complicated security policies
without a convenient security management system. IniaddPoET uses command lines for all

the operations, consequently applying security policiesrisn@n user-friendly.

/I When trying to construct a FileInputStream or FileReauste sure it's OK
EVENT begin instruction CONDITION Event.instructionls("okespecial") && JVML.strEq(
Reflect.instrRefName(Event.instruction()), "<init>") &&/ML.strStartsWith(Reflect. instrRefStr(
Event.instruction()),"java/io/File") && (JVML.strEndsWi{Reflect. instrRefClassName
(Event.instruction()),"InputStream™) || JVML.strEndsWith(
Reflect. instrRefClassName( Event.instruction()),"Regjler
ACTION {

/I It must be in "that special place"

if( ! IVML.strStartsWith(realPath, readDir) ) {

FAIL[ JVML.strCat("Can't read file ",fileName,": nat ",readDir) ];
}

Figure 3. Complexity of the security policy

The second concern is the rewriting overhead. Binawyriting systems were designed to
work with standalone computers. The performance ovdrimed only includes the known
rewriting overhead but also the overhead caused by sysiaization. In order to run PoET,
the JVM must be initialized first and then the secuypityicies must be parsed and loaded into

memory. In Figure 4, we evaluated the examples thatceith the POET source code package.



As we can see that in the worst casmitMem which is used to limit the total memory that an

applet can allocate, the rewriting overhead can rahokie one second.
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Figure 4. High rewriting overhead

5. PB-JARS: A Proxy-based Java Rewriting System

In this section we describe PB-JARS in detail, focusimgfs integration with web proxies.
5.1. Overview and Architecture

A proxy server is positioned between clients and rematierriet servers and transparently
mediates all requests for web objects from clientsxyservers usually provide caching service,
which improves access speed and increases availabilitedigcating information [30]. PB-
JARS cooperates with caching proxy servers to provide Jauatgegor end users (as shown in
Figure 5). First, a client sends a Java binary requeketproxy. If the proxy server can not find
it in the cachedache misk the proxy forwards the request to the remote semerPB-JARS
intercepts and rewrites the java binary files returnedhftbe remote server. At this point, a
small amount of overhead of rewriting is added in the ggecThe rewritten and hence secured
code is then forced to be cached in the proxy cache amibatied to clients. The whole process

is transparent to the proxy cache and cache validagitwandled by the cache as it used to be.
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Subsequent requests for the same Java binary can hedatiectly by the rewritten code from
the cachedachehit) without the intervention of PB-JARS.
= - e

= % | =

AT RN

o —

ilalfi]

Prowy Server
External Web Server with PB.JARS

Internal Clients

1. Java binaryrequest 2. forwarded request 3. server response
4. PB-JARS intercepts and rewrites the Java binary 5. the rewritten Java
binary is sent back to client. 6. Java binary request for the same Java
hinary 7. proxy server response with rewritten Java binary from its cache

Figure 5. PB-JARS overview

Therefore, PB-JARS provides the following advantages:

1) Improved security manageability: PB-JARS gives systamirastrators centralized control
of security polices and a uniform way to enforce secyathcies at the level of administrative
domains through proxy servers. There is no specific sgcaanfiguration required at the
recipients’ side. In addition, PB-JARS provides convenieals for administrators to configure
and manage the security policies and mobile code.

2) Reduced performance overhead: from our study, we leanaed significant percentage of
Java binary requests are repeated. Thus, caching rewrittey bode for repeat requests can
efficiently reduce the performance costs associatedbwidry rewriting.

As shown in Figure 6, PB-JARS has four parts: Databagplication Management, Policy
Editor, and Binary RewritelDatabasestores security policies. It organizes the securitycpedi
into several categories such as file system, networkmunication and memory usage and
differentiates the policies within each category intdedént security levels. The database also
keeps the history of changes made to binaries thatearetten. Application Managementa

graphical user interface, is provided for administratoramemage the database and binary
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rewriter conveniently. Th&olicy Editor reduces the complexity of creating security policies by
wrapping the JVM Library (JVML) with an abstract inteediate level. Th&inary Rewriteris
actually a plug-in module for real binary rewriters. Ibyides two buffers for the binary
rewriter. The real binary rewriter gets its input frdm treceiving buffer and rewrites the code to
the output buffer. Acontent filterinserted at the proxy intercepts and filters out the laatude
that pass by to the binary rewriter’s receiving buffegtdiled description about each component
can be found in our previous work[10]. In the following settie will focus on its integration
with web proxies.

Content Filter
Proxy Server

Remote End
Server :> E> E> " :> Eache Systems

| T
r— =

7

Application
Management
binary
rewriter|
JYML

L=

Database

Policy Editor

Bianry Rewriting Security System

Figure 6. PB-JARS system architecture
5.2. Integration with Web Proxy
We selected Apache [30] as the web proxy server. Althoyggcle is better-known as a
web server rather than a proxy server, the reaséamih@hose Apache is because it provides a
filter mechanism so that we could easily add a coniket that integrates PB-JARS with the
proxy server. Also, the performance of Apache as a prexyes is reasonably good. For a

prototype system of this kind that integrates a binary itesvand a web proxy together, the
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specific web proxy is not as important as testing tsearch thesis concerning them both being
used together.

A skeleton of the content filter is shown in FigureWhen the proxy gets a request, it first
checks if the request can be served from its cacliteisl& cache hit, the orignahche_oufilter
is added to get the data from the cache, otherwise it addshe_infilter before all the other
output filters to save servers’ reponse into the cadkethus placed our security filter whenever
a cache_in filter is needed and made it process thefldatebefore the cache_in filter. Java
binary traffic can be identified by analyzing the URLsc®iit is found, the complete file will be
pulled out by thepull _data_outfunction. For Jar files, PB-JARS will verify and unpatko
class files. The functiomotify PoETwill be called then to send the notification to PoteT
rewrite the Java binaries. After being rewritten, the fles will be repacked and resigned by
PB-JARS. The final rewritten Java binary file will be ped back into the dataflow by the

push_data_irfunction.

handl e_url _request ()
check the url
search the proxy cache;
i f cache hit
add cache out filter;
if cache mss
if java binary requests
add security cache_in filter;
add cache_in filter;

security cache_in():
pul |l _data out into tenporary buffer
if jar file
unpack it;
noti fy_PoOET;
wait until Rewiting is done;
if jar file
repack and sign it;
push_data_in;

cache_in():
cache the rewitten code into cache;
code is distributed to the client;

Figure 7. The skeleton of the content filter addedat Apache2.0
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6. Performance Evaluation

In this section, we evaluate the performance overhdaaldding PB-JARS to an Apache
proxy. We chose Web Polygraph [29] as our benchmarking taaluse it is a widely accepted
proxy performance benchmark [31], and most importantlyast the capability to simulate real
content traffic, which is crucial for our contentdiling type performance evaluation. We
analyzed the overhead added by PB-JARS on Java binary reguesthien compared the
proxy’s overall performance with and without PB-JARS urdi#erent request rates.
6. 1. Customize Web Polygraph for Content-filtering Type Pdormance Evaluation

Web Polygraph is designed specially for caching proxy beadting. Its latest workload
model, Polymix-4, includes many key web traffic charadiesissuch as a synthetic workload
composed of various content types, specified request aateter-arrival times, a mixture of
cache hits and cache misses, etc. Table 1 summareesitent types that the Web Polygraph
server uses for benchmarking. The server hosts mdirgg tcontent types (i.e. image, HTML,
download.) with specific file extensions. All other canitéypes are included in the ‘other’ type
without specifying file extensions. The size models ofteonintypes listed in Table 1 are
generated by analyzing unique file size transportation ft@aweb proxy log [28].Table 2 lists
the default parameters of the polymix-4 workload model.tRerother parameters not stated, we
use the default values of polymix-4.

Table 1. Content types of Web Polygraph workload

Type Percentage Reply Size Distribution Cachability Extesions

Image 65% Exponential (4.5KB) 80.00% .gif, .jpeg, and .png

HTML 15% Exponential (8.5KB) 90.00% .html and .htm
download 0.5% Lognormal(300KB, 300KB 95.00% .exe, .zip, and .gz

Other 19.5% Lognormal(25KB, 10KB) 72.00%

14



Table 2. Default parameters of the workload model

Client request rate 0.4/secs

Number of t_ransactions Zipf (64)

per connection

Request types IMS: 20% Reload: 5% Basic 75%
Server delay 40 millisecond/packet
Server think time Normal distribution (2.5, 1)

6. 2. Internet Traffic Model of Java Binaries

In order to test PB-JARS, we need to generate realhlagay file traffic in the experiment.
However, to our knowledge, no specific analysis of Janary traffic has ever been published in
the literature. So we conducted our own research onbiaaey file traffic.

We used the raw access logs provided by the IRCache pr8@ciThese logs were collected
on a daily basis between July™ 2004 and August i1 2004 from a number of proxy servers
located at various educational and commercial institutiomsighout the United States [32]. The
access logs recorded the clients’ request informatioRTd P objects and consist mainly of the
entries of time, duration, client address, result codg®s, request method, URL, type and etc.
A Java JAR file is the digital signed and compressenh fof a bunch of java class files. JAR
files that contain applets can be executed in thelwalvser the same way as applets. Therefore,
Java binary file requests can be identified by their é&ie@ensions (i.e. .class, .jar) in the
corresponding URL entries and from the ‘result codag’yewe can determine the status of the
specific transaction.

Table 3 shows the statistic summary for the raw detaThesuccessful requestaean the
transactions whose HTTP result code is “200/OK”. Tinggue successful requestzean that
repeated requests for the same Java binaries are renkwgedthis table we can calculate that
the class file requests take 0.08% of the total requests, 27008k& class file requests are

successful requests, 59.6% of the successful requests que tike requests and 16.4% of the
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successful requests are directly served by cached cldasdie requests take 0.04% of the total
requests, 30.4% of the Jar file requests are succesgbidsts, 24.9% of the successful jar file
requests are unique file requests, and 41.7% of the successfilé jrequests are served by
cached jar files.

Table 3. Summary of access log characteristics
Duration: 08/11/ 2004 ~ 09/10/ 2004 (Total Requests Count: 117790462)

Java Binaries Class Jar
Total request count 95054 48743
Total successful requests count 25737 14826
Total successful requests served directly from cache 4223 6176
Total unique successful requests count 14646 3685
Mean bytes of successful requests 7176.85| 38945.23
Median bytes of successful requests 3725 8143
Mean bytes of successful unique file 7085.56| 64322.77
Median bytes of successful unique file 3775 15644

Table 4 lists the main reasons that cause the failudawaf binary requests. Strictly speaking,
Not Modified (304) is not a failure. It is the responsenirthe server to the client query about

whether the file cached in the client cache has begf-date since last time the client cached

the file.
Table 4. Reasons that Java binaries requests fail
Java Binaries Class Jar
Service Unavailable (503) | 32.6% | 78.7%
Not Modified (304) 31.3% | 9.3%
Not Find (404) 27.1% | 4.4%
Others 9.0% 7.6%

Figure 8 shows the distribution of all successful uniqusscfdes in the data set. Figure 8a
compares the distribution with the synthetic lognorrdadtribution (the dashed line) with
parametergi= 7.61 ands = 0.66. Figure 8b is the corresponding cumulative frequelaty As

we can see, the class file size distribution iseloslog normal distribution.
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Figure 8. Unique class file size distribution

Figure 9 shows the transfer size distribution of alceasful class files in the data set. Figure
9a shows the distribution is close to the lognormatitdistion (the dashed line) with parameters

u = 7.06 ands = 0.70. Figure 9b is the corresponding cumulative frequplaty
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Figure 9. Successful class file transfer size distuition

Figure 10 shows the distribution of all successful JARsfiln the data set. Figure 10a
compares the distribution with the synthetic lognormdadtribution (the dashed line) with
parametersi= 8.69 ands = 0.37. Figure 10b is the corresponding cumulative frequelntyAs

we can see, the JAR file size distribution is noteaguilar as class files. There are several very
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popular Jar files with the size between 4k and 5k bytes. oVlrall trend tends to be a normal

distribution.

JAR File Transfer Size Distribution JAR File Transfer Size Culmulative Frequency
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Figure 10. Successful JAR file transfer size distributin

Figure 11 shows the distribution of successful unique JAd® iih the data set. Figure 1la
compares the distribution with the synthetic lognorrdadtribution (the dashed line) with
parameterga= 8.97 ands = 0.36. Figure 11b is the corresponding cumulative frequploty\We

can see that the overall trend follows a normalitistion.
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Figure 11. Unique JAR file size distribution
Based on the data availability, we also analyzed tl@atRe daily summary report of applet

file (which has the file extension .class) requestannextended period from 1997 to 2004.

Figure 12 shows the daily applet file request ratio (12aly damber of applet requests (12b),
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and the daily mean size (12c) respectively. The dashed lihe mean value. From these figures
we can see that the applet file requests rate stiaed0.6% in the year of 1997, dropped after
the year of 2002 and tends to be stabilized at 0.08%. Wevd¢he reason behind this is that, at
the first several years after Java applets is iniced, Java applets is a very popular media for
many purposes such as internet transaction, user imbergelaying animation, and etc. As new
more convenient and easy-to-learn software tools aeniad, parts of the functionalities are
replaced. For example, more and more people tend to useoideadia Flash for graphical

interactions. Instead, Applets are becoming more stediland specialized.
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In summary, according to our analysis, 0.08% of Web reguaest Java class file requests,

40.4% of which are repeated requests. Its file size dmioib conforms to lognormal
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distribution. JAR file requests take about 0.04% of\&@kb requests, 75.1% of which are
repeated requests. Its file size conforms to the sastebdtion. Table 5 shows the Java binary
traffic model we used in our experiment. We took 0.08% and 0.0d#% the ‘other’ type of
Polymix-4 workload as the Java jar file and class requesepige respectively. Because we
force the proxy cache to cache all rewritten Java tl@sawe use 100% for its cachability. We
built up the Java binary file generation database orséheer side with real java binary files
downloaded randomly from the Internet and with the fiesaccording to the unique file size
distribution. At the client side, we configure it to geater40.4% and 75.1% of repeated Java

binary requests. For all the other parameters such as bigenjicle, etc, we use the same as the

‘other’ type.
Table 5. Java binary traffic model
Reply Size . .
Type | Percentage Distribution Cachability Extension
Class 0.08% Lognormal(7.61, 0.66)  100% .class
JAR 0.04% Lognormal(8.89, 0.37)  100% Jjar

6.3 Experiment Setup

We use one pair of client and server in our experisiaehihe hardware configuration is as
following: the client runs on a PC with 756Hz AMD CPW&ab6MB. The server and Apache
proxy run on PCs with 2GHz Pentium4 CPU and 640 MB memespectively. All the three
machines are connected through a 100M network. In additiomshtadled a name service and a
network time(ntp) service on the proxy server, which @guired by the Web Polygraph
benchmark. The proxy server software that we used ish&paersion 2.0. At the time of our
experiments, the garbage collection functionality hasbeen implemented on Apache 2.0 but
the same functionality works properly on Apache 1.3. Tofice the disk cache used, we

rewrote the garbage collection part in version 1.3 aneg@atrto Apache 2.0.
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Web Polygraph uses synthetic clients and servers. Givepecified Peak Request Rate
(briefly PRR), a number of clients will be createnl generate the specified PRR and an
according number of servers will also be created toorespto the requests. Therefore, by
varying the PRR, we are actually changing the numbeiiedtsl In our proxy configuration, we
set the max client number that the Apache can sustancurrently to be 250, which is
approximately according to 30xacts/sec PRR. All other Appotrey parameters are by default.
6.4 Experiment Results

In our experiments, we first repeated the experimenEigure 4 in order to compare the
performance before and after. Then, under real trefdel, we examined the overhead added
to Java binary file requests, how PB-JARS affects theyjg@verall performance, and how the
proxy cache size affects the overhead.

6.4.1 The Performance after Applying PB-JARSWe randomly downloaded Java binaries
from the Internet and rewrote them with the securiticpdimitMem which has the worst
performance overhead shown in Figure 4. Figure 13 shows tfo@mance result as compared
with each binary file’s size. The number above eachrdfars to hit times, which is the number
of events that POET neetb add monitoring code to. As we can see that after appBBig
JARS, in the worst case, the rewriting overhead isuabBdb seconds. That is because in PB-
JARS we modified POET to allow it to work in the bgakund as a service daemon with security
policies preloaded. Therefore, the initialization ovarhe eliminated. Figure 13 also shows that
the performance overhead increases gradually as thezileand hit times increase. As shown in
our previous work [10,11], the rewriting time is also mthto the binary file size, complexity of

the security policy and hit times.
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Figure 13. Performance evaluation after applying PB-JARS
6.4.2 The Overhead of PB-JARS on Java binary requestsTo measure the overhead of PB-
JARS on Java binary requests, we kept a log on the proxgrgervecord the Java binary cache
miss time, in which case the requested Java binarysfi®ti cached and the proxy forwards the
client’s requests to the remote server until it geggésponse data back and sends it to the client.
With PB-JARS, this time can be further divided inboffer in which is the time from the point
proxy gets the client’s request for a Java binary filel tinéi receiving buffer buffers the entire
file (for jar files, it also includes the time to extt the jar file to a class filejewriting, which is
the time that the binary rewriter takes to rewriteftleeand buffer out which is the time in that
the rewritten file in the output buffer is cached aedt to the client (for jar files, it also includes
the time to recompress multiple class files into omgle jar file). Figure 14a shows the
comparison result. We use the PRR 30 xacts/sec foexiperiment, under which the proxy is
fully loaded. As we can see, the overhead added to Yiaebiaary request is mainly caused by
buffer intime. This is because the binary rewriter requires tiieeefile to be cached before it
can rewrite it, while, instead, without PB-JARS the Wi#l be cached and then sent to the client

in the unit of chunks of the file. The rewriting time addkatively little to the overhead. In our
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experiments, we used the security poliayitMem The buffer out time is relatively very small
that can barely be seen from the figure.

To see how varying the cache size affects the overadddd by PB-JARS on the Java
binaries, we logged each transaction for a Java binapyest on the client side. The time
measured thus is the mean value of both cache missaahé tit. Figure 14b compares the
result with and without PB-JARS under different cadkess The PRR used is 30 xacts/sec. We
can see that as the cache size increases and sonmhemof cached rewritten Java binary files
and cache hits increases, the mean response timeeddébetween with and without PB-JARS
is decreasing, which means the overhead caused by PB-38R$own in Figure 14a is

amortized by the increased cache hits.
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Figure 14. Overhead added by PB-JARS on Java binary requefPRR 30 xacts/sec)

6.4.3 The Overall performance.To find out how PB-JARS affects the proxy's overall
performance, we compared the proxy’s performance with atbwt PB-JARS under different

PRRs that the proxy server becomes from lightly loaddzhtlly overloaded. The result is shown
in Figure 15. As the PRR increases, the mean responsanuntroughput increases. After the
30 xacts/sec, the proxy becomes overloaded: the responseiricreases dramatically; The

concurrence level increases while the throughput tends ttabdized at 40 xacts/sec, which
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means client requests keep being queued at the proxy; theagaises up to be over 1% and

over 90% of the errors are caused by connection time btetCPU usage tends to be stable at
12%. We can see that except for a little overhead osdher’'s CPU usage (which is less than
1%), the performance difference between with and witRRRBHRIARS is very small and within

the measurement error range.
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In the above experiment we set the cache size to 163.bjhe reason is that under heavy
load (e.g. 50 xacts/sec PRR) and at the same time wsthadl cache (e.g., 1G), the Apache
proxy’s behavior becomes very poor and nondeterministic. i§heensistent with Cao’s result
[24]. However, to verify that our above result is atemsistent with a small cache, we give the
overall performance under 30 xact/sec PRR with 1G cagkeas shown in Figure 16. As we
can see that with different size of cache, the divpesformance with and without PB-JARS is

still almost the same.

8 50
v O no PB-JARS £ no PB-JARS
Q @ with PB-JARS
@ & with PB-JARS B
~— 6 77777777777777777777 [&]
9 3
£ 3
= T 30 [-- - -
@ g
w 4+r--———""-—-"-"-"--——————1 <
= 5
S g0l . :
0
] 3
— 2 F— — — g
g =10 |-~ -— - -
£
0
16G 0
cache size (bytes) 1G  cache size (bytes) 16C
() Mean response time (b) Throughput

Figure 16. Overall performance under 30 xacts/sec PRR
Therefore, to summarize it, PB-JARS almost has no d¢inmm the proxy's overall
performance under different workloads and cache sizes.oVbrhead added specially on Java

binary requests can be amortized by increasing the cache size

7. Related Work
Distributed Virtual Machine (DVM) [1] is the most relateebrk to our work. Its idea of

locating JVM security services at a centralized seraed improving the manageability and
security requirements of large, heterogeneous clustersteworked computers is similar to our

work. The difference between DVM and our work is tB&M thinks of an enterprise network

25



as a whole with uniform security, and therefore depigylVM security at each client side will
cause the problems of discretionary security and redundamagament. Thus DVM proposes to
move JVM security functionality from the client sittea centralized network access point. Our
work, however, admits that each client has diffessdurity requirements even within the same
enterprise networks, but the current JVM security imeletation is not trustable and has its own
inherited limitation such as a rigid access controlgyolTherefore, we leave the current JVM
security at each client side and build up a complemestrgnd-line defense at the centralized
network server. In addition, DVM re-implemented thévDSecurity model at server side, which
is still unable to break away from JVM'’s rigid secunkylicy model. However, our work builds
up a frame to leverage existing binary rewriting techniquessiiggport more flexible security
models. The newest binary rewriters can be easily ptuggand applied quickly.

Applet Trap [33] is a commercial anti-virus softwarewhaps applets in security monitoring
code before the gateway server passes the appletslmrequesting client computer. Different
from many other content filtering or blocking softwattes applets run their original code along
with a monitoring wrapper which looks ahead into the appletkavior to determine if the
action, applets will take, matches any behavior defingbderadministrators’ policy as malicious
(such as reformatting the hard disk). The executionefribnitoring code doesn’t need the host
system or external software support. There is littléen available about how AppletTrap
rewrites the Java applet code, we suspect that Appfetdaa only add checking code to block
the predefined malicious instructions while PB-JARS emformore comprehensive security
policies.

Many other solutions to Java binary security use behavwmkbinethods, such as Fanjan’s

anti-virus software [34]. In this method, a monitoringstem is employed to intercept the
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system calls made by a Java binary. The system detarmvinether its resource requests are
granted or rejected access. However, with this metherdgb and useful functionalities are also

blocked in many cases.

8. Conclusion
In this paper, we began by introducing binary rewriting techesdo security and discussed

issues when using a binary rewriter as a security toolthate presented our system called PB-
JARS, a security system that utilizes binary rewritiagperiments with PB-JARS demonstrate
that binary rewriters combined with Web proxy caching agoad way to improve end host

JVM security. We show that Java binaries are a smaadtibn of Internet requests and have high
repeated request rates. Consequently, adding binary rewtdi web caching systems can be
very efficient in improving end host security with mirgihpatching inconvenience on end-users.

We conclude this paper with a focus on the research wedmnducted and where we might
expect the research to progress in the future. WetedlePOET because of its intrinsic
simplicity and its availability.

We believe that as new binary rewriters become aiaillor more complex binaries, the
research premise of combining web proxies with binary teveriwill grow in impact. The
promise of strengthening our network perimeter with compsgeurity tools will become even
more pressing as threats continue in the future. Weuaethe ideas presented in this paper will
resonate in the computer security community as a tréoneshy potent and easy way to improve

end host security in distributed systems.
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