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Fault Tolerance and
Configurability in DSM
Coherence Protocols

tolerance. To address these aspects, the
DSM coherence protocol must offer
increased redundancy, decreased reliance
on centralized data and control, support
for servicing requests locally, and control
over the degree of data availability on a
per-data-unit basis. In a page-based DSM
system, as assumed in this article, the unit
of interest is a DSM page. Object-based
systems can use the same protocols. The
Boundary-Restricted (BR) class of coher-
ence protocols2 satisfies these properties
and offers highly available access to shared
data at low operation costs.

In the past, our work focused on a
refinement of BR—called Dynamic BR
(DBR)3—and investigated BR’s as well as
DBR’s properties using analytical tech-
niques for a single DSM page. In this arti-
cle, we use a shared-memory simulator and
a DSM application suite to further study
the BR class of protocols. Our goal is to
investigate the trade-offs between the
degree of fault tolerance, operational costs,
and configurability for various DSM coher-
ence protocols such as Write-Invalidate,
Write-Invalidate with Downgrading,
Write-Broadcast, and various instances of

the BR class. We have chosen to execute
real-world applications in a simulation
environment. These programs generally
use more than a single DSM page, and not
all of these pages are equally distributed
among the participating sites as execution
proceeds. Thus, the behavior of a single
DSM page under a certain coherence pro-
tocol might differ from the results reported
here; however, our results enable a more
realistic judgment of the pros and cons of a
particular coherence protocol.

Impact of the Coherence
Protocol

Data replication can improve perfor-
mance in distributed systems by reducing
the latency to access data and enabling more
requests to access data concurrently. Con-
sequently, a system can tolerate more mal-
functioning components because several
copies of the data exist. Hence, a direct con-
sequence of replication is greater data avail-
ability, that is, the probability that at an arbi-
trary point in time a system can access the
data of a DSM page. Although it can poten-
tially improve fault tolerance, replication
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also leads to a fundamental problem—the
difficulty of ensuring that all replicas are
mutually consistent and that the sites are
not accessing out-of-date (or stale) data.
As a result, each time a shared page is
modified, consistency mechanisms must
ensure that all existing copies are consis-
tent. Page-based DSM systems usually do
this by either transmitting the modified
page or an invalidation message to the
various sites, or by transmitting only the
modified section of the page. The cost for
maintaining mutual consistency in repli-
cated systems can be very high.

Restricting the number of replicas
lowers operation costs because fewer
expensive updates or invalidations must be
made to ensure consistency. However,
fewer replicas also decreases concurrency
and the level of data availability. In devel-
oping robust systems, we try to maximize
data replication and minimize the costs of
consistency-related message transmission.
Clearly, there is a strong relation between
the DSM coherence protocol, operation
costs, and data availability. Some systems
have addressed fault tolerance for DSM,4
but most do not use data replication to pro-
vide high availability. On the other hand,
our work does not consider operational
availability—the operations required to
recover a system and its applications so that
replica fail-over occurs and operational
fault tolerance is provided. This latter topic
is beyond the scope of this research.

WRITE-INVALIDATE PROTOCOL
The Write-Invalidate (WI) protocol

permits multiple readers or a single writer
to access a DSM page, but not both simul-
taneously. Typically, any number of read-
ers can concurrently access a page that is
being accessed in read mode. When a
process tries to write to the page, the sys-
tem multicasts an invalidation to all other
sites storing the page. When a site stor-
ing the page receives the invalidation, the
site discards the DSM page and acknowl-
edges the multicast. In addition, one site
transfers the latest copy of the data to the
site where the write request originated. In
a careful implementation of the protocol,
when all sites respond to the sender, the
write is permitted to complete. Conse-
quently, processes are prevented from

reading stale data because they do not
store a replica when a writer is present.
The effect is to process all updates to the
item sequentially, while reads can proceed
in parallel.

WRITE-INVALIDATE WITH
DOWNGRADING PROTOCOL

The WI Protocol with Downgrading
(WID) is a modification of the WI proto-
col used in DSM systems such as Mirage5

and Mirage+.6 The primary difference
between WI and WID occurs after a
write. During the next shared read access
from another site, the write copy is not
invalidated as in WI. Instead, the page
remains stored and readable at the former
writer’s site. The data from the former
writer is then transferred to the new

reader. Therefore, in WID, a minimum
of two readers are typically using the page
in read mode. Subsequently, a write to one
of the pages that is in read mode might
involve a mere upgrade to write mode
along with an invalidation to the other site.

The WID protocol works well when
a reader and a writer try to access the
same page from different sites. Although
a cost must be paid to transfer the data
from a former writer to a new reader, the
reverse is not true, because in WID a
mere upgrade and invalidation can be
performed when one of the two readers
writes to the page. For these situations,
WID can be much less expensive to use.

COMMON PROPERTIES OF WI AND
WID

Both WI and WID are multiple-
readers/single-writer protocols. During
writes in both WI and WID, data avail-
ability is poor because only one copy of

the data is present in the network. Fur-
thermore, the application’s read–write
ratio will govern the degree of availability:
if it is low (that is, many writes occur com-
pared with the number of reads), avail-
ability will be low. When control trans-
fers from the writing process to other
reading processes, the data becomes much
more available. However, the read–write
ratio of an application is a tenuous prop-
erty on which to base availability.

From a cost perspective, WI and
WID are suited for applications where
the number of successive writes between
two reads is high, as well as applications
that exhibit a high degree of per-site
locality of reference.2 Additionally, there
is no stable system state (when the num-
ber of copies of a page and their location
remain constant), because replicas are
continually being invalidated whenever
a write request is executed.

WRITE-BROADCAST PROTOCOL
The Write-Broadcast (WB)

coherency protocol is an update-based
protocol. When a site obtains write access
to a page, the process updates the page
locally and multicasts the changes to all
other sites possessing replicas. Sites that
store replicas incorporate the updates that
are received and send acknowledgments.
Stored replicas are never deleted in WB.
Once a site obtains a copy of the page as a
result of a read or write request, the item
continues to remain at the site for the dura-
tion of the program. Because every write
operation requires the multicast of update
(or control) messages for consistency, write
operations are expensive,5 particularly
when components are not failure-free and
write operations have to be aborted when
a site cannot be contacted due to site or
communication failures. However, read
operations are extremely inexpensive after
the initial cost of transferring the page to
the site, because reads are local and do not
require remote communication or coop-
eration with other sites. In addition to
allowing multiple readers, several processes
may write the same page at the same time
in WB; this is known as multiple-read-
ers/multiple-writers sharing. Once all sites
cache a copy of the data item, the system is
said to have reached a stable system state.2

Clearly, there is a
strong relation
between the DSM
coherence protocol,
operation costs, and
data availability. 
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The BR Coherence
Protocol Class

The hybrid protocol BR combines
the advantages of WI and WB by using a
multiple-readers/multiple-writers
approach to enhance concurrency and
parallelism. BR typically reduces the
number of replicated copies during write
operations but, unlike WI, lets more than
one replica exist during writes. Therefore,
BR provides greater fault tolerance in
terms of data availability than WI. Unlike
WB, you can specify a maximum number
of replicas to control update costs, which
otherwise could grow in proportion to the
number of sites accessing the page.

DESIGN GOALS AND FUNCTIONAL
MECHANISM

We believe that a coherence proto-
col for a large, error-prone DSM system
must exhibit the following properties:2

1. Limited workload dependability:
the number of copies of a page
should have limited dependence on
the workload—that is, the sequence
of read and write operations.

2. Lower bound in the number of
cached copies: the number of cached

copies of a DSM page preferably
should never be reduced to one. Sin-
gle copies make the DSM system
vulnerable to component failures,
since only one copy of the data exists.
Nonetheless, while increasing the
lower bound on the number of
cached copies results in higher data
availability, it also increases the man-
agement cost.

3. Upper bound in the number of
cached copies: the number of cached
copies should never result in greater
management cost than overall ben-
efit. The protocol should avoid sit-
uations where all clients cache repli-
cas that must be updated during
writes. Consequently, an arbitrary
linear increase in the number of sites
caching a page must also be avoided,
since the probability that a write
operation can successfully complete
decreases significantly in this case.

The BR protocol, which has been
designed along these three design prop-
erties, operates as follows. On receiving
the requested page, a client maps the data
into its memory and uses it according to
the granted mode. The item at a client site
is considered cached in a particular mode

with respect to a particu-
lar request. A mode is a
two-dimensional tuple
consisting of a read
attribute in the first
dimension and a write
attribute in the second
dimension. The mode
determines how subse-
quent read and write
operations function.
Table 1 gives the various
modes used by the func-
tional model.

If the client reads
(writes) the data of a

page cached with a local read (local
write) mode attribute, then this results
in a local read operation (local write
operation) carried out at the client site. If
a particular page or item is cached in a
mode including a global read (global
write) attribute, then a read (write)
request needs to be submitted to the
DSM server. This request is called a
global read operation (global write oper-
ation). Sequential consistency5 is the
basis for our protocol’s memory coher-
ence policy, but weaker forms of consis-
tency can be supported as well.

The BR protocol can be in one of two
phases at a time: A so-called read phase
starts with the execution of the first global
read operation the DSM server receives
after a global write operation and lasts until
the next global write operation. A second
phase, the write phase, starts with the exe-
cution of the first global write operation
the DSM server receives after a global read
operation and ends with the next global
read operation. So, in a read phase, no
global write operations are executed,
whereas in a write phase, no global read
operations occur. Local operations do not
change the phase state of the BR protocol.
A detailed description of BR and its behav-
ioral characteristics is available elsewhere.2

Table 1. Modes (two-dimensional tuples) associated with DSM pages at client sites. 

MODE DESCRIPTION SAMPLE SITUATION

(Local read, local write) Data can be read and modified locally. A client has the only cached copy of the DSM page.

(Local read, global write) Data can be read locally, but write requests The client site is one of many active readers of the
must be submitted to the DSM server. DSM page.

(Global read, global write) Data cannot be read or written locally. The requested DSM page is not cached at the client
Requests must be submitted to server. client site.

(Global read, local write) Not used None

Table 2. Boundary settings of different coherence protocols. N defines the maximum
number of sites in the network, and Rmin, Rmax, Wmin, and Wmax are determined by the

parametric settings supplied to BR.

PROTOCOL

PHASE WI WID BR WB

Read Minimum copies 1 2 Rmin 1
Maximum copies N N Rmax N

Write Cached copies Always deleted Always deleted Updated, Never deleted,
or invalidated or invalidated possibly deleted always updated

Minimum copies 1 1 Wmin 1
Maximum copies 1 1 Wmax N
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PROTOCOL INVARIANTS
The BR coherence protocols exhibit

boundary settings as shown in Table 2.
The DSM server enforces these con-
straints while serving global read and
global write requests that are sent to it.
During a global read operation, BR
guarantees the number of read copies of
a page Nr:

Rmin ≤ Nr ≤ Rmax with   Rmin, Nr,
Rmax ∈ {1, 2, …} (1)

where Rmin and Rmax represent the min-
imum and maximum number of cached
copies in a read phase. Further, BR also
guarantees that during a write phase, the
number of copies of a page, Nw, is

Wmin ≤ Nw ≤ Wmax with   Wmin, Nw,
Wmax ∈ {1, 2, …} (2)

where Wmin and Wmax represent the min-
imum and maximum number of cached
copies during a write phase.

An instance of the BR coherence pro-
tocol class is addressed as BR(Rmin, Rmax,
Wmin, Wmax). Practical settings for these
parameters are discussed elsewhere.2 In
the scope of this article, we focus on a par-
ticularly interesting subclass of BR,
denoted as BR(w, n). We obtain this sub-
class from the general BR coherence pro-
tocol class by setting w = Wmin = Wmax, 
n = Rmax, and Rmin = w + 1. Restricting
Wmin and Wmax in this way helps to keep
costs during a write phase very low while
still providing an acceptable level of avail-
ability if w > 1. Setting w > 1 avoids the
undesirable situation where the number
of copies drops to just one. By setting Rmin
to w + 1 and Rmax to n, w + 1 up to n copies
of a page can exist during as sequence of
global read operations (n is introduced to
simplify the notation). In particular, at the
beginning of a read phase only a single
additional copy must be installed, thereby
minimizing the costs for this operation.
Creating at least one additional copy at
the beginning of a read phase ensures
higher availability without causing exces-
sive costs. Thus, the BR(w, n) subclass
takes into consideration that maintaining
a certain level of data availability during
a read phase costs less than maintaining

the same level of availability during a write
phase.

Note that if the parameter w is set to
1 and n to N (the number of sites in the
network), then the resulting BR(1, N) pro-
tocol is equivalent to the WID protocol.

From Table 2 it is clear that the WI,
WID, and WB protocols violate design
property number 2 given earlier by per-
mitting a single copy to exist during read
and write phases. WB violates design
property number 3 when all clients cache
replicas during the write phase. On the
other hand, BR protocols restrict the
number of cached copies to lie between
defined limits. Ideally, the boundary-set-
ting can be different for every page, lead-
ing to a different degree of availability
per item and different operation costs.

The behavior of WI, WID, WB, and
BR is best understood by examining each
protocol during read and write opera-
tions. Consider the first operation per-
formed on some DSM page p. Assume it
is a read operation. WI, WID, and WB
will satisfy the request by sending page
p to the requesting site; at this point
there is only one copy of p in the net-
work. On the other hand, BR immedi-
ately stores a replica at Rmin different
sites. Any failures that occur at the
requesting site can be tolerated using BR
because of the other existing replicas.
This is not the case in WI, WID, or WB.

Examining the protocols during
write operations, WI, WID, and WB
occupy extremes of a spectrum. At the
lower end is the lack of replication
offered by WI and WID. At the higher
end is the level of replication exhibited
by WB—maximal. BR occupies the
entire area and can be configured to lie

between extremes—never minimal and
never maximal. It is this region between
extremes that presents a suitable com-
promise between the desired level of
replication and operation costs.

Figure 1 illustrates the dependency
between site availability p and data avail-
ability Adata(p) = 1 – (1 – p)a with a > 0
being the number of copies of a particu-
lar page. If all sites of a network (or at
least those sites caching a copy of a cer-
tain page) are available with a probabil-
ity of, for example, p = 0.75, and if only
a single copy of a page is present in the
system, then the data availability of this
page is, of course, Adata(0.75) = 75%. If
the number of copies always available is
increased to a = 2, then the associated
data availability is increased by approxi-
mately 18%. Thus, when using WI,
WID, or WB, minimal data availability
would be 75% in the present example
whereas by using BR(2, n) with n ≤ N,
minimal data availability would be
approximately 93% and, by using BR(3,
n), approximately 98%. Various other
examples can be derived by the given
graphs. All those examples demonstrate
the superiority of BR coherence proto-
cols in terms of data availability if Wmin
and Wmax are appropriately set.

A Comparison

Figure 2 shows the behavior of 
BR(2, 5) in a network of five sites with a
sample reference trace. All sites request
or reference the same page. Recall that
BR(w, n) guarantees that w replicas exist
during a write phase and that r (w + 1
≤ r ≤ n ≤ N) replicas exist during the read
phase. In BR, two types of messages are
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transmitted across the network: control
and data messages. Control messages
contain page invalidations, page down-
grades, page upgrades, or page updates.
Data messages contain actual page data
being transferred to a requesting client.

The example begins with the first
operation, a read operation issued by R2,
which requires R2 to receive a single data
message containing the new page. 
BR(2, 5) guarantees that at least three read
copies are present during a read phase;
hence two more page replicas must be

stored. Three replicas are shown in the
first step of Figure 2. The system uses a
total of three data messages to install the
three replicas, as shown in Table 3. As a
postcondition of this operation, a page
copy at site R2 is compulsory but two other
copies must exist at two other sites. In our
example, these sites are R1 and R4. (The
current implementation of BR uses a pol-
icy that randomizes where the additional
replicas are stored, but to optimize per-
formance, system designers may select
other policies based on page usage statis-

tics.) Table 3 shows the total number of
copies of a page existing after the execu-
tion of the corresponding operation, on a
per-operation basis.

The next read request at site R5
requires that a page be transmitted to site
R5. The local read operation at site R2
requires no messages. The next write
request at site R4 takes place in two phases.
BR(2, 5) must maintain only two page
copies during a write phase. As a result,
first the system transmits two control
messages to invalidate page copies at R2
and R5 (again, picked randomly in this
example). Only then does the write oper-
ation proceed at R4. And second, the sys-
tem transmits a single control message to
site R1 to update the replica. The next
operation, a write request at site R3,
requires that a page be sent to R3 and an
invalidation control message be sent to
randomly chosen site R4. Finally, the sys-
tem sends a single control message to
update the replica at R1 due to the write
operation at R3. The last operation in the
example, a local read at site R1, takes place
without any message costs. Only two
copies of the page exist in the final phase
of the example, because the page mode is
a (local read, global write); the request is

R2R1 R3 R4 R5

Time

Read request R5

Local read R2

Write request R4

Write request R3

Local read R1

Read request R2

Client site caching page copyClient site

Figure 2. Location of copies of a single
page for the BR(2, 5) coherence
protocol. “Read Request R2,” for
example, means that site R2 requested
a DSM page for (global) reading and
the request has been granted. 

Table 3. Comparing the number of messages transmitted and the number of replicated copies available for different
coherence protocols on a five-site network. In BR(3, 5), R5 is randomly picked to cache an additional copy of the page. 

NUMBER OF MESSAGES TOTAL NUMBER OF COPIES

OPERATION WI WID BR (2, 5) BR (3, 5) WB WI WID BR (2, 5) BR (3, 5) WB

Read R2 Control 0 0 0 0 0
Data 1 1 3 4 1 1 1 3 4 1

Read R5 Control 0 0 0 0 0
Data 1 1 1 0 1 2 2 4 4 2

Local Read R2 Control 0 0 0 0 0
Data 0 0 0 0 0 2 2 4 4 2

Write R4 Control 2 2 3 3 2
Data 1 1 0 0 1 1 1 2 3 3

Write R3 Control 1 1 2 3 3
Data 1 1 1 1 1 1 1 2 3 4

Read R1 Control 0 1 1 0 0
Data 1 1 0 0 1 1 2 2 3 5

Breakup Control 4 4 5 6 5
Data 5 5 5 5 5

Total 9 9         10                11                 10 8 9             17               21                  17
Avg. per operation 1.5 1.5 1.6 1.8 1.6 1.3 1.5 2.8 3.5 2.8
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satisfied locally, and the server is never
contacted. The system does not enforce
the invariant in Equation 1 because it is
still in a write phase (local reads do not
cause the system to enforce the read phase
invariant while being in write phase).

In addition, Table 3 compares the
behavior of WB, WI, WID, BR(2, 5) and
BR(3, 5) for the same sequence of read
and write operations as shown in Figure 2,
including the number of messages trans-
mitted and replicated copies available.

Table 4 presents a similar compari-
son but with a larger network of 10 sites.
It extends the sample sequence of read
and write operations to present a more
complete analysis. According to our
observations, the class of BR protocols
proved to be most effective in providing
the following design properties.

• Competitive operation costs. Table 3
shows that in terms of the total num-
ber of messages sent, BR costs as
much as WI and WB. In a larger net-
work (see Table 4), BR transmits
fewer messages than WB and only a
few more control messages than WI.

• Better fault tolerance in terms of high data
availability. In the smaller network
(Table 3), WB, WI, and WID permit
single DSM pages to exist at times. In
WB, sufficient replicas usually do not
exist during application startup. With
WI and WID, this problem persists
throughout the execution of the appli-
cation. On the other hand, BR never
permits the number of page copies to
be less than Wmin.

• Better scaling than WB. Observe the
behavior of WB for the Write R8 and
Write R6 operations in Table 4. The
system is approaching a stable system
state; numerous replicated copies of
the same page are being stored, which
in turn requires numerous control
messages to keep the replicas consis-
tent. Clearly in large networks, as the
system reaches a stable state, WB
incurs very high operation costs for
write operations, making it scale
poorly. BR, on the other hand, can be
set to maintain Wmin ≤ w ≤ Wmax
copies, thus limiting the number of
messages transmitted. Consequently,
BR is configurable to maintain fixed
levels of operational costs even with a
large increase in the number of par-
ticipating sites.

• Configurability. Table 4 shows that
WB maintains too many replicas that
must be kept mutually consistent. WI
and WID, on the other hand, provide
too few replicas and thus cannot pro-
vide high data availability. The class
of BR protocols lets us control the
level of replication by varying Wmin
and Wmax as required by the fault tol-
erance requirements of the system.
The analytical results in Table 4 con-
firm this conjecture.

The Simulator and
Simulator Applications

While the comparison example
described earlier confirmed that BR is
cost effective and provides fault-tolerant

data access, a goal of this work is to
examine BR using real shared-memory
programs. We created a program-driven
simulator that executes commonly stud-
ied DSM programs.9,10 The simulator
lets us compare and analyze WI, WID,
WB, and BR in actual practice.

The simulations use AINT (Alpha
Interpreter),7 a software tool for analysis
of shared-memory systems. AINT simu-
lates parallel programs on uniprocessor
workstations and provides a program-dri-
ven simulation environment. In AINT, a
simulation application is executed until it
generates a memory reference. AINT
then transfers control to the back-end,
which simulates the desired coherence
protocol in response to that memory ref-
erence event. The back-end, coded in C,
enforces the coherence protocols we are
studying such as WI, WID, WB, and BR.
Also, AINT maintains an array of struc-
tures that store the state of the DSM sys-
tem and related results, for example, the
number of messages and transmission
costs. The simulator works on DEC Alpha
workstations running DEC/OSF1 and is
upward-compatible from version 2.0.

AINT and the back-end, together,
simulate a loosely coupled DSM system.
Messages transmitted across the network
are either control or data messages. Con-
trol messages typically contain the DSM
state information, page invalidation, page
upgrade, page downgrade, or page update
information. Data messages contain
actual page data being transferred to a
requesting client. Data messages are con-
siderably larger (1 – 4 Kbytes) than con-

Table 4. Extending the protocols over a larger network (N = 10 sites) and then comparing the number of
messages transmitted and the number of copies available.

NUMBER OF MESSAGES TOTAL NUMBER OF COPIES

OPERATION WI WID BR (2, 5) BR (3, 5) WB WI WID BR (2, 5) BR (3, 5) WB

Total from previous example 9 9         10                11               10 8 9         17               21               17
Read R10 Control 0 0 0 0 0

Data 1 1 1 1 1 2 3 3 4 6
Write R8 Control 2 3 3 4 6

Data 1 1 1 1 1 1 1 2 3 7
Read R7 Control 1 1 0 0 0

Data 1 1 1 1 1 1 2 3 4 8
Write R6 Control 1 2 3 4 8

Data 1 1 1 1 1 1 1 2 3 9
Read R9 Control 1 1 0 0 0

Data 1 1 1 1 1 1 2 3 4 10

Breakup Control 9         11          11               14                19
Data                   10 10 10 10 10

Total 19 21 21 24 29 14 18 30 39 57
Avg. per operation 1.7 1.9 1.9 2.2 2.6 1.3 1.6 2.7 3.5 5.2
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trol messages (96 bytes) and often larger
than the network transfer unit of 1 Kbyte.
The system maintains coherence in the
simulator by transmitting control mes-
sages or data messages to sites that main-
tain or require copies of the page, respec-
tively. Table 5 lists the protocols we
modeled in our simulation study and the
parameters used in the simulator. 

As new technology emerges, we can
adjust the simulation parameters to
reflect the characteristics of leading-edge
hardware and network environments.
This, in turn, will let us project the
effects of new technology on protocol
behavior. As described, the simulation
uses applications to generate memory
reference events. An application for a
DSM system is characterized by its
memory access patterns. These patterns
vary widely, as shown by several mea-
surements we made (see Table 6).

The same DSM applications, written
by different programmers, could poten-
tially result in varied levels of paralleliza-
tion of the problem9 and exhibit differ-
ent communication, memory, and
synchronization behaviors. This is why
our DSM application suite consists of the
following programs, each representing
varied problems, with a broad spectrum
of memory access patterns, locality, prob-
lem size, and synchronization behavior:8

• Parallel Matrix Multiply represents
computationally intensive problems.

• Quicksort represents a class of prob-
lems that require a high level of coor-
dination, synchronization, and man-
agement between processes, at the
same time performing a large num-
ber of local operations. 

• Water-NSquared is indicative of pro-
grams with more activity located at
the participating clients. After the
clients solve their assigned subprob-
lems, these solutions are finally com-
bined to solve the entire problem.10

Table 6 summarizes each program’s
characteristics. The data presents the

mean execution time of 20 application
executions in an environment consisting
of four processors. The table shows the
total number of operations (reads and
writes to memory), the number of read
and write operations to shared memory,
the sums and percentages of read and
write operations to shared memory, as
well as the read–write ratio of operations
to shared memory. Quicksort exhibits an
extremely low read–write ratio, whereas
the other two applications have a very
high read–write ratio; that is, reads from
shared memory are much more frequent
than writes to it.

Experiments and results

The simulations involved running
the programs from our application suite
while varying the underlying memory
coherence protocol. In each simulation
experiment, we ran WI, WID, WB, and
the permissible instances of BR(w, n)
protocols varying the DSM page size
from 512 bytes to 4 Kbytes. The mes-
sage model used in the simulation is
more sophisticated than the one used to
explain the comparison example. In par-
ticular, a 96-byte message acknowledged
every message. These acknowledgments
were counted as control messages. The
size of a message transmitted over the
network was fixed at 1 Kbyte. Therefore,
depending on the size of the DSM page,
up to four 1-Kbyte messages can be sent.
All results presented are averaged over
three simulation runs with identical set-
tings and parameters. Parallel Matrix
Multiply exhibits reproducible execution
patterns on different runs. However, the
Quicksort and Water-NSquared appli-
cations have less deterministic behavior.

PERFORMANCE AND FAULT
TOLERANCE

Our first set of experiments exam-
ines the performance of the different
DSM coherence protocols with respect
to a varied degree of fault tolerance in
terms of data availability.

Figure 3 shows the total number of
messages transmitted (sum of data and
control messages) in a DSM application
using the three coherence protocols 
with pages sizes of 512 bytes, 1 Kbyte, 
2 Kbytes, and 4 Kbytes. We count
acknowledgments as control messages;
this generally doubles the number of mes-
sages regardless of which coherence pro-
tocol is used. Therefore, no particular
coherence protocol is favored. These
observations let us qualify the total
amount of traffic generated by a distrib-
uted application using DSM. The values
help us estimate overhead in terms of
aggregate operations to maintain mem-
ory coherence.

Figure 4 shows the number of data
messages per DSM application using the
three coherence protocols with page
sizes of 512 bytes, 1 Kbyte, 2 Kbytes, and
4 Kbytes. Because the number of data
messages varies significantly among the
coherence protocols, we used a logarith-
mic scale. We did not count the mes-
sages used for initialization of coherence
protocols, because they are not consid-
ered data messages but control messages.
Furthermore, their number is negligible.

Figures 3a and 4a show the results
for Parallel Matrix Multiply.

Here, for all coherence protocols, we
expect that the total number of messages
decreases slightly when the DSM page
size is increased. We also observe this
with data messages: the number of data
messages decreases as the DSM page size
increases. This is because, in the case of
larger page sizes, a single data request
results in the sending of a larger portion
of the DSM segment to the issuing
process. If the process writes in a sequen-
tial fashion to DSM, as Parallel Matrix
Multiply does when creating the result
matrix, then this leads to a decrease of
data-issuing operations, thereby reduc-
ing the number of data messages. Note
that with a larger page size, up to four
network messages must be transmitted
to install a single DSM page. Figure 4a
shows that for WI and WID, the mes-

Table 5. Modeled protocols and simulation parameters.

MODELED PROTOCOLS SIMULATOR SETTINGS

N = 4 SITES N = 8 SITES PARAMETER RANGE

WI WI Page size (for data messages) 512 bytes; 1, 2, or 4 Kbytes
WID WID Control size (for control messages) 96 bytes
WB WB Maximum network transfer unit 1 Kbyte
BR(2 and 3, 4) BR(2 and 3, 8) Network size N 4 sites, 8 sites
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sage traffic is more significantly influ-
enced by page installations. In WB and
BR(w, n), page installations are fewer
than in WI or WID, because the former
protocols use control messages to send
updates. The vast majority of messages
sent by BR(w, n) and WB therefore con-
sist of short 96-byte control messages.

The reason why BR(w, n) coherence
protocols produce higher traffic than WI,
WID, and WB coherence protocols (see
Figure 3a) is that Parallel Matrix Multi-
ply’s read–write ratio, as stated in Table
6, is very high. In this particular case, it is
44. Thus, read operations are frequent,
leading to a decrease in the number of
available copies in WI and WID, thereby
reducing fault tolerance and the number
of coherency-related messages. WB has
superior performance compared to
BR(w, n) because the processors all work
separately. Only a few additional copies
are requested and installed over a long
period of execution time, and only at the
end of the application execution does the
number of copies increase and the appli-
cation require updates with write opera-
tions. In BR(w, n), all w installed copies
have to be updated throughout the entire
execution, consequently accounting for
its higher costs: BR(2, 4) and BR(3, 4)
coherence protocols are required to store
at least two and three copies, respectively,
of any DSM page at any time of the pro-
gram execution. This leads to increased
message traffic in case of a high
read–write ratio, but also to a highly
increased data availability since a certain
minimal number of copies is available at
all times independent of the application’s
current read–write pattern.

The Quicksort application exhibits a
very low read–write ratio (see Table 6).

With a read–write ratio of 1.3, write
operations to DSM are almost as fre-
quent as read operations. Additionally,
Quicksort requires a high degree of syn-
chronization and cooperation among the
participating processes. (We use the
terms process and site synonymously in this
analysis, because for these simulations,
the processes were located at different
sites.) Figures 3b and 4b show the results.

Because write operations are very
likely and dispersed, all sites cache copies
of many if not all DSM pages even in an
early state of the program execution.
Thus, many copies need to be updated at
many sites, resulting in a large number of
control messages if the DSM coherence
protocol exhibits a WB-like behavior—as
is the case for BR(3, 4) and, of course, WB
itself. In these cases, the number of data
messages is quite low. DSM coherence
protocols that behave rather WI-like (such
as WI, WID, and BR(2, 4)) require fewer
control messages but more data messages,
because certain copies must be installed at
the sites at multiple times. Quicksort is a
good example, showing that BR coher-
ence protocols can naturally bridge the
gap between WI and WID coherence
protocols on one side and WB on the
other side in terms of message costs.
Because many copies are requested and
installed at the beginning of the applica-
tion execution, WB does not perform as
well as the other coherence protocols: the
read–write ratio of the application is small,
and the large, increasing number of repli-
cas must be updated frequently. Note that
although the BR(w, n) coherence proto-
cols produce lower message costs than
WB in the scenario, the former guarantee
a minimal degree of fault tolerance at all
times, whereas the latter does not.

Figures 3c and 4c give the results of
the Water-NSquared application. In
Water-NSquared, once the processors
receive a requested DSM page, it usually
remains in possession of the requesting
processor. The processors perform com-
putations individually and partially accu-
mulate information once, at the end. The
read–write ratio of Water NSquared is
51—that is, very high (see Table 6). We
see no substantial difference in this appli-
cation in terms of total number of mes-
sages when the page size is varied, pri-
marily because sharing is limited. The
total number of messages transmitted
reaches its maximum when using BR(3,
4), whereas BR(2, 4) and WB are com-
parable. WI and WID produce substan-
tially fewer message costs. The reason for
the high message costs of BR(3, 4) stems
from the fact that even when using WB,
not as many DSM copies are cached at
the participating sites as for BR(3, 4). For
BR(3, 4), due to the fault tolerance
requirements, at least three copies of any
DSM page are cached at any time.

With respect to DSM page installa-
tions and reinstallations, Water-NSquared
exhibits a comparable behavior to Parallel
Matrix Multiply: the larger the DSM page
size, the fewer data messages are issued. In
terms of the number of data messages,
BR(w, n) basically lies between WI and
WID on one side and WB on the other.
Although BR(2, 4) and WB produce nearly
the same total message costs, Figure 4c
shows that BR(2, 4) reinstalls more DSM
pages than WB, because the former issues
approximately 9 to 15 times the number of
data messages than the latter.

As a general heuristic, we can say that
according to these measurements, BR(w,
n) transmits more messages than WI or

Table 6. Measured characteristics in the DSM application suite.

KEY PROBLEM TOTAL SHARED SHARED SHARED SHARED READ–WRITE

APPLICATION PROPERTIES SIZE OPERATIONS OPERATIONS READS WRITES RATIO

Parallel matrix Computational, 64-by-64 567k 540 × 103 528 × 103 12 × 103 44
multiply intensive integer matrices

(95%) (98%) (2%)

Quicksort Much coordination 1,000 integers 150 × 103 14,275 8,166 6,109 1.3
and synchronization

(9.5%) (57%) (43%)

Water- NSquared Much local activity, 512 molecules 605 × 106 157 × 106 154 × 106 3m 51
few global activities

(26%) (98%) (2%)
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WID. Depending on the read–write ratio
and the application’s behavior, fewer or
more messages are transmitted with
respect to WB. WI and WID transmit
the least total number of messages. This
is because of their conservative behav-
ior—reducing the cached copies to one
during a write operation. As a result,
these protocols do not incur the high
costs of keeping multiple copies of data
up-to-date, but they do suffer from being
highly vulnerable to failure. On the other
hand, the performance in terms of mes-
sage costs of the higher end of BR(w, n)
coherence protocols drops (approaches
the performance of WB) when the
read–write ratio becomes smaller, imply-
ing that the writes are occurring more
frequently. Consider a BR(7, 8) coher-
ence protocol for example, and WB.
While WB will continue to increase the
number of cached copies as new sites
request pages, it may never—depending
on the particular workload—cache copies
at a majority of the sites. BR(7, 8), on the
other hand, will force at least seven copies
of each page to exist in the system
throughout the application’s execution.

It is important to emphasize that nei-
ther WI, WID, nor WB guarantee that
replicated copies exist at all times. WB
potentially allows either each site to cache
the same page, which is excessive, or just
a single page copy to exist in the net-
work, which is minimal. Clearly, any
overhead incurred by BR(w, n) is offset
by the provision of better fault tolerance
in terms of high data availability. Con-
sequently, BR(w, n) incurs competitive
operation costs.

CONFIGURABILITY AND
SCALABILITY

With faster networking technology
and larger systems on the horizon, any
mechanism or protocol that scales poorly
with an increasing number of sites will
result in unacceptable performance. A
direct consequence of having a larger
number of clients is increased commu-
nication. As a result, an important para-
meter to observe when investigating
scalability is the total number of mes-
sages transmitted.

As already noted, WI, WID, and WB
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different number of messages being transmitted, because sharing is minimal.
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provide no mechanism for controlling
the level of data availability provided.
This contrasts with the class of BR coher-
ence protocols that allows control over
the degree of fault tolerance (also called
level of replication). Consequently, it is
often possible to find an instance of BR
that provides the desired degree of fault
tolerance at an acceptable cost. In gen-
eral, operation costs increase as the level
of replication increases. The configura-
bility offered by BR is invaluable when
this class of protocols is used to provide,
for example, a higher (but not excessive)
level of replication—BR(4, 8) for pages
integral to the system’s functioning—and
a lower level of replication—BR(2, 8) for
pages of lesser importance. Such config-
urability helps maximize the degree of
fault tolerance and minimize the associ-
ated operation costs.

Configurability is provided in BR by
establishing an upper bound on the num-
ber of replicas, thereby limiting the
effects of scale and controlling the max-
imum level of replication for each page.
In the second set of experiments, we var-
ied the number of participating sites and
DSM page sizes in Parallel Matrix Mul-
tiply and Quicksort and examined the
behavior of WI, WID, WB, and BR(w,
n). We configured the experiments to
limit the upper bound on the number of
copies to a level we would expect to see in
real environments; our previous work3

showed that a realistic number of replicas
for a page is likely to be eight or less (see
Figure 1). A level of replication exceeding
that increases operation costs but has a
negligible impact on data availability.
Thus, using this small-scale but likely
configuration, our results provide some
general conclusions concerning scaling
the number of replicas for BR systems.

Figure 5 and Figure 6 present our
findings. In each graph, the x-axis indi-
cates the coherence protocol being
examined and the variation in the num-
ber of participating sites—either four or
eight (each participating site hosts
exactly one participating process). For
each coherence protocol, the left bar
presents a network with four participat-
ing sites whereas the right bar indicates
a network of eight participating sites.
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Figure 4. Number of data messages sent by WI, WID, WB, and BR(w, n) for (a)
Parallel Matrix Multiply—WI and WID exhibit higher values due to repeated
DSM page installations; (b) Quicksort—BR coherence protocols behave either
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depending on their configuration; and (c) Water-NSquared—BR coherence
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WI and WID.
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The y-axis indicates the number of mes-
sages transmitted for each coherence
protocol and network. The numbers
listed above each bar of an eight-site net-
work represent the percentage increase
in the number of transmitted messages
when increasing the network size from
four to eight while preserving the
employed DSM coherence protocol.

In examining BR, we see that the
number of cached copies during a write
operation can be fixed in a certain inter-
val (by controlling Wmin and Wmax). As a
consequence, increasing the number of
sites without modifying BR’s parameters
w and n results in x ∈ {w, …, n} copies of
a particular DSM page to be allocated at
a subset of sites Ix ⊆ {1, …, N} with Ix
having a cardinality of x. Depending on
the application and its access pattern, x as
well as Ix might change during execution.
If—due to the application’s access pat-
tern—many subsequent instances of Ix
differ substantially, then the cost increase
is very high, because the coherence pro-
tocol must invalidate and install or rein-
stall a large number of DSM page copies.

If, on the other hand, w remains fixed
while n is increased in correspondence
with N, then the range of possible values
for x increases from {w, …, n} to {w, …, N}.
Thus, the potential of subsequent
instances of Ix to be substantially differ-
ent is higher. This results in a further
cost increase of an application if the
application’s access pattern is character-
ized by a sequence of substantially dif-
ferent x-values spanning a wide subrange
of {w, …, N} during the execution.

Figure 5 shows the results for Paral-
lel Matrix Multiply. Although the total

number of messages of BR(w, n) coher-
ence protocols is higher than for WI,
WID, and WB (due to reasons discussed
earlier), the percentage increase in the
total number of messages transmitted
when increasing the network size from
four to eight and correspondingly
increasing the n parameter for BR(w, n)
is substantially lower than for the other
coherence protocols: for BR(w, n), the
percentage increase is either 3% or 8%,
whereas the percentage increase is 20%
for WI and WID and 26% for WB. The
BR(w, n) coherence protocols seem to
naturally support the application’s access
pattern: various copies are distributed
among the participating sites in read
phases, whereas only a few copies are
maintained during write phases. Since
the application can basically be charac-
terized as a single long “read phase”
(when the lines and columns of the two
input matrices are read) followed by a
single short “write phase” (in which the
result matrix is written), local (that is,
inexpensive) read operations are realized
during the “read phase” and update costs
are reduced by the invalidation of exces-
sive copies at the beginning of the “write
phase.” This behavior results only in a
slight overall cost increase—that is, in
good scaling behavior.

For Quicksort, the results are sum-
marized in Figure 6. Here, the percent-
age increase is 50% to 58% compared to
92%, 94%, and 105% for WI, WID, and
WB, respectively. This behavior is
because through its mechanism, BR(w, N)
has in most cases already installed copies
of a DSM page when the Quicksort
application needed it. Thus, DSM page

invalidations and installations are few. As
a result, read operations that occur after
a write operation are very likely to be
local (that is, inexpensive). This leads to
a reduced overall cost increase when the
network (and therefore the DSM appli-
cation) is scaled.

As an interesting result, for DSM
applications with important access pat-
terns such as Parallel Matrix Multiply
and Quicksort, BR(w, n) coherence pro-
tocols scaled significantly better than
WI, WID, and especially WB for a real-
istic number of cooperating processes
and a number of page copies likely to 
be used in DSM systems. In addition,
BR(w, n) coherence protocols were the
most configurable of the protocols.

MEMORY COHERENCE PROTOCOLS
greatly affect the behavior of DSM sys-
tems and govern the operations costs and
number of messages transmitted. Fault
tolerance and recovery methods gener-
ally depend on replicated copies of the
shared data, available due to the coher-
ence protocols.

Overall, our investigation showed
that BR provides a mechanism to control
the level of replication and hence the
degree of fault tolerance that can be pro-
vided. The related overhead in terms of
the total number of messages transmit-
ted depends on the application’s behav-
ior. As a rule of thumb, BR(w, n)’s over-
head is more than WI and less than WB
if the DSM application exhibits a low
read–write ratio—a spectrum represent-
ing a compromise between the desired
degree of fault tolerance and cost. If the
read–write ratio is high, BR(w, n)’s over-
head might by even higher than the over-
head of WB, especially if the application
does not homogeneously reference the
various DSM pages during execution. In
any case and irrespective of the applica-
tion’s access pattern, BR(n, w) is the only
DSM coherence protocol that guaran-
tees a given degree of fault tolerance in
terms of data availability throughout the
entire application execution.
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WB scaled poorly, and WI and WID
scaled reasonably well. BR(w, n) scaled
better than WI, WID, or WB in the sam-
ples we examined while also being more
configurable. Thus, if you are willing to
pay for a certain degree of fault tolerance
by using an instance of a BR(n, w) coher-
ence protocol, then decreasing the DSM
application’s execution time by scaling the
application to a higher number of proces-
sors will be rewarded by a gentle increase
in terms of transmitted messages.

Since we conceived this article, con-
siderable research has progressed in this
area. We are implementing and measuring
BR in a DSM system built under HP-UX.
We are also examining policies for better
selection of how and when to make copy
adjustments in both the DBR coherence
protocol and its extension DBRpc.11 
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