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Abstract

Mobile Agents are regarded as a promising paradigm for future distributed computing.
Among essential features of mobile agents, communication is a fundamental ability that
enables mobile agents to cooperate with each other. But the presence of mobility raises a
number of new challenges in designing message delivery protocols for effective and
efficient communications between mobile agents, especially the Communication Failure
and Message Chasing problem for highly mobile agents. In this paper, we firstly discuss
ways to solve Communication Failure, and then describe a two-dimensional solution
space for designing inter-agent communication protocols. We also propose a reliable and
efficient mechanism for mobile agent communication named MEFS, which is
implemented flexibly and adaptively. The MEFS provides a location-transparent tracking
mechanism and, in particular, guarantees message delivery under any condition in a
fault-free network. The experiments demonstrate the performance of MEFS too.
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1. Introduction

As a kind of well-encapsulated entity computing in the open and dynamic network
environment, Mobile Agent is thought to be the main distributed computing model based
on the next generation of Internet. It is widely accepted that the mobile agent has the
following key features: autonomy, collaboration, activity and especially mobility. To
exhibit these features, mobile agent must interact and cooperate with others. Although the
typical use of a mobile agent paradigm is for bypassing a communication link and
exploiting local access to resource on a remote server, remote communication, as [1]
emphasizes, is still a fundamental facility in Multi-Agent Systems. Because message
passing, on which more complex mechanisms such as RPC &RMI can be easily built, is a
basic and well-understood form of communication in distributed systems, we adopt it and
focus on the underlying transportation layer in our discussion instead of concerning about
the common semantic layer for knowledge sharing which is done in KQML [2] and FIPA
ACL [3]. But the agent mobility presents distinct challenges to communication
frameworks of the agent system that distributed systems cannot currently address. If the
agents keep stationary, we can ensure that messages will be received within a limited
time in a fault-free network. However, due to the autonomy and mobility of the agents,
the communication object may move from one host to another at any time in the mobile
agent framework. The physical location change of agents will result in a problem of



Communication Failure, that is, before a message gets to one host, the target agent has
left away, making itself unable to receive this message. Even if we use connection
oriented protocols such as TCP, we still cannot guarantee the message delivery to mobile
agents all the same. Because message cannot be instantly delivered, the problem widely
exists in mobile agent systems. In some extreme situations, like the agent moves
frequently, whenever a message reaches a host where the target agent used to reside, the
agent has just left away so it can not get the massage all the time and the message keeps
chasing the recipient around the system but never gets delivered, resulting in a race
condition which is called Message Chasing .If the agent cannot receive messages sent to
it in time, the collaboration will fail and the system may even crash.

In this paper, we first analyze different ways to designing a communication protocol, and
then describe a general-purpose framework. A reliable communication mechanism for
mobile agents named MEFS (Message Efficiently Forwarding Schema) is also brought
forth. Our MEFS implements the delivery process in an effective and efficient manner
and gets high adaptability by configuring protocol parameters dynamically at runtime.
For the convenience, we always assume that the network consists of fault-free FIFO
(First In, First out) channels. That is to say messages will be transferred from one side of
the channel to another orderly without any transmission fault. The remainder of this paper
is organized as follows. Section 2 contains an overview of proposed mobile agent
communication protocols. Section 3 discusses ways to settle Communication Failure and
describes the design space for inter-agent communication protocol. Section 4 presents our
MEFS with its mechanism to solve the problem of message chasing in brief. We analyze
the performance of MEFS in Section 5 and finally conclude with a summary of our work
in Section 6.

2. Review of existing literature

Although a few Mobile Agent Systems, such as Ajanta [4] and Odyssey [5], adopt RMI
or RPC for communication at a higher layer, still many research works propose their
inter-agent message passing schemes respectively. In ICM [6], store-and-forward is the
fundamental architecture. There is a CS (i.e. Communication Server) on each host taking
charge of the communication details. The CS will store messages and try to forward them
to corresponding receivers. If the recipient cannot be located or has moved away, CS will
reject the message or keep it for some period of time before discarding it. It is clear that
ICM is not a reliable system for message passing. “Session-Oriented Communication” [7]
implemented in Mole system [8] uses the method of “request-and-reply” to establish
communication between a pair of agents. When communication failure happens, Mole
will inform the sender and discard the message. Mole cannot offer a location transparent
and reliable communication. Each message sender in Epidaure [9] knows the “home” of
the target object and each host on the migration path of an agent keeps a forwarding
pointer pointing to the next host on the path. Messages are sent to home and then
forwarded to the recipient along the path directed by the pointer. However, a racing
condition may occur if the target agent moves frequently while Epidaure provides no
solutions to it. The same matter exists in VVoyager [10], so they both are not reliable.
MDP [11] organizes a tree-like hierarchy of servers to locate agents and route messages,



but the hierarchy is difficult to be built and, more important, message chasing cannot be
avoided here. MStream introduced in [12] presents a resending—based mechanism. A
Location Manager broadcasts agent’s new location with some strategy and if a message
is sent to an outdated address of the target agent, it will be retransmitted. Because there is
no upper bound of the number of message resending, Mstream cannot meet the
requirement of reliability when agents migrate frequently. A reliable communication
mechanism is stated in [13] based on the idea of snapshot .By broadcasting the

to-be-sent messages and associating different status value with every incoming channel
for each node in the mobile agent system, an agent can receive all of the messages sent

to it. In this algorithm, the traffic overhead is unaffordable when there are a large number
of hosts and agents in the network. Mailbox-based scheme like ARP [14] and JATLite
[15] is another solution in this field. All messages are sent to a mailbox (in JATLIite, it is
called AMR) and wait for agent to check. If the mailbox pushes the message to the
receiver, communication failure and message chasing problem still exists. When a “pull”
method is adopted, synchronization is needed and the receiver will be blocked every time
checking the mailbox.

3. Ways to Approach

Two fundamental issues must be addressed in any communication protocol for mobile
agents:1) tracking the location of target mobile agent, and 2)delivering message to the
agent. If we look at the agent tracking in the process of sending message as a reading
operation and the change of location after the recipient migrates as a writing one, the
reading-writing concurrent access collision on the shared variable “current agent
location” leads to the “dirty reading ” problem, i.e. agent changes its location when the
message is en-route so message is sent to a host where agent does not reside any more. It
is the presence of mobility, not the possibility of fault in the network that causes
communication Failure. We know that there are four main tracking methods for mobile
objects [16] all of which have been applied in the mobile agent systems aforementioned:

* Broadcast/Multicast scheme (BM):The sender sends query messages to all hosts
for location of the receiver or broadcasts agent message directly in the system.
Another way is that the agent broadcasts its new location after each migration. The
BM works efficiently in local network domain, especially in bus-based
multiprocessor systems. But it is impractical in large-scale network because of
large communication overhead.

* Hierarchical scheme (HS):A tree-like hierarchy of servers forms a location
directory here. For each agent there is a unique path of pointers that starts
from the root and ends at the leaf that knows the actual address of the agent. The
HS supports the locality of mobile object migration and communication well.
However the hierarchy is not always easy to construct, especially in the Internet
environment.

* Central Server scheme (CS):A location server is used to keep the track of the
physical location of a mobile agent. Although CS is easy to implement, the
location server in it is really a potential bottleneck of performance.

* Forwarding Pointer scheme (FP):Each host on the migration path of an agent



has a forwarding pointer pointing to the next host on the path so that messages

can be forwarded to the recipient along the path. The FP has less reliance on a
location server and incurs no location registration overhead. But it may be difficult
to guarantee message delivery and shorten the forwarding path if a communication
protocol adopts FP

We can classify ways to solve Communication Failure into three categories:

Ostrich: Discarding messages in Mole and ICM when a host does not know where the
recipient locates is an instance of Ostrich. The Ostrich ignores the problem and does
nothing for Communication Failure so it cannot contribute to a reliable protocol in
mobile agent systems.

Avoidance: Avoidance, which is widely adopted, establishes some mechanism to prevent
delivering messages to a host on which the recipient does not reside so that the
communication failure will never happen. Synchronous methods are mostly used here,
but agents are disallowed migrating until having collected all ACK messages needed,
which makes Avoidance economically ineffective and technically inefficient, especially,
in the Internet.

Detection: In Detection, the system must be able to detect communication failure and
take some measures to deal with lost messages. For the “nature of agents”, Detection
always uses asynchronous ways to implement communication within mobile agents.
However, it is difficult to design a reliable Detection with its side effects, like Message
Chasing, well settled. Some protocols presume different conditions such as having known
the topology of the network or destination of migration in advance, while these
assumptions are not always reasonable and we will not consider here.

4. MEFS: A Reliable and Efficient Communication Mechanism

To allow mobile agents communicate seamlessly regardless of their location, each agent
is assigned a globally unique name when it initializes from which its homeplace’s address
can be easily resolved. Meantime, each node in the network keeps table recording

information about the agents currently residing in it and the agents initialized on it. When
migrating, agent must unregister, leaving a forwarding pointer, when it leaves a node and
register when arrives at a new one. Assuming agent b migrates from some node Pb to P
’b as an example: When b prepares to migrate, it sends a control message to its
homeplace Hb ,telling its target P’b .After informing Pb to update its status table, b
moves to node P ’b and registers to P b by adding or updating an entry in the status table
stored in P ’b. Actually, control messages are generated after agent having made the
migration decision, so here we have no preknowledge of agents action and also make no
limitation to migrations. Forwarding messages asynchronously is the core of MEFS. To
deliver message efficiently with less limitation to agent migration, a module
“Communicator” in every node processes each incoming messages with responsibility for
registration. If agent a resides on the same node as b, messages can be sent to b just
within the node; otherwise Communicator will look for the status table maintained in the
same node or query b ’s homeplace for b ’s location and then forward the messages to the
desired next node. Even though agent b is roaming in the Space freely, we can easily



forward messages because b has left a pointer linking to the next host every time it
migrates. Messages are forwarded along a chain logically constructed by the recipient
and we need not query b’s homeplace every time leading homeplace to be a potential
bottleneck of the system.

Since it is believed that asynchronous methods cannot fully solve the message-chasing
problem, we use synchronous communication when racing occurs but constrain agents
autonomous migration as little as possible. MEFS achieves synchronous by using
Chasing Message Register and Over-speed Agent Blocking. Chasing Message Register
means that if a message has been forwarded with a given times CO, the message is then
thought as a “chasing message” and its serial number will be sent to the recipient’s
homeplace to store. On the other hand, each agent must calculate the velocity itself once
reaching a node. The velocity can be the average speed in a given period of time. If the
velocity exceeds a given maximal VO, the agent should establish a connection with its
homeplace, getting and then deleting the chasing message number list for it. Agents will
be blocked at current node until all chasing messages are received. This is so-called
Over-speed Agent Blocking. If agent’s velocity is low, the message will catch their
recipient affirmatively. While the agent migrates frequently, the strategy of over-speed
agent blocking can surely avoid message chasing. Besides being blocked when over-
speed, each agent in MEFS must contact its homeplace and wait for chasing messages at
intervals. We name the interval TS. By synchronizing regularly, we can guarantee that
the recipient, no matter how the network condition changes, will receive the message
eventually. With Chasing Message Register, Over-speed Agent Blocking and Regular
Synchronization, Message Chasing problem is eradicated and a reliable communication is
finally achieved in MEFS. From the experiment, we observe that all the messages will be
delivered within a limited period of time.

6. Performance Evaluation

The MEFS scheme was pitted against a normal non-MEFS to identify the performance
benefits of our strategy over a conventional framework. NS2 was used to simulate this
comparative performance evaluation environment wherein a simulated environment
consisting of a random graph possessing nodes of the order of 50 to 1000 were generated.
The mobile agents were then allowed to migrate from node to node and the MEFS
algorithm was used to compare the number of messages that could not be delivered to the
target agent. Our measure of success in this simulation has been the number of failures in
catching up with the target agents. The number of messages that could not be delivered to
the target agents form the true performance evaluation of our work. Figure 1. attached
below comprehensively details the benefits of using our approach vis-a-vis the non
MEFS scheme.
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Figure 1. A performance comparison of the MEFS Vs non-MEFS scheme to gauge the
number of messages that could not be delivered to the target agent.

6. Conclusions and Future Work

The communication infrastructure plays an important role in Mobile Agent Systems. In
this paper, after describing a general framework for designing message delivery protocols
in mobile agent systems, we briefly propose an adaptive mechanism —MEFS
(CO,V0, TS ), which not only realizes a reliable communication but also achieves high
efficiency for the system. In MEFS, agents can roam with little restriction in the system
and receive all messages in a limited period of time. Although agents will also be blocked
at the time of over-speeding, this happens with little probability. In addition, maintaining
information and forwarding messages at each host in the system will not cause great
overhead in most cases. There are some problems yet to be settled for MEFS, such as
dynamic configuration of system parameters and path compression technique for message
forwarding. We will try to solve these problems in the future work.
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