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Ü�T�VXWXfqWXfg]_[Ufq[iÝµT"kÄmckÄWXQ4Y�T�YZ]_[iÝµY�bUplW:fqRipgQ�Þ+Üaßàw�á ko~UT\k

T}WXWXV(T_e0WXQSvZQ4â½WXQ4[;kÄfgj_QËfq[½j_Q�knW:fqÝªT}W:fq]\[	ãq|�tiz½t½äitªåitc{ct½æctcçctªèitªxUt
|Séit±|_|0ê¨��ëì~iQ�kÄQ�T_RiRiV:]\T\e(~iQSk�kX~UT�V:QZ]_[iQÁe0]_YZYZ]_[µ^rQ�T}WXbUVXQ\í
WX~UQ4m¼Q�T_e(~�RUT�VXWXfqWXfg]_[�T"kÄmckÄWXQ4Y	á k�«8¢O�8�U�4¢O�c�:�}¥/������¥q�0�o�4�U¢¬�}»
¢¨�¤�}�3îrf¨� Q_�gtUTB[iQ0W:pqfsknW8ï8�
ð¬[	ãl|Fz�ê¨t_�aQ�vcQSYB]\[UkÄWXV(T}WXQìkXbiñUkÄW:T�[ªW:fgT_p½T\vcj}T�[ªW:T_Ý_Q�kº]_^HT_bcò

WX]\YoT}WXfse4T_pqpgmoRUT_VÄW:flW:fq]\[ifq[UÝBTBkÄmckÄWXQSY�á k+ (�c�H�4¢O�¤���H��¥¾«¨�i�(�4� ¶a�(�}»
¢¨�¤�}�BV:T�WX~iQSVaW:~UT�[ÁflW(kìknW:VXbUe0WXbiV(T�p�fgYZRipqQSYZQ4[ªW:T�WXfg]_[���w
^rbi[Ue0ò
WXfg]_[;T�p�kXR;Q�e0fqó;e4T�WXfg]_[KfgkoQ�kXkXQ4[ªW:fgT_pqpgmÇT"kÄQ�ô\bUQ4[ªWXfsT�pqò¨RUVX]\Ý_V(T�Y
vcQ�kXe4VXfgRcWXfg]_[�]_^±T�kXmcknW:Q4Y	á k�vcQ�kÄfgVXQ�v	ñ;QS~UTFj½fq]\VS�Ëw�bcW:]_YoT}W:QSv
^rbi[Ue0WXfg]_[UT_p±RUT_VÄW:flW:fq]\[ifg[iÝ3�ìT_k�QS[UT�ñipgQSv�t�T_[Uv"ñ;QSÝ\T_["WX]ÒT_Rcò
RHQST�VBT_k�T�j½fgT_ñipqQÁT�pqWXQ4V:[UT�WXfgj_QZWX]õknW:VXbUe0WXbiV(T�paRUT�VXWXfqWXfg]_[Ufq[iÝ;t
fg[�W:~iQ3Q�T�V:pqm¼x\éiá kZ��~iQ4[KW:]_Rcò¬vc]}��[KYBQ4WX~i]cvc]\pq]\Ý_fgQSkZbUkXfg[iÝ
YoT_e(~ifg[iQ4ò¨V:QST\viT�ñipgQº^rbi[Ue8W:fq]\[UT�pªkÄRHQSe4flóHe4T}W:fq]\[àpgT_[iÝ_bUT_Ý_Q�k�î¤Q_� ÝU�gt
öË÷ËPËø
T�[Uv"ö�QSVXfgpg]_Ýªï�Ý\T�fg[iQ�võRH]_RUbipgT_VXfqWnm_��Þ�fgÝ_biV:Q3|ofgpqpgbUkÄò
WXV(T}W:QSkËWX~UQBvcfqù�Q4V:Q4[Ue4QBñHQ0Wn�/Q4QS[õkÄWXV:bUe8W:biV(T�p�T�[Uv3^rbi[Ue0WXfg]_[UT_p
RUT_VÄW:flW:fq]\[ifq[UÝU��ð¬[�kÄWXV:bUe0WXbiV(T�p�R;T�VXWXfqWXfg]_[ifg[iÝUtF]\[iQ�óUV(knW�kÄm½[ªWX~iQ4ò
kXfqúSQSkBTõe4bUknW:]_YBò£RiVX]ce4QSk:kÄ]\V�~UT�V(vc�ìT�V:Q�kÄWXV:bUe8W:biVXQ	T�[;vÈWX~UQ4[
RUT_VÄW:flW:fq]\[UkËWX~iQZknW:VXb;e8WXbUVXQZT�YZ]_[UÝ�RUT_VÄW(k4t���~iQSVXQ�T_kËfq[õ^rbi[Ue0ò
WXfg]_[;T�p�RUT�VXWXfqWXfg]_[Ufq[iÝ;tc]_[iQËóUV(knWìRUT_VÄW:flW:fq]\[UkaWX~iQ�kXR;Q�e0fqó;e4T�WXfg]_[
fg[\W:]�kXYoT�pgpqQSVËR;T�VXW:kSt�T�[Uv3WX~iQS[µkXm½[\W:~iQSkXfgú4QSk�T�e0bUkÄWX]\YûRiVX]_ò
e0Q�kXkX]_V�^r]_VZQST\e(~ÇRUT_VÄW��ÇÞibi[Ue0WXfg]_[UT_pìRUT�VXWXfqWXfg]_[ifg[iÝ;á kBT_vcj}T_[cò
W:T_Ý_Q�k�fg[Ue4pqbUviQ_í"în|�ï�WXV:Q4YZQS[Uvc]_b;kÄpgmÈVXQ�vcbUe4QSv�ðXü_ý�tìîOz_ï�fgYBò
RiV:]}j_Q�v�e0fgV(e0bifqW�R;QSVÄ^r]\VXYoT�[;e0Q_t;î¤ä\ïºRUT_VÄW:flW:fq]\[ifg[iÝàVXbi[ªW:fqYZQSk+fg[
WX~UQ�kÄQ�e0]\[Uvikì]_V�YZfg[½bcWXQ�k�V(T}WX~UQ4VìWX~;T�[	~i]_bUV:kStÃîrå½ï/]_V(vcQ4VXò£]�^�ò
YoT�Ý\[iflW:bUvcQ�V:QSvibUe8W:fq]\[Uk�fg[3ñ;QS~UTFj½fq]\V:T_p�T�[Uv	pg]_Ý\fge�kXm½[ªWX~iQ�kÄfsk
V:bi[ªWXfgYBQ�k4t�îO{\ï�fg[UvcQ4RHQ4[;vcQ4[ªWXpgm�VXQ�T_viT_ñipqQ¡îOT�[Uv	~UQ4[Ue4Q�kXfqY�bcò

þ

Control

unit
Datapath

Control

unit
Datapath

path

rol

it

Cont

un

Data

(a) (b)

Synthesis

Partitioning

Partitioning

Synthesis

Control Datapath
unit cationSpecifi

Functional specification Functional specification

ÿ��������Hí	��

������������������������
��! "����#�$%��#��&

'('�)+*,�.-/��01#���$%�������2

'�'�)+3
pgT�W:T_ñipqQaT�[Uv�viQ4ñibiÝ\Ý\T_ñipqQFïHRUT�VXW:kSt}T�[UvoîOæ\ïÃT�e0]\[UkÄfskÄWXQ4[ªW�W:QSe(~cò
[ifsô\bUQÒ^r]\V�ñH]�W:~ ~UT_V:vi�/T_VXQÒT_[UvÊ~;T�V(vc�/T_VXQ}ü}kX]�^�Wn�ìT�V:QÁR;T�VXò
WXfqWXfg]_[ifg[iÝ;taV:QSe4]_Ý_[UfqúSfq[iÝÒWX~UT�W�kÄ]_^�Wn�/T_VXQ�T�[UvKe0b;knW:]_Y ~UT_V:vcò
�/T_VXQ	T�V:Q	pq]\Ý_fse4T_pqpgmÈQSôªbifgj}T�pgQ4[ªWSt/YZQ4V:Q4pgmÇVXQSRiV:QSkXQ4[ªWXfg[iÝ"vcfl^�ò
^rQ4V:Q4[ªW�fqYZRipgQ4YZQS[\W(T}W:fq]\[�]\RcWXfg]_[;k4��ëì~iQ�kÄQ�T\vcj}T�[ªW:T_Ý_QSkìe4]_YZQ
T}W�W:~iQ�e4]\kÄW�]�^�T�kÄYoT_pqpifg[Ue4VXQ�T_kXQ�fq[oÝªT}WXQ�k4t\T�[UvokXfqÝ\[ifqó;e4T_[\W:pqm
YZ]_V:QÁe0]\YZRipqQ4âÈRUT�VXWXfqWXfg]_[ifg[iÝµT�[UvÈQ�knW:fqYoT�WXfg]_[ÈW:]ª]\pgkS�ÈÞ�fqÝ_ò
biV:Q¼z¼~UfqÝ\~ipqfgÝ_~ªW(k�Wn�a]_ò¨�ìTFm<RUT�VXWXfqWXfg]_[Ufq[iÝ�Q4â½RHQ4V:fgYBQS[ªW:k�fg[
ãl|Fz�ê£t_kÄ~U]}��fq[iÝËWX~UQ�VXQ�vcbUe8W:fq]\[Uk�fq[BðXü_ýyîrYoT}âcfgY�biY ]_[�QSflW:~iQ4V
RUT�VXWStFT�[;v�WX]�W(T�p\]_[àñ;]_WX~�R;T�VXW:k(ïH]_ñcW(T�fg[iQSvà��~iQS[�bUkXfq[iÝ�^rbi[Ue8ò
WXfg]_[UT_p¾RUT�VXWXfqWXfg]_[Ufq[iÝZfg[UkÄWXQST\v�]�^�kÄWXV:bUe0WXbiV(T�p¾RUT_VÄW:flW:fq]\[ifg[iÝU�
d½Q4j\Q4V(T�paQST�V:pgmõ^rbU[Ue8W:fq]\[UT�pìRUT_VÄW:flW:fq]\[ifq[UÝõT�RURiVX]ªT_e(~iQ�kà^r]�ò

e0bUkXQSv	]\[�RUT�VXWXfqWXfg]_[Ufq[iÝ¡T_VXfqWX~UYBQ4WXfse8ò£pqQSj_QSpºviT�W:ToT�[;v�e0]_[ªW:VX]\p
]_RHQ4V(T}W:fq]\[UkËT_YZ]_[iÝÁ~UT�V(vc�ìT�V:Q�ñipg]½e54ckBãl|�äct+|4åit+|F{½t�|Sæct+|}çSê¨t
��~ifgpqQ�]_WX~iQSV:k�~;TFj_Q�^r]ce0bUkXQSvà]\[�R;T�VXWXfqWXfg]_[ifg[iÝ�e0]ªT�V(kÄQSVÄò£Ý_V(T�fg[iQSv
^rbi[Ue0WXfg]_[Uk�î¤T�pgÝ_]\VXfqWX~UYBfse8ò£pgQ4j_QSp¾kÄbiñUVX]\bcWXfg[iQSk(ï�ãq|SèFê£��63]_V:Q�VXQ4ò
e0QS[\W:pqm\t}WX~UQ/RUVX]\ñipqQSYy]�^UR;T�VXWXfqWXfg]_[ifg[iÝàT�YZ]_[iÝ�~UT_V:vc�ìT�V:Q±T_[Uv
kÄ]_^�Wn�/T_VXQ�ñipg]ce54½k¡~UT_koT�WÄWXV(T_e0WXQ�v�Y�bUe(~<T}WXWXQ4[ªW:fq]\[¸ãq|Sxitaz�éct
zc|�tÃz\z½t�z�äctÃz�åit�z_{it¾z_æFê"7ÃYZ]\kÄW�]_^�WX~Ufgk�^r]ce0b;kàbUkÄQ�kàe0]\T_V:kXQ4VXò
Ý_V(T�fg[iQSv¡^rbi[Ue0WXfg]_[UkS�
Ü�V:Q4j½fg]_bUkÁ^rbi[Ue0WXfg]_[UT_p�RUT_VÄW:flW:fq]\[ifq[UÝ�W:QSe(~i[UfgôªbiQ�k�bUkXQSvAT

e0bcWXò¨Q�vcÝ_Q�k�T_RiRiV:]\T\e(~"WX]ÒðXü\ý2fqYZRipgQ4YZQS[\W(T}W:fq]\[�t±kXfqYZfgpgT_V�W:]
knW:VXb;e8WXbUV:T_p±RUT_VÄW:flW:fq]\[ifq[UÝ�WXQ�e(~i[ifsô\bUQSkS�3ð¬[ÇRUT_VÄW:fge4bipgT_VSt�W:~iQ4m
óUV(knW�e0V:QST�WXQËT�Ý_V(T�RU~¡VXQSRiV:QSkXQ4[ªW:T�WXfg]_[¡]_^�WX~iQàkXm½kÄWXQSY	tc��~iQ4V:Q
QST\e(~�[i]cvcQ	V:Q4RiV:QSkXQ4[ªW(koT�[K]_RHQ4V(T}WXfg]_[K]_VoTõ^rbi[Ue0WXfg]_[�t�T_[Uv
QST\e(~yQSvcÝ\QÇVXQSRiV:QSkXQ4[ªW:k3WX~iQ98U]}� ]�^�viT�W:TÊT_YB]\[iÝÊ[i]cvcQ�k4�
ëì~iQ4m¼WX~iQS[<RUT�VXWXfqWXfg]_[�W:~iQ�[i]cvcQ�k�T�YZ]\[iÝ"RUT�VXW:kSt�T�[UvKfgY�ò
RipgQ4YZQ4[ªW�T�bU[ifgôªbiQÁkÄQ4W�]�^���fgVXQ�k�^r]_V�QST_e(~ÇvUT}W:T	Q�vcÝ_Q¡WX~UT�W
e0V:]\k:kÄQ�kàñ;Q4Wn�aQSQ4[ÈRUT_VÄW(k4tº��flW:~Ç]_[UQo]_V�Wn�/]3e0]\[\W:VX]\p�kÄfgÝ_[;T�psk
^r]_V�Q�T_e(~�kÄQ4WS��ð¬[�WX~Ufgk�RUT�RHQ4V�tc�aQ�RUVX]\R;]ªkÄQ�TB[iQ4�¸T�RURiVX]ªT_e(~
WX]3ðXü\ý fgYZRipgQ4YZQ4[ªW:T�WXfg]_["^r]\V�^rbi[Ue0WXfg]_[UT_paRUT_VÄW:flW:fq]\[ifg[iÝUtºbUknò
fq[UÝ�T¡kXfq[iÝ\pqQ�ñibUk�^r]_V�T_pqp�fq[ªW:Q4VXò£Þ+Üaßàwye4]_YZY�bU[ifgeST}W:fq]\[���ð¬[
]_biVËT�RiRiV:]\T\e(~�tc[i]cvcQ�k�VXQSRiV:QSkXQ4[ªW�e0]ªT�V(kÄQ4ò¨Ý\V:T_fq[iQ�vZ^rbi[Ue0WXfg]_[Uk
^rVX]\Y W:~iQ3kÄRHQSe4flóHe4T}W:fq]\[�tìT�[UvKQST\e(~�Q�vcÝ_Q�V:Q4RUVXQ�kÄQS[\W(koviT}W(T



Unpartitioned Funct. partitioned Funct. part. w/ bus
Example Max I/O Total I/O Max I/O Total I/O

IO Size reduction reduction reduction reduction
2p-fact 99 19697 49% 60% 66% 77%
rsa 132 22614 53% 67% 76% 85%
chinese 99 28471 45% 27% 86% 85%
vol 110 17028 33% 29% 39% 39%ÿ��:�;�	<�í>=�?�@A��BDCE#�$%�����F�� G��H����F#���HI0J#���$%��������
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WXV(T�[;kn^rQSVXV:QSv�vibiVXfg[iÝàe4T_pqpsk�ñªm�]\[iQ/^rbi[Ue0WXfg]_[�WX]àT�[i]_WX~iQSVS��ëì~iQ
ñibUk�fgYZRipqQSYZQ4[ªW:kËWX~UQSkXQ�^rbi[;e8WXfg]_[µe4T_pqpsk4t¾kX]��/Q�V:Q0^rQSV�W:]�W:~iQ
ñibUkàT\k�W:~iQo­��c�H�4¢¨�¤�}�½¿��½«8�àð¬[ÒQSk:kXQ4[Ue4Q_t¾T�pgp�viT}W(T¡QSviÝ_QSk�T�V:Q
Y�bUplW:fqRipgQ0âcQ�v�]}j\Q4V�TàkXfq[iÝ\pqQ�ñUbUk4tªT�[UvZT_pqpie4]_[ªWXV:]_pikXfqÝ\[UT�psk�T�V:Q
Q4[;e0]cvcQSvÁfg[ÁT�[	T_vUvcVXQ�kXkSt½T�pskÄ]BY�bipqWXfgRipgQ0âcQSvÁ]}j_QSV±W:~UT}W�k:T�YZQ
ñibUkS�ZÞºfgÝ_bUVXQozÁfqpgpqb;knW:V:T�WXQSkËW:~iQZ^rbiVXWX~iQSV�V:QSvibUe8W:fq]\[Ukàfq[µðXü_ý
��~iQS[3bUkXfq[iÝ�ToñibUkËV(T}WX~UQ4V�W:~UT�[õe0bcWXò¨Q�vcÝ_Q�k�^r]_VËðXü_ý fgYBRUpqQ4ò
YZQ4[ªW:T�WXfg]_[	T}^�W:Q4V�^rbi[;e8WXfg]_[;T�p¾RUT_VÄW:flW:fq]\[ifq[UÝU�
w>kÄWXV:bUe8W:biV(T�pqò¨RUT_VÄW:flW:fq]\[ifg[iÝ	ñUT_kXQSvµW:QSe(~i[ifsôªbiQ�vcQ�kXe4VXfgñHQSv

fg[¸ãq|Sé}êËT�pskÄ]ÈT_fqYokBWX]ÈV:QSvibUe0Q	ðXü_ý�t�R;T�VXWXfse0bipsT�V:pqmÇ^r]_Vopg]_Ý_fse
Q4Y�bipsT}WXfg]_[ÈkXmcknW:Q4Yok4�Áëì~iQZWXQ�e(~i[ifsô\bUQ�T�[UT_pqm½úSQSk�WX~UQZWXV(T�[UkÄò
^rQ4V(k/]}j_QSV±fg[\W:Q4VXò£Þ+Ü/ßàwÊpg]_Ý_fse4T_p;��fgV:QSkaVXQ�kÄbipqWXfg[iÝBT}^�WXQSV�knW:VXbUe0ò
WXbUV:T_pªR;T�VXWXfqWXfg]_[ifg[iÝUt�T_[Uv�W:~iQ4[BY�bUplW:fqRipgQ0âcQ�k�kXbiñUkXQ0W(k�]�^iW:~i]\kXQ
WXV(T�[;kn^rQSV:k�]}j\Q4V�kXfq[UÝ_pgQ�Ri~½mckÄfse4T_p���fqV:QSk�fq[ÒT¡RifqRHQ4pgfg[iQSv�YoT_[cò
[iQSVSt�WX~UVX]\biÝ_~�W:~iQ/bUkÄQa]�^UkX~ifq^�W�V:Q4Ý\fgkÄWXQSV:kSt�kXfgYBRUpqQìvcfsknW:VXfgñibcW:QSv
e0]\[ªWXV:]_pgpqQSV:kSt�T�[UvõY�bUplW:fqRipgQ¡e0pg]ce54ck4��ýËbiV�T�RURiVX]ªT_e(~õfgkàj\Q4V:m
vcfqùHQSVXQS[ªWaT_k�fqWafsk�ñ;T_kXQSvB]_[Z^rbi[;e8WXfg]_[;T�pUR;T�VXWXfqWXfg]_[ifg[iÝUt\��~i]\kXQ
T_vijFT_[ªW:T�Ý\QSk/�/Q4V:QËpgfgkÄWXQ�v�QST�V:pgfqQSVS�
ÞibU[Ue8W:fq]\[UT�p�R;T�VXWXfqWXfg]_[ifg[iÝ	WXQ�e(~i[ifsôªbiQSk�T_VXQoe4]_YZRipgQ0âµT_[Uv

~UTFj\Q�T�RiRHQST_VXQ�vÁfg[�YoT�[½m�QST�V:pgfqQSV�Ribiñipgfse4T}W:fq]\[Uk�ãq|�z½t�|SxitHz�éit
zc|_t;z�æctUzªçSê£tUkÄ]Z�/Q�vc]Z[i]�W�vcQ�kXe4VXfgñHQàkXbUe(~ÁWXQ�e(~i[ifsô\bUQSk�~iQSVXQ\�
ð¬[UkÄWXQ�T_v¾tª�aQ�vcQ4YZ]\[UknW:V:T�WXQ�W:~iQËT_ñifgpqfqWnmBWX]�W:V:T\vcQ4]_ùÁðXü\ý T_[Uv
RHQ4VX^r]_V:YZT_[Ue0Q���~iQS[�bUkXfg[iÝÒW:~iQ�Þibi[;e8WXfg]_[LMab;k4t/ñ½mÈjFT_VXm½fg[iÝ
WX~UQ±ñibUkºkÄfgú4QaT�[Uvà~iQS[Ue0Q±YZTE4½fq[iÝËkÄQSVXfsT�p�j\Q4V(kÄb;k¾RUT�V(T�pgpgQ4p_e4]_YBò
Y�bU[ifgeST}W:fq]\[�WXV(T_vcQS]�ù¾k4�ºð¬[�W:~iQaV:Q4YoT_fq[UviQ4V�]�^iW:~ifgk�RUT_R;QSVStF�/Q
vcQ�kXe4VXfgñ;QËWX~UQ�RUVX]\ñipqQSY	tikÄbiYZYoT�V:fgú4QËWX~iQ�ÞibU[Ue8W:fq]\[,M/bUk�e0]\[cò
e0QSRcWSt¾�ìT�p14�WX~iV:]_bUÝ_~3T�kÄYoT�pgp�Q0âiT�YZRipgQ_t¾kXbiYZYZT_VXfgú4Q�WXV(T_vcQ4ò
]�ù¾k�]\ñcW:T_fq[;T�ñipgQ�]_[okXQ4j_QSV:T_piV:QST�pUQ0âiT�YZRipgQSkSt\vcfsk:e0bUk:k�e0bUVXV:Q4[ªW
kÄW:T}W:bUk�T�[;v�^rbiWXbiV:Q��a]\VN4�tcT�[;v�RiV:]}j½fgviQàe4]_[Ue4pqb;kÄfg]_[UkS�
O P �iØ��RQ�S;T ÙUSÃ�½���UÛ�V��iÛnØ ×
WµQ�^r]ce0b;k�]\[ÒRUT_VÄW:flW:fq]\[ifq[UÝÁT�kXfg[iÝ_pgQ�^rbi[;e8WXfg]_[;T�p+RiV:]½e4QSk:k

T�YZ]\[iÝ¼Y�biplW:fqRUpqQ"RiV:]ce0QSk:kX]_V(k3îrQ4âªW:Q4[UkXfg]_[UkÁ^r]_V	e0]\[Ue0bUVXV:Q4[ªW
RiV:]ce0QSk:kXQSk�T�V:Q�vcfskXe4bUk:kÄQ�vZfq[�d½Q�e8W:fq]\[¡æ\ï8��ëì~ifsk�RUVX]ce0Q�kXkSá�Q4â½Q4ò
e0biWXfg]_[oe4T_[oñ;Q�j½fgQ4�/QSvZT_k�T�kXQ4V:fgQSk+]�^�^rbi[;e8WXfg]_[¡eST�pgpgkS�+u�QST\vik
T�[;và��VXfqWXQ�k¾]�^cÝ_pg]_ñ;T�p}j}T�V:fgT_ñipgQSk�T_VXQ�T�pskX]ìWXV:QST}W:QSvàT_k�^rbi[Ue0WXfg]_[
e4T_pqpskSt\��fqWX~�WX~iQ�fq[URibcW�]_Va]_bcW:RibcW�viT}W(T�WXV:QST�WXQ�v¡T_k/T�[¡fg[iRibiW
]_Và]\bcWXRibiW�RUT�V(T�YZQ0W:Q4V�t�T�[UvµT�[½mÒT_VXV(TFm	fq[;vcfge4QSk�W:VXQ�T}WXQ�võT\k
T_vUvcflW:fq]\[UT�p�RUT_V:T_YBQ4WXQSV:kS�XWµQ"T_k:kÄbiYZQÒWX~iQõ^rbi[Ue0WXfg]_[Uk	T�V:Q
[i]\[cò¨V:QSe4biV(kÄfgj_Q\t;��~ifse(~ÒkXfqYZRipgfqóUQSk�W:~iQBÞUbi[Ue0WXfg]_[,M/bUk�fgYBRUpqQ4ò
YZQ4[ªW:T�WXfg]_[�tË��~ifgpqQ"T�pskÄ]�ñ;QSfq[UÝKT�VXQ�knW:VXfse8W:fq]\[<fqYZRH]\kXQSv ñªm
YZ]\kÄW�kÄm½[ªWX~iQ�kÄfsk/WX]½]\pgkS�
d½bUe(~�T�[ÇQ4â½Q�e0bcW:fq]\[ÇYZ]cvcQ4pì~UT\k�W:~iQ�^rQ�T}W:biVXQ�WX~UT�W�]\[ipqm

]_[UQa^rbU[Ue8W:fq]\[�fsk�T_e0WXfgj_Q�T}W�TËWXfgYBQ\��ëì~ªb;k4t���~UQ4[B�aQìRHQ4VX^r]_V:Y
^rbi[Ue0WXfg]_[�eST�pgpgk�]}j_Q4V+W:~iQ�ñUbUk4t\WX~UQ4V:Q�fgk±]_[ipgm�]\[iQ�ñib;k�bUkXQ4V±T�W
T�WXfgYZQ_tUkX]BWX~iQSVXQ�fskì[i]ZñibUk�e4]_[ªWXQS[ªWXfg]_[��WµQÁY�bUknWZRUT_VÄW:flW:fq]\[ÇWX~UQSkXQ�^rbi[;e8WXfg]_[;koT�YZ]_[iÝµÞ+Üaßàw�á kS�
w�pqWX~U]_biÝ\~BÞ+ÜaßàwKRUT_VÄW:flW:fq]\[ifg[iÝàfgk�T\vivcV:QSk:kÄQ�v�fg[�W:~ifgk+R;T�RHQ4V�t
WX~UQÒÞibi[;e8WXfg]_[LMab;k¡e4T_[KñHQÒT_RiRipgfqQ�v�fq[<T�[�fsvcQ4[ªW:fgeST�p�YoT_[cò

Areq
Dreq

External ports External ports External ports

FPGA FPGA

Custom
processor

Custom
processor

Software
processor

AD
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[iQ4Va^r]_VaYZ]\kÄW/kXm½kÄWXQSY R;T�VXWXfqWXfg]_[ifg[iÝ�RUVX]\ñipqQSYok4tªkÄbUe(~ÁT_k�R;T�VXò
WXfqWXfg]_[ifg[iÝKT�YZ]_[iÝÈ~;T�V(vc�/T_VXQ	ñipg]ce54ck¡V:Q4RiV:QSkXQ4[ªWXfg[iÝÇw�d½ðX`/k4t
YZ]½vibipqQ�k¡��fqWX~ifg[ÊT�[Êw�d½ðX`Ët±]\V¡Q4j\Q4[�YZfge4VX]ce4]_[ªWXV:]_pgpqQSV:kB]\V
RiV:]½e4QSk:kÄ]\V:k�îOkÄ]_^�Wn�/T_VXQ�ñipq]ce54ck(ï8�]\±T\e(~3Þ+Üaßàw�~;T_k�kXfgú4Q�T_[Uv
ðXü_ý¼e0]\[UknW:V:T_fq[ªW(k4��ÞUbi[Ue8W:fq]\[Uk�YoTFm�~;TFj_Q+fqYZRH]\kXQSvàQ4â½Q�e0bcW:fq]\[cò
WXfgYZQÁe0]\[UkÄWXV(T�fg[\W(k4t�T�RiRUpqm½fg[iÝ�WX]3WX~UT�W�^rbi[Ue0WXfg]_[¼T_[UvÈT�pgp±fqW:k
e4T_pqpgQSvË^rbi[Ue0WXfg]_[UkS�ºw¼vcQ0W(T�fgpqQ�v�^rbU[Ue8W:fq]\[UT�p\RUT�VXWXfqWXfg]_[ifg[iÝìRiV:]_ñcò
pqQSY>^r]\VXY�bipgT�WXfg]_[�e4T�[	ñHQà^r]_bi[;vÁfg["ã zi|0ê£�
^ _a` Scb�Ú × �H�iÛnØ ×Ud Ú��
Þ�fqÝ\biVXQ�äìfgpqpgbUkÄWXV(T}W:QSk�W:~iQ±ÞibU[Ue8W:fq]\[,M/bUk�T�V(e(~ifqWXQ�e8WXbUVXQ\�ºd½Q4jªò

Q4V(T�pcRiV:]ce0Q�kXkX]_V(kºT_VXQìe0]\[i[iQ�e8WXQ�vBñªm�TËñUbUk�e0]\[UkÄfskÄWXfg[iÝà]�^Ã°]e�t
°Ë�X�(ÆZT�[Uvfe��X�(Æ�pgfg[iQSkS� °]e e0]\[UkÄfskÄW:kZ]�^hg2pqfg[iQSkSt±b;kÄQ�vÇW:]
e4T_VXV:moT_vivcV:QSk:k/T�[UvÁviT}W(Ti�±°Ë�X�(Æafgk�TBkÄfg[iÝ\pqQ�pqfg[iQ�bUkXQSv�WX]Bfq[cò
vcfse4T}W:Q�TBjFT_pqfsv	T_viviVXQ�kXkì]\[3°Ue��,e��X�(Æìfsk�TZkÄfg[iÝ\pqQ�pgfq[UQ�bUkÄQ�v
WX]�fg[Uvcfse4T�WXQ�j}T_pqfsvZviT}W(T�]_[�°]e��\w�pqp;pqfg[iQ�k±T�V:Q�ñifsvcfgVXQ�e8WXfg]_[;T�p¨�
ýË[ipgm�]_[UQ�RUVX]ce0Q�kXkX]_Vì��fgpqpºe0]_[ªW:VX]\p�WX~iQ�ñib;k�T}W�TBW:fqYZQ_t;��flW:~
WX~iQÁ]�W:~iQ4V(k�RiV:]}j½fgvifq[iÝ�~UfqÝ\~cò¨fgYZR;Q�viT�[;e0Q¡j}T�pgbiQ�k4�iWµQ�V:Q0^rQSV
WX]jg T_k�WX~iQÒ«8�qÔS��]_^/W:~iQ	Þibi[Ue0WXfg]_[,M/bUkSt�Q4j\Q4["W:~i]_biÝ\~ÈWX~UQ
[½biY�ñHQ4V�]_^�ðXü\ý¸V:QSôªbifgVXQ�v¡��fgpqpÃT_pq�ìTFmck/ñ;QIglknm\�
wo4\Q4m3^rQ�T}W:biVXQÁ]�^ìWX~UQÁÞibU[Ue8W:fq]\[,M/bUk�fsk�W:~UT}Wlg e4T_[ÇñHQ

YoT_vcQZkÄYoT_pqp�]_V�pgT_VXÝ\Q�WX]ÁWXV(T_viQ4]�ù"RHQ4VX^r]_V:YZT_[Ue0Q���flW:~ÒðXü\ý��gAe4T�[	V(T�[iÝ\Q�^rV:]_YÉ|ËW:]ZWX~iQ�TFj}T_fqpsT�ñipgQ�[ªbUY�ñHQ4V�]�^+ðXü_ý��
wûkÄmckÄWXQSY Q0âcQSe4bcWXQ�k¡T_koTÈkXQ4V:fgQSkB]�^�^rbi[Ue0WXfg]_[Êe4T_pqpskS�Êw

^rbi[Ue0WXfg]_[õ°AQ4â½Q�e0bcW:QSk�]\[�T¡kÄfg[iÝ\pqQ�Þ+Üaßàw��Uð£^+WX~Ufgk�^rbi[Ue8W:fq]\[
Y�bUkÄWBeST�pgpaT_[i]�W:~iQ4V�^rbi[Ue8W:fq]\[K¿ ]_[ÇT3viflù�Q4V:Q4[ªWBÞ+Ü/ßàw�t�°
kÄQS[Uviko¿�á kZT_viviVXQ�kXk�]}j_Q4V�WX~iQ�ñibUkSt+^r]_pgpq]}�/QSvÇñªm"fg[iRibcWZRUT�ò
V:T_YZQ0WXQSV:k�WX]Ç¿��±¿ e4T_RcWXbUVXQ�k�W:~iQSkXQ�RUT_V:T_YZQ0WXQSV:k�T�[UvÇWX~iQS[
Q0âcQSe4bcWXQ�k4t�RH]\k:kXfqñipgmÈe4T_pqpgfq[UÝÒ]�W:~iQ4V�^rbi[Ue0WXfg]_[UkBfg[Çpgfp4\QÁYoT�[iò
[iQ4V�� h�R;]\[Êe0]_YZRipgQ0W:fq]\[�t�¿ kXQ4[Uvik�°àá k¡T_viviVXQ�kXkZ]}j\Q4VZWX~UQ
ñibUkStì^r]_pgpq]}�/QSvKñ½m�T_[½m¼]_biWXRibcWÁRUT�V(T�YZQ0W:Q4V(k4�y°&e4T_RcWXbUVXQ�k
WX~iQ�kÄQ�R;T�V(T�YZQ0W:Q4V(k/T_[UvÁVXQ�kÄbiYZQ�kìQ0âcQSe4bcWXfg]_[��\±T\e(~�^rbi[Ue0WXfg]_[BY�bUkÄW	4½[i]}�ÈW:~iQìVXQ4WXbiV:[BT\vivcV:QSk:k4t}f¨� Q_�gt�WX~UQ
T_viviVXQ�kXk�]_^�WX~iQ�^rbU[Ue8W:fq]\[�á k/e4T_pqpgQ4V��+Þibi[Ue0WXfg]_[Uk±��flW:~hqnbUkÄW±]_[UQ
e4T_pqpgQ4V�~UTFj\QBT�óUâ½Q�vÒV:Q0W:biV:["T\vivcV:QSk:k4�o÷�]}�aQSj_Q4V�t�^rbi[Ue0WXfg]_[Uk
��flW:~�Y�bUplW:fqRipgQaeST�pgpqQSV:k���fqpgp\~;TFj_Q�Y�bUplW:fqRipgQ/VXQ4WXbiV:[�T_viviVXQ�kXkXQSkS�
ð¬[<kÄ]\YBQ3eST_kXQSkSt±W:~iQ3kXQSôªbiQ4[;e0Q�]�^àV:Q0WXbUVX[<T_vUvcVXQ�kXkXQSk�^rV:]_Y
TKÝ_fgj_Q4[ ^rbi[Ue0WXfg]_[ye4T_[
ñHQÈvcQ0W:Q4V:YBfg[iQ�vAkÄW:T�WXfse4T_pqpgm_tàkÄ]K�/Q
e4T_[ÇkÄfgYZRipqmµ~UT_V:v½ò¬e0]cvcQBW:~i]\kXQ�T_vUvcVXQ�kXkXQSkS��ð¬[È]�WX~UQ4V�eST_kXQSkSt
WX~iQ	kXQSôªbiQ4[;e0Q�fgkZviT�W:TµvcQ4RHQ4[UviQ4[ªWZT_[UvÈW:~½bUkZe4T�[�]_[ipgmÈñHQ4½[i]}��[�vcbiV:fq[iÝÁvcm½[UT�YZfse�Q0âcQSe4bcWXfg]_[Ã�/ð¬[õkÄbUe(~�eST_kXQSkStUfg[�]_VXò
vcQ4V±^r]_V±T�^rbi[Ue8W:fq]\[ZWX]r4½[i]}��WX~UQ�V:Q0WXbUVX[oT_vUvcVXQ�kXkSt�W:~iQ�eST�pgpqQSV
Y�bUkÄW�kÄQS[Uv3fqW:k�T\vivcV:QSk:k���~iQ4[µe4T�pgpgfq[iÝÁWX~UQ�^rbU[Ue8W:fq]\[��ts�]�W:Q
WX~UT�W�WX~UQ�[i]_[iò¨V:QSe4biV:kXfgj_Qa^rbi[Ue8W:fq]\[¡V:QSôªbifgVXQSYBQS[ªW�YBQ�T�[Uk�WX~UT�W
WX~iQSVXQ���fqpgpº]\[ipgmÁñHQ�]\[iQ�V:Q0W:biVX[3T\vivcV:QSk:k�RHQ4VË^rbi[Ue8W:fq]\[ÒT}W�T
WXfgYZQ_�
ÞiV:]_Y WX~iQ�T�ñH]}j_Q�vifgk:e0bUk:kXfq]\[�t\�/Q�kXQ4Q�WX~UT�W±WX~UQ4V:QËT�V:Q�Wn�/]



Areq

delay

Dreq

high
impedance

high
impedance

impedance

high

AD

Areq

delay

Dreq

AD

(a)

impedance

high

high
impedance

high
impedance

Callee
addr

Caller
addr

Inparm
1

Inparm
m

Return
addr

Outpar
1

Outpar
n
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��>01#���$N���(�F�t$D
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= addr
Areq = 1

Areq = 0

AD 

wait for fb.delay wait until Areq=1 and AD=addr

for i in 1 to num loop

wait until Dreq=1

= ADdata[base..(base+fb.size)]

base = i * fb.size

end loop

FunbusRec(addr, data, num)
FunbusSend(addr, data, num)

// Send the address

Areq = Dreq = AD = high imped.
// Release the bus

for i in 1 to num loop
base = i * fb.size

Dreq= 1
wait for delay
Dreq= 0

end loop

= data[base..(base+fb.size)]AD

// Send the data

// Wait for correct address

// Receive the data
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Wnm½R;Q�k�]�^�e0]\YZY�bi[ifse4T�WXfg]_[Uk/W:~UT}WË]½eSe0biV�]}j\Q4V/WX~UQ�Þibi[;e8WXfg]_[iòM/bUkS�ºwÒ (�c���0¢¨�¤�}���(��¥�¥4kÄQS[UvikÃWX~iQ/T_viviVXQ�kXkStSRH]\k:kXfqñipgmàT�V:Q0WXbUVX[
T_vUvcVXQ�kXkSt_T_[UvBfq[iRUbcWaRUT_V:T_YZQ0WXQSV:kS�ÃwÇ (�c���0¢¨�¤�}���X�4¢O�c�8��kXQ4[UvUk
WX~UQ�VXQ4WXbiV:[�T\vivcV:QSk:kìT�[Uv�]_biWXRibcW�R;T�V(T�YZQ0W:Q4V(k4�M/]�W:~Êe0]_YZY�bi[ifse4T}W:fq]\[UkobUkXQÒkXfqYZfgpgT_V�RiV:]�W:]ce0]_pskStìkX~i]}��[
fg["Þ�fgÝ_biV:QZåU�lM/]�W:~µñHQ4Ý\fq[µñ½mÒRipsT_e4fq[UÝÁW:~iQ¡T_vUvcVXQ�kXk�]_^aW:~iQ
V:QSe0QSfqj\Q4V�^rbU[Ue8W:fq]\[õî�W:~iQËeST�pgpqQSQ�fg[Òî¤Tªï�T_[UvZWX~UQËe4T_pqpgQ4Vafq[õîrñ;ïXï
]_[
°Ue T_[Uv�RibipskÄfg[iÝK°Ë�:�:Æ4��ëì~iQ�^rbU[Ue8W:fq]\[ e4T_pqpËRiVX]_WX]ce0]\p
WX~UQ4[µRipgT\e0Q�k�W:~iQBVXQ4WXbiV:[õT\vivcV:QSk:k�]\["°]e T_[Uv3RibUpgkXQSkhe��X�(Æ
îrfq^i[iQ�e0QSk:k:T�V:mcï0�;M/]�W:~àWX~iQS[�kÄQS[Uv�T�kXQSôªbiQS[Ue0Q�]_^iviT}W(T�e(~½bi[}4ck
ñ½m¡RipsT_e4fq[iÝoTZe(~½bi[}4Á]_[3°]e¸T�[;v�RibUpgkXfq[UÝ~e��X�(Æ4�
ëì~iQìRibipskXQ�vcQ4psTFm�e4T_[Zñ;Q�]\[iQ�e0pg]½e54�e0mce0pgQì��~iQ4[oT�pgpiRUT_VÄW(k

bUkXQ+WX~iQakXT_YBQ�e4pq]ce54�t4ñHQSeST�bUkXQ�]_[UpqmË]_[iQ+^rbi[;e8WXfg]_[ÃtFT_[Uv�~iQ4[;e0Q
]_[Upqmo]\[iQËÞ+Üaßàw�tcfgkìT\e8WXfgj_Q�T}W�T�[½mBWXfgYZQ_tikX]�W:~iQË]_WX~iQSV�Þ�Ü�ò
ßàw�k�e4T�[�V:QSkXR;]\[Uv�fgYZYZQSvcfsT}W:Q4pgm¡WX]oT_[	T\vivcV:QSk:k4�M/]�W:~3]�^�W:~iQoT�ñH]}j_QBe0]_YZY�bi[ifse4T}W:fq]\[Uk�T�V:Q�e0]\YZR;]ªkÄQ�v�]�^qnbUkÄW�Wn�/]�ñUT_kXfge/RiV:]�W:]ce0]_p;T_e8W:fq]\[UkSí	���4�HÂìT_[Uvl���(�(�0���}�4���¾�0��Â
RipsT_e4QSkàW:~iQ�V:QSe4Q4fgj_Q4V�á k�T_vivcV:QSk:k�T_[UvµWX~iQS["WX~iQ�kÄQ�ôªbiQ4[Ue4Qo]�^
viT�W:T"îrV:Q0W:biVX["T_vUvcVXQ�kXkËRipgbUk�fg[iRibcW�R;T�V(T�YZQ0W:Q4V(k4t�]_V�]\bcWXRUbcW
RUT_V:T_YBQ4WXQSV:k(ï8t½T�[Uv����(�(�0���}�a�/T_flW(k�^r]\V/fqW:kìT\vivcV:QSk:k±T�[;voWX~UQ4[
V:QSe0QSfqj\QSkºT�[Uv�T\kXkXQ4Y�ñipgQSk¾W:~iQavUT}W:TU�ºÞ�fgÝ_biV:Q/{�kÄ~i]}��kÃRUkXQ4bUvc]_ò
e0]cvcQ¡kXbifqW:T_ñipqQB^r]\V�e0V:QST}W:fq[UÝ3`ËtÃöË÷�P�ø<]\V�ö�QSVXfgpg]_Ý�kÄRHQSe4flóUò
e4T�WXfg]_[Ukì]_^ÃW:~iQ�kÄQS[Uv	T�[UvÁV:QSe0QSfqj\QàRiVX]_WX]ce0]\pgkS�
`a]_YZRUT_VXQ�vB��flW:~ZWX~iQËRiVXQSj½fq]\bUk�e0biWÄò£QSvcÝ\QSk�ðXü\ýÊT_RiRiV:]\T_e(~

long ModExp(long a, long b, long n)
{

long c,d;  int i;
c = 0;  d = 1;
for (i=sizeof(long)*8)-1; i>=0; i--)
{

c = 2 * c;
d = (d*d)%n;
if (Testbit(b,i))
{

c = c + 1;
d = (d*a) % n

return d;
}

}
}

long pubkey_n;
long pubkey_d;
char msg[MSG_SIZE];

long EncodeMsg(char msg_item)
{

return ModExp(M, pukey_d, pubkey_n);
}

{

{

CL_SendSrvLongPCS(c1, msg_encoded);
}

}

pubkey_d = CL_RecSrvLongPCS(c1);
pubkey_n = CL_RecSrvLongPCS(c1);

void XmitMsg ()

for (num=0; num < MSG_SIZE; num++) 

msg_enc = EncodeMsg(msg[num]);
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WX]õ^rbi[Ue0WXfg]_[UT_paRUT_VÄW:flW:fq]\[ifg[iÝUt��/QÁ[U]�WXQ�kÄQSj_QSV:T_pavcfqùHQSVXQS[Ue0Q�k4�
Þ�fqV(knW�tSV(T}W:~iQ4V�WX~UT_[�~UTFj½fq[iÝ�vcfskÄWXfg[Ue8W+e0]_[ªW:VX]\p�kÄfgÝ_[UT_pgk¾^r]_V�Q�T_e(~
viT}W(T"flW:Q4Y-WXV(T�[UkÄ^rQ4V:VXQ�v�T_YZ]_[iÝÈÞ+Üaßàw�á kSta�/Q�Q4[;e0]cvcQ	WX~UQ
kÄfgÝ_[;T�psk�fg[ªWX]�T_vivcV:QSk:kXQSkSt�VXQ�kÄbUplW:fq[iÝKfg[ ^rQS�aQSVÁ��fgVXQ�k4�$dcQSe8ò
]_[Uv�t�WX~iQ�kÄQ�T_vivcV:QSk:kXQSk�T�V:QÈY�bUplW:fqRipgQ0âcQ�vy��flW:~�viT}W(T<]}j_QSV
WX~iQ�kXT_YZQ¡��fqV:QSkSt+VXQ�kÄbUplW:fq[iÝÒfq[ÇQSj_QS["^rQ4�/Q4V���fgV:QSk�ñUbcWBT_pgkX]
kÄpgfgÝ_~ªWXpgm�kÄpg]}�aQSV�RHQ4VX^r]_V:YoT�[Ue4Q_�àý�^/e0]_bUV:kXQ_tH�aQBe0]\bipgv3YB]cv½ò
fl^rm�WX~UQÒÞibi[;e8WXfg]_[LMab;koWX]¼bUkÄQ3vifgkÄWXfg[Ue8W	T_viviVXQ�kXkoT_[Uv<viT}W(T
pqfg[iQ�k4�Êëì~ifgV(v¾t/vUT}W:TµW:V:T_[UkÄ^rQ4V(kBe4]_V:VXQ�kÄRH]_[;vcfq[UÝÒW:]"vifgkÄWXfg[Ue8W
^rbi[Ue0WXfg]_[ÁeST�pgpgkìT_VXQ�Y�bipqWXfgRipqQ4âcQSv¡]}j\Q4V±WX~iQ�k:T�YZQ�ñib;k4t½��~ifse(~
vc]½QSka[i]�W�vcQSÝ_V(T_vcQ�RHQ4VX^r]_V:YoT�[Ue4QËkXfq[;e0QËkXbUe(~�WXV(T�[UkÄ^rQ4V(k��/Q4V:Q
kÄQ�ôªbiQ4[ªWXfsT�p�T_[½mª�ìTFmck4�
� ��� �GT�V�Q�S
ð¬[ÊW:~ifgk�kXQSe0WXfg]_[�t��/Qõ�ìT�p14�WX~iV:]_bUÝ_~
T_[ Q4âcT_YZRipqQµ]�^BT

^rbi[Ue0WXfg]_[UT_pqpgmªò¨RUT_VÄW:flW:fq]\[iQSv�kXm½kÄWXQSY>bUkXfq[UÝ�W:~iQ�ÞibU[Ue8W:fq]\[,M/bUk4�WõQZbUkXQoT�[µQ0âiT�YZRipgQBfq[½j_]\pqj½fg[iÝ	u�dcw Q4[Ue4VXm½RcW:fq]\[Kã z�è}ê¨�Bð¬[
WX~ifsk�Q0âiT�YZRipgQ_t�T�R;]\VÄW(T�ñipgQìvcQ4j½fse0Q±RHQ4V:YZflW(k+viT}W(T�QS[\W:VXm\t}knW:]_VXò
fq[UÝZWX~iQ�viT�W:TZfg[�T�[	fq[ªW:Q4V:[UT�p¾YZQ4YZ]\VXm\�±ëì~iQ�vcQSjªfse0Q�eST�[	ñHQ
e0]\[i[iQSe0WXQ�v�W:]�ToÜ/`Ëá k�kXQ4V:fgT_p¾R;]\VÄW�^r]_V�W:V:T_[Ukn^rQSV�]�^+WX~UQ�viT}W(T
WX]oW:~iQ�Üì`Ë�Uëì~iQ�viT�W:TofskìW:V:T_[UkÄRH]_VXWXQ�v�bUkÄfg[iÝ�uËdcwyQ4[;e0V:mªRiò
WXfg]_[ZW:QSe(~i[i]\pq]\Ý_m\�ºëì~iQ�Üì`ÇóUV:kÄW�WXV(T�[;kÄYZfqW:k�Wn�/]�RibiñUpqfse�4_QSmck
WX]àW:~iQ�vcQSjªfse0Q\t_��~ifse(~BWX~iQS[oQ4[Ue4]cvcQSk+Q�T_e(~oviT}W(TàflW:Q4Y ñ;Q4^r]_V:Q
kÄQS[Uvcfg[iÝ�flW+WX]�W:~iQ�Ü/`Ë�}ëì~iQìQ4[Ue4VXm½RcW:QSv�viT}W(T�]\[�WX~UQìÜì`"e4T_[
]_[ipgm�ñHQ�VXQ�T_v�ñªm�TËb;kÄQSV�~UTFj½fq[iÝ�W:~iQìRiVXfgj}T}W:Q�4\Q4mck+[iQ�e0QSk:k:T�V:m
^r]_V�vcQ�e0V:m½RcWXfg]_[��
ëì~iQÒRH]_VXWXfg]_[
]�^�W:~iQõRH]_VXW:T_ñipgQõvcQSjªfse0QµV:QSkXR;]\[UkÄfgñipgQ3^r]\V

viT}W(T�Q4[Ue4VXm½RcW:fq]\[yT�[Uv¸Ü/`Ée0]\YZY�bi[ifse4T�WXfg]_[AfgkÒkÄ~i]}��[¸fg[
Þ�fqÝ\biVXQµæi� ëì~iQõviQ4j½fge4QÒbUkXQSk����B��¢:��«Ä©ÒWX]¼WXV(T�[UkXYZflW�WX~UQ



pubkey_d = FB_RecLong(FB_pubkey_d);

msg_raw = FB_RecChar(FB_EncodeMsg);

pubkey_n = FB_RecLong(FB_pubkey_n);

msg_enc = EncodeMsg(msg_raw);
FB_SendLong(FB_XmitMsg, msg_enc);

long pubkey_d;
long pubkey_n;

{
FB_Init();

while(1)
{

}
}

long ModExp(long a, long b, long n) ...
long EncodeMsg(char msg_item) ...

void main2()

FPGA2

char msg[MSG_SIZE];

{

FB_SendLong(FB_pubkey_d, key);

FB_SendLong(FB_pubkey_n, key);

FB_SendChar(FB_EncodeMsg, msg[num]);

}

{
FB_Init();
key = CL_RecSrvLongPCS(c1);

key = CL_RecSrvLongPCS(c1);

void XmitMsg ()

}

for (num=0; num < MSG_SIZE; num++) 

msg_enc = FB_RecLong(FB_XmitMsg);
CL_SendSrvLongPCS(c1, msg_enc);

FPGA1
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viT�W:T�WX]�W:~iQ�Ü/`Ë��ëì~Ufgk+^rbU[Ue8W:fq]\[ZóUV:kÄW�V:QSe0QSfqj\QSkºWX~UQ�Wn�a]�4\Q4mck
]}j_QSV�W:~iQoÜ/`¸kXQ4V:fgT_pºRH]_VXWàbUkÄfg[iÝ�TÁe4]_YZY�bi[UfgeST}WXfg]_[ÒpqfgñiV(T�V:m
^rbi[Ue0WXfg]_[Kîr~UTFj½fg[iÝÁT��;� �H�X�O¶ºÅFïËvcQSk:e0V:fqñUfq[iÝ�WX~iQBRiV:]�W:]½e4]_p�7
�/Q�]_YZfqWËW:~ifsk�^rbi[Ue8W:fq]\[�á k�viQ0W:T_fqpskS�àëì~UQ{4\Q4mckËT_VXQBknW:]_V:QSv�fg[
Wn�/]�Ý_pg]_ñ;T�pªjFT_VXfsT�ñUpqQ�k4�;s�Q0â½WSt����B��¢��	«Ä©/knW:Q4RUkºWX~UVX]\biÝ_~�Q�T_e(~
viT�W:T�fqWXQSY	tªQS[Ue0]cvcQ�k�W:~iQ�vUT}W:T�ñªmoeST�pgpqfg[iÝ�T_[i]�W:~iQ4Va^rbi[Ue0WXfg]_[�/���:��Â_���	«Ä©�t_T_[Uv�W:~iQ4[BkÄQS[UvikÃWX~iQ/Q4[;e0]cvcQSv�viT}W(T�W:]�WX~UQ/Üì`Ë�
ð¬[µWXbiV:[�t	�/�H�(��Â_���	«n©�e4T_pqpskt�Ò�SÂ���Å0�Ht+��~ifse(~µb;kÄQ�kàWX~iQZWn�/]4_QSmck/WX]ZQ4[Ue4VXm½RcWìW:~iQ�viT}W(Ti�
w�[oT_bcWX]\YZT�WXQ�v�^rbU[Ue8W:fq]\[UT�p;RUT�VXWXfqWXfg]_[iQSV�î¤T\k�vcQSk:e0V:fgñ;Q�v�fg[

ã zc|8êrïËYBfgÝ_~ªW�óU[UvÒWX~UT�W��3��ÂF��Å8�Òb;kÄQ�k�W:]½]ÁY�bUe(~Ò~UT_V:vi�/T_VXQ
WX]"e0]½Q4â½fskÄW�]_[¼WX~iQ	k:T�YZQ�Þ+Ü/ßàw2T\k�W:~iQÁ]_WX~iQSVB^rbi[Ue8W:fq]\[UkSt
kXfq[Ue4Q�fqWËbUkXQSkËToY�bipqWXfgRipgfqQSV�T_[Uv�T¡vcfgj½fgviQ4V���ëì~ªb;k4t��Ò�SÂ���Å0�
YoTFmÒñHQ�RUT_VÄW:flW:fq]\[iQSvõW:]ÒT3kXQSe0]\[Uv"Þ+Üaßàw��!M/QSeST�bUkXQZ^rbi[Ue0ò
WXfg]_[;T�pªRUT�VXWXfqWXfg]_[ifg[iÝËfgkºbUkXbUT�pgpqm�vcV:fgj_Q4[�[i]�W�]_[ipgmàñªm�eST�RUT\e0fqWnm
e0]\[UkÄWXV(T�fg[\W(k+ñibcWìT�pskÄ]àñ½m�Q4âcQSe0biWXfg]_[cò¨WXfgYZQ�e0]_[;knW:V:T_fq[ªW:kSt_kXbUe(~
RUT_VÄW:flW:fq]\[ifq[UÝB��fgpgp�WXV:moWX]ZYZfq[UfqYZfgú4QàWXfgYZQ0ò¬e0]\[UkÄbUYBfg[iÝZfg[\W:Q4VXò
Þ+Üaßàw e0]\YZY�bi[ifse4T�WXfg]_[���ëº]	TFj_]_fsv	W:V:T_[UkÄYZfqWÄW:fq[iÝÁWX~UQ�Wn�/]
RibiñUpqfse~4\Q4mck�WX]3W:~iQ	kÄQ�e0]_[;vÇÞ+Üaßàw ^r]\V�QSj_QSVXmÈviT�W:T3fqWXQSY	t
WX~UQ�Wn�/]r4_QSm½kSá_Ý\pq]\ñUT�pUjFT_VXfsT�ñUpqQ�k�YoTFmBT_pgkX]�ñHQ�YZ]}j_Q�v�W:]�W:~iQ

pubkey_d
pubkey_n
EncodeMsg
ModExp

FPGA2FPGA1

msg
XmitMsg
Others

Areq
Dreq

AD

Interface
PC Serial
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)  );
FB_AD==fb_addr
FB_Areq &&while ( ! (

// Wait for the address

{
// Send the address

// Send the data

FB_AD
FB_Areq
FB_Delay();

= fb_addr;

FB_Areq

FB_AD = fb_data;
FB_Dreq

= 1;

= 0;

= 1;
FB_Delay();
FB_Dreq = 0;

// Release the bus

byte fb_addr;
void FB_SendChar(

char fb_data )

FB_AD = Z;
FB_Areq = FB_Dreq = Z;

}

char FB_RecChar(
byte fb_addr )

while (! FB_Dreq);
fb_data = FB_AD;
while (FB_Dreq);

}

// Receive the data

return(fb_data);
// Return the data

char fb_data;{
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{
// Send the address

// Send the data

FB_AD
FB_Areq
FB_Delay();

= fb_addr;

FB_Areq

= 1;

= 0;

byte fb_addr;
void FB_SendLong(

long fb_data )

for (i=0; i<4; i++)
{

FB_AD
FB_Dreq
FB_Delay();
FB_Dreq

= 1;

= 0;
}

// Release the bus
FB_AD = Z;
FB_Areq = FB_Dreq = Z;

}

= (fb_data<<8)|FB_AD;

byte fb_addr )

// Receive the data
for (i=0; i<4; i++)

}

while (FB_Dreq);

{
while (! FB_Dreq);
fb_data

}

// Return the data
return(fb_data);

char FB_RecLong(

long fb_data;{

)  );
FB_AD==fb_addr
FB_Areq &&while ( ! (

// Wait for the address

=fb_data>>(8i)
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kÄQ�e0]\[UvõÞ+Ü/ßàw�tÃT_pq]\[iÝ	��flW:~õW:~iQ��/���(�SÂ\�D�	«Ä©Z^rbi[;e8WXfg]_[Ãt�T\k
kÄ~U]}��[Áfg[�ÞºfgÝ_bUVXQ�ç½�
ëì~iQ"T�ñH]}j_Q3^rbU[Ue8W:fq]\[UT�p�RUT_VÄW:flW:fq]\[�t���~ifge(~AkXT�WXfsknó;QSk	e4T�ò

RUT_e4flWnm�e4]_[UkÄWXV(T�fg[ªW:kº��~ifgpqQìYZfq[UfqYZfgú4fg[iÝ�e0]_YZY�bi[ifse4T}W:fq]\[�T_[Uv
~iQ4[;e0QBYZT�âcfqYZfgú4fg[iÝ�RHQ4VX^r]_V:YoT�[Ue4Q_tH~UT_k�e0V:QST�WXQSv�^r]_biV�fq[ªW:Q4VXò
Þ+ÜaßàwAe0]_YZY�bi[ifse4T}W:fq]\[UkSíÃ��V:flW:fq[iÝ�WX~iQËWn�/]I4_QSmck4t½T�[Uv�e4T�pgpqò
fq[UÝ	T_[UvõVXQ4WXbiV:[ifg[iÝ�^rV:]_Y��/�H�(��Â_����«Ä©_��WõQobUkXQ�WX~iQ¡ÞUbi[Ue8ò
WXfg]_[,M/bUkaW:]�fgYZRipqQSYZQ4[ªWìWX~i]ªkÄQàe0]\YBY�bi[ifse4T�WXfg]_[UkS�G\±T_e(~~4_Q4m
fgkÃT_k:kÄfgÝ_[iQ�vËT_[�T_viviVXQ�kXkStSkX~i]}��[�fq[�Þ�fgÝ_biV:Qaç/T_kÃ­+¿ �H�U¹(Ñ_�4¦ Â
T�[Uv"­+¿ �H�U¹(Ñ_�4¦ �Ut¾��~Ufge(~µVXQSRiV:QSkXQ4[ªW�Wn�/]�ò£ñifqW�j}T�pgbiQ�k4�t�ì�U»
�(�SÂ\�D�	«Ä©/fgk�T�pskX]ËT_k:kXfqÝ\[iQSv�T_[�T_viviVXQ�kXk�­+¿ �ì�H�(�SÂ\�D�	«Ä©_�!M/Q4ò
e4T_bUkÄQa���B��¢��	«Ä©3Y�bUkÄWÁV:QSe0QSfqj\Q3]_biWXRibcW�RUT�V(T�YZQ4WXQ4V(kZ^rV:]_Y�/�H�(��Â_���	«n©_t�fqW�W:]½]ÇVXQ�ôªbifqV:QSk�T�[ÊT_vUvcVXQ�kXkStË­+¿ ���B��¢��	«Ä©��
w�^�W:Q4V�V:QSe0QSfqj½fg[iÝàT�4\Q4m\t����B��¢��	«Ä©ìe4T_pqpsk+TàÞibi[Ue0WXfg]_[,M/bUk+V:]_biò
WXfg[iQ�­+¿ �¾�0��ÂF�º�}�½©�W:]�kXQ4[;v�WX~UQt4\Q4m�WX]	TÁÝ_pg]_ñUT_pºj}T�V:fsT�ñipgQ
]_[oW:~iQËkXQSe4]_[UvoÞ+Ü/ßàw��/���B��¢��	«Ä©�T_pgkX]�bUkXQSkaT�[i]_WX~iQSVaÞUbi[Ue8ò
WXfg]_[,M/bUk�V:]_bcW:fq[iQ�­+¿ �¾�0��Â/�Ã�i����W:]õkXQ4[UvÈQ�T_e(~¼vUT}W:TÒflW:Q4Y
WX]a�ì�H�(�SÂ\�D�	«Ä©_�3Þºfg[UT_pqpgm_t+fqW�bUkXQSkB­+¿ ���(�5�Ã���ª©BW:]3V:QSe0QSfqj\Q
WX~iQ�Q4[Ue4]½viQSvÈviT�W:Ti��`a]_YZRipgQ4YZQ4[ªW(T�V:mÒV:]_bcW:fq[iQ�k�T�V:QZ^r]_bU[Uv
]_[KWX~UQÒkÄQ�e0]\[Uv�Þ�Ü/ßàw��/ëì~iQ�Wn�/]�ò¬Þ�Ü/ßàwûT�V(e(~ifqWXQSe0WXbiV:Q	fgk
kÄ~U]}��[Áfg[�ÞºfgÝ_bUVXQ�èi�
ëì~iQ¡ÞibU[Ue8W:fq]\[,M/bUkàVX]\bcWXfg[iQ�kà^r]_V�T	kXfqúSQo]�^�è�T_VXQokX~i]}��[

fq[	Þ�fqÝ\biV:QËxBT�[UvÁÞºfgÝ_bUVXQB|SéUtª��V:fqWÄWXQS[�fg[�`K^r]_V�e0]\[Ue0fskÄQS[iQSk:kS�\±T\e(~ZkXQ4[;vZVX]\bcWXfg[iQ�V:QSôªbifgVXQ�k+Wn�a]�R;T�V(T�YZQ0W:Q4V(k4í¾W:~iQ�T\vivcV:QSk:k



]�^�WX~UQ�^rbi[Ue0WXfg]_[	WX]�ñ;Q�eST�pgpqQ�v¾t;T_[UvÁWX~iQ�vUT}W:TBW:]oñ;Q�kÄQS[\W�W:]
WX~;T}W�^rbi[;e8WXfg]_[Ã�!\aT_e(~BVXQ�e0QSfqj\Q�VX]\bcWXfg[iQ�V:QSôªbifgVXQ�k�WX~iQ�T\vivcV:QSk:k
]�^ºWX~iQàV:QSe4Q4fgj_Q4Va^rbi[Ue0WXfg]_[�t¾���}¢HWX~UQàT\vivcV:QSk:k/]�^�W:~iQà^rbi[Ue0WXfg]_[
kXQ4[Uvcfg[iÝÁWX~iQoviT�W:TU��ëì~iQSkXQBVX]\bcWXfg[iQSk�~UTFj\Q�ñHQ4QS[õ]\RcWXfgYZfqúSQSv
^r]_V�WX~iQ�vUT}W:T�Wnm½RHQSk�ñHQ4fg[iÝZW:V:T_[Ukn^rQSVXV:QSv�tcbi[ipgfp4\Q�WX~iQ�Ý\Q4[iQSV:T_p
V:]_bcW:fq[iQàW:Q4YZRipsT}W:QSk�kX~i]}��[	QST_VXpgfgQ4V�fg[3ÞºfgÝ_bUVXQ�{i��`a~UT_V:T\e8W:Q4V
viT�W:T¡fsk�kÄQS[\W�fq[õ]_[iQBe(~½bi[}4�t;��~UfqpgQ�pg]_[UÝ�viT}W(TÒîr^r]_biV�ñ½m\W:QSk(ï
fsk�kXQ4[ªW�fg[È^r]_biV�e(~ªbU[}4ck4�Èî¤ÞU]_VBe0]_[;e0fskÄQS[iQSk:k4t��/Q¡bUkXQ�kÄ~Ufl^�W(k
WX]Bfg[Uvcfse4T}W:Qà��~ifge(~Áñ½m\W:QËfskìñHQ4fg[iÝ�W:V:T_[UkÄ^rQ4V:VXQ�vo]_Vìe4T_RcWXbiV:QSv�t
WX~U]_biÝ\~�^r]\VìkXm½[ªWX~iQ�kÄfskì�aQà�/]_bipsv�T\e4e4QSk:k±W:~iQ�ñifqW:k�vcfgV:QSe8W:pqmiï0�
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e0]\YZRibcW:T�WXfg]_[Ê��fqWX~Ufq[
QST_e(~
Þ�Ü/ßàwr7/fq[
]�W:~iQ4VÁ�a]\V:vikSt�W:~iQ
óUV(knW±WXQ4V:Y fq[~\aôªbUT}W:fq]\[Zä��/T\k±vc]\YBfg[UT_[\W��ºð¬[ÁT_vivcfqWXfg]_[Ãt_W:~iQ
e0bUVXj\QSk�viQ4YZ]_[UkÄWXV(T}W:Q�WX~;T}WÁ[½biYZQSVX]\bUk�kXfqúSQSkÁe4T�[ Ý_fgj_Q�W:~iQ
k:T�YZQËRHQ4VX^r]_V:YoT�[Ue4Q_��Þi]\VìQ0âiT�YZRipgQ_tcRHQ4VX^r]_V:YoT�[Ue4Q�fskìfgvcQS[ªWXfqò
e4T_pi^r]\V/kXfqúSQSk±V:T_[iÝ_fg[iÝà^rV:]_Y&|�zËW:]Bz_z�fq[oW:~iQa (�\Ô(Ô4¦�Q0âiT_YBRUpqQ\t
kX]ZkXfgú4QSk�|�ä�W:]¡z_z��a]\bipgvÁ[iQSj_Q4VìñHQ�ñ;QS[iQ0óHe0fsT�p¨�+Þ�fg[UT�pgpgm_tcW:~iQ
e0bUVXj\QSk�vcQSYB]\[UkÄWXV(T}WXQBW:~iQ¡V(T�Rifsv¾tÃ[U]_[cò£pqfg[iQ�T�V�vcQ4WXQ4V:fg]_V(T}WXfg]_[
]�^�RHQ4VX^r]_V:YoT�[Ue4Q�T_k±�aQËÝ_]�ñHQ4pg]}�<T�kXfqúSQ�]_^ÃèàWX]}�ìT�V(vik�kXQ4V:fgT_p
WXV(T�[;kn^rQSVS��d½bUe(~ÇvcQ4WXQSVXfg]_V(T}W:fq]\[õfsk�vcbiQÁfq[ÈR;T�VXW�WX]�W:~iQo^¤T_e0W
WX~;T}W�TZkÄfgÝ_[Ufló;eST�[ªW�R;QSV:e4Q4[ªW:T_Ý_Qà]�^�WXV(T�[;kn^rQSV:kìT�V:Qà]�^+è}ò£ñiflW�]\V
psT�V:Ý_Q4VìfqWXQSYZkS�
d½bUe(~<viT�W:TÈeST�[<kÄQSVXj\Q�WX~iQ�RibUVXRH]\kXQ�]�^�T�pgpq]}��fg[iÝÈTÈvcQ4ò

kXfqÝ\[iQ4V/WX]ZQ4â½RUpq]\VXQ�j}T�V:fq]\bUkìvcQSkXfqÝ\[�RH]_fg[ªW:kStcQSkXR;Q�e0fsT�pgpqm¡��~UQ4[
WXV:m½fq[UÝàWX]�e(~i]½]ªkÄQ�TàRUT\e54FT_Ý_Q�kXfqúSQ�]_V�W:VXm½fg[iÝàWX]�T_pqpg]ce4T�WXQ�ðXü_ý
WX]Áj}T�V:fq]\bUk�Wnm½RHQSkË]�^±e4]_YZY�bi[UfgeST}WXfg]_[�îrRHQ4V:~UT�RUkË]}j_QSV�YZ]_V:Q
WX~;T�[Ç]\[iQÁÞUbi[Ue8W:fq]\[,M/bUk(ï8�"ð£WBeST�[¼T_pgkX]Ò~iQSpqR¼bUk�W:]õRUfge54"T
ÞibU[Ue8W:fq]\[,M/bUkakXfgú4Q�^r]\VaT�kÄW:T_[UviT�V(vBñ;]ªT�V(vZ]_V±T�pq]\Ý_fse�Q4Y�bipgT�ò
WX]\VSt�kXbUe(~�WX~;T}Wà�aQ�bUkÄQ�WX~iQ�^rQ4�/QSkÄWËðXü\ý WX~UT�W�kÄWXfgpqp+Ý\fqj\QSk�b;k
V:QST_kX]_[;T�ñipgQËRHQ4VX^r]_V:YoT�[Ue4Q�^r]\V�TBpgT_VXÝ\QàkXQ0W�]_^+T_RiRipgfgeST}WXfg]_[;k4�

â ã �c�º�iÚË�Ç� × Ùåä8Ú��iÚ��}S¾æµØ��,ç
WõQÒ~UTFj_Q�ñHQ4QS[ÊvcQ4j\Q4pg]_Rifg[iÝÇT�[<T_bcWX]\YZT�WXQ�vK^rbi[Ue8W:fq]\[UT�p

RUT�VXWXfqWXfg]_[UQ4V�kXfq[;e0Q¡|�x_xi|\�ìöË÷�P�ø¼T_pqÝ\]_V:flW:~iYZfge0ò¨pgQ4j\Q4p�e4]½viQ�fgk
RUT�V(kXQSv�fg[ªWX]ËWX~iQ�d½RHQSe4fló;eST}W:fq]\[cò£øÃQ4j\Q4pªð¬[\W:Q4V:YZQSvcfsT}W:Q/ÞU]_V:YZT�W
îOdcøÃðnÞ�ïoã z_xFê£�	dcøÃðnÞ fskàW:~iQ4[È~iQ�TFj½fqpgmõT_[i[i]�W(T}W:QSvµ��flW:~Èj}T�pqò
biQSkÃfq[;vcfgeST}W:fq[iÝË~UT�V(vc�ìT�V:Q�kÄfgú4Q�]\Vºe4]_[ªWXV:fqñUbcWX]\V:k�W:]�~UT_V:vc�ìT�V:Q
kÄfgú4QKî¤kXbUe(~ T\k�V:QSôªbifgVXQ�vÊe0]\[ªWXV:]_pËkÄWXQSRUkSt�^rbi[Ue0WXfg]_[UT_p�bU[iflW(k4t
viT}W(T�RUT}W:~Uk4tªe0]\[\W:VX]\p½pqfg[iQSkSt_Q4W:e_� ï0t\viT�W:TàkÄfgú4Q�k4t�^rVXQ�ô\bUQ4[Ue4fqQ�k+]�^
e0]\YBY�bi[ifse4T�WXfg]_[�tce0]\YZRibcW:T�WXfg]_[ÁWXfgYZQSkStUT�[UvÁkÄ]_^�Wn�/T_VXQàkXfqúSQSkSt
��flW:~�vifgkÄWXfg[Ue8W�T_[i[i]�W(T}W:fq]\[�j}T�pgbiQSka^r]\V/Q�T_e(~ÁR;]ªkXkXfqñUpqQ�fqYZRipgQ0ò
YZQ4[ªW:T�WXfg]_[õWXQSe(~U[i]_pg]_Ý\m_��d½b;e(~õT�[U[i]�W(T}WXfg]_[õfgkà]\ñcW:T_fq[UQSv3ñ½m
bUkXfq[iÝõQSkÄWXfgYoT}WX]\V:k�T�[UvÈRUVX]_óUpqQSV:k�vcQ4j\Q4pg]_RHQSvÈT�WBh�` ð¬VXj½fg[iQ
ã zi|8ê£�Éëì~iQ¼dcøÃðnÞ>fsk�WX~iQS[yRUT�VXWXfqWXfg]_[iQ�v
T_YZ]_[iÝ<T�pgpg]½eST}W:QSv
RUT_e54}T_Ý_QSkSt¾bUkXfq[UÝ	T_[½m�]�^�TÁ��fsvcQZj}T�V:fqQ4Wnm3]�^/~iQ4bUVXfsknW:fgeSk4tÃfq[cò
e0pgbUvcfg[iÝ¼e4pqbUkÄWXQSVXfg[iÝ;t]èàQ4V:[ifqÝ\~UT�[�ü}ø�fg[�tìT�[Uv<kXfgY�bipsT}W:QSv<T�[iò
[iQST_pqfg[iÝ;�lWõ]\VN43fskàbi[UviQ4V:�/TFm3T�W�h�`�ð¬VXj½fg[iQBWX]3T�biWX]_YoT�WXfqò
e4T_pqpgm�Ý_QS[iQ4V(T}W:Q/T�V:Q0óU[UQSv�öË÷�P�ø�vcQ�kXe4VXfgRcWXfg]_[BV:Q�8UQ�e8WXfg[iÝ�WX~UQ
e(~i]\kXQ4[�^rbi[Ue0WXfg]_[UT_p�RUT_VÄW:flW:fq]\[�� ëì~iQ�RiV:Q4j½fg]_bUkZðXü\ý&YZ]cvcQ4p
�/T\k3ñUT\kÄQ�v¸]_[�T
e0bcWXò¨Q�vcÝ_Q�k3YZ]cvcQ4p¨�-ëì~iQKÞibi[Ue0WXfg]_[,M/bUk
YZ]½viQ4pìfgk�[i]}� ñHQ4fg[iÝÒfg[Ue4]_V:R;]\V:T�WXQSv��õëì~iQ�]}j_QSV:T_pqp±kXmcknW:Q4Y
e0]\[UkÄfskÄW:k�]_^/]}j\Q4VZ|Sé\éit é_é_éÁpgfq[iQ�k�]�^Ë` e0]cvcQ\t�T_[Uvµ~UT_k�ñHQ4QS[
VXQSpqQ�T_kXQSv¡WX]o[½biYZQ4V:]_bUkìe4]_YZRUT�[UfqQ�k�T�[Uv�bi[ifgj_QSV:kXfqWXfgQSkS�
ëì~iQ4V:QÁT_VXQÁYoT�[½mÈvcfqV:QSe0WXfg]_[Uk�fg[¼��~ifse(~�TõÞibi[Ue0WXfg]_[,M/bUk

T�RiRUVX]ªT_e(~KWX]È^rbU[Ue8W:fq]\[UT�p�RUT�VXWXfqWXfg]_[Ufq[iÝ�e4T�[<ñHQÒfgYZRiV:]}j_QSv��
Þ�fqV(knW�tF�aQ�YZfgÝ_~ªWºkXQ4pgQSe8W�T�Þibi[;e8WXfg]_[LMab;kÃkXfqúSQ±kÄfgY�bUplW(T�[iQS]_bUkXpqm
��flW:~	RUT�VXWXfqWXfg]_[ifg[iÝ;tikÄfg[Ue0Q�W:~iQSkXQàWn�a]�W:T\k&4ck�T_VXQ�fq[ªW:Q4V(vcQ4RHQ4[cò
vcQ4[ªW���d½QSe4]_[Uv¾t�TÁÞibi[;e8WXfg]_[LMab;k�T�RiRiV:]\T\e(~�[UT}W:biV(T�pgpqm	pgQST_vUk
WX]ÒWX~iQÁfgvcQ�T�]�^�viQ4j_QSpq]\Rifg[iÝ3T�RH]}�aQSVÄò£VXQ�vcbUe0WXfg]_[µWXQ�e(~i[ifsô\bUQ
WX~UT�W�kÄ~½bcW(k�vc]}��[�WX~UQ�Þ�Ü/ßàw�á kìWX~;T}W�T�V:Q�[i]_W�T_e8W:fqj\Q4pgm¡Q0âcQ4ò
e0bcW:fq[UÝ�Tà^rbi[;e8WXfg]_[ÃtªQ4âie0Q4RiW±^r]_V±WX~iQ�T_viviVXQ�kXk�viQ0WXQ�e8W:fq]\[¡pq]\Ý_fse
]_[�QST\e(~�Þ+Üaßàw�tifg[�]\V:viQ4V/WX]ZV:QSvcbUe4QàR;]}�/Q4V�7c�aQ�T_VXQ�fq[½j\QSkÄò
WXfgÝ\T�WXfg[iÝ3kÄb;e(~õW:QSe(~i[UfgôªbiQ�k4�	ëì~ifgV:v¾t��/Q¡e4T�[ÇviQ4j_QSpq]\RÒW:QSe(~cò
[ifsô\bUQSkaWX]�fq[ªWXQSVÄ^¤T\e0Q�knW(T�[UviT_V:v�e0]_YZRH]_[iQS[ªW:kSt½kXbUe(~�T\k±YZQSY�ò
]_V:fqQ�k�T_[Uv�RiV:]ce0QSk:kX]_V(k4t;~UTFj½fq[iÝ�óiâcQSv�ñUbUkÄQ�kËT_[Uv�RiV:]�W:]ce0]_pskS�
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Þi]\biVXWX~�t\WX~iQSVXQËT�V:Q�pqf14_QSpqmBYoT�[½m�]\RcWXfgYZfqú�T}W:fq]\[Uk+WX~;T}W/eST�[oñHQ
T�RURipqfgQSvoWX]�fgYZRiVX]}j\Q�RHQ4VX^r]_V:YZT_[Ue0QËT�[UvZ~UT_V:vi�/T_VXQ�kXfqúSQ_��Þi]\V
Q0âiT_YBRUpqQ\t±�/Q	eST�[�VXQSRipqfse4T�WXQ�WX~UVXQ�T_vikZkX]ÒW:~UT}W¡Q�T_e(~¼~;T_kZT
kXfq[iÝ\pqQ�VXQ4WXbiV:[oT_vivcV:QSk:kSt_Q4pgfgYBfg[UT�WXfg[iÝ�WX~UQ�[iQ4Q�vBWX]�kXQ4[;voT�VXQ4ò
WXbUVX[ÒT\vivcV:QSk:k�W:]ÁT�Y�bipqWXfgRipgm\ò¬e4T_pqpgQSv�^rbi[Ue8W:fq]\[���w�k�T�[i]_WX~iQSV
Q0âiT_YBRUpqQ\tS�/Q�YZfqÝ\~\W�Q4âcR;QSVXfgYZQ4[ªWÃ��fqWX~�vcfqùHQSVXQS[ªWÃT_vivcV:QSk:k�Q4[iò
e0]cvcfg[iÝoW:QSe(~i[UfgôªbiQ�k�WX]ÁkÄQSQ�WX~iQSfqVËQ0ù�QSe0W:k�]\[�~UT�V(vc�ìT�V:Q�kÄfgú4Q\�
ÞibUVÄW:~iQ4VàQ0âiT_YBRUpqQ�kËfg[Ue4pqbUviQZe4pq]\[ifg[iÝÁY�bipqWXfgRipqmªò¬e4T_pqpgQSvÒ^rbi[Ue0ò
WXfg]_[;kZWX]ÇV:QSvibUe0Q3ÞUbi[Ue8W:fq]\[,M/bUkZW:V:T¨êoe�T�W¡WX~UQ3Q0âcRHQ4[UkXQ�]�^
V:Q4RipgfgeST}W:QSv<~UT_V:vi�/T_VXQ¼ã ä_é}ê¨tàT�[UvÊQ4[Ue4pq]ªkÄfg[iÝ¼Q4â½WXQ4V:[UT_pËRH]_VXW
T_eSe0Q�kXkXQSkZfg[ªWX]"^rbi[Ue0WXfg]_[ eST�pgpgkoWX]ÈQ4[;T�ñipgQ3bUkZW:]¼vcfsknW:VXfgñibcW:Q
RH]_VXW:k/T�YZ]_[iÝBÞ+Üaßàw�á k±WX]B]_ñcW(T�fg[�T�ñ;T�psT�[Ue4Q�]�^ÃðXü\ý��ªÞ�fq^�WX~�t
�/Q�[iQ4Q�v�WX]oQ0â½W:Q4[UvÁWX~UQ�T�RiRUVX]ªT_e(~Á^r]_V�Y�biplW:fqRUpqQ�RUVX]ce0Q�kXkXQSkS�
ýË[iQ±kXfgYBRUpqQaYBQ4WX~i]cv�fsk¾W:]�bUkXQ±T�vifgkÄWXfg[Ue8W�ñibUk�T�[Uv�T�vcfgkÄWXfg[Ue0W
RiV:]ce0QSk:kX]_V+^r]_V±QST_e(~oRUVX]ce0Q�kXkS��63]_V:Q�kÄ]\Ri~ifsknW:fgeST}WXQ�vZYZQ0WX~U]½vUk
YZfqÝ\~ªWBkX~UT�V:Q�TÒÞUbi[Ue0WXfg]_[,M/bUkBT�YZ]_[UÝ3Y�bipqWXfgRipgQÁRUVX]ce0Q�kXkXQSkSt
RH]\k:kÄfgñipgm¡VXQ�ôªbifqV:fg[iÝBT_VXñUflW:V:T�WXfg]_[��
ë ì Ø × ��QXÚ��½ÛnØ × �
WµQÈ~UTFj_Q"RiV:QSkXQ4[ªWXQ�v¸T�[¸fqYZRiV:]}j_QSYZQ4[ªW	WX]ÊTK[iQ4� T_Rcò

RiV:]\T\e(~�W:]�Y�bipqWXfqò£Þ+Ü/ßàwÈRUT�VXWXfqWXfg]_[Ufq[iÝ;�;\±T_VXpgfgQ4V��a]\VN4ËvcQ4YZ]_[iò
kÄWXV(T}WXQ�vàÝ_V:QST�WXpgm�V:QSvcbUe4QSvàðXü\ýÇT_[Uvà]�W:~iQ4VºfqYZRiV:]}j_QSYBQS[ªW:k¾]\ñcò
W:T_fq[UQSvÒWX~iV:]_biÝ\~Ò^rbU[Ue8W:fq]\[UT�p�RUT_VÄW:flW:fq]\[ifg[iÝUt���~UfqpgQBWX~iQo�/]_V%4
fg[�W:~ifgk�RUT�RHQ4V�vcQSYB]\[UkÄWXV(T}WXQ�kºWXQSe(~U[ifgôªbiQ�k�^r]_V+^rbiVXWX~UQ4V�V:QSvcbUe0ò
fg[iÝ�ðXü\ý
bUkXfq[iÝ�WX~UQàÞUbi[Ue0WXfg]_[,M/bUkStiT�[Uv¡^r]_V/WXV(T_vifq[iÝ�]�ù�RHQ4VXò
^r]_V:YoT�[Ue4Q¡^r]\V�QSj_Q4[Ç^rbiVÄW:~iQ4VZðXü\ý2VXQ�vcbUe8W:fq]\[UkS�"ÞUbi[Ue0WXfg]_[UT_p
RUT_VÄW:flW:fq]\[ifq[UÝÒe0]\Y�ñifg[iQSv"��fqWX~ÇWX~iQ�Þibi[Ue0WXfg]_[,M/bUk�WX~UQ4V:Q0^r]_V:Q
e0]\YZRiVXfskXQÇT�RiVX]\YZfgkXfq[UÝÊkÄ]\pqbcW:fq]\[¸WX]ÊY�bipqWXfqò£Þ+Üaßàw RUT�VXWXfqò
WXfg]_[Ufq[iÝ;t�RUT�VXWXfse0bipsT�V:pgmÁfg[Ò]}j\Q4V(e0]_YZfg[iÝZWX~UQ�ðXü\ý pqfgYZflW(T}WXfg]_[;k
]�^ÃWXV(T_vcfqWXfg]_[UT_p¾knW:VXbUe0WXbiV(T�p�RUT_VÄW:flW:fq]\[ifg[iÝU�+ëì~iQ�Þibi[;e8WXfg]_[LMab;k

T�RiRUVX]ªT_e(~	fgkËT�RiRUpqfse4T_ñipqQ�[i]�W�]_[ipgm�^r]\V�RUT_VÄW:flW:fq]\[ifg[iÝ�T�YZ]\[iÝ
Þ+Üaßàw�á kStañibiW�T�pskÄ]õ^r]_VoRUT_VÄW:flW:fq]\[ifg[iÝµT_YZ]_[iÝÈT�[½mÇe4bUknW:]_Y
~UT�V(vc�ìT�V:Qìñipq]ce54ck�î¤Q4j_QS[o��flW:~ifg[oWX~iQ�kXT_YZQ�RUT_e54}T�Ý\Q�ï+T\k��aQSpqp
T_k�T_YZ]_[iÝ�~;T�V(vc�/T_VXQ�T_[UvokÄ]_^�Wn�/T_VXQìRiV:]ce0Q�kXkX]_V(k4�ºëì~iQ4V:Q0^r]\VXQ\t
WX~iQ�Þibi[;e8WXfg]_[LMab;k�T�RURiVX]ªT_e(~µRiV:]}jªfsvcQ�k�T3kXfqYZRipgQ¡m_Q4W�RH]}�ìò
Q4VX^rbipàñUT_kXfsk�^r]\VÁÝ\Q4[iQSV:T_pË~;T�V(vc�/T_VXQõT�[Uv
kÄ]_^�Wn�/T_VXQÒkXmcknW:Q4Y
RUT�VXWXfqWXfg]_[Ufq[iÝ;�
í S�ä5S��}S × �±SÃ�
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