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Abstract

Localization protocolsenablean entity (called the veri er) to determinethe physicallocation of anotherentity (called the
prover), even if the prover maliciously adertisesa false location or tries to corruptthe veri er' s time measurementby time-
shifting its responsesUnfortunately the correctnesf such protocolsis critically dependenbn the veri er' s ability to malke
high-resolutiontime measurementand on the prover's ability and trustworthinessto sendits responseby the mandatedime.
To addresgheseproblems,we proposethe idea of incorporatingpassie witnessednto the localizationprotocol. All witnesses
monitor the samebilateral paclet exchangebetweenthe prover and lead veri er and later report their respectie inter-paclet
time measurementt the leadveri er for further processingWe shawv how the extra information provided by the witnessescan
eliminatethe threatof response-timeshifting by a malicious prover. We also posethe question,hov canwe combinemultiple
localization obserations to a single localization estimate?While analyzingthat, we obsere that the localization estimateis
sensitve to the relative position of the prover amongthe veri ers.

Index Terms

Ad-hoc network, Sensometwork, Localization, Time-Difference-of-Arrval.

I. INTRODUCTION: A CASE FOR LOCATION AUTHENTICATION

The membershipo an adhocnetwork or a sensornetwork is generallydynamic. It is interestingto explore the situation
whenthe membershipcriteria to suchwireless,self organizingnetworks is basedon proximity and relative distancesamong
the devices.

We considera wirelessnetwork whererequestsfor membershiproles are grantedif the requestingdevice is “suf ciently”
closeto the existing network, i.e. existing members.The semanticsof “suf cient” closenesss decidedby the network. A
straightforvard approachto addresghis requirements to make the requestingdevice mentionits position while sendingthe
membershigequestin a perfectworld whereall devicesare going to be truthful, thereis no problem.However, theremight
be someincentivesto be part of sucha wirelessnetwork which might tempta maliciousdevice to claim ary arbitraryposition
of its choice.

Example 1 Somewirelesssensorsare spreadon a ernvironmentalexperimentaltestbedto keepthe temperaturehumidity in
control. A rival organizationwho want to stealthe experimentalproceduremight place somesensorsoutsidethe testbedyet
inside the transmissiorrangeand attemptto join the sensometwork.

Example 2 Thereis a queryto an environmentalsensometwork, whichever sensotis closestto a particularpositionis asked
to reportthe temperatureA malicious sensorwho is not actually the closestto the target can claim its position suchthat it
appearsclosestand subsequentlyespondgo the querywith incorrectdata. This might eitherraisea falsealarmor subvert a
true alarm.

Example 3 All laptopswhich areinside a building areassumedo be carriedby employeesor their gueststhey areallowed
to join the network and accesghe Internetif requestedHere, peopleoutsidethe building carrying laptopsmight be tempted
to claim an inside position, therebygain accesdo the Internet,and unauthorizedlyusethe bandwidth.

In theseways, there might be different kind of undue advantagesto be gainedif a malicious device can join a posi-
tion/proximity basednetwork whenit actuallyis notlocatedin a placeto do that. This is the motivationto correctlydetermine
thelocationof sucha requestinglevice. Thereare two minor variations.The requestingdevice canclaim a positionwhich the
existing memberghen verify. Or, the existing memberscan determinethe location of their own. Whichever it is, the existing
membersdo not trust the claimerbut collaborateamongthemselesto decide.

Il. BACKGROUND

The rst notionis who is performingthe localizationactiity. In oneapproachknown asself-localization the mobile entity
collect information from the neighborhoodand determineits own location. One such exampleis Global PositioningSystem
(GPS),wherethe GPSrecever device receves/collectanformation from the GPSsatellitesand determinests own location.
In the otherapproachthe neighborsof the mobile entity, whoselocationis of interest,collectinformation,and combinethem
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to determineits location. One example of this approachis E-911 calls from cellphoneswhere the location of the caller is
determinedby the cellphonebasestations.

In the last decadea numberof localizationsystemswere proposedmainly basedon infrared, ultrasoundradio signaland
ultra wide band.In our work, we refer to localizationin the context of mobile ad-hocnetwork or sensometwork, herethe
communicatiorbetweenthe entitiesare wirelessradio communication.

The localizationalgorithmsare mainly basedon (i) recevved signal strength(ii) angleof signalarrival (AoA), (iii) or time
of signal arrival (ToA) measurementgr their combinations One importantvariation of ToA systemis the Time Difference
of Arrival (TDoA) system.

Anotherbroadcateayorizationof localizationapproachess basedon whetherthe distancebetweernthe entitiesare measured
or not. Time basedsystemsnally corvert the time measurementt® distancemeasurementshe localizationsystemswhich
are basedon the distanceshetweenthe entitiesare known as range-basedystems.e.g.[1]. Othersare called range-freeor
range-independeng,.g.[2]. Anotherimportantcharacteristids whetherthe localizationis infrastructurebasedor ad-hoc.The
GPSself-localizationor the E-911 localizationare basedon infrastructure.

The entitiesparticipatingin the localizationcan usetraditional omnidirectionalantennaor smartdirectionalantennaSmart
antennascan transmitand recevve enegy in one direction as opposedio disseminaten all directions.However, we feel that
they will defeatthe simplicity of the systemsincewe are targeting the entitiesin mobile ad-hocor wirelesssensometworks
using standardnetworking protocols.

In ToA basedsolutions,eachveri er executesa distanceboundingprotocoland determinesan upperboundof the distance
to the prover. Accuratetiming measurementarerequiredto obtainthe roundtrip signalpropagatiortime (andhencedistance)
betweenthe veri er and the prover. The basic distanceboundingis proposedby Brandsand Chaum[3] wherethe veri er
sendsa single-bit challengeand the prover respondawith a single-bit respons€immediately after” receving the challenge.
Suchchallenge-responsese carriedout for multiple roundsandthe veri er measureshe round-triptime at eachround. The
veri er thencomputeshe upperboundof the distancebasedon the maximumof the round-triptimes. The above conceptis
appliedandfurther extendedby Capkunand Hubaux[4], Capkun,Buttyanand Hubaux[5], Hancke andKuhn|[6], Reid et al.
[7] etc. Theseapproachefave multiple implementationconstraintsas mentionedin [8], [9].

Thereare signi cant differenceshetweenToA basedsolutionsand TDoA basedsolutions.In ToA, the disadantagesare:
(i) multiple (at leastthree)veri ers have to undego separatechallenge-responsdialog with the prover, and (ii) the prover's
delaybetweernreceving the challengeand sendingthe responsealledresponsealelay (notethatit happendor eachchallenge-
responseand they are independentaffects the nal localization result. However, in ToA the veri ers neednot be time-
synchronizedbut in TDoA thatis a requirement.

The modelof localizationin this work is the following. Thereis a setof entities,calledveri ers, who wantto localizeanother
entity whomwe call prover. The veri ers andthe prover useomnidirectionalradio-frequeng communicationThe localization
systemis rangebasedwithout ary infrastructure Also notethat, in this paper we aremainly focusingon localizationconcepts
ignoring the cryptographicsecurity of the protocol messagesin reality theseconceptsneedto be tightly coupledasin [4],

(8], [9].
I1l. THE WIRELESS SECURE LOCALIZATION PROBLEM

The problemcan be formalized as the following. The formation of a wirelessnetwork  is basedon locality constraints.
In mostcasesijt is a single hop network i.e. every membercanreceve ary transmissiorby othermembersThe members
of the network are designatedas . Thereis new node which claimsto be in the vicinity of the network and
wantsto join. The existing memberscollaborateto determinethe location of the requestinghodeand decideon the request.

A. Assumptions

The goal of the veri ers is to localize the prover usingthe existing standarchetwork hardware and protocols.

1) Trust model: The existing membersof the wirelessnetwork ( ) mutually trust eachother and co-operate,
they areknown asveri ers. The new entity, known asthe prover, is completelyuntrusted.The prover canbe locatedanywhere
with respectto the veri ers, and cantake any amountof time in respondingo messages.

2) Mobility: The wirelessentitiescanbe possiblymobile. However, we assumehat during the executionof the localization
protocol,the group of wirelessentitiesarerelatively in rest.For example,a group of wirelessentitiesmight actuallybe a eet
of carsin a highway andall of themare moving at a constantspeed.

3) Co-odinate System:We assumethat thereis a local co-ordinatesystem.The wirelessentitiesincludedin the network
know their locationin that coordinatesystem.The entities may be possibly equippedwith GPSrecevers but that is neither
necessannor sufcient to solve the problem.

4) TransmissionRang: A good numberof wirelessentitiesalreadyincludedin the network mustbe able to receve the
transmissiorfrom the requestingentity. The entitieswhich will be receving transmissiorfrom the requestingentity are the
veri ers. The veri ers will take partin the executionof the protocol.



IV. USING WITNESSES TO PREVENT DISTANCE FRAUD ATTACKS
A. Motivational exampleof a one-dimensionahetwork

Figure 1(a) shaws a typical timed-echochallenge-responatialog betweerntheverier  andprover usingthe space-time
representatiomlescribedn [10]. For simplicity, we will temporarilyassumehat the network is a one-dimensionabroadcast
network, such as a coaxial cable sharedEthernetsegment. In addition, we summarizeeach messageby a single arrow,
representinghe start-framedelimiter at the beginning of its transmissionratherthan a shadedregion covering its entire
transmissiortime. In this example, startsa timer at point (1) from which the challengespreadsn both directionsaway
from astime advancesdown the page.After propagatiordelay , the leadingedgeof the challengearrivesat point (2),
where canstartto receveit. After formulatinga suitablereply, beginsto transmitits responset point (3). After a further
propagatiordelay , theleadingedgeof 'sresponsearrivesat point (4), where stopsits timer and continuesto receve
the remainderof the messageUnfortunately even with perfecttiming accurayg,  still cannotdetermineits distanceto by
measuringhe inter-paclet time betweenpoints (1) and(4), , because canvary the inter-paclet time betweenpoints (2)
and(3), . Indeed,we say thata maliciousprover is launchinga distancefraud attad if it secretlychanges from the
value expectedto force into calculatingan incorrectvalue for - .

In Figuresl1(b)-(d) we shov how a passve witness  to the samechallenge-responsdialog between and canhelpthe
veri er avoid distancefraud attacks.(Recallthat the physicallayeris assumedo be an omni-directionalbroadcasthannel so
the samechallengetransmissiorthatleft  at point (1) alsoreaches at point (5), andthe sameresponsdransmissiorthat
left atpoint (3) alsoreaches at point (6).) First, in Fig. 1(b) we assumeahat withess is locatedon the oppositeside
of  from prover . In this case,the interpaclet time measurements madeby betweenpoints (1)-(4) and made
by betweenpoints (5)-(6) will be identical, which showns only that the raysfrom to andfrom to must be
parallel,andhence and mustbe on oppositesidesof . In this casethe witnesscannothelp the veri er to localizethe

prover.
Next, in Fig. 1(c)weassume s locatedsomavherebetween and . In thiscasethetriplets , ,
and all form similar triangles,from which we obtain

1)

and hencethat mustbe furtherfrom than in the samedirection. Finally, in Fig. 1(d) we assumehat is located
beyond onthesamesideof . Thistime,theinterpaclettime measurement madeby betweenpoints (5)-(6) must
be exactly the sameas  whetheror not tries to spoof 's measuremenof . In thesetwo caseqFig. 1(c) andFig.
1(d)), can easily determinethe locationof by substitutingall known valuesinto Eq. (1) by solving for the unknavn
propagatiordelay:

2
B. Generl approadc for wirelessbroadcastnetworks

The simple one-dimensionaéxampledescribedabore canbe generalizedo createa novel andsecue localizationtechnique
for agroupof trustedco-operatingrodes say , thatcommunicatever a wireless planatf broadcashetwork. Our approach
usesa single bilateral query-responseéialog betweenone memberof the group, calledthe lead veri er, and an untrusted
non-cooperatingrover, . Oneof theveri ers is (s)electedaslead-\eri er. Othergroupmemberavho arewithin transmission
rangeof boththelead-\eri er andthe prover, sene aspassie witnessesThe techniquedoesnot dependon distance-bounder
RTT from veri er to prover. The basicconceptis similar to the Time-Difference-Of-Arrval (TDoA) techniquesassummarized
in [8]; however we applyit differently for localizing a possibly-fraudulenprover.

Similar to otherlocalizationprotocols(e.g.,[11]),, thereis aninitial untimedsetupphasein which  approacheshe group
for veri cation of its claimedlocationso it canpatrticipatein variouslocation-dependerdctiities. The groupchooses lead-
verier, , anda setof withessesandthen instructs to preparefor the bilateral messagexchangephase.This second
phaseconsistsof only two messageghe challenge sentby the lead-weri er , anda responsesentby prover . Notice that
the witnessesare completelypassie during this phase:ithey receve all messagesvhile sendingnoneof their own.

Oncethe proverrecevesthe (real) challengejt computeghe responsandtransmitsit. Theinter-paclettime from the instant
thatthe prover startsreceving the challengeuntil the instantthatit startstransmittingits responses calledthe responsedelay
and denoted . During this secondphase,all actve group membersmonitor the paclet exchangebetween and and
recordthe interpaclet-time from the instantthey either startreceving (if a witness)or transmitting(if the lead veri er) the
challenge until the instantthey startreceving the responseTherefore at the end of the challenge-responsdialog, the active
group membersreporttheir respectie interpaclet time measurements: for lead-werier  and for the th witness.

1The generalizatiorto threedimensionalgeometryis straightforvard but tedious,andwill not be consideredurthet



distance

(a) The veri er andthe prover (b) The veri er in the middle.

/

(c) The witnessin the middle. (d) The prover in the middle.

Fig. 1. Witnesscanhelp localizationin one-dimensionl(a) shavs the veri er andthe prover. Subsequentgures showv three possiblerelative locationsof
the witnesswith respectto the veri er andthe prover. (Figuresare not to scale.)

Let the distanceand signal propagatiordelay betweentwo entities and be denotedby and respectiely. If
the signal propagatiorspeedin the mediumis , then . Now for withess  we have,
®3)
For anotherwitness , we have,
4

SubtractingEq. (4) from Eq. (3),

Transposing,

®)
Let us assumethat the entities are locatedin a two dimensionalplane. Supposethe positionsof , and be
, , and respectiely. The distances and are known,
and
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(a) The veri er transmittingthe real challenge. (b) The prover transmittingthe response.

Fig. 2. Different stagesof the localizationprotocol.V is the lead-\eri er, U is the prover, and W, W' are withessesDue to the natureof the broadcast
medium,all messageare heardby the witnessesas well. Signal propagatiordelay from entity to entity is denotedby

Substitutingsimilarly in Eq. (5) we obtain,

(6)
Since , and are mutually-trustedand co-operatingthey canexchangetheir locationandthe independentlyneasured
values,i.e. , , respectiely. So all the termsin Eq. (6), except , areknown. HenceEq. (6) is the locus

of the unknawvn position . In particular the locusis one of the two arcsof a hyperbola.

We obsened above that any two veri ers can nd out the locus of the prover. Similarly, anotherindependentocus of the
prover canbe formedby combiningthe time interval dataof a differentpair of veri ers. The two loci, i.e. the two equations,
can be solved to nd out the location of the prover. Thus ary three veri ers, including or excluding the lead-\eri er, can
localize the prover. Otherthingslike distance roundtrip time andresponsalelay can be easily derived.

Positionsof two withessesanbe initialized during the network startup.Moreover, oncea prover's positionbecomeknown,
it canpossiblybe usedas a witnessin future.

Note that the Eq. (6) doesnot dependon the responsealelay . Hencethe nal solutionis independentf responsedelay
at the prover. Thusthis techniqueis resistantto DistanceFraudattackwherethe prover canintelligently enlage and reduce
distancedo fool a setof threeveri ers and spoofa differentlocation[1], [4].

C. Results:
The above analysisleadsus to the following results:
Any veri er-pair canform the locus of the prover.

Any veri er-triplet canlocalize the prover.
The locationfound by a veri er-triplet is independentf the responsealelay () at the prover.

V. ACCURATE MEASUREMENT OF THE TIME INTERVAL
Therearetwo challengeswith regardto the measurementf the Time Interval

Thetime interval measurementshouldbe ne grained.Radiosignaltravelsin vacuumat a speedof . So,
the context of localizationapplicationand the tolerancesare important.For example,whenwe target localizationwithin
a room or building, we shouldtarget error tolerancein meters,not hundedsof meters.Reversingthe algument,if we
want the distanceestimationwithin error toleranceof meters,thenthe maximumerror tolerancein timing measurement
mustbe in the order of nanoseconds.

The time interval measurementshouldbe free from clock skaw. The time intervals measuredy all the veri ers should
be basedon a single clock as there might be clock skew amongthe veri ers' local clocks. Of coursethat single clock
shouldmeetthe requiredhigh precisionrequirements.

In this sectionwe describehow the above two challengesanbe addressed.



A. Featues of wirelesscommunication

Thereis onefeaturein wirelesscommunicatiorwhich is distinct from the wired world. Whenthereis a one-hopconnection
betweentwo wired hosts thenwhatever they transmitin the mediumis known only by thosetwo hostsandno otherhost? On
the other hand,sincethe wirelessmediumis basicallybroadcasin nature,any unicastmessagdransmissiorcanbe “heard”
not only by theintendedrecever but alsoby all otherentitiesin the senders transmissiomrange.In particular if the channelis
not resened by someotherneighbor a wirelessentity hasto receie all pacletsin the mediumat leastto determinewhether
the paclet is destinedfor it. This is whatwe meanby “heard”.

B. Fine grainedtime interval measuementcannotbe donein softwae

For correctlocalizationin range-basedystemsthe true signal propagatiortime is required;the time interval measurement
should exclude time spentin all other actvities. If the desiredtime interval is measuredn the applicationlayer of the
veri er/witness, then it includesthe time of the messagdraversal through the veri er/witness protocol stack. Also, if the
responses generatedt the applicationlayer of the prover thenthe messagéraversaltime throughthe prover protocolstackis
alsoincludedin the measurednterval. Traversaltime throughthe protocolstackincludestime for passingthe messageamong
differentlayersof hardware and software. This additionaldelayis unpredictableand of muchhigherorder of magnitudethan
the propagationdelay Similar agumentshold true if the time interval is measuredn operatingsystemsoftware. The reader
is requestedo refer[8, Sec.3.1.9] for additionaldetailsand sample gures regardingthis.

C. Fine grainedtime interval measuementwith help from hardware

Our approachis to performthe measuremenin a place inside the device which is very closeto the device to medium
interface. Using currenttechnologywe can achiese it by moving the measurementask all the way down to bottom of the
protocolstack,wherewe utilize the rst hardwarecomponentdjacentto the medium-dependersignalinginterface,the PHY.

There are two main functions performedby the Physical Coding Sublayer (PCS) inside the physical layer (PHY): (i)
generationof continuouscode-groupgo be transmittedon the channel,and (ii) processingof the code-groupgeceied. In
additionto the code-groupsorrespondingo the frame data,the transcerers use somecontrol code-groupsOne suchcontrol
code-groups StartFrameDelimiter (SFD), which indicatesthe arrival of a new frame.

We assumethat the veri ers, i.e. the PHY of the veri er, areableto detectthe receptiontime of a speci ¢ marking code-
groupwhenthey receve a frame. By speci ¢ marking code-groupwe meansomethingparticularlike Start FrameDelimiter
(SFD) code-groupof the frame.

Thelead-\eri er canmeasurehetimeinterval  asfollows: it startsatimer whenthe SFD of challengdrameis transmitted,
and stopsit whenthe SFD of responsdrameis receved.

Due to the inherentproperty of the wirelesscommunicationamentionedabove, the challengeframe transmittedby the
lead-veri er will be “heard” by all the otherveri ers i.e. withessesHencethe withessexan measurehe time intenal asthe
elapsedime betweenthe following two events:(i) receptionof the SFD-CGof the challengeframefrom the lead-\eri er, and
(ii) receptionof the SFD-CGof the responsdramefrom the prover.

Let us now examinethe solutionin little more detail. Oncea witnesshearthe dummy Challengebeforethe real Challenge
from the lead-\eri er, the witnessunderstandshat a challenge-responsgialog is aboutto begin. The witnessthen keepits
transcever in ready-to-receie stateuntil nally the responsearrivesfrom the prover.

However, the PHY is not capableof interpretingthe contentsof a received frame. So, the PHY by itself cannotknow when
the challengeframe is going to come, and correspondinglystart the timer on receiptof the marked code-group But, with
instructionsfrom the higher layers,the PHY can do so. Therefore,oncethe dummy Challengeis receved, the higher layer
instructsthe PHY that now is the time that the PHY should start the timer on the receiptof the marked code-groupof the
next arriving frame.Onceinstructed the PHY will startthe timer on the receiptof the marked code-groupof the next arriving
frame and stop the timer on receiptof the samemarked code-groupn the subsequentrame.

D. Measuringtime interval using commonclock

Whenan entity receivesa frame, it changesstatefrom IDLE to RECEIVING, and goesthrougha synchronizatiorprocess.
The synchronizatiorprocesss responsibldor determiningwhetherthe underlyingreceive channeiis readyfor operation After
bit synchronizationthe recever knows the bit transmissiorrate of the senderIn otherwords,the recever acquiresthe clock
rate of the senders PHY. Oncethatis done,the recever can setupa local timer with frequeng equalto the sendingPHY's
transmitterclock.

Thuswhenanwitness‘hears” or recevesthe challengegrame,it setsup a local timer with thefrequeng of thelead-\eri er' s
PHY transmitter This timer is usedmeasurehe time interval . Theinterval is measuredn termsof the numberof clock
ticks of thattimer. Oneclocktick interval if thattimer is equalto the symboltime of the lead-\eri er' s PHY. All the witnesses
usethis method.This way all the measuredime intervals arein termsof a single clock andfree from clock skew errors.

2However, generallytwo hostsseldomhave direct one-hopconnectionthe connectiongoesthroughsomenetwork devices e.g. repeaterswitch or router
Thatis, direct single hop connectionsare seenbetweena hostand a network device or betweentwo network devices.



E. Discussion

The PHY will reportthe time interval to the higherlayersonly if it is requestedandthat reportingwill be muchlater after
the receiptof the responsdrame. Also notethat, therewill alwaysbe maximumof onesuchtime interval measurementesult
in the PHY. If the higherlayer instructthe PHY to make anothertime interval measurementhenthe PHY will overwrite its
previous measured/alue. This is becausdhe main localizationalgorithmis carriedin the applicationlayer, the PHY needsto
make measurementncefor eachexecutionof the algorithm.

We note that due to the multipath nature of the wirelesschannel,frame transmissionswill experiencemulti-path delay
spreadA code-groupadiatedusingan omnidirectionalantennawill take multiple paths(asa consequencef re ections from
variousobjects)to arrive at the recever. In otherwords, the recever will receve multiple copiesof the samesignal, eachof
which may have a differentamplitude,phaseand delay Onereceived symbolwill interferewith othercopiesof its own. Due
to this fact, the exact receptiontime of a code-grougs dif cult to characterizeOne possibleapproximationis to considerthe
rst copy sincethe line-of-sightpathwill frequentlybe the quickest.

VI. COMPUTATIONAL ISSUES
A. Measuementerrors

Like any othermeasurementhe time intervals notedby the veri ers are subjectto error— the measuredime intervals
might be little too high or little too low. Such measuremenhoise will affect the locus of the prover and subsequenthyits
location.In that case the solutionpointsof two differentveri er-tripletswill not be exactly the same But, if the measurement
errorsarenot large, we canexpectall thosesolutionspointsto be scatterecaroundthe actuallocation(unknown to theveri ers)
of the prover. Theremight be someextraneoussolution points however.

B. An over-determinedsystem

Sinceary threeveri ers can collaborateto localize the prover, thenthe next naturalquestionis the following. If thereare
more than threeveri ers, which threeof themwill be chosento localize the prover? For eacharbitrary choice of a veri er-
triplets, we candeterminea possiblepositionfor the prover. If thereare veri ers, thenthe numberof veri er-triplets canbe
formedis . We will getone (two in somecases)solution point from eachset. In total, therewill be approximately

solutionpoints,i.e.  possiblelocationsfor the prover. Sucha systemis often referredto asan “over-speci ed” or “over-
determined”system,a potentialdravback of using an over-determinedsystemrelatesto the fact that hyperboliclocalization
algorithmscan calculatemore than one mathematicallyvalid position[12]. The situationis like a fallacy and counterintuitive
from the statisticalpoint of view. Whenwe had lessinformationit was easierto conclude,whenwe have more information
it is dif cult!

C. Combiningmultiple solution points

Now, whatis neededs somemethodto useall thesesolutionpointsto make a single nal estimateaboutthe locationof the
prover . Themostnaive choice,the meanof all the solutionpointsas(meanof all x-coordinatesmeanof all y-coordinates),
is not good becauseof the fact that arithmeticmeanis highly affectedby the outliers. However, the medianof the solution
points might be good. (Zhanget al. [13] takesthe medianof  distance-estimatesTjhere,one option is to outputthe point
(medianof all x-coordinatesmedianof all y-coordinateshsthe nal estimate Anotheroptionis to nd the two-dimensional
medianof the points,i.e. the central-mosfpoint amongall. One simpleway to do thatis to nd the 2D-medianas described
below.

2D median: Constructa corvex polygonwith a subsetof the solution points, suchthat all the remainingsolution points
which are not the vertexes of the polygon are inside the polygon. Then discardthe solution points includedin the polygon,
andrepeatthe processwith the remainingsolution points. In this way of repeatedlypeeling-of outer points,the central-most
solution points (maximumof three)can be found. One of these,or their mean,canbe the nal estimate.

Anotherapproachof combiningthe multiple solution pointsis the following: Imagineall the solution points obtainedfrom
differentsetsof veri ers asdifferentmeasurementsf the samesignalandusethemto make a nal estimateKalmanFiltering
is one possibleway to do that.

D. KalmanFiltering

Kalman ltering is an optimal, recursve, discretedata processingalgorithm. It addresseshe generalproblem of trying
to estimatethe stateof a discrete-timecontrolled processthat is governedby linear stochasticdifferenceequation[14]. The
algorithm predictsthe stateahead,makes a measurementhen combinethe predictionand measuremensuchthat the error
covarianceis minimized. Again it makes predictionfor next stageand so on.



Prover P1(1,2) Prover P2(4,15)
No Error | With Error | No Error | With Error
ToA Fig.3(a) Fig.3(a) Fig.4(a) Fig.4(c)
TDoA | Fig.3(b) | Fig3(b) | Fig.4(b) | Fig.4(d)

TABLE |
EXPERIMENT SUMMARY.

E. KalmanFiltering to combinemultiple solution points

We experimentedwith Kalman Filtering to estimatethe prover's location. First, we obtainedall the possiblesolution points
by pairwise solving all the hyperbolaequations.Then we passedhe solution points one by one throughthe Kalman Filter.
After sufcient numberof steps,the estimatecorverges.

However, aswe obsened in our simulationexperimentsthe orderin which differentsolution points are consideredy the

Itering algorithmsigni cantly affectthe nal estimate.The samesetof solution pointsprocessedn differentorderproduces
different nal estimateThusthereis aneedto nd outaway to orderthe differentsolutionpointssuchthatthe nal estimate
is ascloseto the actuallocationas possible.

We believe thatthe orientationof the veri er -triplet, andthelocationof the prover relative to thatorientationis of importance.
Recallfrom the earlierexampleof onedimensionahetwork, if the witnessis on the oppositeside of the prover (Fig. 1(b)), then
theveri er cannotlocalizethe prover. Somesolutionpointsandtheir associatederi er-triplet aremoresigni cant thanothers.
More signi cant solution points shouldbe treatedearlier than the lesssigni cant ones.We proposethe following heuristics:

1) If the solutionpoint lies within the triangleformedby the veri er-triplet, thenthat solutionpoint is more signi cant than
if the solution point lies out of the triangle.

2) If theveri er-triplet is almostcollinear thenthe solutionobtainedfrom themwill be poorerthanfrom the veri er-triplet
which constitutea well-formedtriangle.

3) A solutionpoint which is closerto all locuscurvesis expectedto be nearero the actuallocationcomparedo a solution
point which is not. To achiere that, the normal distancefrom eachsolution point to all the locus curvesare found and
addedup. Thenthe solutionpointsareorderedin decreasingrderof aggregatedistancego be consideredy the Kalman
Iter

In the following sectionwe analyzethe rst heuristic.

F. Sensitivityof prover location w.r.t. veri er-triplet

If the solution point lies outsidethe triangle formedby the veri er-triplet, thenit is very sensitve to measuremengrror. In
suchcasesa little measuremengrror displacesthe probablesolution points by a (relatively) large amount.This is shavn in
the following example.

Threeveriers, (-5,0), (0,5 and (8, 0) aretrying to localize a prover. In our experiment,we consider:

Two locationsof the prover : (i) insidethe triangle as (1, 2), (i) andoutsidethe triangleas (4, 15).
Two methodsof localization:(i) ToA 2 (intersectiorof circles)method (i) andTDoA (intersectiorof hyperbolas)nethod.
Two casesof measureddata: (i) with no measuremenerror, (i) and with measuremenerror (distanceerror for ToA,
differenceof distanceerrorin TDoA).
Tablel connectghe casedescribedabove to the diagramsshavn belon. Curvesobtainedwhenthereis no measuremergrror
are showvn with solid lines, the dot-dashedines shav the curves obtainedwith measuremenérror Measuremengerror was
injectedby increasingthe “distance'(in ToA) or the “difference-in-distanceg(in TDoA) by a small amount.

The solid-line circles in Fig.3(a) shav how the threeveri ers localize P1 whenthereis no measuremengrror. But when
thereis measuremengrror (here,in  's measurementthe threecirclesdo not intersectat ary single point, however there
aretwo intersectionpointswhich arevery closeto the actualsolution point. In Fig.4(a),we seehow the threeveri ers localize
P2 when thereis no measuremenerror. However, Fig.4(c) shavs that when measuremenerrors are present,the derived
intersectionpoints are not very closeto the actuallocation of P2. The following simple logic indicatesthat the intersection
points movesmorewhenthey areoutsidethe triangle asopposedo whenthey areinsidethe triangle. The Fig. 3 andthe Fig.
4 have the samezoomlevel. In Fig. 3 wherethe prover is insidethe triangle, the intersectionpoints generatedrom erroneous
measuremenéare almost superimposedn the actuallocation point. In Fig. 4 wherethe prover is outsidethe triangle, the
intersectionpoints generatedrom erroneousneasuremendre distinctly visible from the actuallocation point.

The sameobsenationsare repeatedor the TDoA methodas shawvn in Figs 3(b), 4(b), and 4(d).

3The solution proposedn this document( IV) usesthe TDoA method.Still we considerthe ToA methodin this examplesincethatis anotherwidely used
method.



(a) ToA method (b) TDOA method

Fig. 3. Sensitvity of errorswhenthe prover is at location (1,2) which is inside the triangle formed by the veri er-triplet.

In a differentexperiment,the measurementoisewith both positive and negative valuesare consideredWhenthereis no
measuremenerror, veri ers and  generatethe hyperbola (seeFig. 5). With a small positive offset addedto the

difference-in-distance$hey generatehe hyperbola shavn with dashedine. Similarly, with a small negative offsetadded
to the difference-in-distanceghey generatethe hyperbola shavn with dottedline. and are the hyperbolas
generatedrom ( ) and ( ) pairsrespectiely. The threehyperbolas— , , and onefrom and

— givesfour intersectionpoints that form a diamondshapedpatchareasurroundingthe actuallocation of the prover . If
the errorsinjectedin the experimentis the upperboundof permissiblemeasuremengrror, then that patchareadenotesthe
possibleplace wherethe prover might actually be located.The areaof the patchquanti es the uncertaintyof measurement:
the lesserthe area,lesseris uncertaintyin prover's localization.If the systemof three hyperbolasyield two solution points,
thentherewill betwo patchareashowever they will surroundthe respectie solution points (seeFig. 5(b)).

Fig. 6 shavs the patchareasfor differentlocationsof the prover. The actualprover locationis denotedby an asteriskinside
its patch.For dual solutions,thereare somepatcheswith no asterisksnside.Note in the gure that,for proverlocationscloser
to the veri er triangle — like (-2, 2), (-1, 2), (1, 2), (2, 2), (-2, -2), (2, -2) — the patchis almostinvisible. This intuitively
suggestghat whenthe prover is actually locatedcloserto the veri er triangle, the uncertaintyin localizationis lesser

In ToA localization,where distance-enlayementattacksare possible thereis a philosophywherea veri er-triplet accepts
a prover locationonly if the locationis inside the veri er triangle. Seefor examplethe “Point in the triangle” testin [4] or
the similar “Point in a polygon” testin [13]. In TDoA localization,wheredistance-enl@ementattacksare not possible,the
above philosophymight still hold true.

VII. CONCLUSIONS

This paperanalyzessomeproblemsof localizationin infrastructure-lessvirelessnetworks. We proposean approachwhere
a passie listenercanhelp in the localizationprocessUnlike someother systemswhereall the veri ers needto synchronize
to the global clock andmeasurehe time of occurrenceof onespeci ¢ event, herethe veri ers needto measurea time interval
betweentwo speci ¢ events.Our solutionis securein the sensethat it doesnot dependon the time taken by the prover to
computetheresponsaf the challengefrom the veri er. We proposecross-layeico-operatiorbetweenocalizationsoftwareand
network interfacehardware to measurethat time interval in high precisionasrequiredfor localization.Further we introduce
the problemasto how multiple erroneousobsenationsfrom multiple veri ers can be combinedto a single less-erroneous
solution.
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(a) Prover at (-2, -15) (b) Prover at (+3, +15)

Fig. 5. The patchareassurroundingthe prover location.

Fig. 6. Patchareassurroundingdifferentpossibleprover locations.
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