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Abstract

Localizationprotocolsenablean entity (called the veri�er) to determinethe physical location of anotherentity (called the
prover), even if the prover maliciously advertisesa false location or tries to corrupt the veri�er' s time measurementsby time-
shifting its responses.Unfortunately, the correctnessof such protocolsis critically dependenton the veri�er' s ability to make
high-resolutiontime measurementsand on the prover's ability and trustworthinessto sendits responseby the mandatedtime.
To addresstheseproblems,we proposethe idea of incorporatingpassive witnessesinto the localizationprotocol.All witnesses
monitor the samebilateral packet exchangebetweenthe prover and lead veri�er and later report their respective inter-packet
time measurementsto the leadveri�er for further processing.We show how the extra informationprovided by the witnessescan
eliminatethe threatof response-timeshifting by a maliciousprover. We also posethe question,how can we combinemultiple
localization observations to a single localization estimate?While analyzing that, we observe that the localization estimateis
sensitive to the relative positionof the prover amongthe veri�ers.

Index Terms

Ad-hoc network, Sensornetwork, Localization,Time-Difference-of-Arrival.

I . INTRODUCTION: A CASE FOR LOCATION AUTHENTICATION

The membershipto an adhocnetwork or a sensornetwork is generallydynamic.It is interestingto explore the situation
when the membershipcriteria to suchwireless,self organizingnetworks is basedon proximity and relative distancesamong
the devices.

We considera wirelessnetwork whererequestsfor membershiproles are grantedif the requestingdevice is “suf�ciently”
close to the existing network, i.e. existing members.The semanticsof “suf�cient” closenessis decidedby the network. A
straightforward approachto addressthis requirementis to make the requestingdevice mentionits position while sendingthe
membershiprequest.In a perfectworld whereall devicesaregoing to be truthful, thereis no problem.However, theremight
be someincentivesto be part of sucha wirelessnetwork which might tempta maliciousdevice to claim any arbitraryposition
of its choice.

Example 1 Somewirelesssensorsarespreadon a environmentalexperimentaltestbedto keepthe temperature,humidity in
control. A rival organizationwho want to stealthe experimentalproceduremight placesomesensorsoutsidethe testbedyet
inside the transmissionrangeandattemptto join the sensornetwork.

Example 2 Thereis a queryto anenvironmentalsensornetwork, whichever sensoris closestto a particularpositionis asked
to report the temperature.A malicioussensorwho is not actually the closestto the target can claim its position suchthat it
appearsclosestandsubsequentlyrespondsto the querywith incorrectdata.This might either raisea falsealarmor subvert a
true alarm.

Example 3 All laptopswhich areinsidea building areassumedto becarriedby employeesor their guests;they areallowed
to join the network andaccessthe Internetif requested.Here,peopleoutsidethe building carrying laptopsmight be tempted
to claim an insideposition,therebygain accessto the Internet,andunauthorizedlyusethe bandwidth.

In theseways, there might be different kind of undueadvantagesto be gained if a malicious device can join a posi-
tion/proximity basednetwork whenit actuallyis not locatedin a placeto do that.This is themotivation to correctlydetermine
the locationof sucha requestingdevice. Therearetwo minor variations.The requestingdevice canclaim a positionwhich the
existing membersthenverify. Or, the existing memberscandeterminethe locationof their own. Whichever it is, the existing
membersdo not trust the claimerbut collaborateamongthemselvesto decide.

I I . BACKGROUND

The �rst notion is who is performingthe localizationactivity. In oneapproach,known asself-localization,themobile entity
collect information from the neighborhoodand determineits own location.One suchexampleis Global PositioningSystem
(GPS),wherethe GPSreceiver device receives/collectsinformation from the GPSsatellitesanddeterminesits own location.
In the otherapproach,the neighborsof the mobile entity, whoselocationis of interest,collect information,andcombinethem
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to determineits location. One exampleof this approachis E-911 calls from cellphoneswhere the location of the caller is
determinedby the cellphonebasestations.

In the last decade,a numberof localizationsystemswereproposed,mainly basedon infrared,ultrasound,radio signaland
ultra wide band.In our work, we refer to localization in the context of mobile ad-hocnetwork or sensornetwork, herethe
communicationbetweenthe entitiesarewirelessradio communication.

The localizationalgorithmsaremainly basedon (i) received signalstrength,(ii) angleof signalarrival (AoA), (iii) or time
of signal arrival (ToA) measurements,or their combinations.One importantvariationof ToA systemis the Time Difference
of Arrival (TDoA) system.

Anotherbroadcategorizationof localizationapproachesis basedon whetherthe distancebetweenthe entitiesaremeasured
or not. Time basedsystems�nally convert the time measurementsto distancemeasurements.The localizationsystemswhich
are basedon the distancesbetweenthe entitiesare known as range-basedsystems,e.g. [1]. Othersare called range-freeor
range-independent,e.g. [2]. Another importantcharacteristicis whetherthe localizationis infrastructurebasedor ad-hoc.The
GPSself-localizationor the E-911 localizationarebasedon infrastructure.

The entitiesparticipatingin the localizationcanusetraditionalomnidirectionalantennaor smartdirectionalantenna.Smart
antennascan transmitand receive energy in onedirection as opposedto disseminatein all directions.However, we feel that
they will defeatthe simplicity of the systemsincewe are targetingthe entitiesin mobile ad-hocor wirelesssensornetworks
usingstandardnetworking protocols.

In ToA basedsolutions,eachveri�er executesa distanceboundingprotocolanddeterminesan upperboundof the distance
to theprover. Accuratetiming measurementsarerequiredto obtainthe roundtrip signalpropagationtime (andhencedistance)
betweenthe veri�er and the prover. The basicdistanceboundingis proposedby Brandsand Chaum[3] where the veri�er
sendsa single-bit challengeand the prover respondswith a single-bit response”immediately after” receiving the challenge.
Suchchallenge-responsesarecarriedout for multiple roundsandthe veri�er measuresthe round-triptime at eachround.The
veri�er thencomputesthe upper-boundof the distancebasedon the maximumof the round-trip times.The above conceptis
appliedandfurther extendedby CapkunandHubaux[4], Capkun,ButtyanandHubaux[5], Hancke andKuhn [6], Reid et al.
[7] etc. Theseapproacheshave multiple implementationconstraintsasmentionedin [8], [9].

Thereare signi�cant differencesbetweenToA basedsolutionsand TDoA basedsolutions.In ToA, the disadvantagesare:
(i) multiple (at leastthree)veri�ers have to undergo separatechallenge-responsedialog with the prover, and (ii) the prover's
delaybetweenreceiving thechallengeandsendingtheresponsecalledresponsedelay(notethat it happensfor eachchallenge-
response,and they are independent!)affects the �nal localization result. However, in ToA the veri�ers neednot be time-
synchronized,but in TDoA that is a requirement.

Themodelof localizationin this work is thefollowing. Thereis a setof entities,calledveri�ers, who wantto localizeanother
entity whomwe call prover. The veri�ers andtheprover useomnidirectionalradio-frequency communication.The localization
systemis rangebasedwithout any infrastructure.Also notethat, in this paper, we aremainly focusingon localizationconcepts
ignoring the cryptographicsecurityof the protocol messages;in reality theseconceptsneedto be tightly coupledas in [4],
[8], [9].

I I I . THE WIRELESS SECURE LOCALIZATION PROBLEM

The problemcan be formalizedas the following. The formation of a wirelessnetwork � is basedon locality constraints.
In mostcases,it is a singlehop network i.e. every membercan receive any transmissionby othermembers.The � members
of the network are designatedas �������
	��
����� �
� . Thereis new node � which claims to be in the vicinity of the network and
wantsto join. The existing memberscollaborateto determinethe locationof the requestingnodeanddecideon the request.

A. Assumptions

The goal of the veri�ers is to localize the prover using the existing standardnetwork hardwareandprotocols.
1) Trust model: The existing membersof the wirelessnetwork ��� ( ����������� � ) mutually trust eachother and co-operate,

they areknown asveri�ers. Thenew entity, known astheprover, is completelyuntrusted.Theprover canbe locatedanywhere
with respectto the veri�ers, andcantake any amountof time in respondingto messages.

2) Mobility: Thewirelessentitiescanbe possiblymobile.However, we assumethatduring theexecutionof the localization
protocol,thegroupof wirelessentitiesarerelatively in rest.For example,a groupof wirelessentitiesmight actuallybe a �eet
of carsin a highway andall of themaremoving at a constantspeed.

3) Co-ordinateSystem:We assumethat thereis a local co-ordinatesystem.The wirelessentitiesincludedin the network
know their location in that coordinatesystem.The entitiesmay be possiblyequippedwith GPSreceivers but that is neither
necessarynor suf�cient to solve the problem.

4) TransmissionRange: A good numberof wirelessentitiesalreadyincludedin the network must be able to receive the
transmissionfrom the requestingentity. The entitieswhich will be receiving transmissionfrom the requestingentity are the
veri�ers. The veri�ers will take part in the executionof the protocol.
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IV. USING WITNESSES TO PREVENT DISTANCE FRAUD ATTACKS

A. Motivational exampleof a one-dimensionalnetwork

Figure1(a)shows a typical timed-echochallenge-responsedialogbetweentheveri�er � andprover � usingthespace-time
representationdescribedin [10]. For simplicity, we will temporarilyassumethat the network is a one-dimensionalbroadcast
network, such as a coaxial cable sharedEthernetsegment. In addition, we summarizeeach messageby a single arrow,
representingthe start-framedelimiter at the beginning of its transmission,rather than a shadedregion covering its entire
transmissiontime. In this example, � startsa timer at point (1) from which the challengespreadsin both directionsaway
from � astime advancesdown the page.After propagationdelay ����� , the leadingedgeof the challengearrivesat point (2),
where � canstartto receive it. After formulatinga suitablereply, � begins to transmitits responseat point (3). After a further
propagationdelay ��� � , the leadingedgeof � 's responsearrivesat point (4), where � stopsits timer andcontinuesto receive
the remainderof the message.Unfortunately, even with perfecttiming accuracy, � still cannotdetermineits distanceto � by
measuringthe inter-packet time betweenpoints (1) and(4), !�� , because� canvary the inter-packet time betweenpoints (2)
and (3), ! � . Indeed,we say that a maliciousprover is launchinga distancefraud attack if it secretlychanges! � from the
valueexpectedto force � into calculatingan incorrectvalue for � �"�$# � � %'&

�

	

! � .
In Figures1(b)-(d)we show how a passive witness ( to thesamechallenge-responsedialogbetween� and � canhelp the

veri�er avoid distancefraud attacks.(Recall that thephysicallayer is assumedto be an omni-directionalbroadcastchannel,so
the samechallengetransmissionthat left � at point (1) alsoreaches( at point (5), andthe sameresponsetransmissionthat
left � at point (3) alsoreaches( at point (6).) First, in Fig. 1(b) we assumethat witness ( � is locatedon the oppositeside
of � from prover � . In this case,the inter-packet time measurements!�� madeby � betweenpoints (1)-(4) and !*),+ made
by (-� betweenpoints (5)-(6) will be identical,which shows only that the rays from � to ($� and from � to (-� must be
parallel,andhence � and � mustbe on oppositesidesof � . In this casethe witnesscannothelp the veri�er to localize the
prover.

Next, in Fig. 1(c) we assume(.	 is locatedsomewherebetween� and � . In this case,thetriplets /0�2143�5637/98:1 , /<;=143�5>37/<?=1 ,
and /A@�1"3.5B36/DCE1 all form similar triangles,from which we obtain

!2)GF
&

!4�.3-@����")HF (1)

andhencethat � mustbe further from � than (-	 in the samedirection.Finally, in Fig. 1(d) we assumethat (-I is located
beyond � on thesamesideof � . This time, the inter-packet time measurement!�)HJ madeby (KI betweenpoints(5)-(6) must
be exactly the sameas !4� whether or not � tries to spoof � 's measurementof !*� . In thesetwo cases(Fig. 1(c) andFig.
1(d)), � can easily determinethe location of � by substitutingall known valuesinto Eq. (1) by solving for the unknown
propagationdelay:

�
���

�

!2�-3.!2)GL

@

(2)

B. General approach for wirelessbroadcastnetworks

Thesimpleone-dimensionalexampledescribedabove canbegeneralizedto createa novel andsecure localizationtechnique
for a groupof trustedco-operatingnodes,say M2�ON , thatcommunicateover a wireless,planar1 broadcastnetwork. Our approach
usesa single bilateral query-responsedialog betweenone memberof the group, � called the lead veri�er , and an untrusted
non-cooperatingprover, � . Oneof theveri�ers is (s)electedaslead-veri�er. Othergroupmemberswho arewithin transmission
rangeof both the lead-veri�er andtheprover, serve aspassive witnesses.Thetechniquedoesnot dependon distance-boundsor
RTT from veri�er to prover. Thebasicconceptis similar to theTime-Difference-Of-Arrival (TDoA) techniquesassummarized
in [8]; however we apply it differently for localizing a possibly-fraudulentprover.

Similar to otherlocalizationprotocols(e.g.,[11]),, thereis an initial untimedsetupphasein which � approachesthe group
for veri�cation of its claimedlocationso it canparticipatein variouslocation-dependentactivities. The groupchoosesa lead-
veri�er , � , anda set of witnesses,and then � instructs � to preparefor the bilateralmessageexchangephase.This second
phaseconsistsof only two messages:the challenge sentby the lead-veri�er � , anda responsesentby prover � . Notice that
the witnessesarecompletelypassive during this phase:they receive all messageswhile sendingnoneof their own.

Oncetheprover receivesthe(real)challenge,it computestheresponseandtransmitsit. Theinter-packet time from theinstant
that theprover startsreceiving thechallengeuntil the instantthat it startstransmittingits responseis calledtheresponsedelay
and denoted !

� . During this secondphase,all active group membersmonitor the packet exchangebetween � and � and
recordthe interpacket-time from the instant they either start receiving (if a witness)or transmitting(if the lead veri�er) the
challenge,until the instantthey start receiving the response.Therefore,at the endof the challenge-responsedialog, the active
groupmembersreport their respective inter-packet time measurements:!�� for lead-veri�er � and !4)HL for the � th witness.

1The generalizationto threedimensionalgeometryis straightforward but tedious,andwill not be consideredfurther.
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(a) The veri�er andthe prover (b) The veri�er in the middle.

(c) The witnessin the middle. (d) The prover in the middle.

Fig. 1. Witnesscanhelp localizationin one-dimension.1(a) shows the veri�er and the prover. Subsequent�gures show threepossiblerelative locationsof
the witnesswith respectto the veri�er andthe prover. (Figuresarenot to scale.)

Let the distanceandsignalpropagationdelaybetweentwo entities 5 and P be denotedby Q
%HR and �

%HR respectively. If
the signalpropagationspeedin the mediumis S , then �

%HR
�TQ

%URWV
S . Now for witness (

� we have,

!
)

+H�X�
���ZY

!
�[Y

�
� )

+W3-�
�")

+

�XQ
�"��V

S
Y

!
�[Y

Q
� )

+
V

S\3.Q
�")

+
V

S (3)

For anotherwitness (
	

/<(
	�]

�>^U(
�

1 , we have,

!
)

F
�XQ
�"��V

S
Y

!
�[Y

Q
� )

F
V

S\3.Q
�")

F
V

S (4)

SubtractingEq. (4) from Eq. (3),
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Let us assumethat the entities are locatedin a two dimensionalplane.Supposethe positionsof � , � , (e� and (K	 be
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(a) The veri�er transmittingthe real challenge.

V

W'

W

U

a a

a

UV

UW'

UW

(b) The prover transmittingthe response.

Fig. 2. Different stagesof the localizationprotocol.V is the lead-veri�er, U is the prover, and W, W' are witnesses.Due to the natureof the broadcast
medium,all messagesareheardby the witnessesaswell. Signalpropagationdelay from entity n to entity o is denotedby p*q r .

Substitutingsimilarly in Eq. (5) we obtain,

l ME/Dg
�

3.g
)

+
1

	

Y
/9h

�
3.h

)
+j1

	

NG36l M:/9g
�

3.g
)

F`1

	

Y
/Dh

�
3Kh

)
F
1

	

N

�cSd/9!4)
+W3.!2)HF21

Y
/�l M:/9g

)
+W3.g

�
1

	

Y
/9h

)
+�3.h

�
1

	

NG36l M:/9g
)

FH3.g
�

1

	

Y
/9h

)
FU3.h

�
1

	

N*1 (6)

Since � , (
� and (

	 aremutually-trustedandco-operating,they canexchangetheir locationandthe independentlymeasured
! values,i.e. !

� , !
)

+ , !
)

F respectively. So all the termsin Eq. (6), except /Dg
�

�0h
�

1 , areknown. HenceEq. (6) is the locus
of the unknown position /9g

�
�0h

�
1 . In particular, the locus is oneof the two arcsof a hyperbola.

We observed above that any two veri�ers can �nd out the locusof the prover. Similarly, anotherindependentlocus of the
prover canbe formedby combiningthe time interval dataof a differentpair of veri�ers. The two loci, i.e. the two equations,
can be solved to �nd out the location of the prover. Thus any three veri�ers, including or excluding the lead-veri�er , can
localize the prover. Other things like distance,round trip time andresponsedelaycanbe easilyderived.

Positionsof two witnessescanbe initialized during thenetwork startup.Moreover, oncea prover's positionbecomesknown,
it canpossiblybe usedasa witnessin future.

Note that the Eq. (6) doesnot dependon the responsedelay !�� . Hencethe �nal solution is independentof responsedelay
at the prover. Thus this techniqueis resistantto DistanceFraudattackwherethe prover can intelligently enlarge and reduce
distancesto fool a setof threeveri�ers andspoofa different location [1], [4].

C. Results:

The above analysisleadsus to the following results:
s Any veri�er -pair can form the locusof the prover.
s Any veri�er -triplet can localize the prover.
s The location found by a veri�er -triplet is independentof the responsedelay ( !�� ) at the prover.

V. ACCURATE MEASUREMENT OF THE TIME INTERVAL !
)

L

Thereare two challengeswith regardto the measurementof the Time Interval !
)

L :
s The time interval measurementsshouldbe �ne grained.Radiosignaltravels in vacuumat a speedof tGuTCwv��2xzy|{

V�}
. So,

the context of localizationapplicationand the tolerancesare important.For example,whenwe target localizationwithin
a room or building, we shouldtarget error tolerancein meters,not hundredsof meters.Reversingthe argument,if we
want the distanceestimationwithin error toleranceof meters,then the maximumerror tolerancein timing measurement
mustbe in the orderof nanoseconds.

s The time interval measurementsshouldbe free from clock skew. The time intervals measuredby all the veri�ers should
be basedon a single clock as theremight be clock skew amongthe veri�ers' local clocks.Of coursethat single clock
shouldmeetthe requiredhigh precisionrequirements.

In this sectionwe describehow the above two challengescanbe addressed.
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A. Featuresof wirelesscommunication

Thereis onefeaturein wirelesscommunicationwhich is distinct from thewired world. Whenthereis a one-hopconnection
betweentwo wired hosts,thenwhatever they transmitin themediumis known only by thosetwo hostsandno otherhost.2 On
the other hand,sincethe wirelessmediumis basicallybroadcastin nature,any unicastmessagetransmissioncanbe “heard”
not only by the intendedreceiver but alsoby all otherentitiesin thesender's transmissionrange.In particular, if thechannelis
not reserved by someotherneighbor, a wirelessentity has to receive all packets in the mediumat leastto determinewhether
the packet is destinedfor it. This is what we meanby “heard”.

B. Fine grained time interval measurementcannotbe donein software

For correctlocalizationin range-basedsystems,the true signalpropagationtime is required;the time interval measurement
should exclude time spent in all other activities. If the desiredtime interval is measuredin the application layer of the
veri�er/witness, then it includesthe time of the messagetraversal through the veri�er/witness protocol stack. Also, if the
responseis generatedat theapplicationlayerof theprover thenthemessagetraversaltime throughtheprover protocolstackis
alsoincludedin themeasuredinterval. Traversaltime throughtheprotocolstackincludestime for passingthe messageamong
different layersof hardwareandsoftware.This additionaldelay is unpredictableandof muchhigherorderof magnitudethan
the propagationdelay. Similar argumentshold true if the time interval is measuredin operatingsystemsoftware.The reader
is requestedto refer [8, Sec.3.1.9] for additionaldetailsandsample�gures regardingthis.

C. Fine grainedtime interval measurementwith help from hardware

Our approachis to perform the measurementin a place inside the device which is very close to the device to medium
interface.Using current technologywe can achieve it by moving the measurementtask all the way down to bottom of the
protocolstack,wherewe utilize the �rst hardwarecomponentadjacentto the medium-dependentsignalinginterface,the PHY.

There are two main functions performedby the Physical Coding Sublayer(PCS) inside the physical layer (PHY): (i)
generationof continuouscode-groupsto be transmittedon the channel,and (ii) processingof the code-groupsreceived. In
additionto the code-groupscorrespondingto the framedata,the transceiversusesomecontrol code-groups.Onesuchcontrol
code-groupis StartFrameDelimiter (SFD), which indicatesthe arrival of a new frame.

We assumethat the veri�ers, i.e. the PHY of the veri�er , areable to detectthe receptiontime of a speci�c markingcode-
groupwhen they receive a frame.By speci�c markingcode-group,we meansomethingparticularlike StartFrameDelimiter
(SFD) code-groupof the frame.

Thelead-veri�er canmeasurethetime interval !*� asfollows: it startsa timer whentheSFDof challengeframeis transmitted,
andstopsit whenthe SFD of responseframe is received.

Due to the inherentproperty of the wirelesscommunicationsmentionedabove, the challengeframe transmittedby the
lead-veri�er will be “heard” by all the otherveri�ers i.e. witnesses.Hencethe witnessescanmeasurethe time interval asthe
elapsedtime betweenthe following two events:(i) receptionof theSFD-CGof the challengeframefrom the lead-veri�er , and
(ii) receptionof the SFD-CGof the responseframefrom the prover.

Let us now examinethe solutionin little moredetail. Oncea witnesshearthe dummyChallengebeforethe real Challenge
from the lead-veri�er , the witnessunderstandsthat a challenge-responsedialog is about to begin. The witnessthen keepits
transceiver in ready-to-receive stateuntil �nally the responsearrivesfrom the prover.

However, the PHY is not capableof interpretingthe contentsof a received frame.So, the PHY by itself cannotknow when
the challengeframe is going to come,and correspondinglystart the timer on receipt of the marked code-group.But, with
instructionsfrom the higher layers,the PHY can do so. Therefore,oncethe dummy Challengeis received, the higher layer
instructsthe PHY that now is the time that the PHY shouldstart the timer on the receiptof the marked code-groupof the
next arriving frame.Onceinstructed,the PHY will startthe timer on the receiptof themarked code-groupof thenext arriving
frameandstopthe timer on receiptof the samemarked code-groupin the subsequentframe.

D. Measuringtime interval usingcommonclock

Whenan entity receivesa frame,it changesstatefrom IDLE to RECEIVING, andgoesthrougha synchronizationprocess.
Thesynchronizationprocessis responsiblefor determiningwhethertheunderlyingreceive channelis readyfor operation.After
bit synchronization,the receiver knows the bit transmissionrateof the sender. In otherwords,the receiver acquiresthe clock
rate of the sender's PHY. Oncethat is done,the receiver can setupa local timer with frequency equalto the sendingPHY's
transmitterclock.

Thuswhenanwitness“hears”or receivesthechallengeframe,it setsup a local timer with thefrequency of thelead-veri�er' s
PHY transmitter. This timer is usedmeasurethe time interval !

)
L . The interval is measuredin termsof the numberof clock

ticks of that timer. Oneclock tick interval if that timer is equalto thesymboltime of the lead-veri�er' s PHY. All thewitnesses
usethis method.This way all the measuredtime intervals are in termsof a singleclock and free from clock skew errors.

2However, generallytwo hostsseldomhave direct one-hopconnection,the connectiongoesthroughsomenetwork devices e.g. repeater, switch or router.
That is, direct singlehop connectionsareseenbetweena hostanda network device or betweentwo network devices.
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E. Discussion

The PHY will report the time interval to the higherlayersonly if it is requested,andthat reportingwill be muchlater after
the receiptof the responseframe.Also notethat, therewill alwaysbe maximumof onesuchtime interval measurementresult
in the PHY. If the higher layer instruct the PHY to make anothertime interval measurement,then the PHY will overwrite its
previous measuredvalue.This is becausethe main localizationalgorithmis carriedin the applicationlayer, the PHY needsto
make measurementoncefor eachexecutionof the algorithm.

We note that due to the multipath natureof the wirelesschannel,frame transmissionswill experiencemulti-path delay
spread.A code-groupradiatedusinganomnidirectionalantenna,will take multiple paths(asa consequenceof re�ections from
variousobjects)to arrive at the receiver. In otherwords, the receiver will receive multiple copiesof the samesignal,eachof
which may have a differentamplitude,phaseanddelay. Onereceived symbolwill interferewith othercopiesof its own. Due
to this fact, the exact receptiontime of a code-groupis dif�cult to characterize.Onepossibleapproximationis to considerthe
�rst copy sincethe line-of-sightpathwill frequentlybe the quickest.

VI . COMPUTATIONAL ISSUES

A. Measurementerrors

Like any othermeasurement,the time intervals !�)HL notedby the veri�ers aresubjectto error – the measuredtime intervals
might be little too high or little too low. Such measurementnoise will affect the locus of the prover and subsequentlyits
location.In that case,the solutionpointsof two differentveri�er -tripletswill not be exactly thesame.But, if themeasurement
errorsarenot large,we canexpectall thosesolutionspointsto bescatteredaroundtheactuallocation(unknown to theveri�ers)
of the prover. Theremight be someextraneoussolutionpointshowever.

B. An over-determinedsystem

Sinceany threeveri�ers can collaborateto localize the prover, then the next naturalquestionis the following. If thereare
more than threeveri�ers, which threeof them will be chosento localize the prover?For eacharbitrary choiceof a veri�er -
triplets,we candeterminea possiblepositionfor the prover. If thereare � veri�ers, thenthe numberof veri�er -tripletscanbe
formed is ~•��€

�

I`•

. We will get one (two in somecases)solution point from eachset. In total, therewill be approximately
~ solutionpoints,i.e. ~ possiblelocationsfor the prover. Sucha systemis often referredto asan “over-speci�ed” or “over-
determined”system,a potentialdrawbackof using an over-determinedsystemrelatesto the fact that hyperboliclocalization
algorithmscancalculatemorethanonemathematicallyvalid position[12]. The situationis like a fallacy andcounter-intuitive
from the statisticalpoint of view. When we had lessinformation it was easierto conclude,whenwe have more information
it is dif�cult!

C. Combiningmultiple solutionpoints

Now, what is neededis somemethodto useall thesesolutionpointsto make a single�nal estimateaboutthe locationof the
prover � . The mostnaive choice,themeanof all thesolutionpointsas(meanof all x-coordinates,meanof all y-coordinates),
is not good becauseof the fact that arithmeticmeanis highly affectedby the outliers.However, the medianof the solution
pointsmight be good.(Zhanget al. [13] takes the medianof ‚ distance-estimates.)There,oneoption is to output the point
(medianof all x-coordinates,medianof all y-coordinates)asthe �nal estimate.Anotheroption is to �nd the two-dimensional
medianof the points, i.e. the central-mostpoint amongall. Onesimpleway to do that is to �nd the 2D-medianasdescribed
below.

2D median: Constructa convex polygon with a subsetof the solution points, suchthat all the remainingsolution points
which are not the vertexesof the polygon are inside the polygon.Then discardthe solution points includedin the polygon,
andrepeatthe processwith the remainingsolutionpoints.In this way of repeatedlypeeling-off outerpoints,the central-most
solutionpoints (maximumof three)canbe found. Oneof these,or their mean,canbe the �nal estimate.

Anotherapproachof combiningthe multiple solutionpoints is the following: Imagineall the solutionpointsobtainedfrom
differentsetsof veri�ers asdifferentmeasurementsof thesamesignalandusethemto make a �nal estimate.KalmanFiltering
is onepossibleway to do that.

D. KalmanFiltering

Kalman �ltering is an optimal, recursive, discretedata processingalgorithm. It addressesthe generalproblem of trying
to estimatethe stateof a discrete-timecontrolledprocessthat is governedby linear stochasticdifferenceequation[14]. The
algorithm predictsthe stateahead,makes a measurement,then combinethe predictionand measurementsuchthat the error
covarianceis minimized.Again it makespredictionfor next stageandso on.
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Prover P1(1,2) Prover P2(4,15)
No Error With Error No Error With Error

ToA Fig.3(a) Fig.3(a) Fig.4(a) Fig.4(c)
TDoA Fig.3(b) Fig.3(b) Fig.4(b) Fig.4(d)

TABLE I

EXPERIMENT SUMMARY.

E. KalmanFiltering to combinemultiple solutionpoints

We experimentedwith KalmanFiltering to estimatethe prover's location.First, we obtainedall the possiblesolutionpoints
by pairwisesolving all the hyperbolaequations.Then we passedthe solution points one by one throughthe Kalman Filter.
After suf�cient numberof steps,the estimateconverges.

However, aswe observed in our simulationexperiments,the order in which differentsolutionpointsareconsideredby the
�ltering algorithmsigni�cantly affect the �nal estimate.The samesetof solutionpointsprocessedin differentorderproduces
different�nal estimate.Thusthereis a needto �nd out a way to orderthe differentsolutionpointssuchthat the �nal estimate
is ascloseto the actuallocationaspossible.

We believe thattheorientationof theveri�er -triplet, andthelocationof theprover relative to thatorientationis of importance.
Recallfrom theearlierexampleof onedimensionalnetwork, if thewitnessis on theoppositesideof theprover (Fig. 1(b)), then
theveri�er cannotlocalizetheprover. Somesolutionpointsandtheir associatedveri�er -triplet aremoresigni�cant thanothers.
More signi�cant solutionpointsshouldbe treatedearlier than the lesssigni�cant ones.We proposethe following heuristics:

1) If thesolutionpoint lies within the triangleformedby theveri�er -triplet, thenthat solutionpoint is moresigni�cant than
if the solutionpoint lies out of the triangle.

2) If theveri�er -triplet is almostcollinear, thenthesolutionobtainedfrom themwill be poorerthanfrom theveri�er -triplet
which constitutea well-formedtriangle.

3) A solutionpoint which is closerto all locuscurvesis expectedto be nearerto theactuallocationcomparedto a solution
point which is not. To achieve that, the normal distancefrom eachsolution point to all the locus curvesare found and
addedup.Thenthesolutionpointsareorderedin decreasingorderof aggregatedistancesto beconsideredby theKalman
�lter

In the following sectionwe analyzethe �rst heuristic.

F. Sensitivityof prover location w.r.t. veri�er -triplet

If the solutionpoint lies outsidethe triangle formedby the veri�er -triplet, thenit is very sensitive to measurementerror. In
suchcases,a little measurementerror displacesthe probablesolution pointsby a (relatively) large amount.This is shown in
the following example.

Threeveri�ers, ��� (-5, 0), �,	 (0, 5) and �,I (8, 0) are trying to localizea prover. In our experiment,we consider:
s Two locationsof the prover � : (i) inside the triangle ƒ„���
�
	2�
I as …a� (1, 2), (ii) andoutsidethe triangleas …a	 (4, 15).
s Two methodsof localization:(i) ToA 3 (intersectionof circles)method,(ii) andTDoA (intersectionof hyperbolas)method.
s Two casesof measureddata: (i) with no measurementerror, (ii) and with measurementerror (distanceerror for ToA,

differenceof distanceerror in TDoA).
TableI connectsthecasesdescribedabove to thediagramsshown below. Curvesobtainedwhenthereis no measurementerror
are shown with solid lines, the dot-dashedlines show the curves obtainedwith measurementerror. Measurementerror was
injectedby increasingthe `distance'(in ToA) or the `difference-in-distance'(in TDoA) by a small amount.

The solid-line circles in Fig.3(a) show how the threeveri�ers localize P1 when thereis no measurementerror. But when
thereis measurementerror (here,in �

� 's measurement),the threecircles do not intersectat any single point, however there
aretwo intersectionpointswhich areverycloseto theactualsolutionpoint. In Fig.4(a),we seehow the threeveri�ers localize
P2 when there is no measurementerror. However, Fig.4(c) shows that when measurementerrors are present,the derived
intersectionpoints are not very closeto the actual location of P2. The following simple logic indicatesthat the intersection
pointsmovesmorewhenthey areoutsidethe triangleasopposedto whenthey areinsidethe triangle.The Fig. 3 andthe Fig.
4 have the samezoomlevel. In Fig. 3 wherethe prover is insidethe triangle,the intersectionpointsgeneratedfrom erroneous
measurementare almost superimposedon the actual location point. In Fig. 4 where the prover is outsidethe triangle, the
intersectionpointsgeneratedfrom erroneousmeasurementaredistinctly visible from the actuallocationpoint.

The sameobservationsare repeatedfor the TDoA methodasshown in Figs 3(b), 4(b), and4(d).

3The solutionproposedin this document( † IV) usesthe TDoA method.Still we considerthe ToA methodin this examplesincethat is anotherwidely used
method.
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Fig. 3. Sensitivity of errorswhenthe prover is at location(1,2) which is inside the triangle formedby the veri�er-triplet.

In a differentexperiment,the measurementnoisewith both positive and negative valuesare considered.When thereis no
measurementerror, veri�ers ‡Oˆ and ‡,‰ generatethe hyperbola Š‹ˆŒ‰ (seeFig. 5). With a small positive offset addedto the
difference-in-distances,they generatethehyperbolaŠ[ˆŒ‰Œ• shown with dashedline. Similarly, with a smallnegative offsetadded
to the difference-in-distances,they generatethe hyperbola ŠZˆŒ‰
Ž shown with dotted line. Š‹ˆŒ• and Šf‰•• are the hyperbolas
generatedfrom ( ‡Oˆ2‘�‡,• ) and ( ‡,‰�‘•‡
• ) pairs respectively. The threehyperbolas— Š[ˆ’• , Šf‰�• , andone from Š“ˆŒ‰Œ• and Š“ˆ’‰
Ž

— gives four intersectionpoints that form a diamondshapedpatchareasurroundingthe actual location of the prover ” . If
the errors injected in the experimentis the upperboundof permissiblemeasurementerror, then that patchareadenotesthe
possibleplacewherethe prover might actually be located.The areaof the patchquanti�es the uncertaintyof measurement:
the lesserthe area,lesseris uncertaintyin prover's localization.If the systemof threehyperbolasyield two solution points,
then therewill be two patchareas;however they will surroundthe respective solutionpoints (seeFig. 5(b)).

Fig. 6 shows thepatchareasfor differentlocationsof the prover. The actualprover locationis denotedby an asteriskinside
its patch.For dualsolutions,therearesomepatcheswith no asterisksinside.Note in the �gure that, for prover locationscloser
to the veri�er triangle – like (-2, 2), (-1, 2), (1, 2), (2, 2), (-2, -2), (2, -2) – the patch is almost invisible. This intuitively
suggeststhat whenthe prover is actually locatedcloserto the veri�er triangle,the uncertaintyin localizationis lesser.

In ToA localization,wheredistance-enlargementattacksare possible,thereis a philosophywherea veri�er -triplet accepts
a prover location only if the location is inside the veri�er triangle.Seefor examplethe “Point in the triangle” test in [4] or
the similar “Point in a polygon” test in [13]. In TDoA localization,wheredistance-enlargementattacksare not possible,the
above philosophymight still hold true.

VI I . CONCLUSIONS

This paperanalyzessomeproblemsof localizationin infrastructure-lesswirelessnetworks. We proposean approachwhere
a passive listenercanhelp in the localizationprocess.Unlike someothersystemswhereall the veri�ers needto synchronize
to theglobal clock andmeasurethe time of occurrenceof onespeci�c event,heretheveri�ers needto measurea time interval
betweentwo speci�c events.Our solution is securein the sensethat it doesnot dependon the time taken by the prover to
computetheresponseof thechallengefrom theveri�er. We proposecross-layerco-operationbetweenlocalizationsoftwareand
network interfacehardware to measurethat time interval in high precisionas requiredfor localization.Further, we introduce
the problem as to how multiple erroneousobservations from multiple veri�ers can be combinedto a single less-erroneous
solution.
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Fig. 5. The patchareassurroundingthe prover location.

Fig. 6. Patchareassurroundingdifferentpossibleprover locations.
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