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Abstract. In an e ort to prosecute P2P users, RIAA and MPAA have
reportedly started to create decoy users:they participate in P2P net-
works in order to identify illegal sharing of content. This has reportedly
scared some users who are afraid of being caught. The question we at-
tempt to answer is how prevalent is this phenomenon:how likely is it that
a user will run into such a \fak e user" and thus run the risk of a law-
suit? The rst challenge is identifying these \fak e users". We collect this
information from a number of free open source software projects which
are trying to identify such IP addressranges by forming the so-called
blocklists. The second challenge is running a large scale experiment in
order to obtain reliable and diverse statistics. Using Planetlab, we con-
duct active measuremerns, spanning a period of 90 days, from January
to March 2006, spread over 3 continents. Analyzing over a 100 GB of
TCP header data, we quantify the probability of a P2P user of being
contacted by suach entities. We observe that 100% of our nodesrun into
entities in these lists. In fact, 12 to 17% of all distinct IPs contacted
by any node were listed on blocklists. Interestingly, a little caution can
have signicant e ect: the top v e most prevalent blocklisted IP ranges
contribute to nearly 94% of all blocklisted IPs and avoiding these can
reduce the probabilit y of encourtering blocklisted IPs to about 1%. In
addition, we examine other factors that a ect the probabilit y of encoun-
tering blocklisted IPs, such as the geographical location of the users.
Finally, we nd another surprising result: lessthan 0.5% of all unique
blocklisted IPs contacted are owned explicitly by media companies.
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1 Intro duction

Organizationslikethe RIAA and MPAA, represerting content providers, have es-
calatedtheir ght againstillegal P2P content sharing[2], [13], [14], [15],[21],[22]
with the useof fear: there have beena number of lawsuits againstindividual P2P
users[3], [4], [5], [6]. For greater e ect, theseorganizations and their collabora-
tors have also started \tra wling" in P2P networks: creating \fak e users" which



participate in the network and thus identify userswho cortribute towards ille-
gal content sharing. However, the extent of this deployment tactic hasnot been
quanti ed up to now, and this forms the focus of our work.

In responseto this approach, the P2P community hasspavned seweral projects
which attempt to: (a) identify such \fak e users”, and (b) enable P2P usersto
avoid them. In more detail, there is a community basede ort to maintain lists
of suspect IP addressranges,which are called blacklists. Blocklists are published
by organizationswhich provide anti-RIAA software or by groupswhich focuson
security [9]. Additionally , a number of free, open-source,software projects en-
able P2P usersto avoid these blocklisted IPs automatically and are integrated
with the most popular P2P clients using BitT orrent, eDonkey/ eMule, Gnutella
networks [1], [8], [9], [30], [17], [26]. Note that it is not our intention here to
examine how accurate and comprehensie theselists are, though this would be
interesting and challenging future work. What we claim is that, the information
we usein our resarch, is readily availableto P2P usersand is usal by them. [1].

The question we attempt to answer is, how prevalert is the phenomenonof
fake users. Simply put, how likely is it that a user will run into suc a \fake
user" without using blocklists? The answer to this question can lead us to:
(a) understand the e ort that cortent providers are putting in trawling P2P
networks, and (b) justify the e ort of the P2P community to isolate \fak e users".
Hereonwards, we refer to IP ranges of fake userslisted on these blocklists as
blocklisted IPs and usersexchanging data with them asbeing monitored . The
intention of blocklists is to identify sud "monitoring” ertities, however all 1P
rangeslisted on blocklists are not monitoring users,but we assumethe "worst"
casescenario.We say that a user hits blocklisted IPs every time a userreceives
or sendsa pieceof data (part of a le) to that IP range.Organizations employing
these blocklisted IPs are referred to as blocklisted ertities. To the best of our
knowledge, such measuremeis have not been collected before.

We conduct what seemsto be the rst study on the probability with whitch
P2P usersare being monitored. We employ PlanetLab [12]for a period of 90 days
and customizea Gnutella client (mutella version 0.4.5) to automatically initiate
meaningful queriesand collect statistics from the Gnutella network. Each client
initiates 100 queries for popular song found in prominent music charts [36],
[29], [28]. We collect and analyze nearly 100GB of TCP headerdata. We then
examine the obsened IP addressesusing the most popular blocklists on the
Internet [1], [9], [30].

Our results can be summarized as follows:

1. Consequence of ignoring blo cklists: A user without any knowledge of
blocklists, will almost certainly be monitored by blocklisted IPs. We found
that all our clients exchangeddata with blocklisted IPs. In fact, of all distinct
IPs contacted by any client, 12-17%were found to be listed on blocklists.

2. A little information goesalong way: We nd that avoiding just the top
5 blocklisted IPs reducesthe chance of being monitored to about 1%. This
is a consequenceof a skewed preferencedistribution: we nd that the top



5 blocklist rangesencourtered during our experiments cortribute to nearly
94% of all blocklist hits.

3. Most blo cklisted IPs belong to government or corp orate organi-
zations : We quartify the percertage of hits to blocklisted entries of eadh
type, i.e. governmert and corporate, educational, spyware proliferators and
Internet advertisemert rms. We nd that the number of hits which belong
to governmert and corporate lists, is approximately 71% of total number of
hits, nearly 2.5 times more than educational, spyware and adware lists put
together. Interestingly, someblocklists mertion unallocated IP rangescalled
BOGONS, which we discusslater.

4. Very few blo cklisted IPs belong directly to content providers : We
nd that 0.5% of all blocklisted IPs hits could actually be traced badk to
media companies,such as Time Warner Inc. However, it is an open question
whether other blocklisted IPs are indirectly related to content providers.

5. Geographical bias: We nd that there is geographicalbias assaiated with
how usershit entities listed on blocklists. The way in which userslocated on
the two opposite coasts, east and west, of mainland US, Europe and Asia,
hit blocklisted ertities is quite di erent.

6. Equal opportunit y trawling: We nd that Ultra-p eers(UPs) ! and leaf
nodes have equal probability of assaiating with a blocklisted IP, with less
than 5% variation in the average number of distinct blocklisted IPs. This
comesin corntrast to the popular belief that UPs are monitored more aggres-
sively by blocklisted ertities [10], [11], than leaf users.

The rest of the paper is organized as follows. Section |l preseris relevant
literature, followed by Section Il which discussesthe experimertal setup and
blocklisted ertries. Section IV investigatesgeographicalbias and sectionV ad-
dresseghe Ultra/Sup er peer versusleaf node debate.

2 Relevant Literature

A plethora of P2P networks, such asFastTrack, Gnutella [14], BitT orrent, eMule/Donk ey
and many others are prevalert in the Internet. Freely available P2P clients for
nearly all operating systemsgeneratesigni cant amounts of trac criss-crossing
the Internet [13], [15]. These networks have recerily beentouted asthe future
for content distribution technologies[16], and for similar exciting and promising
applications. However, these overlay networks act as signi cant enablersin the
movemert of copyrighted material over the web. Organizations such asthe RIAA
and MPAA have beenvociferousin their support for anti-P2P policies since it
is the companiesrepreserted by theseorganizationsthat supposedlyloseout on
revenue due to the exchange of copyrighted songsand movies [5], [7].

Recerly, a slew of reports in the electronic and print media have led to
members of P2P communities pondering over the rami cations of sud illegal

! Ultra-p eersare high bandwidth nodesthat act aslocal centers, facilitate low band-
width leaf nodes, and enable the scalability of gnutella-lik e networks.



resourcesharing [18]. To mitigate suc a threat of possiblelawsuits, usershave
resortedto downloading and deploying anti RIAA/MP AA software. These pro-
gramsblock computers owned by sudch organizationsfrom accessinguserson the
P2P networks [8], [1], thereby e ectiv ely alienating them from quorums of P2P
users.This prevents them from gaining critical information leadingto generation
of detailed user behavior log les which may be usedfor legal action. The num-
ber of sud free software, easily available from popular websitesis large. Many
variants exist for di erent clients, networks and Operating Systems.

Previous work on modeling and analysis of P2P systems[24], [25], have fo-
cusedon developing a viewpoint basedon performance metrics of such overlay
systems.Our work di ers greatly from theseimportant earlier researd e orts.
We conduct researt to speci cally ascertainif the organizationslike the RIAA
are active on P2P networks or not. We quartify the probability of a P2P user of
being monitored by enrtities listed on the most popular blocklists. Also, we iden-
tify if there is any geographicalbias assaiated with observinghow P2P usersrun
up against blocklisted entites. To the best of our knowledge,we believe that our
researd is the rst which speci cally targets an in-depth study of whether such
a threat is a reality for a genericP2P user. Moreover, our work is signi cant for
understanding who do we talk to while sharing copyrighted resourceson these
P2P networks. Additionally , we intend to verify reports suggestingthat some
so-called organizations enlisted by the RIAA target UPs in preference to leaf
nodes [10], [11], in order to break the badkbone of the ertire overlay structure.

3 Who is watching?

In this sectionwe discussthe experimental setup we employ followed by a syn-
opsis of our ndings regarding which blocklisted ertities are most prevalent on
P2P networks.

Exp erimen tal set-up :Weinitiate our experimerts to emulate a typical user
and yet be able to measurelarge scalenetwork-wide inter-node interaction char-
acteristics of P2P networks. We measure statistics based on trace logs com-
piled from connectionsinitiated using PlanetLab. The duration of measuremets
spannedmore than 90 days, beginning January 2006.We initiate connectionsus-
ing nodesspreadnot only acrossthe continental US but also Europe and Asia in
order to determine any geographicalnuancesassaiated with which blocklisted
ertities seemto be more active than others, in speci c locations. We were able
to customize mutella 0.4.5 clients [27], a vanilla consolebased Gnutella client,
and intitiate connectionsto the Gnutella network. Moreover, clients were made
to switch intechangeably from UP to leaf modesin order to verify if network
wide inter-node behavior of UPs is signi cantly di erent from leaf nodes.

Seard strings used for probing the P2P network were compiled as a list of
popular songs,from Billb oards hot 100 hits [28], top European 50 hits [29] and
Asian hits [36]. Each node injected about 100 queriesduring every run. In the
process,we analyzed more than 100GB of TCP headertraces by using custom
scripts and lters to extract relevant information which helpsus developa deeper



insight into who do we interact with while sharing resourceson P2P networks.
Note that all les stored as a result of our experiments on PlanetLab nodes,
were completely removel and never usel. Similarly no content was downloaded
to local UCR machinesfor storage.

Before we presert results obtained from our measuremets we must discuss
what BOGON IPs [34] mean as they hold special sigini cance to the collected
information. BOGON is the name usedto describe IP blocks not allocated by
IANA and RIRs to ISPs and organizations plus all other IP blocks that are
resened for private or special useby RFCs. As theselP blocks are not allocated
or specially resened, such IP blocks should not be routable and used on the
internet, however some of these IP blocks do appear on the net primarily used
by thoseindividuals and organizationsthat are often speci cally trying to avoid
being identi ed and are often involved in such activities as DoS attacks, email
abuse,hacking and other security problems.

The majorit y of the most activ e blo cklisted entities encountered
are hosted by organizations whic h want to remain anonymous . Table 3
lists the top fteen ertities we encourter on the P2P network while exchanging
resourcesthroughout the complete duration of our active trace collection. Sur-
prisingly, we nd theseertities operatefrom BOGON IP ranges.This obsenation
is made on the basisof the various popular blocklist resourcesand suggestshat
these sources delikerately wish to conceal their identities while serving les on
P2P networks by using up IP rangeswhich cannot be monitored down using an
IP-WHOIS lookup to locate the operator employing these anonymous blocks.
Only three out of the top fteen ertries in table 3 do not use unallocated BO-
GON IP blocks and are listed on PG lists [1]. The rest of the BOGON ertities
are listed on both Trusty les [30] and Bluetack [9] lists. Most of the BOGON
IP rangespoint to either ARIN or RIPE IP ranges.We must however mertion
that theseBOGON IP rangeswerefound to point back to thesegenericnetwork
addressdistribution ertities at the time of our experimerts. It is quite possible
that theserangesmay have now beenallocatedto rms or individuals and may
no longer remain anonymous.

Content providers part of the RIAA do not participate in large
scale eavesdropping into P2P networks using their own IPs. We obsene
that a whopping 99.5% of blocklisted IPs corntacted either belongto BOGON,
commercial entities, educational institutions and others. Among all blocklisted
IPs contacted, about 0.5% could actually be traced badk to record companies,
sud as Time Warner Inc. This is a clear indication of the miniscule presenceof
record companiestrawling P2P networks in a proactive manner.

According to popular perception in the P2P community, and discussionson
blocklist hosting sites, such as Phoenix Labs [35], the entry FUZION COLO
[31],[32]in Table 3, is viewed with distrust, and is understood to propagate self
installing malware, and in generalasan anti P2P ertity. Xeex[33], is more of a
mystery. It hosts an inconspicioussite which provides absolutely no information
as to what the compary is really involved in. Going by the discussiongroups
hosted on the PG website, xeex doesturn up frequertly in blocklist hits for a



large number of users.Other individuals or organizations deliberately employing
BOGON IPs to participate in the exchange of resourceson P2P networks are
certainly attempting to cloak themselves, possibly from the RIAA. Another vein
of reasoningwould suggestthat they could be the oneswho keeptabs on what
usersdownload.

Table Il displays the top v e ertities that registeredhits on the educational
and researt institutions list and the governmert and commercial organizations
lists. We obsene that FuzionColo and XeeX appear prominently in this cate-
gorization along with two other commercial organizations which host sernerson
ed2k and Gnutella networks. We nd that hits to ertities listed on commercial
and governmert blocklists are much more frequert than hits on any other dif-
ferent kind of blocklists such as Internet ad companies,educational institutions
and others. Even though the number of IPs which belong explicitly to content
providers may be small, the fact that IPs listed on commercial and governmert
blocklists are providing content to P2P usersis of concern. The scenariowherein
commercial organizations are hired by content providers to collect user pro le
data in these networks cannot be ruled out. Furthermore, the possibility that
these commercial organizations such as the oneslisted in table 11 are not aware
of P2P trac emanating from their serversand are too lax about security does
not seemvery plausible since someof these bocklisted ertities kept monitoring
our clients nearly every time les wereexdianged.lt is clearthat thesecommer-
cial IP rangeswhich sere les to P2P usershave a very large cache of popular
in-demand media and have extremely low downtime, which seemsimprobable
if in fact the machine were turned into a bot. In fact, the number of hits to
commercial and governmert blocklisted ertities is nearly 2.5 times greater than
hits to any other kind of blocklisted IP we were monitored by.

Rank |T op 15H itRang es Type
1 72.48.128.0-72.235.255.255 Bogon
2 87.0.0.0-87.31.255.255 Bogon
3 88.0.0.0-88.191.255.255 Bogon
4 72.35.224.0-72.35.239.255 FuzionColo
5 71.138.0.0-71.207.255.255 Bogon
6 70.229.0.0-70.239.255.255 Bogon
7 70.159.0.0-70.167.255.255 Bogon
8 70.118.192.0-70.127.255.255 Bogon
9 216.152.240.0-216.152.255.255 xeex
10 216.151.128.0-216.151.159.255 xeex
11 70.130.0.0-70.143.255.255 Bogon
12 87.88.0.0-87.127.255.255 Bogon
13 71.66.0.0-71.79.255.255 Bogon
14 87.160.0.0-87.255.255.255 Bogon
15 70.82.0.0-70.83.255.255 Bogon

Table I: Listing of top 15 blocklist ertities encourtered on P2P network.

Rank |T op 5E ucationalH itRang es Top5Commer ciaH itRang es

1 152.2.0.0-152.2.255.255-Univ. of N. Carolina 72.35.224.0-72.35.239.255-F uzionColo

2 64.247.64.0-64.247.127.255-Ohio Univ ersit y [216.152.240.0-216.152.255.255-XeeX

3 129.93.0.0-129.93.255.255-Univ. of Nebrask a [216.151.128.0-216.151.159.255-XeeX

4 128.61.0.0-128.62.255.255-Georgia Tech 38.113.0.0-38.113.255.255-P erf.Systemsin ted2k
5 219.242.0.0-219.243.255.255-CERNET 66.172.60.0-66.172.60.255-Netsen try ed2kserv er

Table II: Listing of top 5 educational and commercial ertities encourtered
on P2P networks
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Fig. 1. Classi cation of blocklist hits according to their type. We observe that hits on
the commercial and government blocklist is signi cantly larger than hits on the other
blocklists.

4 Probabilit y

In this sectionit is our intention to estimate the probability of a typical user of
being monitored by ertities listed on theseblocklists while sur ng P2P networks.
This givesanideaof how aggressietheselists are and what percertage of ertities
wetalk to while sur ng P2P networks are not consideredtrust worthy. We obsene
throughout the completeduration of our measuremets, 100% of all our nodes
were monitored by entities on blo cklists and on average 12-17% of all
distinct IPs contacted by any of our clients were listed on blo cklists .
As illustrated in Fig. 2, the percertage of IPs listed on blocklists which a node
is monitored by is quite signi cant, about 12-17%of all distinct IPs corntacted,
per node. In fact this trend was re ected throughout the complete duration of
measuremets, which suggeststhat the presenceof blocklisted ertities on P2P
networks is not an ephemeralphenomenon.

Popularit y of blo cklisted IPs monitoring P2P users follo ws a skewed
distribution . We obsene this behavior asdisplayedin Fig. 3a. A small number
of ertities register a large number of hits while most blocklisted ertities are infre-
quertly visible on P2P networks. This fact is of great consequenceéo userswho
wish to avoid contact with blocklisted ertities and thus reducetheir chancesof
running into anti-P2P entities. Simply Itering out the ve most popular entities
on thesenetworks leads to a drastic reduction in the number of hits to them, to
the tune of 94% This interesting statistic is displayedin Fig. 3b. In fact avoid-
ing just these top 5 popular IP ranges can reduce the chances of a
user being monitored signican tly, down to nearly 1%. Usersmay use
this fact to tweak their IP lters to increasetheir chancesof safely surng P2P
networks and bypassing the most prevalent blocklisted ertities. In cortrast, a
naive user without any information of blocklists will almost certainly be moni-
tored by blocklisted entities. Also, the fact that 100% of all nodesregardlessof
geographicallocation were monitored by blocklisted IPs, indirectly points to the
completenessf the blocklists we compiled from the most popular sources.
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Fig. 2. Percertage of distinct blocklist IPs contacted, per user, out of the total number
of distinct IPs logged.
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Fig. 3. (a)Frequency of popularity of blocklisted IPs, following a skewed distribu-
tion.(b)P ercertage contribution by Blocklisted IPs. The 5 most popular blocklisted
IPs contribute to nearly 94.2% of all blocklist hits.

5 Geographical Distribution

In this section we focus attention towards whether geographicalbias if any is
obsened with respect to blocklisted IPs monitoring our clients from dierent
locations. To achieve this we neededto develop a mechanism allowing us multiple
points of entry, geographically speaking, into a P2P network. We employed over
50 di erent nodeson PlanetLab, encompassinghe cortinental US, Europe and
Asia to measurethis metric. We monitor individually, PlanetLab nodeslocated
in the cortinental US and classify nodes situated on the east coast as US-EC
and on the west coast as US-WC. This was done to obsene if there is any
variation in monitoring behavior within mainland US. Surprisingly, we nd that
measuremets gathered from PlanetLab nodeslocated on US-EC and US-WC
do not concur in unison regarding various metrics discussedin the following
sections.

Geographical location inuences observed monitoring activit y:To
provide an idea of how blocklisted IPs monitor P2P usersover a complete geo-
graphical spectrum we presen Fig. 4a. We obsene that the percertage of block-
listed IP hits is highest in US-WC followed by US-EC, Asia and Europe. The
percentageof hits to blocklisted IPs per node, compared to total hits to IPs con-
tacted by each node, located on the US-WC seemsto be nearly twice that of nodes
located on US-EC. Quite obviously, this suggeststhat usersaccessingthe P2P
network from thesetwo vantage points, within the mainland US, encourter dif-
ferent levels of monitoring activity. We believe this obsened inequality springs
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from the following reason,that di erence in userbehavior and possibledi erence
in levels of monitoring activities by ertities on the blocklists could directly be
responsible for such a skewed trend. Fig. 4b depicts the distribution of block-
listed IP hits from the "educational" range,comprising of academicand researd
institutions. Again, we obsene a similar trend. Nodeslocated on US-WC notch
up a higher percertage of blocklist hits comparedto nodeslocated on US-EC,
Asia and Europe. In fact, the di erence in measuremeits between US-WC and
US-EC is more than v etimes than that of readingsgatheredfrom US-EC. Fig.
4c depicts the distribution of blocklisted IP hits in the governmert and commer-
cial domain. Once again, we obsene that gures collected for nodessituated on
US-WC are higher than nodeson US-EC, Asia and Europe. Given that the pe-
riod of obsenation, the UTC time when data waslogged,the number of queries
input into the P2P network, the order in which querieswereinjected wereidenti-
cal, we surmisethat, throughout the duration of our experimerts the consistent
skewe distribution between US-WC and US-EC can be due to di er ence in user
behavior and the local prevalene and di er ence in monitoring activity levelsof
blacklisted entities in thesedi er ent gengraphical settings

Users on US-W C exp erience aggressiv e monitoring activit y:Analyzing
information depicted in Fig. 2 and Fig. 4ato c, we obsene that userslocated
on US-WC run into a smaller number of distinct blocklisted IPs but at the
sametime register a larger number of hits to theseranges,a clear indication of
heightened monitoring activity vis-a-vis other geographicallocations.

Nodeslocatedin Europe consisterily registereda lower number of blocklisted
IP hits when compared to nodes located in Asia. We attempt to maintain a
balance while conducting experiments and deploy our code on nearly the same
number of nodesin di erent geographicalsettings, log data during synchronized
time periods. The only di erence while gathering measuremets in thesesettings
was that we used di erent lists of queries which were injected into the P2P
network for nodeslocated in separatecortinents. For nodeslocated in Europe
we constructed query lists based on European 50 hits [29] and for nodes in
Asia we constructed query lists based on Asian hits [36]. The magnitude of
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Fig. 5. UP Vs Leaf.The black bar signies UP while the yellow bar signies
leaf users (a)Comparison of average number of distict IPs contacted by UPs and
leaves.(b)Comparison of percertage of blocklisted IPs as encourtered by UPs and leaf
users.

di erence obsened betweennodesin Europe and Asia was found to be more or
lessconsistert acrossthe dierent types of blocklisted IPs. They were however
signi cantly dierent from measuremeis gathered acrossthe mainland US. We
believe that this di erence could again be due to dissimilarity in user behavior
and monitoring activity acrossgeographicalboundaries.

6 Role Dependent Monitoring

This sectiondelvesinto whether accordingto popular perceptionin P2P commu-
nities [10], [11], the probability of being monitored by blocklisted ertities varies
with the "role” played by a P2P node. The questionwe answer is: are UPs mon-
itored with higher prokability by entities on blocklists versus regular leaf nodes
This could show if content providers considermonitoring UPs to be a more fruit-
ful excercise.Through our measuremets we nd that there is no conclusiv e
evidence to support any theory regarding role based monitoring . We
obsene connection dynamics of UP and leaf nodesin Fig. 5a. Surprisingly, for
leaveslocated in the US the mean number of distinct IPs contacted is higher
than for UPs. This is in cortrast to nodesin Europe or Asia, where the mean
number of distict IPs contacted is higher for UPs. This obsenation suggestshat
UPs in the US are more conservativein terms of how many users they talk to
in comparison with UPs in Europe or Asia. An obvious question that comesto
mind is: should UPs interacting with a lessernumber of distinct IPs translate
into a lower probability of a UP being monitored? As we will seenext this is not
always true.

In Fig. 5b we obsene the comparisonbetweenthe percertage of blocklisted
IP hits with regardsto total IPs contacted for UPs and leaf nodes. This metric
depicts if there is any correlation between UPs being monitored preferertially
over leaf nodesirrespective of geographicallocation. We nd that UPsin US-WC
encourter higher percertagesof blocklisted IPs versusleaf nodes. This trend is
consistert with Europe basednodes. However for US-EC and Asia basednodes
we obsene that UPs encourter lesserpercertages of blocklist IPs comparedto



leaf nodes.In fact, we nd lessthan 5% variation in the averagenumber of block-

listed IP hits registered by UPs versusleaf nodes. Thereby we don't nd any
conclusive evidencefor claims of UPs being preferertially monitored by block-

listed ertities versusleaf nodes. Also, to answer the question posedpreviously.

Consider the caseof US-WC, where UPs talk to lessdistinct IPs but still are
monitored by a larger number of blocklisted IPs. This is clear indication that

monitoring activity varies with geographical location and that talking to lesser
number of IPs doesn't translate into a lesserprobability of being monitored. We
must mention that our measuremets suggesta de nite disparity in monitoring

activity between US-WC and US-EC and this could possibly be assaiated to

di erences in user activity levels at these locations. An imbalancein obsena-
tions for Europe and Asia can possibly be explained by the "interest" of content

providersin trying to monitor P2P networksin thoseregions.The scarty number
of lawsuits in Asia in comparisonto signi cant numbersin the US and Europe
provide credenceto this explanation [22], [20].

7 Conclusion

To the best of our knowledge, this work is the rst to quantify the probability
that a user will be monitored i..e. interact with a suspiciousIP address.Using
Planetlab, we conduct large-scaleactive measuremets, spanninga period of 90
days, from January to March 2006, spread over 3 cortinents, yielding nearly
100 GB of TCP packet header data. A naiv e user is practically guaran-

teed to be monitored: we obsenethat 100%of our peersrun into blocklisted
users.In fact, 12%to 17% of all distinct IPs contacted by a peerare blocklisted
ranges. Interestingly, a little caution can have a signi cant e ect: the top v e
most prevalent blocklisted IPs cortribute to nearly 94% of all blocklisted ertities
we ran into. This information can help usersto reduce their chancesof being
monitored to just about 1%. At the sametime, we examinevarious di erent di-
mensionsof the userssuc asthe geographicallocation and the role of the node
in the network. We nd that the geographicallocation, unlike the role, seemsto
a ect the probability of encourtering blocklisted users.Finally we answer, who
owns blocklisted IP addresseslinterestingly, we nd that just 0.5% of all block-
listed IP hits belong explicitly to media companies.The majority of blocklisted
usersseemto belongto commercialand governmert organizationsand a sizeable
portion of the most popular belongto BOGON ranges.

Our work is the rst stepin monitoring the new phaseof \w ar" betweenthe
content providers and the P2P community. It will be very interesting to cortinue
to monitor the ewolution of this conict. A logical next step is to analyze the
accuracy and completenessof the blocklists, and the speed with which a new
blocklisted entity is agged.
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